SG-5110 Gateway Command Line Interface Reference Guide

SG-5110 Gateway
Command Line Interface
Reference Guide

Model: SG-5110

CLIREFERENCE GUIDE



SG-5110 GATEWAY CLI REFERENCE GUIDE

Contents

Chapter 1 Application Acceleration Configuration Commands

1 VWAN Commands 2
2 HTTP-AD Commands 14
3 APP-CACHE Commands. 19
Chapter 2 Basic Configuration Commands 30
1 Command Line Interface Commands 31
2 Basic Configuration Management Commands 35
3 LINE Commands 73
4 Password Policy Commands, 97
5 File System Commands 102
6 LICENSING Commands. 119
7 PKG_MGMT Commands 129
8 CWMP Commands 148
9 Syslog Commands 162
10 LED Commands 197
11 Exception Alarm Commands 199
12 HTTP Service Commands 206
13 PATCH-UPGRADE Commands 214
14 WEB-UPGRADE Commands 217
Chapter 3 Behavior Management Commands 219
1 Layer2/3 Classification Commands 220
2 APP-IDENTIFY Commands 248
3 APP-ROUTE Commands, 276
4 APP-PROXY Commands 288
5 User Session Limit Commands 290
6 Flow Control Commands. 322
7 Flow Audit Commands 344
8 Content Audit Commands 362
9 LINE-QUALITY Commands 469
Chapter 4 Device Management Commands 482
1 Device Audit Commands 483
2 USB Commands 485
3 SYS Commands 487
4 User Task Commands 512
5 SERVICE-MANAGER Commands 518
Chapter 5 Interface Commands 520
1 Interface Commands 521
2 Mode Management Commands 539
3 DLDP Commands 561
4 PCAP Commands. 569
5 PPPOE-CLIENT Commands 574
6 PPPoE Server Commands 585
7 PPP Commands 593
8 Aggregate Port Commands 602

9 VLAN-TERMINAL Commands,

608




SG-5110 GATEWAY CLI REFERENCE GUIDE

Chapter 6 IP Address & Application Commands 612
11P Address/Service Commands 613
2 ARP Commands 635
3 IP Event Dampening Commands, 657
4 TCP Commands 661
5 IPv4/IPv6 REF Commands 676
6 Tunnel Commands 684
7 FPM Commands 692
8 NAT Commands 701
9 MLLB Commands 717
10 USER-ROUTE Commands 736
Chapter 7 IPv6 Commands 744
11Pv6 Commands 745
Chapter 8 Network Management Commands 788
1 RLOG Commands 789
2 POLICE-LOG Commands 805
3 LOG-POLICY Commands. 821
4 SNMP Commands 827
5 CM-APM Commands 847
6 ANTI-SNIPER Commands 870
Chapter 9 Reliability Configuration Commands 878
1 VRRP Commands 879
2 RNS & Track Commands 892
Chapter 10 Routing Commands 9218
1 PBR Commands 919
2 ROUTE-DB Commands 937
3 RIP Commands 941
4RIPng 976
5 OSPFv2 Commands 990
6 OSPFv3 Commands 1071
7 Protocol-independent Commands 1126
8 NSM Commands 1167
Chapter 11 Security Configuration Commands 1189
1 ACL Commands 1190
2 RPL Commands 1223
3 RNFP Commands 1224
4 SSH Commands 1240
5 DHCP Snooping Commands 1251
6 ARP-Check Commands 1264
7 IP Source Guard Commands 1266
8 VPDN Commands 1272
9 IPSEC-IKE Commands 1314
10 ITBOX Commands 1363
11 AAA Commands 1370
12 RADIUS Commands 1398

13 TACACS+ Commands

1423




SG-5110 GATEWAY CLI REFERENCE GUIDE

14 Web Authentication Commands, 1429
15 Global IP-MAC Binding Commands. 1471
16 IPoE Commands 1476
17 IP Group Commands 1481
18 Link SAM Commands 1487
19 Flow Account Commands 1496
20 APP-AUTH Commands 1506
21 Webservice Commands, 1564
22 ANTI-PAP Commands 1568
23 WEB-ADVERT Commands. 1577
24 Local-Account Commands. 1584
25 Firewall Commands 1594
Chapter 12 WLAN QoS Configuration Commands 1652
1 WLAN QoS Commands 1653
2 WMM Commands 1665
Chapter 13 WLAN RF Configuration Commands 1675
1 Band Select Commands 1676
Chapter 14 WLAN Security Configuration Commands 1683
1 Wireless Security Commands 1684
2 WIDS Commands 1701
Chapter 15 WLAN Basic Configuration Commands 1758
1 WLAN Basic Configuration Commands. 1759
2 WLAN STAMP Commands 1794
3 WLAN CAPWAP Commands 1826
4 WBS Commands 1866
5 ETH-MNG Commands 1914
6 DATA-PLANE Commands 1915
7 WLOG Commands 1917




SG-5110 GATEWAY CLI REFERENCE GUIDE

6&Fs

Chapter 1 Application Acceleration Configuration Commands

1.  VWAN Commands
2. HTTP-AD Commands
3. APP-CACHE Commands

www.fs.com



SG-5110 GATEWAY CLI REFERENCE GUIDE 6 FS

1 VWAN Commands

1.1 access-list

Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

Use this command to associate an ACL, so that multilink bundling is not performed on data flows of some users in a
branch that are used for accessing servers.

access-list acl-num

Use the no form of this command to cancel ACL association.

no access-list

Parameter Description
acl-num Indicates the serial number of the ACL to be associated.
N/A

Configuration mode of a VWAN channel in active mode

14

An ACL does not need to be configured. An ACL ensures that multilink bundling is not performed on data flows of

some users in a branch that are used for accessing servers.

#Associate an ACL in VWAN channel mode of a branch, to ensure that multilink bundling is not performed on data
flows of some users in the branch that are used for accessing servers.

FS(config)# vwan channel active CompanyA

FS(config-vwan-channel)# access-list 100

Run the show vwan channel command to display the ACL associated with the VWAN channel.

N/A

N/A

N/A

1.2 comment

Use this command to comment a VWAN channel with a branch name.

comment name

Use the no form of this command to cancel the branch name comment for a VWAN channel.

no comment
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Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

1.3 limit

Parameter

Description

Defaults

Parameter Description

Indicates the name of a branch. It contains a maximum of
name
31 bytes.

N/A

Configuration mode of a VWAN channel in active mode

14

Comment a VWAN channel with a branch name. After a VWAN channel is established successfully, the device in the

branch advertises its branch name through the VWAN channel in active mode to the peer device in the

headquarters for identification.

#Comment a VWAN channel with a branch name.

FS(config)# vwan channel active CompanyA

FS(config-vwan-channel)# comment BranchA

Run the show vwan channel command on the device in the headquarters to check whether the device in the

branch correctly advertises its branch name through the VWAN channel.

N/A

N/A

N/A

Use this command to limit the number of channels that can be configured in a VWAN channel in passive mode.

limit channel-num

Use the no form of this command to restore the default configuration.

no limit

Parameter Description

Limits the number of channels that can be configured in
channel-num
aVWAN channel in passive mode.

The default value is the maximum number of VWAN channels supported by the device.
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Command Mode

Usage Guide

Configuration

Example

Verification

1.4 link

Parameter

Description

Configuration mode of a VWAN channel in passive mode

14

The number of channels that can be configured in a VWAN channel in passive mode does not need to be
configured. You can limit the number of channels that can be configured in each VWAN channel in passive mode
when multiple VWAN channels in passive mode are created on the device in the headquarters and the number of
devices in branches connected to each VWAN channel needs to be limited, so as to ensure that the device in the
headquarters can establish connections with devices in branches through other VWAN channels. The total number
of devices in branches connected to VWAN channels in passive mode should be smaller than the number of VWAN

channels supported by the device in the headquarters.

#Create two VWAN channels in passive mode to limit the number of channels that can be configured in a VWAN
channel in passive mode to 30.

FS(config)# vwan channel passive CompanyA

FS(config-vwan-channel)# limit 30

FS(config)# vwan channel passive CompanyB

FS(config-vwan-channel)# limit 30

Run the show vwan channel command to display the limited number of channels that can be configured in a

VWAN channel in passive mode.

N/A

N/A

N/A

Use this command to configure a virtual link in active mode.

link interface-name [ source-port ] dest-ip [ dest-port 1 [ bandwidth bandwidth 1

Use the no form of this command to delete a virtual link in active mode.

no link interface-name [ source-port ] dest-ip [ dest-port ] [ bandwidth bandwidth 1

Parameter Description

interface-name Indicates the local device port of a virtual link.

Indicates the UDP source port used by the Multilink Protocol (MP). It does not
source-port
need to be configured. The default port is Port 12315.

J Indicates the peer IP address of the virtual link, that is, the master IP address of
est-ip
the peer device port.



SG-5110 GATEWAY CLI REFERENCE GUIDE 6 FS

Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

1.5 link any

Parameter

Description

Defaults

Indicates the UDP destination port used by the MP. It does not need to be

dest -port
configured. The default port is Port 12315.

bandwidth bandwidth Indicates the link bandwidth in kbps. It does not need to be configured.
By default, it is the same as the bandwidth configured in interface
configuration mode.

N/A

Configuration mode of a VWAN channel in active mode

14

When the master IP address has been configured for a specified device port and the device port is in the Up state,
the virtual link in active mode switches to the connecting state and the local device actively initiates a connection.
If Port 12315 is disabled, specify another port.

In a VWAN channel, a virtual link is scheduled in polling mode based on the configured link bandwidth for packet
transmission. Therefore, the configured link bandwidth needs to be consistent with the actual physical link

bandwidth, to ensure load balancing among multiple virtual links and optimal bandwidth aggregation effect.

#Create a virtual link in active mode.
FS(config)# vwan channel active CompanyA

FS(config-vwan-channel)# link GigabitEthernet 0/1 100.1.1.10

Run the show vwan link command to display the created virtual link.

N/A

N/A

Use this command to configure a virtual link in passive mode.

link interface-name [ source-port] any

Use the no form of this command to delete a virtual link in passive mode.

no link interface-name [ source-port ] any

Parameter Description

interface-name Indicates the local device port of a virtual link.
Indicates the UDP source port used by the MP. It does not

source-port
need to be configured. The default port is Port 12315.

N/A
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Command Mode

Usage Guide

Configuration

Example

Verification

1.6 server

Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration mode of a VWAN channel in passive mode

14

When the master IP address has been configured for a specified device port and the device port is in the Up state,
the virtual link in passive mode switches to the listen state and the local device waits for the peer device to initiate a
connection.

#Create a virtual link in passive mode.

FS(config)# vwan channel passive CompanyA

FS(config-vwan-channel)# link GigabitEthernet 0/1 any

Run the show vwan link command to display the created virtual link.

N/A

N/A

Use this command to configure a server address.

server server-ip [ tcp tcp-port | udp udp-port]

Use the no form of this command to cancel the server address.

no server server-ip [ tcp tcp-port | udp udp-port ]

Parameter Description

Indicates the server IP address. It is usually set to the IP
server-ip address obtained after NAT static mapping or port

mapping is performed.

tcp tcp-port Indicates the TCP server port configured on the device.
udp udp-port Indicates the UDP server port configured on the device.
N/A

Configuration mode of a VWAN channel in passive mode

14

The TCP port and UDP port do not need to be specified. You can run the ping command to detect the connectivity

between PCs in a branch and a server. When services that do not need multilink bundling exist on a server, you can
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Configuration

specify the TCP port or UDP port. A maximum of 128 server addresses can be configured.

#Map the video server in the headquarters to 100.1.1.11 in NAT static mapping mode and configure the address of

Example the video server in a VWAN channel in the headquarters.
FS(config)# vwan channel passive CompanyA
FS(config-vwan-channel)# server 100.1.1.11
Verification 1. Run the show running command on the device in the headquarters to display the configured server address.
2. Run the show vwan channel servers command on the device in the branch to display the server address
pushed by the device in the headquarters.
1.7 show vwan channel
Use this command to display information about a VWAN channel.
show vwan channel
Parameter
Parameter Description
Description
N/A N/A

Command Mode

Usage Guide

Configuration

Example

Privileged EXEC mode, global configuration mode, and interface configuration mode

This command displays information about a VWAN channel, including the status and name of the VWAN channel,
branch name of the peer device, serial number of the associated ACL, and number of transmitted and received

packets. The status shows whether the VWAN channel is successfully established.

#Display information about a VWAN channel.

FS#show vwan channel

ID name state  acl loss_recov link_num send_pkts send_bytes recv_pkts recv_bytes comment
estab_time
0x22342600 CompanyA ESTABED O 1 2 0 0 0 0

BranchA 2013-7-15 10:00:00

Field description:

Field Description

ID Indicates the internally used ID of a VWAN channel.
name Indicates the name of a VWAN channel.

state Indicates the state of a VWAN channel, which may be

opened, established, or closed.
acl Indicates the serial number of the associated ACL. The

value 0 indicates no association.
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link_num Indicates the number of virtual links in a VWAN
channel.
send_pkts Indicates the number of sent packets.
send_bytes Indicates the number of bytes of sent packets.
recv_pkts Indicates the number of received packets.
recv_bytes Indicates the number of bytes of received packets.
comment Indicates the branch name advertised by the peer
device.
estab_time Indicates the establishment time of the VWAN
channel.
N/A
N/A
1.8 show vwan channel servers

Parameter

Description

Command Mode

Usage Guide

Configuration

Example

Use this command to display the list of server addresses pushed by the peer device.

show vwan channel servers

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

Use this command on the device in a branch to display the list of server addresses pushed by the device in the

headquarters.

#0n the device in a branch, check the list of server addresses pushed by the device in the headquarters.
FS#show vwan channel servers

channel: CompanyA, peer-num: 2

ip proto port
1.100.1.1.11 0 0
2.100.1.1.12 0 0

Field description:

Field Description
Channel Indicates the name of a VWAN channel.
peer-num Indicates the number of server addresses pushed by

the peer device.

ip Indicates the server IP address.
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proto Indicates the protocol applied to the server, TCP or
UDP.The value 0 indicates that no protocol is
specified.

port Indicates the server port, to which the protocol is

applied. The value 0 indicates that no port is specified.

N/A

N/A

1.9 show vwan link

Parameter

Description

Command Mode

Usage Guide

Configuration

Example

Use this command to display information about a virtual link.

show vwan link

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

This command displays information about a virtual link, including the status and bandwidth of the virtual link, local
port ID, IP addresses and UDP ports of the local and peer devices, and number of transmitted and received packets.

The status shows whether the virtual link is successfully established.

#Display information about a virtual link.

FS#show vwan link

ID channel intf_name local IP sport peer IP dportbw  state send_pkts
send_bytes recv_pkts recv_bytes

0x26ebd7 0x22342600 GigabitEthernet 0/1 120.1.1.20 12315 100.1.1.10 12315 2000 established 19147 766028
19130 765240

0x27d913 0x22342600 GigabitEthernet 0/2 220.1.1.20 12315 200.1.1.10 12315 2000 established 19147 766048
19129 765188

Field description:

Field Description
ID Indicates the internally used ID of a virtual link.
channel Indicates the internally used ID of a VWAN channel to

which the virtual link belongs.
intf_name Indicates the name of a local interface.
local IP Indicates the local IP address.

sport Indicates the local UDP port.
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peer IP Indicates the peer IP address.

dport Indicates the peer UDP port.

bw Indicates the bandwidth of the virtual link.

state Indicates the state of the virtual link, which may be free,

connecting, established, fault, closing, or listen.

send_pkts Indicates the number of sent packets.
send_bytes Indicates the number of bytes of sent packets.
recv_pkts Indicates the number of received packets.
recv_bytes Indicates the number of bytes of received packets.
N/A
N/A

1.10 show vwan flowrate

Parameter

Description

Command Mode

Usage Guide

Configuration

Example

Use this command to display traffic information of a VWAN channel.

show vwan flowrate [ channel-id ]

Parameter Description

Indicates the ID of a VWAN channel. If the VWAN channel ID

is not specified, information about accumulated traffic of all
channel-id

VWAN channels is displayed. The value range is from 1 to

4,294,967,295.

Privileged EXEC mode, global configuration mode, and interface configuration mode

Check traffic information about a VWAN channel, so as to judge whether data flows of users in a branch who access

servers in the headquarters are successfully transmitted via the VWAN channel.

#Display traffic information of a VWAN channel.
FSttshow vwan flowrate

up-all down-all up-rate down-rate

1132800 3332800 3600 8700

Field description:

Field Description

up-all Indicates the number of accumulated bytes in the uplink
direction.

down-all Indicates the number of accumulated bytes in the

downlink direction.
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up-rate Indicates the uplink traffic in bps.
down-rate Indicates the downlink traffic in bps.
N/A
N/A

1.11 vwan channel

Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

Use this command to configure a VWAN channel.

vwan channel [ passive | active ] channel-name

Use the no form of this command to delete a VWAN channel.

no vwan channel [ passive | active ] channel-name

Parameter Description

passive Configures a VWAN channel in passive mode.

active Configures a VWAN channel in active mode.

channel-name Indicates the name of a VWAN channel. The name contains a maximum of 31
bytes.

N/A

Global configuration mode

14

VWAN channels in passive mode are applicable to the device in the headquarters while VWAN channels in active mode are

applicable to the devices in branches. Ensure that names at both ends of a VWAN channel are consistent.

#Configure a VWAN channel in passive mode.

FS(config)# vwan channel passive CompanyA

#Configure a VWAN channel in active mode.

FS(config)# vwan channel active CompanyA

Run the show vwan channel command to display created VWAN channels.

1.12 vwan enable

Use this command to enable multilink bundling.

vwan enable

Use the no form of this command to disable multilink bundling.
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Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

no vwan enable

Parameter Description

N/A N/A

Multilink bundling is disabled by default.

Global configuration mode

14

Enable multilink bundling on both devices in the headquarters and branches.

#Enable multilink bundling.

FS(config)# vwan enable

Run the show running command to check whether multilink bundling is enabled.

N/A

N/A

N/A

1.13 vwan mss

Parameter

Description

Defaults

Command Mode

Use this command to change the value of the TCP MSS field to a specified value for multilink bundling.

vwan mss mss-val

Use the no form of this command to cancel the configuration.

no vwan mss

Parameter Description

Specifies the value of the MSS field. If the value of the

MSS field in TCP SYN packets is greater than the specified
mss-val

value, change the value of the MSS field. The value range

is from 500 to 1,460.

N/A

Global configuration mode
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14

Usage Guide The value of the MSS field does not need to be configured. Bytes added due to MP encapsulation and FEC

encapsulation are automatically removed from the value of the MSS field.

Configuration

N/A

Example

Verification Run the show running command to display the configured value of the MSS field.
N/A
N/A

N/A
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2 HTTP-AD Commands

2.1 was enable

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

Verification

Use this command to enable the WAS module.
was enable
Use the no form of this command to disable the WAS module.

no was enable

Parameter Description

N/A N/A

The WAS module is enabled by default.

Global configuration mode

Use this command to enable the WAS module.

The following example enables the WAS module.

FS(config)# was enable

Run the show was status command to check whether the WAS module is enabled or disabled.

2.2 was http ad enable

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

Verification

Use this command to enable the moving ad function.
was http ad enable
Use the no form of this command to disable the moving ad function.

no was http ad enable
Parameter Description

N/A N/A

The moving ad function is enabled by default.

Global configuration mode

Use this command to enable the moving ad function.

The following example enables the moving ad function.

FS(config)# was http ad enable

Run the show was http ad config command to check whether the moving ad function is enabled or disabled.
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2.3 was http ad url

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Use this command to configure the URL of an ad script to be inserted.

was http ad url string

Use the no form of this command to delete the URL of the ad script.

no was http ad url

Parameter Description
string URL of the ad script
N/A

Global configuration mode

The ad script is provided by the network operator.

ﬂ Some scripts may cause the problem that the display on some Web pages is abnormal or some Web

pages are not displayed.

The following example configures the URL of the ad script of the network operator.

Example FS(config)# was http ad url http://rujie.com.cn/ad.js

Verification Run the show was http ad config command to check the script link.

24 in-path rule auto-discovery dstport port 80 accelerate http rulenum start
Use this command to configure the Port 80-based TCP proxy rule.
in-path rule auto-discovery dstport port 80 accelerate http rulenum start
Use the no form of this command to delete the TCP proxy rule.
no in-path rule all

Parameter
Parameter Description

Description
N/A N/A

Defaults N/A

Command Global configuration mode

Mode

Usage Guide

Enable the Port 80-based TCP proxy.
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Configuration

The following example enables the Port 80-based TCP proxy.

Example FS(config)# in-path rule auto-discovery dstport port 80 accelerate http rulenum start
Verification Run the show in-path rules command to check the TCP proxy rule.
2.5 show was status
Use this command to display the status of the WAS module.
show was status
Parameter
Parameter Description
Description
N/A N/A
Command Privileged EXEC mode, global configuration mode, and interface configuration mode
Mode
Usage Guide Use this command to display the running status of the WAS module.

Configuration

Example

The following example displays the running status of the WAS module.
FS# show was status

was:on

2.6 show was http ad config

Parameter

Description

Command

Mode

Usage Guide

Configuration

Example

Use this command to display the current configuration of the moving ad function.

show was http ad config

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

Use this command to display the configuration information of the moving ad function.

The following example displays the configuration information of the moving ad function.
FS#show was http ad config
ad status:on

ad url : http://rujie.com.cn/ad.js
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2.7 show was http ad status

Parameter

Description

Command

Mode

Usage Guide

Configuration

Example

Use this command to display the current running status of the moving ad function.

show was http ad status

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

Use this command to check the current running status of the moving ad function.

The following example displays the current running status of the moving ad function.
FS# show was http ad status

ad status:on

Http request count :9
Http insert ad count :0
Http insert html count :0
Http insert ad rate : 0%
Http no 200 response :0
Http exceed memory count :0
Http no html feature :0
Http other fail count :0
Http decprs count :0
Http decprs success count :0
Http decprs gzip off count  : 0
Http decprs fail count :0
Http decprs no html count :0
Http decprs abnor  count :0

Http avg memory :0

2.8 show in-path rules

Parameter

Description

Command

Mode

Use this command to display the TCP proxy rule.

show in-path rules

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode
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Usage Guide

Configuration

Example

Use this command to check the TCP proxy rule.

The following example displays the TCP proxy rule.

FS#show in-path rules

Rule Type OVLAN App Source Addr/Mask  Source port Dest Addr/Mask Dest port description
1 auto N all http  all port:all all port:80

def  pass Nall none all port:all all portall  any

(O) Optimization Policy: F=Full D=DRE-only C=Compression-only M=DRE-M N=None
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3 APP-CACHE Commands

3.1 was http app-cache enable

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Prompt

Message

Common

Errors

Use this command to enable APP-CACHE. Use the no form of this command to disable APP-CACHE.
was http app-cache enable

no was http app-cache enable

Parameter Description
N/A N/A
N/A

Global configuration mode

14

This command is used to enable APP-CACHE.

N/A

Run the show was http app-cache config command to check whether the configuration takes effect.
FS#show was http app-cache config

app-cache:on

N/A

The WAS module is disabled.

3.2 was http app-cache rule

Parameter

Description

Use this command to configure the APP-CACHE matching rule. Use the no form of this command to delete the
APP-CACHE matching rule.

was http app-cache rule { type | key } string

no was http app-cache rule { type | key } string

Parameter Description

Indicates the type of matched file. The default value is apk|ipa, and regular
type string

expressions are supported.

Indicates the URL matching rule. The URL can be broken into the elements of
key string

$host, $path, $name, and $args, which can be combined.
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Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

The default value of rule type is ipajapk.

The default value of rule key is $path$name.

Global configuration mode

14

This command is used to determine whether to cache an HTTP packet based on the configured rule.

1. According to the default rule, only APK and IPA files are cached.

2. The index value algorithm determining whether to cache files adopts the path and name sections of an URL.
Downloaded files not matching the rule are not cached.

1. The following example caches only Apple IPA files. (IPA and APK files are cached by default.)

FS(config)# was http app-cache rule type ipa

2. The following example focuses only on the file name, regardless of the URL and other elements.

FS(config)# was http app-cache rule key Sname

1. Run the show was http app-cache config command to check the configuration.

2. Perform app download operation and check whether the cache rule takes effect.

3.3 was http inpath domain

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Use this command to configure a domain name to generate the dynamic inpath rule of a TCP proxy. Use the no form
of this command to delete the configuration.
was http inpath domain string

no was http inpath domain string

Parameter Description
string Indicates the domain name or IP address.
N/A

Global configuration mode

14

After the configuration, TCP streams for accessing the server enter the TCP proxy and the APP-CACHE module.

ﬁ If a domain name is configured, the DNS server needs to be set.

1. The following example configures streams for accessing Apple Store to enter APP-CACHE.
FS(config)# was http inpath domain ituns.apple.com
2. The following example configures streams for accessing 10.0.0.10 to enter APP-CACHE.

FS(config)# was http inpath domain 10.0.0.10
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Verification

1. Run the show was http inpath domain command.

2. Perform the download operation, and check whether streams for accessing the corresponding server enter the TCP

proxy.

34 was http app-cache url

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Use this command to configure the redirection URL of a specified app to be cached by APP-CACHE. Use the no form of
this command to delete the redirection URL of a specified app to be cached by APP-CACHE.

was http app-cache url string

no was http app-cache url num

no was http app-cache url al/

Parameter Description

Indicates the redirection URL of a specified app. Only app files downloaded

string
within 10 minutes after access to the redirection URL are cached.
num Deletes the No. of the redirection URL.
all Deletes all redirection URLs
N/A

Global configuration mode

14

After the configuration, TCP streams for accessing the server enter the TCP proxy and the APP-CACHE module.

App files downloaded within 10 minutes after access to the URL are cached.

ﬂ If the host section in the URL is a domain name, the DNS server needs to be configured.

The following example designates the download page of a vendor's app.

FS(config)# was http app-cache url http://rujie.com.cn/appdownload.html

1. Run the show was http app-cache config command to check the configuration.

2. Access the configured URL and download an app.

3.5 was http app-cache match url

Use this command to configure the URL characteristic string for a designated app to be cached by APP-CACHE. Use
the no form of this command to delete the URL characteristic string of a designated app to be cached by APP-CACHE.
was http app-cache match url string

no was http app-cache match url string

no was http app-cache match url a//
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Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Parameter Description
string Indicates the characteristic string, used for matching the URL.
N/A

Global configuration mode

14

After this command is configured, the URL and the characteristic string are compared during resource access. The

resource is cached only when the URL and the characteristic string match each other.

ﬂ If the host section in the URL is a domain name, the DNS server needs to be configured.

The following example configures the URL characteristic string for a designated app.

Examples FS(config)# was http app-cache match test.com
FS(config)# was http app-cache match qq
FS(config)# was http app-cache match 360
Verification 1. Run the show was http app-cache config command to check the configuration.
2. Download an app, and verify that the designated app file is cached based on matching of the URL characteristic
string.
3.6 was http app-cache match app-name
Use this command to configure the app name characteristic string for a designated app to be cached by APP-CACHE.
Use the no form of this command to delete the app name characteristic string of a designated app to be cached by
APP-CACHE.
was http app-cache match app-name string
no was http app-cache match app-name
Parameter
Parameter Description
Description
string Indicates the characteristic string, used for matching the app name.
Defaults N/A
Command Global configuration mode
Mode

Default Level

14
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Usage Guide

Configuration

Examples

Verification

After this command is configured, the app name and the characteristic string are compared during resource access.

The resource is cached only when the app name and the characteristic string match each other.

u If the host section in the URL is a domain name, the DNS server needs to be configured.

The following example designates the download page of a vendor's app.
FS(config)# was http app-cache match app-name abc.app
FS(config)# was http app-cache match app-name abc.apk

1. Run the show was http app-cache config command to check the configuration.

2. Download an app and verify that cache is performed according to the configured app name characteristic string.

3.7 clear was http app-cache database

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Use this command to clear cached files.

clear was http app-cache database

Parameter Description

N/A

N/A

Global configuration mode

14

This command is used to clear downloaded cache files to release disk space.

The following example clears downloaded cache files to release disk space.

FS(config)# clear was http app-cache database

Run the show was http app-cache status command to check the disk space.

3.8 show was http app-cache database

Parameter

Description

Command

Use this command to display information about files currently cached by APP-CACHE.

show was http app-cache database num

Parameter Description

num Indicates the number of to-be-displayed entries.

Privileged EXEC mode, global configuration mode, and interface configuration mode
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Mode

Default Level

Usage Guide

14

This command is used to display information about files currently cached by APP-CACHE.

3.9 show was http app-cache config

Parameter

Description

Command

Mode

Default Level

Usage Guide

3.10

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Use this command to display current configuration of APP-CACHE.

show was http app-cache config

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

14

This command is used to display the configuration of APP-CACHE.

show was http app-cache status

Use this command to display current running status of all APP-CACHE modules.

show was http app-cache status

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

The following example displays current running status of all APP-CACHE modules.
FS#show was http app-cache status

app-cache:on

Http request count 11021
Http Cache hit count :0
Http Cache hitrate : 0%
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Http is_cacheable count :1
Http is_cacheble rate : 0%
Http Cache count 1787

Http app_cache cache total size  : 100.00GB
Http app_cache cache used size :14.73MB
Http app_cache cache left size  :99.99GB

Cache disk space info:
Total_size :300452.93MB
Disk_available :283145.84MB

3.1 show was http app-cache muldownload status

Use this command to display information about files downloaded in multi-threaded manner.

show was http app-cache muldownload status

Parameter
Parameter Description
Description
N/A N/A
Command Privileged EXEC mode, global configuration mode, and interface configuration mode
Mode

Default Level 14

Usage Guide

Configuration  The following example displays information about files downloaded in multi-threaded manner.
Examples FS#show was http app-cache muldownload status
filename size
0b668ba1018def125c15f3760b2aa347 7804576
0b668ba1018def125c15f3760b2aa347-tmp:
s138-23792520-41878397-133826528 9223807
s141-41878398-75311012-133826528 7093886
s140-75311013-131729375-133826528 9868573
s139-112418973-131729375-133826528 6274685
€139-131729376-132777951-133826528 1048576
e138-132777952-133826527-133826528 1048576
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3.12 show was http inpath domain

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Use this command to display the domain name resolution status of APP-CACHE.

show was http inpath domain

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

Run the show was http inpath domain command to display the current configuration and the IP address resolved by

the DNS server.

The following example displays the domain name resolution status of APP-CACHE.
FS# show was http inpath domain
0 domain: www.baidu.com
0 14.215.177.37
1 14.215.177.38
FS#

3.13  was http storage usb

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Use this command to store cached files in the USB flash drive. Use the no form of this command to stop storing cached
files in the USB flash drive.
was http storage usb

no was http storage usb

Parameter Description
N/A N/A
N/A

Global configuration mode

14

This command is used to store cached files in the USB flash drive, thereby implementing capacity expansion.
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Configuration

Examples

Verification

Common

Errors

3.14

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Common

Errors

3.15

N/A

Run the show was http storage config command to check whether the configuration takes effect.
FS# show was http storage config

Usb extend :on

The USB flash drive does not exist or is incorrectly formatted.

was httpd enable

Use this command to enable the HTTP download service of APP-CACHE. Use the no form of this command to disable
the HTTP download service of APP-CACHE.
was httpd enable

no was httpd enable

Parameter Description
N/A N/A
N/A

Global configuration mode

14

This command is used to enable the HTTP download service of APP-CACHE.

N/A

Run the show was httpd config command to check whether the configuration takes effect.
FS# show was httpd config
was httpd enable :on

was httpd port : 6080

The WAS module is disabled.

was httpd hot-html-generate app-cahce

Use this command to generate a resource list file.

was httpd hot-html-generate app-cahce filter string1 filename string2
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Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Parameter Description
string1 Indicates the filtering criteria, for example, ipalapk.
string2 Indicates the file name.

Privileged EXEC mode

1. Runthe show was httpd hot-html database num command to display currently generated files.

The following example generates a resource list file.

Examples FS# was http hot-html-generate app-cache
Create hot html succ url: http://127.0.0.1:6080/hot_html/appc-cache-hot.html
3.16  show was httpd config
Use this command to display configuration of the HTTP download service of APP-CACHE.
show was httpd config
Parameter
Parameter Description
Description
N/A N/A
Command Privileged EXEC mode, global configuration mode, and interface configuration mode
Mode

Default Level

Usage Guide

3.17

Parameter

Description

Command

Mode

This command is used to display the configuration of APP-CACHE.

show was httpd hot-html database

Use this command to display the generated cached resource list file.

show was httpd hot-html database num

Parameter Description

num Indicates the number of to-be-displayed entries.

Privileged EXEC mode, global configuration mode, and interface configuration mode
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Default Level 14

Usage Guide This command is used to display the generated cached resource list file.

3.18 clear was httpd hot-html database

Use this command to clear cached files.

clear was http hot-html database

Parameter
Parameter Description
Description
N/A
Defaults N/A
Command Privileged EXEC mode
Mode

Default Level 14

Usage Guide This command is used to clear all resource list files.

Configuration  The following example clears resource list files to release disk space.

Examples FS# clear was http hot-html database

Verification Run the show was httpd hot-html database command for a check.
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Chapter 2 Basic Configuration Commands
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1 Command Line Interface Commands

1.1 alias

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to configure a command alias in global configuration mode. Use the no form of this command
to restore the default setting.
alias mode command-alias original-command

no alias mode command-alias

Parameter Description

mode Mode of the command represented by the alias
command-alias Command alias

original-command Syntax of the command represented by the alias

Some commands in user or privileged EXEC mode have default alias.

Global configuration mode.

The following table lists the default alias of the commands in privileged EXEC mode.

Alias Actual Command
h help

p ping

s show

u undebug

un undebug

The default alias cannot be removed by the no alias exec command.

After configuring the alias, you can use a word to replace a command. For example, you can create an alias to
represent the first part of a command, and then type the rest part of the command.

The mode of the command represented by the alias is the command mode existing in the current system. In the
global configuration mode, you can use the alias ? command to list all the modes under which you can configure
alias for commands.

FS(config)# alias ?

aaa-gs AAA server group mode
acl acl configure mode
config globle configure mode

The alias also has its help information that is displayed after * in the following format:
*command-alias=original-command

For example, in the privileged EXEC mode, the default alias s stands for show. You can enter s? to query the key
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Configuration

Examples

Related

Commands

Platform

Description

words beginning with s and the help information of the alias.
FSts?
*s=show show start-chat start-terminal-service
If an alias represents more than one word, the command will be displayed in brackets. For example, if you set sv
stand for show version in the privileged EXEC mode, then:
FSts?
*s=show *sv="show version" show start-chat
start-terminal-service
The alias must begin with the first letter of the command. The first letter of the command cannot be a space. The
space before the command cannot be used as a valid alias.
FS#s?
show start-chat start-terminal-service
The command alias also has its help information. For example, if the alias ia represents ip address in the interface
configuration mode, then:
FS(config-if)#ia ?
AB.C.D IPaddress
dhcp IP Address via DHCP
FS(config-if)# ip address
The above help information lists the parameters of ip address and shows the actual command name.
You must enter an entire alias; otherwise it cannot be recognized.

Use the show aliases command to show the aliases setting in the system.

The following example uses def-route to represent the default route setting of ip route 0.0.0.0 0.0.0.0 192.168.1.1 in
the global configuration mode:

FS# configure terminal

FS(config)# alias config def-route ip route 0.0.0.0 0.0.0.0 192.168.1.1

FS(config)#def-route?

*def-route="ip route 0.0.0.0 0.0.0.0 192.168.1.1"

FS(config)# end

FS# show aliases config

globle configure mode alias:

def-route ip route 0.0.0.0 0.0.0.0

192.168.1.1

Command Description

show aliases Displays the aliases settings.
N/A

1.2 privilege

Use this command to attribute the execution rights of a command to a command level in global configuration

32
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

mode. Use the no form of this command to restore the default setting.
privilege mode [ all ] [ level level | reset ] command-string

no privilege mode [ all ] [ level level | command-string

Parameter Description

mode CLI mode of the command to which the execution rights are attributed.
all Command alias

level level Specifies the execution right levels (0-15) of a command or

sub-commands

reset Restores the command execution rights to its default level
command-string: Command string to be authorized
N/A

Global configuration mode.

The following table lists some key words that can be authorized by the privilege command in CLI mode. The
number of command modes that can be authorized may vary with different devices. In the global configuration

mode, you can use the privilege ? command to list all CLI command modes that can be authorized.

Mode Descripton

config Global configuration mode.

exec Privileged EXEC mode

interface Interface configuration mode
ip-dhcp-pool DHCP address pool configuration mode
ip-dhcp-pool DHCP address pool configuration mode
keychain KeyChain configuration mode
keychain-key KeyChain-key configuration mode

The following example sets the password of CLI level 1 as test and attribute the reload rights to reset the device:
FS(config)#privilege exec level 1 reload

You can access the CLI window as level-1 user to usef the reload command:

FS>reload ?

LINE Reason for reload

<cr> You can use the key word all to attribute all sub-commands of reload to level-1 users:

FS(config)# privilege exec all level 1 reload

After the above setting, you can access the CLI window as level-1 user to use all sub commands of the reload
command:

FS>reload ?

LINE Reason for reload

at reload at a specific time/date
cancel cancel pending reload scheme
in reload after a time interval
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Related

Commands

Platform

Description

<cr>

Command Description

enable secret Sets the CLI-level password.
N/A.

1.3 show aliases

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to show all the command aliases or aliases in special command modes.

show aliases [ mode ]

Parameter Description
mode Mode of the command represented by the alias.
N/A.

Privileged EXEC mode.

This command displays the configuration of all aliases if no command mode is input.

The following example displays the command alias in privileged EXEC mode:
FS#show aliases exec

exec mode alias:

h help

p ping

s show

u undebug

un undebug

Command Description

alias Sets a command alias.
N/A.
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2 Basic Configuration Management Commands

2.1 <1-99>

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to restore the suspended Telnet Client session.

<1-99>

Parameter Description
N/A N/A

N/A

User EXEC mode

This command is used to restore the suspended Telnet Client session. Hot keys (ctrl+shift+6 x) are used to exit the
Telnet Client session creation. The <1-99> command is used to restore the session. If the session is created, you

can use the show session command to display the session.

The following example restores the suspended Telnet Client session.

FS# 1

Command Description
N/A N/A

N/A

2.2 banner exec

Parameter

Description

Defaults

Use this command to configure a message to welcome the user entering user EXEC mode through the line. Use
the no form of this command to restore the default setting.
banner exec c message ¢

no banner exec

Parameter Description

c Separator of the message. Delimiters are not allowed in the message.
message Contents of the message.

N/A
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Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Global configuration mode

This command is used to configure the welcome message. The system discards all the characters next to the
terminating symbol.

When you are logging in to the device, the MOTD message is displayed at first, and then the banner login
message. After you have logged in, the EXEC message or the incoming message is displayed. If it's a reverse
Telnet session, the incoming message is displayed. Otherwise, the EXEC message is displayed.

The messages are for all lines. If you want to disable display the EXEC message on a specific line, configure the no

exec-banner command on the line.

The following example configures a welcome message.

FS(config)# banner exec $ Welcome $

Command Description
N/A N/A
N/A

2.3  bannerincoming

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to configure a prompt message for reverse Telnet session. Use the no form of this command
to remove the setting.
banner incoming ¢ message ¢

no banner incoming

Parameter Description

c Separator of the message. Delimiters are not allowed in the message.
message Contents of the message.

N/A

Global configuration mode

This command is used to configure a prompt message. The system discards all the characters next to the
terminating symbol.

When you are logging in to the device, the MOTD message is displayed at first, and then the banner login
message. After you have logged in, the welcome message or the prompt message is displayed. If it's a reverse

Telnet session, the prompt message is displayed. Otherwise, the welcome message is displayed.
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Configuration

Examples
Related

Commands

Platform

Description

The following example configures a prompt message for reverse Telnet session.

FS(config)# banner incoming $ Welcome $

Command Description
N/A N/A
N/A

2.4  bannerlogin

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure a login banner. Use no form of this command to r remove the setting.
banner login c message ¢

no banner login

Parameter Description
Separator of the message contained in the login banner. Delimiters are not
c
allowed in the MOTD.
message Contents of the login banner
N/A

Global configuration mode

This command sets the login banner message, which is displayed at login. The system discards all the characters

next to the terminating symbol.

The following example configures a login banner.

FS(config)# banner login $ enter your password $

Command Description
N/A N/A
N/A

2.5 banner motd

Use this command to set the Message-of-the-Day (MOTD ) . Use the no form of this command to remove the
setting.

banner [ motd ] c message ¢
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

no banner [ motd ]

Parameter Description

c Separator of the MOTD. Delimiters are not allowed in the MOTD.
message Contents of an MOTD

N/A

Global configuration mode

This command sets the MOTD, which is displayed at login. The letters that follow the separator will be discarded.

The following example configures the MOTD.
FS(config)# banner motd $ hello,world $

Command Description
N/A N/A
N/A

2.6 banner prompt-timeout

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to configure the prompt-timeout message to notify timeout. Use the no form of this
command to remove the setting.
banner prompt-timeout c message ¢

no banner prompt-timeout

Parameter Description

c Separator of the message. Delimiters are not allowed in the message.
message Contents of the message.

N/A

Global configuration mode

The system discards all the characters next to the terminating symbol.

When authentication times out, the banner prompt-timeout message is displayed.
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Configuration

Examples
Related

Commands

Platform

Description

The following example configures the prompt-timeout message to notify timeout.

FS(config)# banner exec $ authentication timeout $

Command Description
N/A N/A
N/A

2.7 banner slip-ppp

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to configure the slip-ppp message for the SLIP/PPP session. Use the no form of this command
to remove the setting.
banner slip-ppp ¢ message ¢

no banner slip-pp

Parameter Description

c Separator of the message. Delimiters are not allowed in the message.
message Contents of the message.

N/A

Global configuration mode

This command is used to configure the slip-ppp message for the SLIP/PPP session. The system discards all the
characters next to the terminating symbol.

When the SLIP/PPP session is created, the slip-ppp message is displayed on the corresponding terminal.

The following example configures the banner slip-ppp message for the SLIP/PPP session.

FS(config)# banner slip-ppp $ Welcome $

Command Description
N/A N/A
N/A

2.8 configure

Use this command to enter global configuration mode.

configure [ terminal ]
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

2.9 disable

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example enters global configuration mode.

FS# configure

FS(config)#

Command Description
N/A N/A

N/A

Use this command to switch from privileged EXEC mode to user EXEC mode or lower the privilege level.

disable [ privilege-level ]

Parameter Description
privilege-level Privilege level
N/A

Privileged EXEC mode

Use this command to switch to user EXEC mode from privileged EXEC mode. If a new privilege level is added, the

current privilege level will be lowered.

6 The privilege level that follows the disable command must be lower than the current level.

The following example lowers the current privilege level of the device to level 10.
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Examples

Related

Commands

Platform

Description

FS# disable 10
Command Description
Moves from user EXEC mode enter to privileged EXEC
enable
mode or reaches a higher level of authority.
N/A

2.10 disconnect

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to disconnect the Telnet Client session.

disconnect session-id

Parameter Description

session-id Telnet Client session ID.
N/A

User EXEC mode

This command is used to disconnect the Telnet Client session by setting the session ID.

The following example disconnects the Telnet Client session by setting the session ID.

FS# disconnect 1

Command Description
N/A N/A
N/A

2.11 do telnet

Parameter

Description

Use this command to login to Telnet server.

do telnet [oob ] host [ port] [ /source {ip A.B.C.D | ipv6 X:X:X:X::X | interface interface-name}]

Parameter Description

b Connects to Telnet server through oob channel. This parameter is available
00|
only when the device has a MGMT port.
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Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

2.12 enable

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

host

port

/source
ipA.B.CD
ipv6 X:X:X:X:X

interface interface-name

IPv4 or host name of Telnet server.

Configures TCP port ID. The default is 23.
Specifies source IP or source port for Telnet client.
Specifies source IPv4 address for Telnet client.
Specifies source IPv6 address for Telnet client.

Specifies source port for Telnet client.

N/A

User EXEC mode/Privileged EXEC mode/Interface configuration mode

N/A

Command

N/A

N/A

Use this command to enter privileged EXEC mode.

enable

Parameter

N/A

N/A

N/A

N/A

N/A

Command

Description
N/A
Description
N/A
Description
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Commands

Platform

Description

N/A N/A

N/A

2.13 enable password

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Use this command to configure passwords for different privilege levels. Use the no form of this command to
restore the default setting.
enable password [ level level ] { password | [ 0 | 7 ] encrypted-password }

no enable password [ level /eve ]

Parameter Description
password Password for the user to enter the EXEC configuration layer
level User's level.

Password encryption type, "0" for no encryption, "7" for simple encryption

(Optional) FS's private algorithm will be used for password encryption. If the

0|7
password type is 0, the password is in plain text. If the type is 7, the password
is encrypted by a FS device.

encrypted-password Password text.

N/A

Global configuration mode

No encryption is required in general. The encryption type must be specified for copying and pasting a encrypted
password for the device.

A valid password is defined as follows:
®  Consists of 1-26 upper/lower case letters and numbers

® |eading spaces are allowed but usually ignored. Spaces in between or at the end are regarded as part

of the password.

A If an encryption type is specified and a plaintext password is entered, you cannot enter privileged EXEC

mode. A lost password that has been encrypted using any method cannot be restored. In this case, you can

only reconfigure the device password.

The following example configures the password as pw10.

FS(config)# enable password pw10

Command Description
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Commands

Platform
Description

enable secret

enable secret Sets the security password

N/A

Sets the security password

2.14 enable secret

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to configure a security password for different privilege levels. Use the no form of this
command to restore the default setting.
enable secret [ level level ] { secret | [ 0 | 5] encrypted-secret}

no enable secret [ level level ]

Parameter Description

secret Password for the user to enter the EXEC configuration layer

level User's level.

0|5 Password encryption type, "0" for no encryption, "5" for security encryption
encrypted-password Password text

N/A

Global configuration mode

A password comes under two categories: "password" and "security". "Password" indicates a simple password,
which can be set only for level 15. "Security" means a security password, which can be set for levels 0-15. If both
types of passwords coexist in the system, no "password" type is allowed. If a "password" type password is set for a
level other than 15, the system gives an alert and the password is automatically converted into a "security"
password. If a "password" type password is set for level 15 and the same as a "security" password, an alert is given.
The password must be encrypted, with simple encryption for "password" type passwords and security encryption

for "security" type passwords.

The following example configures the security password as pw10.

FS(config)# enable secret 0 pw10

Command Description
enable password Sets passwords for different privilege levels.
N/A
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2.15 enable service

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

2.16 end

Parameter

Description

Use this command to enable or disable a specified service such as SSH Server/Telnet Server/Web Server/SNMP

Agent.

enable service { ssh-sesrver | telnet-server | web-server [ http | https | all ] | snmp-agent}

Parameter Description

ssh-server
telnet-server
web-server [ http | https | all ]

snmp-agent

N/A

Global configuration mode

Enables SSH Server.
Enables Telnet Server.
Enables HTTP Server.
Enables SNMP Agent.

Use this command to enable or disable a specified service. Use the no enable service command to disable the

specified service.

ﬂ The enable service web-server command is followed by three optional keywords: [http | https | alll.

If the command is followed by no keyword or by all, the command enables http and https services.

Followed by http, the command enables http service only. Followed by https, the command enables

https service only.

The following example enables the SSH Server.

FS(Config)# enable service ssh-sesrver

Command

show service

N/A

Use this command to return to privileged EXEC mode.

end
Parameter Description
N/A N/A

Description

Displays the service status in the current system.
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

N/A

All modes except privileged EXEC mode

N/A

The following example returns to privileged EXEC mode.

FSt#con

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#line vty 0

FS(config-line)#end

*May 20 09:49:38: %SYS-5-CONFIG_I: Configured from console by console

FS#

Command Description
N/A N/A

N/A

2.17 exec-banner

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to enable display of the EXEC message on a specific line. Use the no form of this command to
restore the default setting.
exec-banner

no exec-banner

Parameter Description

N/A N/A

The EXEC message is displayed on all lines by default.

LINE configuration mode

After you configure the banner exec and the banner motd commands, the EXEC and the MOTD messages are

displayed on all lines by default. If you want to disable display of the EXEC and the MOTD messages on a specific

line, configure the no form of this command on the line.

t. This command does not work for the banner incoming message. If you configure the banner
incoming command, the banner incoming message is displayed on all reverse Telnet sessions and

the display cannot be disabled on a specific line.
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Configuration

Examples

Related

Commands

Platform

Description

The following example disables display of the EXEC message on line VTY 1.
FS(config)# line vty 1
FS(config-line)no exec-banner

Command Description
N/A N/A
N/A

2.18 exec-timeout

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

2.19 exit

Use this command to configure connection timeout for this device in LINE mode. Use the no form of this
command to restore the default setting and the connection never expires.
exec-timeout minutes [ seconds ]

no exec-timeout

Parameter Description
minutes Timeout in minutes.
seconds (Optional) Timeout in minutes

The default is 10 minutes.

Line configuration mode

If there is no input or output for this connection within a specified time, this connection will expire, and this LINE

will be restored to the free status.

The following example sets the connection timeout to 5'30".

FS(config-line)#exec-timeout 5 30

Command Description
N/A N/A
N/A

Use this command to return to the upper configuration mode.
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

2.20 help

Parameter

Description

exit

Parameter Description
N/A N/A

N/A

All configuration modes

N/A

The following example returns to the upper configuration mode.

FSt#con

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#line vty 0

FS(config-line)#end

*May 20 09:49:38: %SYS-5-CONFIG_I: Configured from console by console
FSt#con

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#line vty O

FS(config-line)#exit

FS(config)#exit

*May 20 09:51:48: %SYS-5-CONFIG_I: Configured from console by console
FStexit

Press RETURN to get started

Command Description
N/A N/A
N/A

Use this command to display the help information.

help

Parameter Description

N/A N/A
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Any mode

This command is used to display brief information about the help system. You can use "?" to display all

commands or a specified command with its parameters.

The following example displays brief information about the help system.
FS#help
Help may be requested at any point in a command by entering
a question mark '?'.  If nothing matches, the help list will
be empty and you must backup until entering a '?' shows the
available options.
Two styles of help are provided:
1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.
2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g.'show pr?'.)
The following example displays all available commands in interface configuration mode.
FS(config-if-GigabitEthernet 0/0)#?
Interface configuration commands:
arp ARP interface subcommands
bandwidth Set bandwidth informational parameter

carrier-delay Specify delay for interface transitions

dampening Enable event dampening

default Set a command to its defaults
description Interface specific description

didp Exec data link detection command
duplex Configure duplex operation

efm Config efm for an interface

end Exit from interface configuration mode
exit Exit from interface configuration mode
expert Expert extended ACL

flowcontrol Set the flow-control value for an interface
full-duplex Force full duplex operation

global Global ACL

gvrp GVRP configure command

half-duplex Force half duplex operation

help Description of the interactive help system

ip Interface Internet Protocol config commands
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isis Intermediate System - Intermediate System (IS-IS)
12 Config L2 attribute

label-switching Enable interface process mpls packet

lacp LACP interface subcommands

lidp Link Layer Discovery Protocol

load-interval Specify interval for load calculation for an interface
mac Mac extended ACL

mac-address Set mac-address

mpls Multi-Protocol Label Switching

mtu Set the interface Maximum Transmission Unit (MTU)
no Negate a command or set its defaults

ntp Configure NTP

port-group Aggregateport/port bundling configuration
redirect Redirect packets

rmon Rmon command

security Configure the Security

show Show running system information

shutdown Shutdown the selected interface

snmp Modify SNMP interface parameters

speed Configure speed operation

switchport Set switching mode characteristics

vIrp VRRP interface subcommands

Xconnect Xconnect commands

The following example displays the parameters of a specified command.
FS(config)#access-list 1 permit ?

A.B.C.D Source address

any Any source host
host A single source host
Related
Command Description
Commands
N/A N/A
Platform
N/A
Description

2.21 hostname

Use this command to specify or modify the hostname of a device.

hostname name

Parameter
Parameter Description
Description

name Device hostname, string, number or hyphen, up to 63 characters.
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

The default is FS.

Global configuration mode

This hostname is mainly used to identify the device and is taken as the username for the local device during

dialup and CHAP authentication.

The following example configures the hostname of the device as BeiJingAgenda.

FS(config)# hostname BeiJingAgenda
BeiJingAgenda(config)#

Command Description
N/A N/A
N/A

2,22 ip telnet source-interface

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to configure the IP address of an interface as the source address for Telnet connection.

ip telnet source-interface interface-name

Parameter Description

Configures the IP address of the interface as the source address for Telnet
interface-name
connection.

N/A

Global configuration mode

This command is used to specify the IP address of an interface as the source address for global Telnet

connetction. When using the telnet command to log in a Telnet server, apply the global setting if no source

interface or source address is specified. Use the no ip telnet source-interface command to restore it to the

default setting.

The following example  configures the IP address of the Loopback interface as the source address for global

Telnet connection.

FS(Config)# ip telnet source-interface Loopback 1
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Related

Commands

Platform

Description

2.23 lock

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Command Description
telnet Logsin a Telnet server.
N/A

Use this command to set a temporary password for the terminal.

lock

Parameter Description
N/A N/A

N/A

Privileged EXEC mode

You can lock the terminal interface and maintain the session continuity to prevent access to the interface by
setting a temporary password. Take the following steps to lock the terminal interface:
®  Enter the lock command, and the system will prompt you for a password:
®  Enter the password, which can be any character string. The system will prompt you to confirm the
password, clear the screen, and display the "Locked" information.
To access the terminal, enter the preset temporary password.
To lock the terminal, run the lockable command in line configuration mode and enable terminal locking in

the corresponding line.

The following example locks a terminal interface.
FS(config-line)# lockable

FS(config-line)# end

FS# lock

Password: <password>

Again: <password>

Locked

Password: <password>

FS#
Command Description
lockable Supports terminal locking in the line.
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Platform

Description

2.24 lockable

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

2.25 login

N/A

Use this command to support the lock command at the terminal. Use the no form of this command to restore the

default setting.

lockable

no lockable

Parameter Description
N/A N/A

N/A

This function is disabled by default.

This command is used to lock a terminal interface in the corresponding line. To lock the terminal, run the lock

command in EXEC mode.

The following example enables terminal locking at the console port and locks the console.
FS(config)# line console 0

FS(config-line)# lockable

FS(config-line)# end

FS# lock

Password: <password>

Again: <password>

Locked

Password: <password>

Command Description
lock Locks the terminal.
N/A

Use this command to enable simple login password authentication on the interface if AAA is disabled. Use the no
form of this command to restore the default setting.
login

no login
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Parameter Description
N/A N/A
N/A

Line configuration mode

If the AAA security server is inactive, this command enables simple password authentication at login. The

password is configured for a VTY or console interface.

The following example sets a login password authentication on VTY..
FS(config)# no aaa new-model
FS(config)# line vty 0

FS(config-line)# password 0 normatest
(

FS(config-line)# login

Command Description
password Configures the line login password
N/A

2.26 login access non-aaa

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to configure non-AAA authentication on line when AAA is enabled. Use the no form of this

command to restore the default setting.
login access non-aaa

no login access non-aaa

Parameter Description

N/A N/A

This function is disabled by default.

Global configuration mode

N/A
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Configuration

Examples

Related

Commands

Platform

Description

The following example configures VTY line authentication with AAA enabled.
FS(config)#log access non-aaa

FS(config)#aaa new-model

FS(config)#line vty 0 4

FS(config-line)#login local

FS(config-line)#

Command Description
N/A N/A
N/A

2.27 login authentication

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

If the AAA is enabled, login authentication must be performed on the AAA server. Use this command to associate
login authentication method list. Use the no form of this command to restore the default setting.
login authentication { default | /ist-name}

no login authentication { default | list-name}

Parameter Description

default Name of the default authentication method list
list-name Name of the method list

N/A

Line configuration mode

If the AAA security server is active, this command is used for login authentication using the specified method list.

The following example associates the method list on VTY and perform login authentication on a radius server.
FS(config)# aaa new-model

FS(config)# aaa authentication login default radius
FS(config)# line vty 0

(

FS(config-line)# login authentication default

Command Description
aaa new-model Enables the AAA security service.
aaa authentication login Configures the login authentication method list.
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Platform

Description

N/A

2.28 loginlocal

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to enable local user authentication on the interface if AAA is disabled. Use the no form of this
command to restore the default setting.
login local

no login local

Parameter Description
N/A N/A
N/A

Line configuration mode

If the AAA security server is inactive, this command is used for local user login authentication. The user is allowed

to use the username command.

The following example sets local user authentication on VTY.
FS(config)# no aaa new-model

FS(config)# username test password 0 test
FS(config)# line vty 0

(

FS(config-line)# login local

Command Description
username Configures local user information.
N/A

2.29 motd-banner

Parameter

Description

Use this command to enable display of the MOTD message on a specified line. Use the no form of this command
to restore the default setting.
motd-banner

no motd-banner

Parameter Description

N/A N/A
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

The MOTD message is displayed on all lines by default.

Line configuration mode

After you configure the banner exec and the banner motd commands, the EXEC and the MOTD messages are

displayed on all lines by default. If you want to disable display of the EXEC and the MOTD messages on a specific

line, configure the no form of this command on the line.

ﬂ This command does not work for the incoming message. If you configure the banner incoming
command, the banner incoming message is displayed on all reverse Telnet sessions and the display

cannot be disabled on a specific line.

The following example disables display of the MOTD message on VTY 1.
FS(config)# line vty 1
FS(config-line)no motd-banner

Command Description
N/A N/A
N/A

2.30 password

Parameter

Description

Defaults

Command

Use this command to configure a password for line login, run the password command. Use the no form of this
command to restore the default setting.
password { password | [ 0 | 7 ] encrypted-password }

no password

Parameter Description

password Password for remote line login
Password encryption type, "0" for no encryption, "7" for simple encryption

(Optional) FS's private algorithm will be used for password encryption. If the

0|7
| password type is 0, the password is in plain text. If the type is 7, the password
is encrypted by a FS device.
encrypted-password Password text
N/A

Line configuration mode
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Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

2.31

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

prompt

This command is used to configure a authentication password for remote line login.

The following example configures the line login password as "red".
FS(config)# line vty 0

FS(config-line)# password red

Command Description
loai Moves from user EXEC mode to privileged EXEC
ogin

mode or enables a higher level of authority.
N/A

Use this command to set the prompt command. Use the no form of this command to restore the default setting.

prompt string

Parameter Description
string Character string of the prompt command, containing up to 32 letters.
N/A

Global configuration mode

If no prompt string is configured, the system name applies and varies with the system name. The prompt

command is valid only in EXEC mode.

The following example sets the prompt string to rgnos.

FS(config)# prompt rgnos

FS(config)# end

FSOS

Command Description
N/A N/A

N/A
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2.32 secret

Use this command to set a password encrypted by irreversible MD5 for line login. Use the no form of this
command to restore the default setting.

secret{[ 0] password | 5 encrypted-secret }

no secret
Parameter
L Parameter Description
Description
(Optional) sets the plaintext password text and encrypts it with irreversible
0
MD5 after configuration.
password Sets the password plaintext, a string ranging from 1 to 25 characters.
Sets the password text encrypted by irreversible MD5 and saves it as the
5 encrypted-secret
encrypted password after configuration.
Defaults N/A
Command Line configuration mode
mode
Usage Guide This command is used to set a password encrypted by irreversible MD5 that is authenticated by a remote

user through line login.

ﬁ If the specified encryption type is 5, the logical length of the cipher text to be entered must be 24 and the
1%, 3 and 8" characters of the password text must be $.

In general, the encryption type does not need to be specified as 5 except when the encrypted password is
copied and pasted.

Line mode allows configuration of both “password” and “secret” types passwords at the same time. When
the two passwords are the same, the system will send alert notification but the configuration will be
permitted. When the system is configured with the two passwords, if the user enters a password that does
not match the “secret” type password, it will not continue to match the “password” type password and

login fails, enhancing security for the system password.

Configuration  The following example sets the password encrypted by irreversible MD5 for line login to vtyO.
Examples FS(config)# line vty O

FS(config-line)# secret vty0

The following displays the encryption outcome by running the show command.

secret 5 $1$X834$wvx6y794uAD8svzD

Related
Command Description
Commands

login Sets simple password authentication on the interface

as the login authentication mode
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Platform

Description

2.33

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

N/A

session-timeout

Use this command to configure the session timeout for a remote terminal. Use the no form of this command to
restore the default setting and the session never expires.
session-timeout minutes [ output ]

no session-timeout

Parameter Description
minutes Timeout in minutes.
output Regards data output as the input to determine whether the session expires.

The default timeout is 0.

LINE configuration mode

If no input or output in current LINE mode is found on the remote terminal for the session within a specified time,

this connection will expire, and this LINE will be restored to the free status.

The following example specifies the timeout as 5 minutes.

Examples FS(config-line)#exec-timeout 5 output
Related
Command Description
Commands
N/A N/A
Platform
N/A
Description
2.34 show debugging
Use this command to display debugging state.
show debugging
Parameter
Parameter Description
Description
N/A N/A
Defaults N/A
Command Privileged EXEC mode
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Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

N/A

The following example displays debugging state.

FS#show debugging

debug fw-group detect intf-state

Command

N/A

N/A

2.35 show hostname

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to display the hostname of a device.

show hosthame

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the hostname of a device.

FS#show hostname
FS
FS#

Command

N/A

N/A

Description

N/A

Description

N/A
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2.36 showline

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to display the configuration of a line.

show line { console line-num | vty line-num | line-num}

Parameter Description

console Display s the configuration of a console line.
vty Display s the configuration of a vty line.
line-num Number of the line.

N/A

Privileged EXEC mode

This command displays the configuration of a line.

The following example displays the configuration of a console port.

FS# show line console 0

CON Type speed  Overruns
*0 CON 9600 45927
Line 0, Location: ", Type: "vt100"
Length: 24 lines, Width: 79 columns

Special Chars: Escape Disconnect Activation

ANX none AM
Timeouts: Idle EXEC Idle Session
never never

History is enabled, history size is 10.
Total input: 53564 bytes

Total output: 395756 bytes

Data overflow: 27697 bytes

stop rx interrupt: 0 times

Command

N/A

N/A

2.37 showreload

Use this command to display the system restart settings.

Description

N/A
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

show reload

Parameter Description
N/A N/A

N/A

Privileged EXEC mode

This command is used to display the restart settings of the system.

The following example displays the restart settings of the system.
FS# show reload

Reload scheduled in 595 seconds.

At 2003-12-29 11:37:42

Reload reason: test.

Command Description
N/A N/A
N/A

2.38 show running-config

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to display how the current device system is configured..

show running-config

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

N/A
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Related

Commands

Platform

Description

Command

N/A

N/A

2.39 show service

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to display the service status.

show service

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

Description

N/A

The following example displays whether the service is enabled or disabled.

FS# show service
web-server  :disabled
web-server(https): disabled
snmp-agent :enabled
ssh-server :enabled

telnet-server : disabled

Command

N/A

N/A

2.40 show sessions

Parameter

Description

N/A

Use this command to display the Telnet Client session information.

show sessions

Parameter

Description
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Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

N/A N/A

N/A

User EXEC mode

Telnet Client session information includes the VTY number and the server IP address.

The following example displays the Telnet Client session information.
FS#show sessions

Conn Address

*1 127.0.0.1

*2 192.168.21.122

Command Description
N/A N/A
N/A

2.41 show startup-config

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to display the device configuration stored in the Non Volatile Random Access Memory
(NVRAM).

show startup-config

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

The device configuration stored in the NVRAM is executed while the device is starting.

On a device that does not support boot config, startup-config is contained in the default configuration file
/config.text in the built-in flash memory.

On a device that supports boot config, configure startup-config as follows:

If you have specified a boot configuration file using the boot config command and the file exists, startup-config

is stored in the specified configuration file.
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Configuration

Examples
Related

Commands

Platform

Description

If the boot configuration file you have specified using the boot config command does not exist or you have not
specified a boot configuration file using the command, startup-config is contained in /config.text in the built-in

flash memory.

N/A

Command Description

boot config Sets the name of the boot configuration file.
N/A

2.42 show this

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to display effective configuration in the current mode.

show this

Parameter Description
N/A N/A

N/A

All modes.

The configuration in the following range modes cannot be displayed. If the show this command is run, the

outcome is NULL.

1. Use the line first-line last-line command to configure lines in a continuous group and enter LINE
configuration mode.

2. Usethe vlan range command to configure VLANs and enter vlan range configuration mode.

3. Use the interface range command to configure interfaces and enter interface range configuration mode.

Use this command to display effective configuration on interface fastEthernet 0/1.FS (config)#interface
fastEthernet 0/1
FS (config-if-FastEthernet 0/1)#show this
Building configuration...
!
spanning-tree link-type point-to-point
spanning-tree mst O port-priority O
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Related

Commands

Platform

Description

243 speed

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

2.44 telnet

end

FS (config-if-FastEthernet 0/1)#

Command Description
N/A N/A
N/A

Use this command to set the speed at which the terminal transmits packets. Use the no form of this command to

restore the default setting.

speed speed
no speed
Parameter Description
Transmission rate (bps) on the terminal. For serial ports, optional rates include
speed

9600, 19200, 38400, 57600, and 115200 bps. The default rate is 9600 bps.

The default is 9600.

Global configuration mode

This command is used to set the speed at which the terminal transmits packets.

The following example sets the rate of the serial port to 57600 bps.
FS(config)# line console 0

FS(config-line)# speed 57600

Command Description
N/A N/A
N/A

Use this command to log in a server that supports telnet connection.

telnet host [ port] [ /source {ip A.B.C.D | ipv6 X:X:X:X::X | interface interface-name }]
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Parameter

Host

Port

/source

ip AB.CD
ipv6 X:X:X:X:X

interface interface-name

N/A

Privileged EXEC mode

Description

The IP address of the host or host name you want to log in.

Selects the TCP port number for login, 23 by default.

Specifies the source IP address or source interface used by the Telnet client.
Specifies the source IPv4 address used by the Telnet client.

Specifies source IPv6 address for Telnet client.

Specifies the source interface used by the Telnet client.

A

Command

ip telnet source-interface

show sessions

exit

N/A

2.45 username

Parameter

Description

Description

Specifies the IP address of the interface as the source
address for Telnet connection.
Displays the currently established Telnet sessions.

Exits current connection.

Use this command to set a local username and optional authorization information.. Use the no form of this

command to restore the default setting.

username name [ login mode { aux | console | ssh | telnet } ] [ online amount number ] [ permission oper-mode

path ][ privilege privilege-level ] [ reject remote-login ] [ web-auth ] [ pwd-modify ] [ nopassword | password

[0 7]text-string ]

no username name
Parameter

name

login mode

Description

Username

Sets the login mode.
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

aux Sets the login mode to aux.

console Sets the login mode to console.

ssh Sets the login mode to ssh.

telnet Sets the login mode to telnet.

online amount number Sets the amount of users online simultaneously.

Sets the permission on the specified file. op-mode refers to the operation
permission oper-mode path
mode and path to the file or the directory path.

privilege privilege-level Sets the privilege level, in the range from 0 to 15.
reject remote-login Confines the account to remote login.
web-auth Confines the account to web authentication.
Allows the web authentication user of this account to change the password.
pwd-modify
It works only when the web-auth command is configured.
nopassword The account is not configured with a password.

If the password type is 0, the password is in plain text. If the type is 7, the
password [ 0| 7 ] text-string
password is encrypted. The password is in plain text by default.

N/A

Global configuration mode

This command is used to establish a local user database for authentication.

ﬂ If encryption type is 7, the cipher text you enter should contain seven characters to be valid.
In general, do not set the entryption type 7.

Instead, specify the type of encryption as 7 only when the encrypted password is copied and pasted.

The following example configures a username and password and binds the user to level 15.

FS(config)# username test privilege 15 password 0 pw15

The following example configures the username and password exclusive to web authentication.

FS(config)# username user1 web-auth password 0 pw

The following example configures user test with read and write permissions on all files and directories.
FS(config)# username test permission rw /

The following example configures user test with read, write and execute permissions on all files and directories
except the confix.text file.

FS(config)# username test permission n /config.text

FS(config)# username test permission rwx /

Command Description
login local Enables local authentication
N/A
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2.46 username export

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to export user information to the file.

username export filename

Parameter Description
filename The file name.
N/A

Privileged EXEC mode

This command is used to export user information to the file.

The following example exports user information to the file.

FS# username export user.csv

Command Description
N/A N/A
N/A

2.47 username import

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to import user information from the file.

username import filename

Parameter Description
filename The file name.
N/A

Privileged EXEC mode

This command is used to import user information from the file.

The following example imports user information from the file.

FS# username import user.csv
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Related

Commands

Platform

Description

2.48 write

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Command Description
N/A N/A
N/A

Use this command to save running-config at a specified location.

write [ memory | terminal ]

Parameter Description

Writes the system configuration (running-config) into NVRAM, which is
memory

equivalent to copy running-config startup-config.

Displays the system configuration, which is equivalent to show
terminal

running-config.
N/A

Privileged EXEC mode

Despite the presence of alternative commands, these commands are widely used and accepted. Therefore, they
are reserved to facilitate user operations.

The system automatically creates the specified file and writes it into system configuration if the device that stores
the file exists;

The system will ask you whether to save the current configuration in default boot configuration file /config.text
and perform an action as required if the device that stores the file does not exist possibly because the boot
configuration file is stored on a removable storage device such as USB drive and the device has not been loaded

when you run the write [ memory ] command.

The following example saves running-config at a specified location.
FS# write

Building configuration...

[OK]

Command Description
N/A N/A

N/A
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3 LINE Commands

3.1 access-class

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to control login into the terminal through IPv4 ACL. Use the no form of this command to
restore the default setting.
access-class { access-list-number | access-list-name}{in | out}

no access-class { access-list-number | access-list-name} { in | out }

Parameter Description

Specifies the ACL number. Standard IP ACL number is from 1 to 99 and from

access-list-number 1300 to 1999. Extended IP ACL number is from 100 to 199 and from 2000 to
2699.

access-list-name Specifies the ACL name.

in Filters the incoming connections.

out Filters the outgoing connections.

N/A

Line configuration mode

N/A

The following example uses ACL 20 to filter the incoming connections in line VTY 0 5.
FS(config)# line vty 0 5

FS(config-line)access-list 20 in

The following example uses the ACL named “test” to filter the outgoing connections in line VTY 6 7.
FS(config)# line vty 6 7
FS(config-line)access-list test out

Command Description
show running Displays status information
N/A

3.2  accounting commands

Use this command to enable command accounting in the line. Use the no form of this command to restore the

default setting.
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

accounting commands leve/ { default | list-name}

no accounting commands /eve/

Parameter Description

Command level ranging from 0 to 15. The command of this level is accounted

level

when it is executed.
default Default authorization list name.
list-name Optional list name.

This function is disabled by default.

Line configuration mode

This function is used together with AAA authorization. Configure AAA command accounting first, and then apply

it on the line.

The following example enables command accounting in line VTY 1 and sets the command level to 15.
FS(config)# aaa new-model

FS(config)# aaa accounting commands 15 default start-stop group tacacs+

FS(config)# line vty 1

FS(config-line)# accounting commands 15 default

Command Description
N/A N/A
N/A

3.3 accounting exec

Parameter

Description

Defaults

Use this command to enable user access accounting in the line. Use the no form of this command to restore the
default setting.
accounting exec { default | /ist-name }

no accounting exec

Parameter Description
default Default authorization list name.
list-name Optional list name.

This function is disabled by default.
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Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Line configuration mode

This function is used together with AAA authorization. Configure AAA EXEC accounting first, and then apply it on

the line.

The following example enables user access accounting in line VTY 1.
FS(config)# aaa new-model

FS(config)# aaa accounting exec default start-stop group radius
FS(config)# line vty 1

FS(config-line)# accounting exec default

Command Description
N/A N/A
N/A

3.4 authorization commands

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to enable authorization on commands, Use the no form of this command to restore the
default setting.
authorization commands leve/ { default | /ist-name }

no authorization commands /eve/

Parameter Description

Command level ranging from 0 to 15. The command of this level is executed

level

after authorization is performed.
default Default authorization list name,
list-name Optional list name.

This function is disabled by default.

Line configuration mode

This function is used together with AAA authorization. Configure AAA authorization first, and then apply it on the

line.

The following example enables authorization on commands of level 15 in line VTY 1.

FS(config)# aaa new-model
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Related

Commands

Platform

Description

FS(config)# aaa authorization commands 15 default group tacacs+
FS(config)# line vty 1
FS(config-line)# authorization commands 15 default

Command Description
N/A N/A
N/A

3.5 authorization exec

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to enable EXEC authorization for the line. Use the no form of this command to restore the
default setting.
authorization { default | /ist-name }

no authorization exec

Parameter Description
default Default authorization list name,
list-name Optional list name.

This function is disabled by default,

Line configuration mode

This function is used together with AAA authorization. Configure AAA EXEC authorization first, and then apply it

on theline.

The following example performs EXEC authorization to line VTY 1.
FS(config)# aaa new-model

FS(config)# aaa authorization exec default group radius
FS(config)# line vty 1

FS(config-line)# authorization exec default

Command Description
N/A N/A
N/A
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3.6 clear line

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to clear connection status of the line.

clear line { console /ine-num | vty line-num | line-num}

Parameter Description

console Clears connection status of the console line.

vty Clears connection status of the virtual terminal line.
line-num Specifies the line to be cleared.

N/A

Privileged EXEC mode

This command is used to clear connection status of the line and restore the line to the unoccupied status to

create new connections.

The following example clears connection status of line VTY 13. The connected session on the client (such as
Telnet and SSH) in the line is disconnected immediately.

FS# clear line vty 13

Command Description
N/A N/A
N/A

3.7 disconnect-character

Parameter

Description

Defaults

Use this command to set the hot key that disconnects the terminal service connection. Use the no form of this
command to restore the default setting.
disconnect-character ascii-value

no disconnect-character

Parameter Description

ascii-value ASCIl decimal value of the hot key that disconnects the terminal service

connection, in the range from 0 to 255.

The default hot key is Ctrl+D and the ASCIl decimal value is 0x04.
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Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Line configuration mode

This command is used to set the hot key that disconnects the terminal service connection. The hot key cannot be
the commonly used ASCII node such as characters ranging from a to z, from A to Z or numbers ranging from 0 to

9. Otherwise, the terminal service cannot operate properly.

The following example sets the hot key that disconnects the terminal service connection on line VTY 0 5 to Ctrl+E
(0x05).

FS(config)# line vty 0 5

FS(config-line)# disconnect-character 5

Command Description
N/A N/A
N/A

3.8 escape-character

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Use this command to set the escape character for the line. Use the no form of this command to restore the
default setting.
escape-character escape-value

no escape-character

Parameter Description

escape-value Sets the ASClI value corresponding to the escape character for the line, in the

range from 0 to 255.
The default escape character is Ctrl+A (Ctrl+Shift+6) and the ASCII decimal value is 30.
Line configuration mode
After configuring this command, press the key combination of the escape character and then press x, the current
session is disconnected to return to the original session.
The following example sets the escape character for the line to 23 (Ctrl+w).
FS(config)# line vty O

FS(config-line)# escape-character 23

Command Description
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Commands

Platform

Description

3.9 exec

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

3.10  history

N/A N/A

N/A

Use this command to enable the line to enter the command line interface. Use the no form of this command to

disable the function.

exec
no exec

Parameter Description
N/A N/A

This function is enabled by default.

Line configuration mode

The no exec command is used to ban the line from entering the command line interface. You have to enter the

command line interface through other lines,

The following example bans line VTY 1 from entering the command line interface.
FS(config)# line vty 1
FS(config-line)# no exec

FS# show users

Line User Host(s) Idle Location
* 0conO - idle 00:00:00 --
1vty 0 - idle 00:01:03  20.1.1.2
3 vty 2 -—- idle 00:00:13 20.1.1.2
Command Description
N/A N/A
N/A

Use this command to enable command history for the line or set the number of commands in the command
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history. Use the no history command to disable command history. Use the no history size command to restore
the number of commands in the command history to the default setting.

history [ size size ]

no history

no history size

Parameter
Parameter Description
Description
size size The number of commands, in the range from 0 to 256.
Defaults This function is enabled by default, The default size is 10.
Command Line configuration mode
Mode

Usage Guide N/A

Configuration The following example sets the number of commands in the command history to 20 for line VTY 0 5.
Examples FS(config)# line vty 0 5

FS(config-line)# history size 20

The following example disables the command history for line VTY 0 5.

FS(config)# line vty 0 5

FS(config-line)# no history

Related
Command Description
Commands
N/A N/A
Platform N/A
Description
3.11 length
Use this command to set the screen length for the line. Use the no form of this command to restore the default
setting.
length screen-length
no length
Parameter
Parameter Description
Description
screen-length Sets the screen length, in the range from 0 to 512.
Defaults The default is 24.
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Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

3.12 line

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Line configuration mode

N/A

The following example sets the screen length to 10.

FS(config-line)# length 10

Command Description

N/A N/A

N/A

Use this command to enter the specified LINE mode.

line [console | vty ] first-line [ last-line]

Parameter Description

console Console port

vty Virtual terminal line, applicable for telnet/ssh connection.
first-line Number of first-line to enter

N/A

Global configuration mode

This command is used to enter the specified LINE mode.

The following example enters the LINE mode from LINE VTY 1 to 3:
FS(config)# line vty 1 3

Command Description
N/A N/A
N/A
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3.13 linevty

Use this command to increase the number of VTY connections currently available. Use the no form of this
command to restore the default setting.
line vty line-number

no line vty line-number

Parameter
Parameter Description
Description
N/A N/A
Defaults By default, there are five available VTY connections, numbered 0 to 4.
Command Global configuration mode.
Mode
Usage Guide When you need to increase or decrease the number of available VTY connections, use the above commands.

Configuration The following example increases the number of available VTY connections to 20. The available VTY connections
Examples are numbered 0 to 19.

FS(config)# line vty 19

Decrease the number of available VTY connections to 10. The available VTY connections are numbered 0-9.

FS(config)# line vty 10

Related

Command Description
Commands

N/A N/A
Platform N/A
Description

3.14 location

Use this command to configure the line location description. Use the no form of this command to restore the
default setting.

location /ocation

no location
Parameter

Parameter Description
Description

location Line location description
Defaults N/A
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Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

3.15 monitor

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Line configuration mode

N/A

The following example describes the line location as Swtich’s Line VTY 0.
FS(config)# line vty O
FS(config-line)# location Swtich’s Line Vty O

Command Description
N/A N/A
N/A

Use this command to enable log display on the terminal. Use the no form of this command to restore the default
setting,
monitor

no monitor

Parameter Description

N/A N/A

N/A

Line configuration mode

N/A

The following example enables log display on the terminal in VTY line 0 5.
FS(config)# line vty 0 5
FS(config-line)# monitor

Command Description
N/A N/A
N/A
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3.16 privilege level

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

3.17

Parameter

Description

Defaults

Use this command to set the privilege level for the line. Use the no form of this command to restore the default
setting.
privilege level level

no privilege level

Parameter Description

level Privilege level, in the range from 0 to 15.

The defaultis 1.

Line configuration mode

N/A

The following example sets the privilege level for the line VTY 0 4 to 14.
FS(config)# line vty 0 4
FS(config-line)privilege level 14

Command Description
N/A N/A
N/A

refuse-message

Use this command to set the login refusal message for the line. Use the no form of this command to restore the
default setting.
refuse-message [ c message c ]

no refuse-message

Parameter Description

c Delimiter of the login refusal message, which is not allowed within the
message.

message Login refusal message.

N/A
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Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Line configuration mode

This command is used to set the login refusal message for the line. The characters entered after the ending

delimiter are discarded directly, The login refusal message is displayed when the user has been refused to login.

The following example sets the login refusal message for the line to “Unauthorized user cannot login to the FS
device”.

FS(config-line)#vacant-message @ Unauthorized user cannot login to the FS device @

Command Description
N/A N/A
N/A

3.18 show history

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to display the command history of the line.

show history

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the command history of the line.
FS# show history

exec:

sh privilege

sh run

show user

sh user all

show history

Command Description
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Platform

Description

3.19 showline

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Privileged EXEC mode

N/A

N/A N/A

N/A

Use this command to display line configuration.

show line { console line-num | vty line-num | line-num}

Parameter Description

console Displays configuration for the console line.

vty Displays configuration for the virtual terminal line.
line-num Displays the line.

N/A

The following example displays configuration for the console port.

FS# show line console 0

CON Type speed  Overruns
*0 CON 9600 45927
Line 0, Location: ", Type: "vt100"
Length: 24 lines, Width: 79 columns

Special Chars: Escape Disconnect Activation

ANX none AM
Timeouts: Idle EXEC Idle Session
never never

History is enabled, history size is 10.
Total input: 53564 bytes

Total output: 395756 bytes

Data overflow: 27697 bytes

stop rx interrupt: 0 times

Field Description

CON Terminal type. CON indicates console; 0 indicates terminal line number and *

ahead of the number means that the terminal is in use.

Type Terminal type, including CON, and VTY.
speed Asynchronous speed.
Overruns The number of overrun errors received by the flash.
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Line 0 Terminal line number.

Location: "" Line location configuration.

Type: "vt100" Compatibility standard.

Special Chars Special characters, including Escape, Disconnect, and Activation characters.
Timeouts Timeout value; “never” indicates no timeout.

History Whether to enable command history; the number of commands in the

command history.

Total input Data volume received from the drive.
Total output Date volume sent to the drive.
Data overflow Overflowing data volume.
stop rx interrupt Data reception interruption times.
Related
Command Description
Commands
N/A N/A
Platform N/A
Description

3.20 show privilege

Use this command to display the privilege level of the line.

show privilege

Parameter

Parameter Description
Description

N/A N/A
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide N/A

Configuration The following example displays the privilege level of the line.
Examples FS# show privilege

Current privilege level is 10

Related

Command Description
Commands

N/A N/A
Platform N/A
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Description

3.21 showusers

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to display the login user information.

show users [ all ]

Parameter

N/A

Privileged EXEC mode

N/A

Description

Displays line user information, including users logging into the line and users

not logging into the line.

The following example displays the information about users logging into the line,

FS# show users

Line User Host(s) Idle Location
Ocon0 - idle 00:00:46 -
1vty 0 — idle 00:00:29  20.1.1.2
* 2vty 1 — idle 00:00:00 20.1.1.2
The following example displays all line user information,
FS(config)# show users all
Line User Host(s) Idle Location
Ocon0 - idle 00:00:49 -
1vty 0 — idle 00:00:32  20.1.1.2
* 2vty 1 — idle 00:00:00 20.1.1.2
3vty 2 — 00:00:00 ---
4 vty 3 — 00:00:00 ---
S5vty 4 — 00:00:00 ---
6 vty 5 === 00:00:.00 ---
Command Description
N/A N/A
N/A

@
@



SG-5110 GATEWAY CLI REFERENCE GUIDE

6Fs

3.22

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

3.23

Parameter

Description

Defaults

Command

Mode

speed

Use this command to configure the baud rate for the specified line. Use the no form of this command to restore
the default setting,

speed baudrate

no speed
Parameter Description
baudrate Sets the baud rate, in the range from 9600 to 115200.

The default is 9600.

LINE configuration mode

N/A

The following example sets the baud rate to 115200,
FS(config-line)# speed 115200

Command Description
N/A N/A
N/A

terminal escape-character

Use this command to set the escape character for the current terminal. Use the no form of this command to
restore the default setting.
terminal escape-character escape-value

terminal no escape-character

Parameter Description

escape-value Sets the ASClI value corresponding to the escape character for the current

terminal, in the range from 0 to 255.

The default escape character is Ctrl+A (Ctrl+Shift+6) and the ASCII decimal value is 30.

Privileged EXEC mode
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Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

3.24

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

After configuring this command, press the key combination of the escape character and then press x, the current

session is disconnected to return to the original session.

The following example sets the escape character for the current terminal to 23 (Ctrl+w).

FS# terminal escape-character 23

Command Description
N/A N/A
N/A

terminal history

Use this command to enable command history for the current terminal or set the number of commands in the
command history. Use the no history command to disable command history. Use the no history size command
to restore the number of commands in the command history to the default setting.

terminal history [ size size ]

terminal no history

terminal no history size

Parameter Description

size size Sets the number of commands, in the range from 0 to 256.

This function is enabled by default, The default size is 10.

Privileged EXEC mode

N/A

The following example sets the number of commands in the command history to 20 for the current terminal.
FS# terminal history size 20
The following example disables the command history for the current terminal.

FS# terminal no history

Command Description
N/A N/A
N/A
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Description

3.25

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

3.26

Parameter

Description

Defaults

Command

Mode

terminal length

Use this command to set the screen length for the current terminal. Use the no form of this command to restore
the default setting.
terminal length screen-length

terminal no length

Parameter Description

screen-length Sets the screen length, in the range from 0 to 512.

The default is 24.

Privileged EXEC mode

N/A

The following example sets the screen length for the current terminal to 10.

FS# terminal length 10

Command Description
N/A N/A
N/A

terminal location

Use this command to configure location description for the current device. Use the no form of this command to
restore the default setting.
terminal location /ocation

terminal no location

Parameter Description
location Configures location description of the current device.
N/A

Privileged EXEC mode
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Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

N/A

The following example configures location description of the current device as “Swtich’s Line Vty 0”.

FS# terminal location Swtich's Line Vty O

Command Description
N/A N/A
N/A

3.27 terminal speed

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to configure the baud rate for the current terminal. Use the no form of this command to
restore the default setting,
terminal speed baudrate

terminal no speed

Parameter Description

baudrate Sets the baud rate, in the range from 9600 to 115200.
The default is 9600.

Privileged EXEC mode

N/A

The following example sets the baud rate for the current terminal to 115200,

FS# terminal speed 115200

Command Description
N/A N/A
N/A

3.28 terminal width

Use this command to set the screen width for the terminal.

terminal width screen-width
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

3.29

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

terminal no width

Parameter Description

screen-width Sets the screen width for the terminal, in the range from 0 to 256.

The default is 79.

Privileged EXEC mode

N/A

The following example sets the screen width for the terminal to 10.

FS# terminal width 10

Command Description
N/A N/A
N/A

timeout login

Use this command to set the login authentication timeout for the line. Use the no form of this command to
restore the default setting.
timeout login response seconds

no timeout login response

Parameter Description
response The time period during which the line waits for the user to enter any message.
seconds Timeout value, in the range from 1 to 300 in the unit of seconds.

The default is 30.

Line configuration mode

N/A

The following example sets the login authentication timeout to 300 seconds for line VTY 0 5.

FS(config)# line vty 0 5
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FS(config-line)login timeout response 300

Related

Command Description
Commands

N/A N/A
Platform N/A
Description

3.30 transportinput

Use this command to set the specified protocol under Line that can be used for communication. Use the no form
of this command to restore the default setting.
transport input { all | ssh | telnet | none }

no transport input { all | ssh | telnet | none}

Parameter
Parameter Description
Description
all Allows all the protocols under Line to be used for communication
ssh Allows only the SSH protocol under Line to be used for communication
telnet Allows only the Telnet protocol under Line to be used for communication
none Allows none of protocols under Line to be used for communication
Defaults all, ssh and telnet protocols are allowed.
Command Line configuration mode
Mode

Usage Guide N/A

Configuration The following example specifies that only the Telnet protocol is allowed to login in line vty 0 4.
Examples FS(config)# line vty 0 5
FS(config-line)transport input ssh

Related
Command Description
Commands
show running Displays status information
Platform N/A
Description

3.31 vacant-message

Use this command to set the logout message. Use the no form of this command to restore the default setting.

vacant-message [ c message c]
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

3.32 width

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

no vacant-message

Parameter Description

c Delimiter of the logout message, which is not allowed within the message.
message Logout message.

N/A

Line configuration mode

This command is used to set the logout message for the line. The characters entered after the ending delimiter

are discarded directly, The logout message is displayed when the user logs out.

The following example sets the logout message to “Logout from the FS device”.

FS(config-line)#vacant-message @ Logout from the FS device @

Command Description
N/A N/A
N/A

Use this command to set the screen width for the line. Use the no form of this command to restore the default
setting,
width screen-width

no width

Parameter Description

screen-width Sets the screen width for the line, in the range from 0 to 256,

The default is 79.

Line configuration mode

N/A

The following example sets the screen width for the line to 10.
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Examples FS(config-line)# width 10
Related
Command
Commands
N/A
Platform N/A

Description

Description

N/A
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4 Password Policy Commands

4.1 password policy life-cycle

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to set the password lifecycle. Use the no form of this command to restore the default setting.
password policy life-cycle days

no password policy life-cycle

Parameter Description

days Sets the password lifecycle, in the range from 1 to 65535 in the unit of days.

No password lifecycle is set by default.

Global configuration mode

This command is used to set the password lifecycle. After the password lifecycle expires, the system reminds you

to change the password when you login next time.

0 This function is valid for the global password (the enable password and the enable secret commands)

and the local user password (the username name password password command) while not valid for the

password in line mode.

The following example sets the password lifecycle to 90 days.

FS(config)# password policy life-cycle 90

Command Description
N/A N/A
N/A

4.2 password policy min-size

Parameter

Description

Use this command to set the minimum length of the password. Use the no form of this command to restore the
default setting.
password policy min-size length

no password policy min-size

Parameter Description

length Sets the minimum length of the password, in the range from 1 to 31.
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Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

No minimum length of the password is set by default.

Privileged EXEC mode

This command is used to set the minimum length of the password,

ﬂ This function is valid for the global password (the enable password and the enable secret commands)

and the local user password (the username name password password command) while not valid for the

password in line mode.

The following example sets the minimum length of the password to 8.

=S(config)# password policy min-size 8

Command Description
N/A N/A
N/A

4.3 password policy no-repeat-times

Use this command to ban the use of passwords used in the past several times. Use the no form of this
command to restore the default setting.
password policy no-repeat-times times

no password policy no-repeat-times

Parameter Description Parameter Description

Defaults

Command Mode

Usage Guide

The past several times when passwords are configured, in the range
times
from 1to 31.

This function is disabled by default.

Global configuration mode

After this function is enabled, passwords used in the past several times are recorded. If the new password

has been used, the alarm message is displayed and password configuration fails.

This command is used to set the maximum number of password entries. When the actual number of

password entries exceeds the configured number, the new password overwrites the oldest password.

ﬂ This function is valid for the global password (the enable password and the enable secret

commands) and the local user password (the username name password password command)
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Configuration

Examples

Related Commands

Platform Description

4.4

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

while not valid for the password in line mode.

The following example bans the use of passwords used in the past five times.

FS(config)# password policy no-repeat-times 5

Command Description
N/A N/A
N/A

password policy strong

Use this command to enable strong password check.
password policy strong

no password policy strong

Parameter Description

N/A

N/A

This function is disabled by default.

Global configuration mode

If the following two kinds of passwords are set not matching the strength policy, the alarm message is displayed.

1. The password the same as the username.

2. The simple password containing only characters or numbers.

) This function is valid for the global password (the enable password and the enable secret commands) and

the local user password (the username name password password command) while not valid for the

password in line mode.

The following example configures the strong password check.

FS(config)# password policy strong

Command Description
N/A N/A
N/A
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4.5 service password-encryption

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to encrypt a password. Use the no form of this command to restore default setting.

service password-encryption

Parameter Description

N/A N/A

This function is disabled by default.

Global configuration mode

This command is disabled by default. Various passwords are displayed in plain text, unless they are encrypted.
After you run the service password-encryption and show running or write command to save your
configuration, the password changes into cipher text. If you disable the command, the password in cipher text

cannot be restored to plain text.

The following example encrypts the password:

FS(config)# service password-encryption

Command Description

enable password Sets passwords of different privileges.

N/A

4.6 show password policy

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to display the password security policy set by the user.

show password policy

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

This command is used to display the password security policy set by the user.
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Configuration The following example displays the password security policy set by the user.

Examples FS#show password policy

Global password policy configurations:

Password encryption:
Password strong-check:
Password min-size:

Password life-cycle:

Password no-repeat-times:

Field

Password encryption
Password strong-check
Password min-size
Password life-cycle

Password no-repeat-times

Related

Command
Commands

N/A
Platform

N/A
Description

Enabled
Enabled
Enabled (6 characters)
Enabled (90 days)
Enabled (max history record: 5)
Description
Whether to encrypt the password.
Whether to enable password strong-check.
Whether to set the minimum length of the password.

Whether to set the password lifecycle.

Description

N/A
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5 File System Commands

5.1 cd

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

5.2 copy

Parameter

Description

Use this command to set the present directory for the file system.

cd [filesystem: ] [ directory ]

Parameter Description

filesystem: The URL of filesystem, followed by a colon (:). The filesystem includes flash:,
sata:, usb: and tmp:.

directory The path name. A file name starts with “/” is an absolute path. Otherwise, it is

a relative path.

The default directory is the flash root directory.

Privileged EXEC mode.

The specified path of the file system support URLs. For details of URL prefixes, see description of the copy
command.

Change the above parameter to the directory you want to enter. Use the pwd command to view the present

directory.

The following example enters the sata hardware.
FS#pwd

flash:/

FS#cd sata:

FS#pwd

sata:/

Command Description

pwd Displays the present word directory.

N/A.

Use this command to copy a file from the specified source directory to the specified destination directory.

copy source-url destination-url

Parameter Description
source-url Source file URL, which can be local or remote.
destination-url Destination file URL, which can be local or remote.
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

5.3 delete

Parameter

Description

N/A.

Privileged EXEC mode.

when the file to be copied exists on the target URL, the target file system determines the action, such as error

report, overwrite, or offering you the choice.

The following table lists the URL:

Prefix Description

running-config Running configuration file.

startup-config startup configuration file.

flash: local FLASH file system.

tftp: The URL of TFTP network server, in the format as follows:

tftp:[[//location]/directoryl/filename

The following example copies the netconfig file from device 192.168.64.2 to the FLASH disk and the netconfile file
exists locally.

FSttcopy tftp://192.168.64.2/netconfig flash:/netconfig
Do you want to overwrite [/data/netconfig]? [Y/N]:y

Press Ctrl+C to quit
|

Copy success.

Command Description

delete Deletes the file.

rename Renames the file.

dir Displays the file list of the specified directory.
N/A

Use this command to delete the files in the present directory.

delete [ filesystem: ] file-url

Parameter Description

The URL of file system, followed by a colon (:). The file system includes flash:,
filesystem:

sata:, usb:, and tmp:.
fle-ur] The file name containing the path. A file name starts with “/” is an absolute
ile-url

path. Otherwise, it is a relative path.
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

The default filesystem: is flash:.

Privileged EXEC mode.

This command is used to delete the specified file in the URL. This command supports deleting the files stores in

the local storage media, i.e., the URL must be one of the flash:/ usb0:/ or usb1:/ slave/. If the prefix is not specified

in the URL, it indicates to delete the file in the system.

In VSU mode, URLs do not support sw1-m1-disk0:/ series. For details of the supported prefixes, see the description

of the copy command.

This command does not support wildcard.

The following example deletes the fstab file on the FLASH disk.
FS#pwd

flash:/

FS#dir

Directory of flash:/

1 -rw- 336 Jan 032012 18:53:42 fstab
2 -rw- 4096  Jan 03 2012 12:32:09 rc.d

3  -rw- 10485760 Jan 032012 18:13:37 rpmdb
3 files, 0 directories

10,490,192 bytes total (13,192,656 bytes free)

FS#delete flash:/fstab

Do you want to delete [flash:/fstab]? [Y/N]:y

Delete success.

FSt#dir
Directory of flash:/
1 -rw- 4096  Jan 032012 12:32:09 rc.d

2  -rw- 10485760 Jan 032012 18:13:37 rpmdb
2 files, 0 directories

10,489,856 bytes total (13,192,992 bytes free)

Command Description

copy Copies thefile.

dir Displays the file list of the specified directory.
N/A
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5.4 dir
Use this command to display the files in the present directory.
dir [ filesystem:1[ directory ]
Parameter Parameter Description
Description filesystem The URL of file system, followed by a colon (:). The file system includes flash:, sata:, usb:,
and tmp:.
directory The path name. A file name starts with “/” is an absolute path. Otherwise, it is a relative
path.
Defaults By default, only the information under the present working path is displayed.
Command Privileged EXEC mode.
Mode
Usage Guide Enter the specified directory to show the information of all the files in that directory. If no parameter is specified,

the information of the files in the present directory is shown by default.

This command does not support wildcard.

Configuration The following example displays the file information of the root directory in the FLASH disk.

Examples FSt#dir flash:/
Directory of flash:/
1 -rw- 336 Jan 032012 18:53:42 fstab
2 -rw- 4096  Jan 032012 12:32:09 rc.d

3  -rw- 10485760 Jan 032012 18:13:37 rpmdb
3files, 0 directories
10,490,192 bytes total (13,192,656 bytes free)
Field Description
1,2,3... Index number
Permissions on a file include:
®  d:directory
-rw- ® rread
® w:write

® x:executable

10485760 File size
rpmdb File name
files File number
directories Directory number
total Total size
free Available space
Related Command Description
Commands pwd Displays the present directory.
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Platform

Description

5.5 erase

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

5.6 file

Parameter

Description

Defaults

cd Sets the present directory of the file system.

N/A.

Use this command to erase the device or file that does’t have a file system.

erase filesystem

Parameter Description
filesystem: Name of the file system, followed by a colon (:). For example, usb0:.
N/A

Privileged EXEC mode

N/A

The following example erases the USB filesystem.
FSt#erase usb0:

Sure to erase usb0:? [Y/N] y

Erasing disk usbO ...

Erase disk usb0 done!

Command Description
N/A N/A
N/A

Use this command to display the information about a file.

file [ filesystem: ] file-url

Parameter Description

The URL of file system, followed by a colon (:). The file system includes flash:,
filesystem:

sata:, usb:, and tmp:.
leur] The file name containing the path. A file name starts with “/” is an absolute
ile-url

path. Otherwise, it is a relative path.

The default filesystem: is flash:.
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Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

5.7

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

5.8 mkdir

Privileged EXEC mode

N/A

The following example displays the information about gcc executable file.

FStfile flash:/gcc

/usr/bin/gcc-4.6: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked (uses shared libs), for
GNU/Linux 2.6.15, stripped

Command Description
N/A N/A
N/A

file prompt

Use this command to set the prompt mode.

file prompt [ noisy | quiet ]

Parameter Description
noisy Displays prompt for all operation.
quiet Displays prompt rarely.

The default mode is noisy.

Privileged EXEC mode

N/A

The following example sets the prompt mode to noisy.

FStfile prompt noisy

Command Description
N/A N/A
N/A

Use this command to create a directory.

mkdir [ filesystem: ] directory
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Parameter Parameter Description
Description filesystem: The URL of file system, followed by a colon (:). The file system includes flash:,
sata:, usb:, and tmp:.
directory The path name. A file name starts with “/” is an absolute path. Otherwise, it is

a relative path.

Defaults The default filesystem: is flash:.

The default directory is the root directory.

Command Privileged EXEC mode.
Mode
Usage Guide

L1

Configuration The following example creates a directory named newdir:

Examples FS#dir
Directory of flash:/
1 -rw- 336 Jan 032012 18:53:42 fstab
2 -rw- 4096 Jan 032012 12:32:09 rc.d

3  -rw- 10485760 Jan 032012 18:13:37 rpmdb
3 files, 0 directories

10,490,132 bytes total (13,192,656 bytes free)

FS#mkdir newdir

Created dir flash:/newdir

FS#dir

Directory of flash:/

1 -rw- 336 Jan 032012 18:53:42 fstab

2 -rw- 4096 Jan 032012 12:32:09 rc.d

3  -rw- 10485760 Jan 032012 18:13:37 rpmdb
4 drw- 4096 Jan 032012 18:13:37 newdir

3files, 1 directories

10,494,228 bytes total (13,188,560 bytes free)

Related Command Description
Commands rmdir Deletes the directory.
pwd Displays the present directory.
Platform N/A
Description
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5.9 more

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to display the content of a file.

more [ /ascii | /binary ] [ filesystem: ] file-url

Parameter Description
/ascii Displays the file content in the ASCII format.
/binary Displays the file content in the

The URL of file system, followed by a colon (:). The file system includes flash:,
filesystem:

sata:, usb:, and tmp:.
fle-url The file name containing the path. A file name starts with “/” is an absolute
ile-url

path. Otherwise, it is a relative path.

The file is displayed in its own format by default.

Privileged EXEC mode

N/A

The following example displays the content of the netconfig file under root directory of FLASH disk.
FS#more flash:/netconfig

#

# The network configuration file. This file is currently only used in

# conjunction with the TI-RPC code in the libtirpc library.

#

# Entries consist of:

#

# <network_id> <semantics> <flags> <protofamily> <protoname> \
# <device> <nametoaddr_libs>

#

# The <device> and <nametoaddr_libs> fields are always empty in this

# implementation.

#

udp tpi_clts v inet udp - -

tcp tpi_cots_ord v inet tcp - -

udp6 tpi_clts \Y inet6 udp - -

tcpb tpi_cots_ord v inet6 tcp - -

rawip tpi_raw = inet = = =

local tpi_cots_ord - loopback - - -
Command Description

N/A N/A
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Platform

Description

510 pwd

Parameter

Description

Defaults

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

5.11 rename

Parameter

Description

Defaults

Command

Mode

Usage Guide

N/A

Use this command to display the working path.

pwd

Parameter Description
N/A. N/A.

N/A.

This command displays the present working path

The following example displays the process of switching the working directory from flash: to sata:.
FS#pwd
flash:/
FS#cd sata:/
FS#pwd
sata:/
Command Description

cd Changes the file system in the present directory.

N/A.

Use this command to move or rename the specified file.

rename src-url dst-url

Parameter Description

src-url The source file URL to move.

dst-url The URL of the destination file or directory.
N/A.

Privileged EXEC mode.

N/A
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Configuration The following example renames the fstab file in the root directory on the FLASH disk as new-fstab.

Examples FS#dir
Directory of flash:/
1 -rw- 336 Jan 032012 18:53:42 fstab
2 -rw- 4096 Jan 032012 12:32:09 rc.d

3  -rw- 10485760 Jan 032012 18:13:37 rpmdb
3 files, 0 directories

10,490,192 bytes total (13,192,656 bytes free)
FS#rename flash:/fstab flash:/new-fstab

Renamed file flash:/new-fstab

FS#dir

Directory of flash:/

1 -rw- 336 Jan 032012 18:53:42 new-fstab
2 -rw- 4096 Jan 032012 12:32:09 rc.d

3  -rw- 10485760 Jan 032012 18:13:37 rpmdb
3 files, O directories

10,490,192 bytes total (13,192,656 bytes free)

Related Command Description

Commands delete Deletes the file.
copy Copies the file.

Platform N/A

Description

5.12 rmdir

Use this command to delete an empty directory.

rmdir [ filesystem: ] directory

Parameter Parameter Description
Description The URL of file system, followed by a colon (:). The file system includes flash:,
filesystem:
sata:, usb:, and tmp:.
directory
Defaults The default filesystem: is flash:.
Command Privileged EXEC mode.
Mode
Usage Guide This command does not support the wildcards, and the directory to be deleted must be empty. Since this

command supports abbreviations, you can also use the rm command to delete empty directories.

Configuration The following example deletes the null test directories.
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Examples

Related

Commands

Platform

Description

FS#mkdir newdir

FS#dir

Directory of flash:/

1 -rw- 336 Jan 032012 18:53:42 fstab

2 -rw- 4096 Jan 032012 12:32:09 rc.d

3  -rw- 10485760 Jan 032012 18:13:37 rpmdb
4 drw- 4096 Jan 032012 18:13:37 newdir
3files, 1 directories

10,494,228 bytes total (13,188,560 bytes free)

FS#rmdir newdir

removed dir flash:/newdir

FS#dir

Directory of flash:/

1 -rw- 336 Jan 032012 18:53:42 fstab

2 -rw- 4096 Jan 032012 12:32:09 rc.d

3  -rw- 10485760 Jan 032012 18:13:37 rpmdb
3 files, 0 directories

10,490,132 bytes total (13,192,656 bytes free)

Command Description
N/A. N/A.
N/A.

5.13 showdisk

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to display sata/USB/Flash information.

show disk usb/flash

Parameter Description

usb Displays USB information.
flash Displays FLASH information.
N/A

Privileged EXEC mode

N/A

The following example displays USB information.

FS#show disk usb
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Disk /dev/sdb: 8159 MB, 8159477760 bytes

252 heads, 62 sectors/track, 1020 cylinders

Units = cylinders of 15624 * 512 = 7999488 bytes
The following example displays FLASH information.
FS#show disk flash

Nand flash size: 512MB

Nor flash size: 1TMB

Related Command Description
Commands N/A N/A
Platform N/A

Description

5.14 show file systems

Use this command to display the file system information.

show file systems

Parameter Parameter Description

Description N/A. N/A.

Defaults N/A.

Command Privileged EXEC mode.

Mode

Usage Guide Use this command to display the file systems supported in the present devices and the available space condition

in the file system.

Configuration The following example displays the file system information:

Examples FS#show file systems
Size(KB) Free(KB) Type Flags Prefixes
NA NA ram rw tmp:
NA NA  network rw  tftp:
NA NA  network rw oob_tftp:
NA NA xmodem rw xmodem:
8192 2416 disk rw flash:
167772160 147772160 disk rw sataO:
1048576 548576 disk rw  usbO:
Field Description
Size(KB) File system space, in the unit of KB.

Free(KB) Available file system space, in the unit of KB.
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6 Fs

Related

Commands

Platform

Description

Type

Flags

Prefixes

Command

N/A.

N/A.

5.15 show mount

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

File system type

Permissions on the file system include:
® ro:read-only

®  wo: write-only

® rw:read and write

File system prefix

Description

N/A.

Use this command to display the mounted information.

show mount

Parameter

N/A

N/A

N/A

N/A

Description

N/A

The following example displays the mounted information.

FS#show mount

/dev/sdal on/ type ext4 (rw,errors=remount-ro,commit=0)

proc on /proc type proc (rw,noexec,nosuid,nodev)

sysfs on /sys type sysfs (rw,noexec,nosuid,nodev)

fusectl on /sys/fs/fuse/connections type fusectl (rw)

none on /sys/kernel/debug type debugfs (rw)

none on /sys/kernel/security type securityfs (rw)

udev on /dev type devtmpfs (rw,mode=0755)

devpts on /dev/pts type devpts (rw,noexec,nosuid,gid=5mode=0620)

tmpfs on /run type tmpfs (rw,noexec,nosuid,size=10%,mode=0755)

none on /run/lock type tmpfs (rw,noexec,nosuid,nodev,size=5242880)

none on /run/shm type tmpfs (rw,nosuid,nodev)

/dev/sda3 on /hao-share type ext3 (rw,commit=0)

binfmt_misc on /proc/sys/fs/binfmt_misc type binfmt_misc (rw,noexec,nosuid,nodev)

Field

Description
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proc Source address of mount.
on -
/proc Destination address of mount.
type -
proc Mount type.
(rw,noexec,nosuid,nodev) Mount property.

Related Command Description

Commands N/A N/A

Platform N/A

Description

5.16 tftp-client source

Use this command to bind a source IP address or source interface with a TFTP client. Use the no or default form
of this command to restore the default setting.

tftp-client source { ip ip-address | interface }

no tftp-client source { ip ip-address | interface}

default tftp-client source { ip ip-address | interface }

Parameter Parameter Description

Description ip-address Specifies the IPv4 source address.
interface Specifies the source interface

Defaults No source interface or IP address is bound with the TFTP client by default.

Command Global configuration mode

Mode

Usage Guide N/A

Configuration The following example binds source IP address 192.168.23.236 with the TFTP client.
Examples FS(config)# tftp-client source ip 192.168.23.236
The following example binds source interface gigabitEthernet 0/0 with the TFTP client.
FS(config)# tftp-client source gigabitEthernet 0/0
The following example removes the configuration.
FS(config)# no tftp-client source ip 192.168.23.236
The following example restores the default setting.

FS(config)# default tftp-client source ip 192.168.23.236

Related Command Description

Commands N/A N/A
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Platform N/A

Description

5.17 tree

Use this command to display the file tree of the current directory.

tree [ filesystem: 1 [ directory

Parameter Parameter Description
Description The URL of file system, followed by a colon (:). The file system includes flash:,
filesystem:
sata:, usb:, and tmp:.

The path name. A file name starts with “/” is an absolute path. Otherwise, it is

directory
a relative path.
Defaults The default filesystem: is flash:.
Command Privileged EXEC mode

Mode

Usage Guide N/A

Configuration The following example displays the file tree of flash:/echo
Examples FS#tree flash:/echo
+-- client_module
+-- client_userspace
+-- echo_cli.c
+-- echo_client.c
+-- echo_client.h
+-- echo_client.o
+-- echo_cli.o
+--echo_flag.h
+--echo.h
+-- echo.ko
+-- echo_server.h
+-- exec_set_echo.h
+-- exec_show_echo.h
+-- Makefile
+-- module
| +--echo.ko
| +--echo.mod.c
| +--echo.mod.o
| +--echo_module.c
| +--echo_module.o

| +--echo.o
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Related

Commands

Platform

Description

5.18 verify

Parameter

Description

Defaults

Command

Mode

| +--echo_server.c

| +--echo_server.o

I +—-echo_sysfs.c

I +—-echo_sysfs.h

| +—-echo_sysfs.o

I +-- Makefile

| +-- modules.order

I +-- Module.symvers

I +-msg_fd.c

I +-msg_fd.o

+-- readme

+-- server_module

+-- server_userspace

+--sys_FSOS.ko

+-- user_space
+-- echo_server.c
+-- echo_server.o
+-- Makefile

+--msg_fd.c

+-- msg_fd.o 10,490,132 bytes total (13,192,656 bytes free)

Command

N/A

N/A

Description

N/A

Use this command to compute, display and verify Message Digest 5 (MD5).

verify [ /md5 md5-value ] filesystem: [ file-url ]

Parameter
/md5

md5-value

filesystem:

file-url

The default filesystem: is flash:.

Privileged EXEC mode.

Description

Computes and displays MD5.

The file MD5, which is compared with the computed MD5.

The URL of file system, followed by a colon (:). The file system includes flash:,
sata:, usb:, and tmp:.

The file name containing the path. A file name starts with “/” is an absolute

path. Otherwise, it is a relative path.
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Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

N/A

The following example computes MD5 of flash:/gcc.
FS#verify flash:/gcc
8b072de7db7affd8b2ef824e7e4d716¢

The following example

Command Description
N/A N/A
N/A
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6 LICENSING Commands

6.1 license copy

Parameter

description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Use this command to back up a license file.

license { copy-all | copy-file filename } { flash: | usb0: } [target-filename]

Parameter Description
copy-all Copies all permanent license files in the system.
Copies the filename license file in the system. And filename can be the
name of a license file already installed in the system or the name of a
copy-file
feature. When filename is a feature name, all license files already
installed for this feature are backed up.
The name of a license file already installed in the system or the name of
filename
afeature
flash: Specifies that the license file is installed in the internal flash file system.
usbO: Specifies that the license file is installed in the USB file system.

target-filename Specifies the name of the license file.

Privileged EXEC mode

When you back up all license files in the system, a tar file is generated. This command does not require
authorization.

Both one license file and all license files of a certain feature can be copied.

The following example backs up all license files in the system into file-fs-license-lics in a USB flash drive (there
must be this path) and name the backup lics.tar.
FS#lic copy-all usb0:fs-license-lics/lics.tar

Success to copy all permanent license.

You can run the dir command to check whether the license file backup is generated. In addition, you can check
whether the backup is correct by comparing the output of the dir command with the license file name in the
installed license field of the feature with permanent authorization displayed by running the show license

all_license command.

ﬂ Only a multi-instance license file has the installed license field. The multi-instance license file backup
is named after the ID of the multi-instance license file. At most one single-instance license file exists in

the system at a time; therefore, the single-instance license file backup is named after the feature.

” In this example, the IDs 19881021.lic and 19881023.lic are embedded in the license file. License files
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are stored in different folders based on the features during the packing; therefore, users can still

identify the mapping between license files and features.

Prompt There is not permanent license in the system for backup.

Messages Copy failed, there's no permanent license in the system.

All license files in the system are successfully backed up.

Success to copy all permanent license.

The error message is displayed if no feature or license file is specified on the device.

Copy failed, there’s no such service or license installed in the system.

The error message is displayed if the specified license file is temporary.

Copy failed, the license is temporary.

The specified license file is backed up successfully.

Success to copy license vsd.lic.

Common Specify a license file or a file not in the system.

Errors Specify a temporary license file for backup (a temporary license file cannot be backed up).

6.2 license grace-period

Use this command to set the time of issuing a warning before the validity period of a license file expires. Use the
no or default form of this command to restore the default setting.

license grace-peroid license days

no license grace-peroid filename

default license grace-peroid filename

Parameter
Parameter Description
Description
filename The name of the license file for a feature
days The period from the expiry time to the warning time
Defaults The default value is the smaller one between 120 and half the evaluation license file's validity period.
Command Privileged EXEC mode
Mode
Default Level 4
Usage Guide When the timeout interval of a license file is shorter than the friendly period, the friendly period warning is

generated once a day; and the warning is generated once an hour one day before the license file expires. Friendly

period warning is issued in log or SNMP TRAP form.
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Configuration

Examples

Verification

Prompt

Messages

Common

Errors

A This command does not require authorization.

A An evaluation license file needs to be configured with friendly period warning. A permanent license file

does not need to be configured with friendly period warning.

The specified license file is not in the system.

There's no license abc in the system.

Specify a license file not in the system.

6.3 license install

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Prompt

Messages

Use this command to install a license file.

license install { flash: | usb0: } filename

Parameter Description

flash: Specifies that the license file is installed in the internal flash file system.
usb0: Specifies that the license file is installed in the USB file system.
filename Specifies the name of the license file.

Privileged EXEC mode

The name of the license file can be modified. This command does not require authorization.

Run the show license all_license command to check the license name. If the license name is displayed, the

corresponding license file is installed.

The specified license file is not in the system.

Install failed: no such file or directory.
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Common

Errors

The specified license file is not legal.

Install failed: the install license may be wrong.

The specified license file is newer than the installed one.

Install failed: the system already has a same license which is newer.

The license file is reinstalled.

Install failed: the license has been installed before.

The specified license file is temporary and there is the same permanent one.

Install failed: The system already has a same permanent license.

Specify a license file not on the device.

Specify a license file illegal.

Specify a license file to install older than existing one in the system.
Reinstall the license file.

Replace the permanent license file with the temporary license file.

6.4 license unbind

Parameter

Description

Command
Mode

Default Level

Usage Guide

Configuration

Use this command to unbind a license.

license unbind pak

Parameter Description

pak The license code

Privileged EXEC mode

This command does not require the license.

@ Use this command to unbind a license from the bound device before performing unbinding on the Web
page.

A You will get an authenticode after unbinding the license from the device, which is necessary for unbinding

operation on the Web page.

The following example unbinds license code LIC-FCOE00000012268888.
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Examples

FS#license unbind LIC-FCOE00000012268888
Success to unbind license LIC-FCOE00000012268888.

The verification string is 775719468737BA269825589557F558657575B5D5D5D5D785782598859765A8355855.

6.5 license uninstall

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Prompt

Messages

Use this command to remove a license file.

license uninstall { all | license [ filename ]}

Parameter Description

all Removes all license files in the system.
license The name of the license to be removed
filename The name of the file to be removed

Privileged EXEC mode

This command does not require authorization.

ég After you remove the license file for a feature that is running, the license file removal does not take effect

immediately.

& A license file cannot be restored after it is removed. It is recommended that you back up the license file

before removing it.

Run the show license all_license command to view the Service name filed. If the name of a feature

corresponding to a license file already removed is not displayed, the removal is successful.

The specified license file is not on the device. (it is named after defd in this example).

Uninstall failed: there's no license defd in the system.
The specified license file of the specified feature is not on the device (The specified feature is LIC-WLAN-AP-32
and the specified license is named 123.lic).

Uninstall failed: there's no license 123.lic of service LIC-WLAN-AP-32 in the system.

The single instance license does not support license based uninstalling.

Uninstall failed: single instance license does not support license based uninstalling.

The removing of a license file is successful (LIC-WLAN-AP-32 is the name of the specified file and AP32_1.licisa
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Common

Errors

license file in this example).

Uninstall license AP32_1.lic of service LIC-WLAN-AP-32 success.

The license file has not been installed on the device.
Specify a license file not on the device.
Remove a certain license file for a single-instance feature (One single-instance license does not support the

removing of one single file.

6.6 license update

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Configuration

Examples

Prompt

Messages

Use this command to update a license file.

license update { flash: | usbO: } filename

Parameter Description

flash: Specifies that the license file is installed in the internal flash file system.
usb0: Specifies that the license file is installed in the USB file system.
filename Specifies the name of the license file.

Privileged EXEC mode

This command does not require authorization. The name of a license file can be modified.

Run the show license command to check the Attribute field. If the field is displayed as Permanent, the
corresponding attribute is updated.
FS #show license all-license
Searching license in the system...
1. Service name: LIC-VSD
Attribute: Permanent, Multiple instance, Releasable

Installed licenses(s): 123.lic

The specified license file is not in the system.

Update failed: No such file or directory.

The specified license file is not legal.

Update failed: the update license may be wrong.
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Common

Errors

The specified license file is newer than the installed one.

Update failed: the new installed license is older than the system one.

The license file is reinstalled.

Update failed: the license has been installed before.

The temporary license file cannot be replaced by a permanent one.

Update failed: the period license cannot replace permanent license.

The specified license file is not on the device before the corresponding feature of the license file is to be installed
first.
Update failed: now the system does not have the license.

Try "license install" instead.

Install a license file that does not belong to the present device.
Replace the license file of the new version with the old version.
Reinstall an updated license file.

Replace the permanent license file with the temporary license file.

Start update when the corresponding feature is not licensed for the system.

6.7 show license

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Use this command to check a license file for the device.

show license { all-license | dev-license | file [ license]}

Parameter Description

all-license The list of all license files already installed on the device
dev-license The list of the license files on all devices

file filename The name of a specified license file

Privileged EXEC mode

This command does not require authorization. It displays the license information of the system.

The following example displays the information of all the license files installed in the system.
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FS#show license all-license
Searching license in the system...
1. Service name: LIC-AP-64

Attribute: Releasable

[Permanent licenses] [Licensed serial number]
19880966.lic LIC-AP-6400000012264966
19880988.lic LIC-AP-6400000012264988
[Temporary license] [Licensed serial number]
19880900.lic LIC-AP-6400000012264900

(63 days left)

The following example displays the information of the license files on all devices.
FS#show license dev-license
Searching license in the system...
Dev:1
1. Service name: LIC-AP-64

Attribute: Releasable

[Permanent licenses] [Licensed serial number]
19880966.lic LIC-AP-6400000012264966
19880988.lic LIC-AP-6400000012264988
[Temporary license] [Licensed serial number]
19880900.lic LIC-AP-6400000012264900

(63 days left)

Dev:2
1. Service name: LIC-FC-BLADE-S
Attribute: Temporary, Releasable
Left days: 99
Licensed serial number: LIC-FC-BLADE-S 00000001884686
2. Service name: LIC-AP

Attribute: Permanent, Releasable

[Installed licenses] [Licensed serial number]
19880921.lic LIC-AP00000012265001
19880922.lic LIC-AP00000012265002

Field Description:

Field Description

Service name The name of the feature of the license file

Attribute Some features of the license file

Left days The remaining days of the expiry time of the license
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Installed license Installed license file

Licensed serial number License code

6.8 show license hostid

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Use this command to display the host ID  for the license (one device).

show license hostid

Parameter Description

N/A N/A

Privileged EXEC mode

This command does not require authorization. There is a unique serial number for identifying each device.

The following example displays the host ID for the license (one device).

FS#show license hostid

1234942570021

6.9 show license unbind-code

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Use this command to display the unbound license code on the current device.

show license unbind-code

Parameter Description

N/A N/A

Privileged EXEC mode

This command does not require license.

6.10 show license usage

Use this command to display the status of current license file in the system.
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show license usage

Parameter

Parameter Description
Description

N/A N/A
Command Privileged EXEC mode
Mode
Default Level 2
Usage Guide This command does not require authorization.

Configuration The following example displays the status of current license file in the system.

Examples
FS#show license usage

Searching license in the system...
1. Service name: LIC-AP-64

Attribute: Releasable

[Permanent licenses] [Licensed serial number]
19880966.lic LIC-AP-6400000012264966
19880988.lic LIC-AP-6400000012264988
[Temporary license] [Licensed serial number]
19880900.lic LIC-AP-6400000012264900

(63 days left)

Field Description

Field Description

Service name The feature name of the license file

Attribute The attributes of the license file

Left days The remaining days of the expiry time of the license
file
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7 PKG_MGMT Commands

7.1 clear storage

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Platforms

Use this command to remove an installation package on the local device.

clearstorage[ url]

Parameter Description

, A local url directory or full path name indicates where the installation
uri
package is stored

Privileged EXEC mode

This command is used to remove an installation package or all packages in a directory and all installation

packages on the local device.

FStclear storage

Remove the whole storage directory?[y/nly

FStclear storage usb0

Remove the file or directory usb0 from the storage?[y/nly

FS#

Check specified url

N/A

7.2 patch active

Parameter

Description

Defaults

Command Mode

Use this command to activate a patch to take effect.

patch active

Parameter Description
N/A N/A
N/A

Privileged EXEC mode
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Default Level

Usage Guide

Configuration

Examples

Verification

Prompt

Messages

Common Errors

Platforms

Activating operation can be performed only on the device already installed with a patch, after which the patch
really takes effect. This command can be used to activate a hot patch temporarily. The activated patch becomes

invalid after device restart.

The following example activates a patch on the box device.
FS#patch active

Active the patch package success
The following example activates a patch on the chassis device.
FS#patch active slot 8
[Slot 8]:

Active the patch package success

Use the show patch command to display patch information.

The patch is activated successfully.

Active the patch package success

The running fails and a patch package needs to be installed at first.

Patch not installed

There is no need to run the command for the patch in the activated or running status.

The patch status is already active or running

Contact the service center to solve the package problem.

Cannot find the package's scripts file

There is no hot patch installed on current device.

The hot patch on current device is already activated.

N/A

7.3 patch deactive

Parameter

Description

Use this command to deactivate a patch.

patch deactive

Parameter Description

N/A N/A
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Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Prompt

Messages

Common

Errors

Privileged EXEC mode

This commandcan be performed to deactivate a patch only after the patch is in the activated status.
The following example deactivates a patch on the box device.
FS#patch deactive

Deactive the patch package success

The following example deactivates a patch on the chassis device.
FS#patch deactive slot 8
[Slot 8]:

Deactive the patch package success

Use the show patch command to display patch information.

The patch is deactivated successfully.

Deactive the patch package success

The running fails and a patch package needs to be installed at first.

Patch not installed

There is no need to run the command for the patch in the deactivated status.

The patch is not in active or running status

Contact the service center to solve the package problem.

Cannot find the package's scripts file

There is no hot patch installed on current device.

The hot patch on current device is already invalid.

7.4 patch delete

Parameter

Description

Command

Use this command to uninstall a patch.

patch delete

Parameter Description

N/A N/A

Privileged EXEC mode
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Mode
Default Level 2
Usage Guide This command is used to remove the existing hot patch package on the device.

Configuration The following example removes the installed hot patch package from the box device.
Examples FS# patch delete
Clear the patch patch_bridge success

Clear the patch success

The following example removes the installed hot patch package from the chassis device.
FS# patch delete slot M1

[Slot M1]:

Clear the patch patch_bridge success

Clear the patch success

Verification Use the show patch command to display patch status.
Prompt The patch is uninstalled successfully.
Messages Clear the patch success

A hot patch package should be installed at first for it has not been installed.

Patch not installed

Common
There is no hot patch installed on current device.
Errors

7.5 patch running

Use this command to activate a patch permanently.

patch running

Parameter
Parameter Description
Description
N/A N/A
Command Privileged EXEC mode
Mode
Default Level 2
Usage Guide Activating operation can be performed only on the device already installed with a patch, after which the patch

really takes effect. This command can be used to activate a hot patch permanently.
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Configuration

Examples

Verification

Prompt

Messages

Common

Errors

The following example activates a patch on the box device.
FS#patch running

The patch on the system now is in running status

The following example activates a patch on the chassis device.
FS#patch running slot M1
[Slot M1]:

The patch on the system now is in running status

Use the show patch command to display the patch information.

The patch is activated permanently.

The patch on the system now is in running status

The running fails and a patch package needs to be installed at first.

Patch not installed

There is no need to run the command for the patch is in the deactivated status.

The patch is not in active or running status

Contact the service center to solve the package problem.

Cannot find the package's scripts file

There is no hot patch on current device.

The hot patch is already activated on current device.

7.6  show component

Parameter

Description

Command

Use this command todisplay all components already installed on current device and their information.

show component [component _name]

Parameter Description

Name of the components

When this parameter value is N/A, the command is used to display all

components already installed on the device and basic information of

these components.
component_name

When this parameter value is not N/A, the command is used to display

detailed information of the corresponding component, check

whether the component isintact, and check whether this component

works properly.

Privileged EXEC mode
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Mode
Default Level 2
Usage Guide This command includes one with component_name and one without component_name. During upgrade, it

requires users to understand all components installed on current device and their version information before
components deletion. This needs to use the show component command without component_name. The show
component command with component_name is used to obtain details of the corresponding component. The
detailed information enables users to easily realize components’ operation and damage. It is significant to insure

their troubleshooting, security and reliability.

” Some components in use will change their defaults files. Though this is more possibly normal than
malicious, the show component command is used only to judge whether component files change in
use. It is unable to distinguish natural damage from malicious one. It depends on users to make a

further judgment.

Configuration The following example displays all components already installed on the box device and their information.
Examples FS# show component
Package :sysmonit
Version:1.0.1.23cd34aa Build time: Wed Dec 7 00:58:56 2013
Size:12877 Install time :Wed Mar 5 14:23:12 2012
Description: this is a system monit package

Required packages: None

Package:bridge
Version:2.0.1.37cd5cda Build time: Wed Dec 7 00:54:56 2013
Size:23245 Install time :Wed Mar 5 14:30:12 2012
Description: this is a bridge package

Required packages: None

This command is used to obtain all components already installed on the device and theirbasic information. The

information offers a basis for users to decide whether to upgrade or delete components.

Field Description

Package Name of the component

Version Version number of the component

Build time Compilation time of the component on the server
Size Content size of the component

Install time Installation time of the component

Description Simple functional description of the component
Required packages Name of required packages

The following example displays the information of all feature components already installed on the chassis device.
FS#show component slot 8

FS#*
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[Slot 8]:

Package : utils-system
Version: 1.0.0.433ef8d Build time: Sun May 19 19:22:54 2013
Size: 823936  Install time: Sun May 19 19:27:04 2013
Description: utils system compile

Required packages: None

Package : tcl-expect
Version: 1.0.0.433ef8d Build time: Sun May 19 19:19:18 2013
Size:3474153 Install time: Sun May 19 19:27:04 2013
Description: tcl & expect packages

Required packages: None

The following example displays the information of specified components already installed on the box device.
FS# show componentbridge
package:bridge
Version: 2.3.1.1252ea Build time: Wed Dec 7 00:54:56 2013
Size:26945 Install time : Wed Mar 19:23:15 2012
Description:this is a bridge package
Required packages: None
Package files:
/lib64
/lib64/libbridge.so
/sbin
/sbin/bridge

Package file validate: [OK]
Required relationship verify: [OK]

The other information except the basic information of components is listed as follows.
Field Description
Checks whether the component filesare intact. “OK" is
displayed when all component files work properly;
Package file validate
“ERR” is displayed together with their names when
some component files are lost or revised.
Lists all required packages of the component. “OK" is
labeled if required components are already installed;
Required package
“ERR" is labeled if not together with detailed
description about their names and versions.

Package files Lists all files contained in the package.

Prompt The execution is successful with all components information displayed.

Messages Package  :sysmonit
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Version:1.0.1.23cd34aa Build time: Wed Dec 7 00:58:56 2013
Size:12877 Install time :Wed Mar 5 14:23:12 2012
Description: this is a system monit package

Required packages: None

Package:bridge
Version:2.0.1.37cd5cda Build time: Wed Dec 7 00:54:56 2013
Size:23245 Install time :Wed Mar 5 14:30:12 2012
Description: this is a bridge package

Required packages: None

7.7  show patch

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Use this command to display the information of a hot patch package already installed on the device.

show patch[ patch _name]

Parameter Description

Name of the patches
When this parameter value is N/A, the command is used to display all
components already installed on the device and basic information of
these components.

patch._name When this parameter value is not N/A, the command is used to display
detailed information of the corresponding component, check whether
the component is intact, and check whether this component works

properly.

Privileged EXEC mode

This command is used to check all patches already installed on the device and their information.

The following example displays all patches already installed on the box device.
FS# show patch
patch package patch_install installed in the system, version:pa1
Package : patch_bridge
status:running
Version: pal Build time: Mon May 13 09:03:07 2013
Size: 277 Install time: Tue May 21 03:07:17 2013
Description: a patch for bridge

Required packages: None
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This command is used to obtain the basic information of all patches already installed on the device.

Field Description

Package Name of the patch

status Status of the patch

Version Version of the patch

Build time Compilation time of the patch on the server
Size Content size of the patch

Install time Installation time of the patch

Description Simple functional description of the patch

The following example displays the information of all patches installed on the chassis device.
FS#show patch slot 8
[Slot 8]:
Patch package patch_install installed in the system, version:pa‘
Package : patch_test
Status: running

Version: 1.0.0.05151504

Build time: Wed May 15 07:04:28 2013

Size: 1804

Install time: Thu Jan 1 00:56:43 1970

Description: Experimentation

Required packages: None

The following example displays the information of particular patches installed on the box device.
FS# show componentbridge
package:bridge
Version: 2.3.1.1252ea Build time: Wed Dec 7 00:54:56 2011
Size:26945 Install time : Wed Mar 19:23:15 2012
Description:this is a bridge package
Required packages: None
Package files:
/lib64
/lib64/libbridge.so
/sbin
/sbin/bridge

Package file validate: [OK]
The other information except the basic information of the patch is listed as follows:
Field Description
Checks whether the patch files are intact. “OK” is
displayed when all patch files work properly; “ERR” is
Package file validate

displayed together with their names when some files

are lost or revised.



SG-5110 GATEWAY CLI REFERENCE GUIDE 6 FS

Package files Lists all files contained in the patch package.
Prompt The information of the patch is displayed after successful running.
Messages Patch package patch_install installed in the system, version:pa1l

Package : patch_bridge
Status:running
Version: pal Build time: Mon May 13 09:03:07 2013
Size: 277 Install time: Tue May 21 03:07:17 2013
Description: a patch for bridge

Required packages: None
7.8  show upgrade file

Use this command to display the information of the installation package files in the device file system.

show upgrade file ur/

Parameter
Parameter Description
Description
url The local url path indicates where an installation package file is stored.
Command Privileged EXEC mode
Mode
Default Level 2
Usage Guide This command is used to preview main messages of an installation package after it is downloaded into local file
system.

é/’x This command is not applied to a chassis package.

Configuration The following example displays the information of an installation package file.
Examples FS# show upgrade file flash://bridge_eg1000m_2.3.1.1252ea-1.mips.rpm
Name :bridge
Version:1.0.1.23cd34aa
Package type : common component

Support target :eg1000m

Size 126945

Build time :Wed Dec 7 00:54:56 2013
Install date : (not installed)

Description : this is a bridge package

Package files :
Package files:
/lib64
/lib64/libbridge.so
/sbin
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Prompt

Messages

/sbin/bridge

This command is used to obtain the information in the package.

Field

Name

Version
Package type
Support target
Size

Build time
Install date
Description

Package files

The package information is displayed after running.
Name :bridge

Version:1.0.1.23cd34aa

Package type : common component
Support target :eg1000m

Size 126945

Build time :Wed Dec 7 00:54:56 2013
Install date : (not installed)

Description : this is a bridge package

Package files :
Package files:
/lib64
/lib64/libbridge.so
/sbin
/sbin/bridge

7.9  show upgrade history

Parameter

Description

Command

Mode

Default Level

Configuration

Use this command to display the upgrade history.

show upgrade history

Parameter

N/A

Privileged EXEC mode

The following example displays the upgrade history.

Description

Name of the package

Version of the package

Type of the package

Supported product description
Content size of the package
Compilation time of the package
Installation time of the package
Description of the package

All contents in the package

Description

N/A
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Examples

Prompt

Messages

Platforms

7.10 upgrade

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

FS#show upgrade history
Last Upgrade Information:
Time: 2014-08-31 12:15:03
Method: LOCAL
Package Name: N18000_FSOS11.0(1)B1_CM_01200616_install.bin
Package Type: Distribution

N/A

N/A

Use this command to install and upgrade an installation package in the local file system.

upgrade [url [ force ]

Parameter Description

, The local path indicates where an installation package is stored.
ur
This command is used to upgrade an installation package on the device.

force Mandatory upgrade

Privileged EXEC mode

This command is applicable to installation packages of all subsystem components, chassis devices, feature
components and hot patches. Before its use, run the copy command to copy feature packages into the file
system in the device.

When there is no specified range of parameters, the command is used to upgrade the matched system

components according to the auto-sync configuration.

The following example upgrades the main package on the device.
FS#upgrade usb0:/eg1000m_main_1.0.0.0f328e91.bin

Upgrade processing is 10%

Upgrade processing is 60%

Upgrade processing is 90%

Upgrade info [OK]

Kernel version[2.6.32.91f9d21->2.6.32.9f8b56f]

Rootfs version[1.0.0.2ad02537->1.0.0.1bcc12e8]

Upgrade processing is 100%
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Verification

Reload system to take effect!

The following example upgrades the chassis package on the device.
FS# upgrade usb0:/ SB600E_FSOS11.0(4)B1_CM_install.bin
[Slot M1]:Upgrade processing is 10%

[Slot 1]:Upgrade processing is 10%

[Slot M1]:Upgrade processing is 60%

[Slot 1]:Upgrade processing is 60%

[Slot M1]:Upgrade processing is 90%

[Slot M1]:

Upgrade info [OK]
Kernel version[2.6.32.abb2b41f170c81->2.6.32.abb2b415749f40]
Rootfs version[1.0.0.d5f0de03->1.0.0.660e0085]

[Slot M1]:Restart to take effect!

[Slot M1]:Upgrade processing is 100%
[Slot 1]:Upgrade processing is 90%

[Slot 1]:

Upgrade info [OK]
Kernel version[2.6.32.9f8b56f1d45ab2 ->2.6.32.0f48cb9f170c81]
Rootfs version[1.0.0.2ad02537->1.0.0.1bcc12e8]

[Slot 1]:Restart to take effect !

[Slot 1]:Upgrade processing is 100%
[slot: M1]
device_name: ca-octeon-cm
status: SUCCESS
[slot: 1]
device_name: ca-octeon-Ic

Status: SUCCESS

Run the show version detail command to check whether the upgrade of a subsystem component is successful.
Run the show component command to check whether the upgrade of a feature component is successful.
upgrading a feature component

Run the show patch command to check whether the upgrade of a hot patch is successful.
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Prompt

Messages

The prompt message of successful running is displayed.

Upgrade info [OK]

The installation package is invalid or damaged and needs to be regained for upgrade command.

Invalid package file

The installation package is not available on the device and needs to be regained for upgrade command.

Device don't support

There is no need to upgrade the device.

The version in device is newer or the same

When there is insufficient space for upgrade, check USB flash disk attached on the device.

No enough space for decompress

Contact the service center to solve the system problem.

No enough space,rootfs been destroyed. Please upgrade in uboot

The existing patch package needs to be uninstalled before upgrade.

Already exist patch, please uninstall before upgrade

The patch package is not applicable to this system and needs to be changed.

Patch compatibility err

The upgrade of a patch package is not available on this device and needs to be regained.

some origin cmpnt has change

7.11 upgrade auto

Parameter

Description

Command

Mode

Default Level

Use this command to upgrade an installation package automatically without interrupting services on a

dual-device VSU system. While either in VSU mode or in standalone mode, one single device will restart after this

configuration, thus interrupting services.

upgrade auto ur/ [ force ]

Parameter Description
url Installation package directory
force Enforces upgrade.

Privileged EXEC mode
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& FS

Usage Guide

Configuration

Examples

Use this command to upgrade the VSU system.

Download the program of the latest version to the device before running this command (by using the copy tftp
command).

During one upgrade, do not use the upgrade auto command and other upgrade commands (such as the
upgrade command) at the same time. If auto-upgrade fails, follow the system prompt to restore the version.

Do not update the installation package (by running the copy tftp command/U disk copy) or perform other
upgrade operation (running the upgrade /upgrade auto command) repetitively.

During auto-upgrade, do not unplug the card, perform hot backup switchover, power off chassis or change VSU

software/hardware configuration.

The following example upgrades the main package automatically without interrupting the service.
2015-04-09_09-56-23 FS#upgrade auto usb0:56220_FSOS11.0(5)B1_install.bin

2015-04-09_09-56-24 FS#*Jan

2015-04-09_09-56-24 *Jan

1 00:23:40: %7:
1 00:23:40: %7: [Slot 1/0]:Upgrade processing is 10%

2015-04-09_09-56-26 FS#show upgrade status
2015-04-09_09-56-26 [Slot 1/0]

2015-04-09_09-56-26
2015-04-09_09-56-26

dev_type: s6k

status :upgrading

2015-04-09_09-56-26 [Slot 2/0]

2015-04-09_09-56-26
2015-04-09_09-56-26
2015-04-09_09-58-20 *Jan

dev_type: s6k
status :transmission

1 00:25:36: %7: [Slot 2/0]:Upgrade processing is 10%

2015-04-09_09-58-30 FS#show upgrade status
2015-04-09_09-58-30 [Slot 1/0]

2015-04-09_09-58-30
2015-04-09_09-58-30

dev_type: s6k

status :upgrading

2015-04-09_09-58-30 [Slot 2/0]

2015-04-09_09-58-30

2015-04-09_09-58-30

2015-04-09_09-58-39 *Jan
2015-04-09_09-58-39 *Jan
2015-04-09_09-59-19 *Jan
2015-04-09_09-59-19 *Jan
2015-04-09_09-59-19 *Jan
2015-04-09_09-59-19 *Jan
2015-04-09_09-59-19 *Jan
2015-04-09_09-59-19 *Jan

dev_type: s6k
status :upgrading

1 00:25:56: %7:

1 00:25:56: %7: [Slot 2/0]:Upgrade processing is 60%
1 00:26:35: %7:

1 00:26:35: %7: [Slot 2/0]:Upgrade processing is 90%
1 00:26:35: %7:

1 00:26:35: %7: [Slot 2/0]:

1 00:26:35: %7: Upgrade info [OK]

100:26:36: %7:  Kernel

version[2.6.32.6b311610a8eb91->2.6.32.6b31161115502c]

2015-04-09_09-59-19 *Jan
2015-04-09_09-59-19 *Jan
2015-04-09_09-59-19 *Jan
2015-04-09_09-59-21 *Jan
2015-04-09_09-59-21 *Jan

1 00:26:36: %7:
1 00:26:36: %7:
1 00:26:36: %7: [Slot 2/0]:Reload system to take effect!
1 00:26:37: %7:

1 00:26:37: %7: [Slot 2/0]:Upgrade processing is 100%

Rootfs version[1.0.0.eb75cd01->1.0.0.3d978b6c]
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2015-04-09_10-00-28 FS#show upgrade status
2015-04-09_10-00-28 [Slot 1/0]

2015-04-09_10-00-28 dev_type: s6k
2015-04-09_10-00-28 status :upgrading
2015-04-09_10-00-28 [Slot 2/0]
2015-04-09_10-00-28 dev_type: s6k
2015-04-09_10-00-28 status :success

2015-04-09_10-01-39 *Jan 1 00:28:56: %7:

2015-04-09_10-01-39 *Jan 1 00:28:56: %7: [Slot 1/0]:Upgrade processing is 60%

2015-04-09_10-02-17 *Jan 1 00:29:33: %7:

2015-04-09_10-02-17 *Jan 1 00:29:33: %7: [Slot 1/0]:Upgrade processing is 90%

2015-04-09_10-02-17 *Jan 1 00:29:33: %7:

2015-04-09_10-02-17 *Jan 1 00:29:33: %7: [Slot 1/0]:

2015-04-09_10-02-17 *Jan 1 00:29:34: %7: Upgrade info [OK]

2015-04-09_10-02-17 *Jan 1 00:29:34: %7:  Kernel
version[2.6.32.6b311610a8eb91->2.6.32.6b31161115502c]

2015-04-09_10-02-17 *Jan 1 00:29:34: %7:  Rootfs version[1.0.0.eb75cd01->1.0.0.3d978b6c]
2015-04-09_10-02-17 *Jan 1 00:29:34: %7:

2015-04-09_10-02-18 *Jan 1 00:29:34: %7: [Slot 1/0]:Reload system to take effect!
2015-04-09_10-02-19 *Jan 1 00:29:35: %7:

2015-04-09_10-02-19 *Jan 1 00:29:35: %7: [Slot 1/0]:Upgrade processing is 100%
2015-04-09_10-02-19 *Jan 1 00:29:36: %7: %PKG_MGMT:auto-sync config synchronization, Please wait for
amoment....

2015-04-09_10-02-20 *Jan 1 00:29:36: %7:

2015-04-09_10-02-20 [ 1784.116069] rtc-pcf8563 6-0051: retrieved date/time is not valid.
2015-04-09_10-02-20 *Jan 1 00:29:36: %7: [Slot 2/0]:auto sync config: space not enough left 57229312,
need 114597815

2015-04-09_10-02-20 *Jan 1 00:29:36: %7:

2015-04-09_10-02-20 *Jan 1 00:29:36: %7: [Slot 2/0]:auto sync package config err
2015-04-09_10-02-20 *Jan 1 00:29:37: %7: [Slot 1/0]

2015-04-09_10-02-21 *Jan 100:29:37: %7:  device_name: s6k

2015-04-09_10-02-21 *Jan 1 00:29:37: %7:  status: SUCCESS

2015-04-09_10-02-21 *Jan 1 00:29:37: %7: [Slot 2/0]

2015-04-09_10-02-21 *Jan 100:29:37: %7:  device_name: s6k

2015-04-09_10-02-21 *Jan 1 00:29:37: %7:  status: SUCCESS

2015-04-09_10-02-21 *Jan 1 00:29:38: %7: %Do with dtm callback....

2015-04-09_10-02-21 *Jan 1 00:29:38: %VSU-5-DTM_AUTO_UPGRADE: Upgrading the system, wait a moment

please.

7.12 upgrade download tftp

Use this command to download, install and upgrade installation packages from the tftp server.



SG-5110 GATEWAY CLI REFERENCE GUIDE 6 FS

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Prompt

Messages

upgrade download tftp:/path [ force ]
upgrade download oob_tftp:/path [ force ]

Parameter Description

. The path of installation packages on the tftp server
pat
This command is downloaded and upgraded automatically from the server.

force Enforces upgrade.

Privileged EXEC mode

This command is applicable to installation packages of all subsystem components, chassis devices, feature

components and hot patches. This command is used to perform automatic installation, copy and upgrade of files.

The following example upgrades the main package.
FS# upgrade download tftp://192.168.201.98/eg1000m_main_1.0.0.0f328e91.bin
Accessing tftp://192.168.201.98/eg1000m_main_1.0.0.0f328e91.bin...

Transmission finished, file length 21525888 bytes.
Upgrade processing is 10%
Upgrade processing is 60%
Upgrade processing is 90%
Upgrade info [OK]
Kernel version[2.6.32.91f9d21->2.6.32.9f8b56f]
Rootfs version[1.0.0.2ad02537->1.0.0.1bcc12e8]
Upgrade processing is 100%

Reload to take effect!
Run the show version detail command to check whether the upgrade of a subsystem component is successful.
Run the show component command to check whether the upgrade of a feature component is successful.

Run the show patch command to check whether the upgrade is successful of a hot patch package.

The prompt message of successful running is displayed.

Upgrade info [OK];

The installation package is invalid or damaged and needs to be regained for upgrade command.

Invalid package file
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The installation package is not available on the device and needs to be regained for upgrade command.

Device don't support

There is no need to upgrade the device.

The version in device is newer or the same

When there is insufficient space for upgrade, check USB flash disk attached on the device.

No enough space for decompress

Contact the service center to solve the system problem.

No enough space,rootfs been destroyed. Please upgrade in uboot

The existing patch package needs to be deleted.

Already exist patch, please uninstall before upgrade

The patch package is not compatible on this device. Replace the package..

Patch compatibility err

The upgrade of the patch package is not applied to the device. Regain the package.

Some origin component has change

7.13 upgrade rollback

Use this command to roll a subsystem back to the version before the upgrade.

upgrade rollback

Parameter
Parameter Description
Description
N/A N/A
Command Mode Privileged EXEC mode
Default Level 2
Usage Guide This command is used when the device cannot work properly after subsystem upgrade. It takes effect only
when the last upgrade of subsystem components is successful.
“ The command is valid after device restart. The recursive rollback cannot be executed through this
command in succession.
Configuration The following example rolls a subsystem back to the version before the upgrade on the box device.
Examples FS#upgrade rollback

kernel rollback version[2.6.32.9f8b56f->2.6.32.91f9d21][OK]
rootfs rollback version[1.0.0.1bcc12e8->1.0.0.2ad02537][OK]
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Rollback success!

Reload system to take effect!

The following example rolls a subsystem back to the version before the upgrade on the chassis device.
FS#upgrade rollback slot M1

[Slot M1]:

kernel rollback version[2.6.32.9f8b56f->2.6.32.91f9d21][OK]

rootfs rollback version[1.0.0.1bcc12e8->1.0.0.2ad02537][OK]

Rollback success!

Reload system to take effect!

Verification Run the show version detail command to check the result of rolling back subsystem components after

device restart.

Prompt Messages The prompt message of successful running is displayed.
Rollback success!

Restart to take effect !
The rollback operation cannot be performed when subsystem components have not been upgraded last
time.

Not subsys package last upgrade

The rollback operation cannot be performed for the last upgrade is not successful.

Last upgrade err or skip

The upgrade command has not been run or the rollback operation has been performed.

Monitor file lost

Common Errors The last upgrade is not for subsystem components, but for feature packages, hot patch packages and so on.

Run the rollback command for subsystem once.
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8 CWMP Commands

8.1 acs password

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to configure the ACS password to be authenticated for the CPE to connect to the ACS. Use the
no form of this command to cancel the configuration.
acs password { password | encryption-type encrypted-password }

no acs password

Parameter Description

password Configures the ACS user password to be authenticated for the CPE to connect
to the ACS.

encryption-type Specifies the encryption type, which can be set to 0 (indicating that no

encryption is used) or 7 (indicating that simple encryption is used).

encrypted-password Specifies the password in encrypted form.

encryption-type: 0
encrypted-password: N/A

CWMP configuration mode

Use this command to configure the ACS user password to be authenticated for the CPE to connect to the ACS. In
general, the encryption type does not need to be specified. The encryption type needs to be specified only when
copying and pasting the encrypted password of this command. A valid password should meet the following

format requirements:

” The command contains English letters in upper or lower case and numeric characters.

ﬂ Blanks are allowed at the beginning of the password but will be ignored. Intermediate and ending
blanks, however, are regarded as a part of the password.

The following example configures the ACS password to be authenticated for the CPE to connect to the ACS
to 123.

FS#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#cwmp

FS(config-cwmp)#acs password 123

FS(config-cwmp)#

Command Description
show cwmp configuration Displays the current configuration of CWMP.
show cwmp status Displays the running status of CWMP.
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Platform

Description

8.2 acs url

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

acs username Configures the ACS username to be authenticated

for the CPE to connect to the ACS.

N/A

Use this command to configure the URL of the ACS to which the CPE will connect.

Use the no form of this command to restore the default setting.

acs url url

no acs url

Parameter Description

url Specifies the URL of the ACS.
N/A

CWMP configuration mode

Use this command to configure the URL of the ACS to which the CPE will connect. If no ACS URL is manually
specified but a dynamic ACS URL is obtained through DHCP, the CPE initiates a connection to the ACS using the
dynamically obtained ACS URL. The URL of the ACS should meet the following format requirements:

® The URL of the ACS is formatted as http://host[:port]/path or https://host[:port]/path.

® The URL of the ACS consists of at most 256 characters.

The following example specifies the URL of the ACS to http://10.10.10.1:8080/acs.

FS#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#cwmp

FS(config-cwmp)#acs url http://10.10.10.1:8080/acs

FS(config-cwmp)#

The following example specifies the URL of the ACS to http://www.test.com/service/tr069servlet.
FS#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#cwmp

FS(config-cwmp)#acs url http://www.test.com/service/tr069servlet

FS(config-cwmp)#

Command Description
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Platform

Description

show cwmp configuration Displays the current configuration of CWMP.
show cwmp status Displays the running status of CWMP.
N/A

8.3 acs username

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure the ACS username to be authenticated for the CPE to connect to the ACS. Use the
no form of this command to restore the default setting.
acs username username

Nno acs username

Parameter Description

username Configures the ACS username to be authenticated for the CPE to connect to
the ACS.

N/A

CWMP configuration mode

Configures the ACS username to be authenticated for the CPE to connect to the ACS.

The following example configures the ACS username to be authenticated for the CPE to connect to the ACS to
admin.

FS#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#cwmp

FS(config-cwmp)#acs username admin

FS(config-cwmp)#

Command Description

show cwmp configuration Displays the current configuration of CWMP.

show cwmp status Displays the running status of CWMP.

acs password Configures the ACS password to be authenticated for

the CPE to connect to the ACS.

N/A

cpe back-up
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure the backup and restoration of the main program and configuration file of the
CPE.

Use the no form of this command to disable this function.

cpe back-up [ delay-time seconds ]

no cpe back-up

Parameter Description

seconds Specifies the delay for backup and restoration of the main program and
configuration file of the CPE, in the range from 30 to 10,000 in the unit of

seconds

The default is 60 seconds.

CWMP configuration mode

You can configure the restoration function on a CPE, so that the CPE can restore itself from exceptions of its
main program or configuration file. Then when the CPE fails to connect to the ACS and breaks away from
the NMS after its main program or configuration file is upgraded, the previous main program or
configuration file of the CPE can be restored in time for the ACS to manage the CPE. This kind of exception

is generally caused by delivery of a wrong main program or configuration file.

The following example disables the backup and restoration of the main program and configuration file of the
CPE.

FS#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#cwmp

FS(config-cwmp)#no cpe back-up

FS(config-cwmp)#

Command Description

show cwmp configuration Displays the current configuration of CWMP.
show cwmp status Displays the running status of CWMP.

N/A

8.4  cpeback-up

Use this command to enable the CPE backup function.
Use the no form of this command to restore the default setting.

cpe back-up [delay-time seconds]
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Platform

Description

no cpe back-up

Parameter Description

seconds Sets the backup delay time (30-10,000 seconds).

The default is 60 seconds.

CWMP configuration mode

After updrading main programs or configurations, CPE cannot communicate with ACS for wrong configuration

delivery. Use this command to recover the previous programs and configurations.

The following example disables the CPE backup function.
FS#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#cwmp

FS(config-cwmp)#no cpe back-up

FS(config-cwmp)#

N/A

8.5 cpe inform

Parameter

Description

Defaults

Command

Mode

Use this command to configure the periodic notification function of the CPE.
Use the no form of this command to restore the default setting
cpe inform [ interval seconds ] [ starttime time]

no cpe inform

Parameter Description

seconds Specifies the periodical notification interval of the CPE in the range from 30 to
3,600 in the unit of seconds.

time Specifies the date and time for starting periodical notification in
yyyy-mm-ddThh:mm:ss format.

The default is 600 seconds.

CWMP configuration mode
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Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure the periodic notification function of the CPE.

® [fthe time for starting periodical notification is not specified, periodical notification starts after the
periodical notification function is enabled. The notification is performed once within every

notification interval.

® |[fthe time for starting periodical notification is specified, periodical notification starts at the specified
start time. For instance, if the periodical notification interval is set to 60 seconds and the start time is

12:00 am next day, periodical notification will start at 12:00 am next day and once every 60 seconds.

ﬂ The narrower periodical notification interval allows the ACS to track the latest CPE status more

accurately. However, narrower periodical notification interval brings about more sessions between
the CPE and the ACS, consuming more resources of them. So the user should specify the periodical
notification interval of the CPE to a reasonable value according to the network performance and the

ACS performance.

The following example specifies the periodical notification interval of the CPE to 60 seconds.
FS#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#cwmp

FS(config-cwmp)#cpe inform interval 60

FS(config-cwmp)#

Command Description

show cwmp configuration Displays the current configuration of CWMP.
show cwmp status Displays the running status of CWMP.

N/A

8.6 cpe password

Parameter

Description

Use this command to configure the CPE password to be authenticated for the ACS to connect to the CPE. Use
the no form of this command to cancel the configuration.
cpe password { password | encryption-type encrypted-password }

no cpe password

Parameter Description

password Configures the CPE user password to be authenticated for the ACS to
connect to the CPE.

encryption-type Specifies the encryption type, which can be set to 0 (indicating that no
encryption is used) or 7 (indicating that simple encryption is used).

encrypted-password Specifies the password in encrypted form.
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Defaults

Command Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

8.7 cpeurl

Parameter

Description

Defaults

encryption-type: 0
encrypted-password: N/A

CWMP configuration mode

Use this command to configure the CPE user password to be authenticated for the ACS to connect to the CPE. In
general, the encryption type does not need to be specified. The encryption type needs to be specified only
when copying and pasting the encrypted password of this command. A valid password should meet the

following format requirements:

" The command contains English letters in upper or lower case and numeric characters.

ﬂ Blanks are allowed at the beginning of the password but will be ignored. Intermediate and ending

blanks, however, are regarded as a part of the password.

The following example configures the CPE password to be authenticated for the ACS to connect to the CPE to
123.

FS#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#cwmp

FS(config-cwmp)#cpe password 123

FS(config-cwmp)#

Command Description

show cwmp configuration Displays the current configuration of CWMP.
show cwmp status Displays the running status of CWMP.

acs username Configures the CPE username to be authenticated

for the ACS to connect to the CPE.

N/A

Use this command to configure the URL of the CPE to which the ACS will connect.

Use the no form of this command to restore default setting.

cpe url url

no cpe url

Parameter Description

url Specifies the URL of the CPE.
N/A
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Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

CWMP configuration mode

Use this command to configure the URL of the CPE to which the ACS will connect. If no CPE URL is manually
specified but a dynamic CPE URL is obtained through DHCP, the ACS initiates a connection to the CPE using the
dynamically obtained CPE URL. The URL of the CPE should meet the following format requirements:

® The URL of the CPE is formatted as http://ip [: port I/ path.

® The URL of the CPE consists of at most 256 characters.

The following example specifies the URL of the CPE to http://10.10.10.1:7547/acs.
FS#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#cwmp

FS(config-cwmp)#cpe url Hhttp://10.10.10.1:7547/

FS(config-cwmp)#

Command Description

show cwmp configuration Displays the current configuration of CWMP.
show cwmp status Displays the running status of CWMP.

N/A

8.8 cpe username

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to configure the ACS username to be authenticated for the CPE to connect to the ACS.
Use the no form of this command to restore the default setting.
cpe username username

no cpe username

Parameter Description

username Configures the CPE username to be authenticated for the ACS to connect to
the CPE.

N/A

CWMP configuration mode

Configures the CPE username to be authenticated for the ACS to connect to the CPE.
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Configuration

Examples

Related

Commands

Platform

Description

8.9 cwmp

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

The following example configures the CPE username to be authenticated for the ACS to connect to the CPE to

admin.

FS#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#cwmp

FS(config-cwmp)#cpe username admin

FS(config-cwmp)#

Command Description

show cwmp configuration
show cwmp status

cpe password

N/A

Use this command to enable the CWMP function.

Use the no form of this command to disable this function.

cwmp
no cwmp

Parameter Description
N/A N/A

By default, this function is enabled.

Global configuration mode

Use this command to enable or disable the CWMP function.

The following example disables the CWMP function.

FS#config terminal

Displays the current configuration of CWMP.
Displays the running status of CWMP.
Configures the CPE password to be authenticated for

the ACS to connect to the CPE.

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#no cwmp

FS(config)#

Command Description
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Platform

Description

show cwmp configuration Displays the current configuration of CWMP.

show cwmp status Displays the running status of CWMP.

N/A

8.10 disable download

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Use this command to disable the function of downloading main program and configuration files from the ACS.
Use the no form of this command to restore the default setting.
disable download

no disable download

Parameter Description

N/A N/A

By default, the CPE can download main program and configuration files from the ACS.

CWMP configuration mode

N/A

The following example disables the function of downloading main program and configuration files from the ACS.

Examples FSt#config terminal
Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#cwmp
FS(config-cwmp)#disable download
FS(config-cwmp)#
Related
Command Description
Commands
show cwmp configuration Displays the current configuration of CWMP.
show cwmp status Displays the running status of CWMP.
Platform N/A
Description
8.11 disable upload

Use this command to disable the function of uploading configuration and log files to the ACS.
Use the no form of this command to restore the default setting.
disable upload

no disable upload
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

8.12

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Parameter Description

N/A N/A

By default, the CPE can upload its configuration and log files to the ACS.

CWMP configuration mode

Disables the function of uploading configuration and log files to the ACS.

The following example disables the function of uploading configuration and log file to the ACS.

FS#config terminal

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#cwmp

FS(config-cwmp)#disable upload

FS(config-cwmp)#

Command Description

show cwmp configuration Displays the current configuration of CWMP.

show cwmp status Displays the running status of CWMP.

N/A

show cwmp configuration

Use this command to display the current configuration of CWMP.

show cwmp configuration

Parameter Description
N/A N/A
N/A

Privilege EXEC mode

The following example displays the current configuration of CWMP.
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Examples FS(config-cwmp)#show cwmp configuration

CWMP Status :enable

ACS URL : http://www.FS.com.cn/acs

ACS username :admin

ACS password ; RREREE

CPE URL : http://10.10.10.2:7547/

CPE username :FS

CPE password ; RERREX

CPE inform status :disable

CPE inform interval :60s

CPE inform start time :0:0:0000

CPE wait timeout :50s

CPE download status :enable

CPE upload status :enable

CPE back up status :enable

CPE back up delay time :60s

The descriptions to the fields shown after executing the command show cwmp configuration.
Field Description
CWMP Status Running status of CWMP.
ACS URL URL of the ACS.

ACS username to be authenticated for the CPE to
ACS username
connect to the ACS.

ACS password to be authenticated for the CPE to
ACS password

connect to the ACS.
CPE URL URL of the CPE.

CPE username to be authenticated for the ACS to
CPE username

connect to the CPE.
CPE pass CPE password to be authenticated for the ACS to
ord connect to the CPE.
CPE inform status Status of CPE periodical notification function.
CPE inform interval CPE periodical notification interval.
CPE wait timeout Timeout period of CPE sessions.
CPE inform start time The start time of periodical notification.

Indicates whether to download main program and
CPE download status
configuration files from the ACS.

Indicates whether to upload configuration files and
CPE upload status
log files to the ACS.

Indicates whether backup and restoration of the main

CPE back up status
program and configuration file is enabled.
Delay time of the backup and restoration of the main
CPE back up delay time
program and configuration files.
Related Command Description
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Commands

Platform

Description

show cwmp status Displays the running status of CWMP.

N/A

8.13 show cwmp status

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Uses this command to display the running status of CWMP

show cwmp status

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the running status of CWMP.

FS#show cwmp status

CWMP Status :enable

Session status : Close

Last success session : Unknown

Last success session time :ThuJan 1 00:00:00 1970
Last fail session : Unknown

Last fail session time :ThuJan 1 00:00:00 1970
Session retry times :0

The descriptions to the fields shown after executing the command show cwmp configuration.
Field Description
CWMP Status The running status of CWMP

The current status of the session between the CPE
Session status

and the ACS
Last success session The last success session type
Last success session time The last success session time
Last fail session The last failed session type
Last fail session time The last failed session time
Session retry times The number of session retransmission attempts
Command Description
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show cwmp configuration Displays the current configuration of CWMP.

Platform N/A

Description

8.14 timer cpe-timeout

Uses this command to configure the session timeout period of the CPE.
timer cpe- timeout seconds

no timer cpe-timeout

Parameter
Parameter Description
Description
seconds Sets the session timeout, in the range from 10 to 600 in the unit of seconds.
Defaults By default, the session timeout period is 30 seconds.
Command CWMP configuration mode
Mode
Usage Guide Use this command to configure the session timeout period of the CPE.

The maximum waiting period that the CPE has when the CPE failed to receive the ACS reply.

Configuration The following example configures the session timeout period of the CPE to 50 seconds.
Examples FS#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#cwmp

FS(config-cwmp)#timer cpe-timeout 50

FS(config-cwmp)#

Related
Command Description
Commands
show cwmp configuration Displays the current configuration of CWMP.
show cwmp status Displays the running status of CWMP.
Platform N/A
Description
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9 Syslog Commands

9.1 clear logging

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

9.2 logging

Parameter

Description

Use this command to clear the logs from the buffer in privileged EXEC mode.

clear logging

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

This command clears the log packets from the memory buffer. You cannot clear the statistics of the log packets.

The following example clears the log packets from the memory buffer.

FS# clear logging

Command Function
logging on Turns on the log switch.
show logging Displays the logs in the buffer.

logging buffered Records the logs in the memory buffer.

N/A

Use this command to send the log message to the specified syslog server.
logging { ip-address } [ udp-port port ]

Use this command to delete the specified syslog server.

no logging { ip-address }

Use this command to restore the default port 514.

no logging { ip-address } udp-port

Parameter Description

ip-address Sets the IP address of the host receiving log messages.
Sets the port number of the host receiving log messages. The default is

udp-port port
514.
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Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

No log message is sent to syslog server by default.

Global configuration mode

This command is used to configure a syslog server to receive log messages from the device. You can

configure up to five syslog servers, log messages are sent to all configured syslog servers simultaneously,

The following example configures a syslog server with IP address 202.101.11.1.
FS(config)# logging 202.101.11.1
The following example configures a syslog server with IP address 10.1.1.100 and port number 8099.

FS(config)# logging 202.101.11.1 udp-port 8099

Command Description
N/A N/A
N/A

9.3  logging buffered

Parameter

Description

Defaults

Use this command to set the memory buffer parameters (log severity, buffer size) for logs at global
configuration layer. Use the no form of the command to disable recording logs in the memory buffer. Use the

default form of this command to restore the default setting.
logging buffered [ buffer-size | level ]

no logging buffered

default logging buffered

Parameter Description
Size of the buffer is related to the specific device type:

1. For the kernel / aggregation switches, 4 Kto 10 M bytes.

buffer-size

2. For the access switches, 4 Kto 1 M Bytes.

3. For other devices, 4 K to 128 K Bytes.
evel Severity of logs, from 0 to 7. The name of the severity or the numeral can
eve

be used.

The buffer size is related to the specific device type.
1. kernel switches: 1 M Bytes;

2. aggregation switches: 256 K Bytes;

3. access switches: 128 K Bytes;

4. other devices: 4 K Bytes

The log severity is 7.
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Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Global configuration mode

The memory buffer for log is used in recycled manner. That is, when the memory buffer with the specified size is
full, the oldest information will be overwritten. To show the log information in the memory buffer, run the show
logging command in privileged user mode.

The logs in the memory buffer are temporary, and will be cleared in case of device restart or the execution of the
clear logging command in privileged user mode. To trace a problem, it is required to record logs in flash or send
them to Syslog Server.

The log information is classified into the following 8 levels (Table 1):

Table-1
Keyword Level Description
Emergency case, system cannot run
Emergencies 0
normally
Alerts 1 Problems that need immediate remedy
Critical 2 Critical conditions
Errors 3 Error message
warnings 4 Alarm information
Information that is normal but needs
Notifications 5
attention
informational 6 Descriptive information
Debugging 7 Debugging messages

Lower value indicates higher level. That is, level 0 indicates the information of the highest level.
When the level of log information to be displayed on devices is specified, the log information at or below the set

level will be allowed to be displayed.

A After running the system for a long time, modifying the log buffer size especially in condition of large

buffer may fails due to the insufficent availble continuous memory. The failure message will be shown. It is

recommended to modify the log buffer size as soon as the system starts.

The following example allows logs at and below severity 6 to be recorded in the memory buffer sized 10,000
bytes.
FS(config)# logging buffered 10000 6

Command Description

logging on Turns on the log switch.

show logging Displays the logs in the buffer.
clear logging Clears the logs in the log buffer.
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Platform

Description

9.4

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

9.5

Parameter

Description

N/A

logging console

Use this command to set the severity of logs that are allowed to be displayed on the console in global

configuration mode. Use the no form of this command to prohibit printing log messages on the console.
logging console [ level]
no logging console

Parameter Description

evel Severity of log messages, 0 to 7. The name of the severity or the
eve
numeral can be used. For the details of log severity, see table 1.

The default is debugging (7).

Global configuration mode

When a log severity is set, the log messages at or below that severity will be displayed on the console.

The show logging command displays the related setting parameters and statistics of the log.

The following example sets the severity of log that is allowed to be displayed on the console as 6:

FS(config)# logging console informational

Command Description
logging on Turns on the log switch.
Displays the logs and related log configuration parameters in the
show logging
buffer.
N/A

logging count

Use this command to enable the log statistics function in global configuration mode. Use the no form of this

command to restore the default setting.
logging count

no logging count

Parameter Description

N/A N/A
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

The log statistics function is disabled by default.

Global configuration mode

This command enables the log statistics function. The statistics begins when the function is enabled. If you run

the no logging count command, the statistics function is disabled and the statistics data is deleted.

The following example enables the log statistics function:

FS(config)# logging count

Command Description
show logging count Displays log information about modules of the system.
Displays basic configuration of log modules and log
show logging
information in the buffer.
N/A

9.6 logging facility

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to configure the device value of the log information in global configuration mode. Use the

no form of the command to restore the default setting.
logging facility facility-type
no logging facility

Parameter Description

facility-type Syslog device value. For specific settings, refer to the usage guide.

The default is 23 if the RFC5424 format is enabled (Local7, local use).
The default is 16 if the RFC5424 format is disabled (LocalO, local use).

Global configuration mode

The following table (Table-2) is the possible device values of Syslog:

Numerical Code Facility

0 (kern) Kernel messages

1 (user) User-level messages
2 (mail) Mail system

3 (daemon) System daemons
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4 (auth) security/authorization messages
5 (syslog) Messages generated internally by syslogd
6 (Ipr) Line printer subsystem

7 (news) USENET news

8 (uucp) Unix-to-Unix copy system

9 (clockT) Clock daemon

10 (auth2) security/authorization messages
11 (ftp) FTP daemon

12 (ntp) NTP subsystem

13 (logaudit) log audit

14 (logalert) log alert

15 (clock2) clock daemon

16 (local0) Local use

17 (local1) Local use

18 (local2) Local use

19 (local3) Local use

20 (local4) Local use

21 (local5) Local use

22 (local6) Local use

23 (local7) Local use

The default device value of FSOS is 23 (local 7).

Configuration The following example sets the device value of Syslog as kernel:
Examples FS(config)# logging facility kern
Related Command Description
Commands Sets the severity of logs that are allowed to be displayed on the
logging console
console.
Platform
N/A
Description

9.7 loggingfile

Use this command to save log messages in the log file, which can be saved in hardware disk, expanded
FLASH, USB. Use the no form of this command to restore the default setting,
logging file { flash:filename | usbO0:filename | usb1:filename } [ max-file-size ] [ level ]

no logging file

Parameter Parameter Description
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Description
flash Saves the log file in expanded FLASH.
usho Saves the log file in USBO. This parameter is supported by the device with
one USB connector and the USB extension device.
ush Saves the log file in USB1, This parameter is supported by the device with
two USB connectors and the USB extension device.
filename Sets the file name. The file type is omitted, which is fixed as txt.
o file-size Sets the maximum file size, in the range from 128K to 6M bytes, The
defaultis 128K,
Sets the level of the log message saved in the log file, which can be either
level the level name or the level number. The default is 6. See Usage Guide for
details.
Defaults Log messages are not saved in expanded FLASH by default.
Command Global configuration mode
Mode
Usage Guide You can save log messages in expanded FLASH if you don’t want to transmit log messages on the network

or there is no syslog server,

The log file cannot be configured with the suffix, which is fixed as txt.

0 If there is no expanded FLASH, the logging file flash command is hidden automatically and cannot be

configured.
Keyword Level Description
Emergencies 0 Emergency case. The system fails to run.
Alerts 1 Problem that call for immediate solution.
Critical 2 Critical message.
Errors 3 Error message.
warnings 4 Alarm message.
message that is normal but calls for
Notifications 5
attention.
informational 6 Descriptive message.
Debugging 7 Debugging message

Configuration  The following example saves the log message in expanded FLASH and sets file name, file size and log level to

Examples syslog.txt, 128K and 6 respectively.

FS(config)# logging file flash:syslog

Related
Command
Commands

Description
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Platform

Description

N/A N/A

N/A

9.8 logging file numbers

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to set the number of log files written into FLASH. Use the no form of this command to
restore the default setting.
logging file numbers numbers

no logging file numbers

Parameter Description

numbers Sets the number of log files written into FLASH, in the range from 2 to 32.

The default is 16.

Global configuration mode

The system does not delete previously generated log files even if you change this configuration, Therefore,
you need to delete the log files manually to save FLASH size (you can send log files to the server through
TFTP before that). For example, 16 log files are generated by default before you want to change the number
to 2. New logs are overwritten constantly in log files indexed 0 to 1. However, log files indexed from 2 to 16

remain. You can delete these log files manually as needed.

The following example sets the number of log files written into FLASH to 8.

FS(config)# logging file numbers 8

Command Description
N/A N/A
N/A

9.9 loggingfilter direction

Parameter

Use this command to filter the log messages destined to a certain direction. Use the no form of this
command to restore the default setting.

logging filter direction { all | buffer | file | server | terminal }

no logging filter direction { all | buffer | file | server | terminal }

Parameter Description
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Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Log messages destined to all directions are filtered, including console,

al VTY terminal, log buffer, log file and log server.

buffer Log messages destined to the log buffer are filtered, including log
messages displayed by running the show logging command.

file Log messages destined to the log file are filtered.

server Log messages destined to the log server are filtered.

terminal Log messages destined to the console and the VTY terminal (including

Telnet and SSH).

Log messages destined to all directions are filtered by default.

Global configuration mode

In general, log messages destined to all directions are filtered, including console, VTY terminal, log buffer,

log file and log server. If you want to filter log messages destined to a certain direction, the terminal for

instance, configure the terminal parameter.

The following example filters log messages destined to the terminal (including the console and the VTY terminal).

FS(config)# logging filter direction terminal

Command Description
N/A N/A
N/A

9.10 loggingfilter rule

Parameter

Description

Use this command to configure the filter rule of the log message,

logging filter rule { exact-match module module-name mnemonic mnemonic-name level level | single-match
[ level /evel | mnemonic mnemonic-name | module module-name ]}

Use this command to delete the “exact-match”filter rule.

no logging filter rule exact-match [ module module-name mnemonic mnemonic-name level level |

Use this command to delete the “single-match” filter rule.

no logging filter rule single-match [ level /evel | mnemonic mnemonic-name | module module-name ]

Parameter Description

exact-match Exact-match filter rule. Fill in all the following three parameters.
single-match Single-match filter rule. Fill in one of the following three parameters.
module module-name Module name.
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Defaults

Command
Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

mnemonic mnemonic-name Mnemonic name.

level level Log level,

No filter rule is configured by default,

Global configuration mode

If you want to filter a specific log message, use the “exact-match”filter rule and fill in all three parameters,
namely, module name, mnemonic name and log level.

If you want to filter a specific kind of log messages, use the “single-match”filter rule and fill in one of three
parameters, namely, module name, mnemonic name and log level.

When configured with the same module name, mnemonic name or log level, the “single-match” filter rule

has a higher priority than the “exact-match”filter rule,

The following example configures the “exact-match” filter rule with parameters of module name LOGIN, log level
5 and mnemonic name LOGOUT.

FS(config)# logging filter rule exact-match module LOGIN mnemonic LOGOUT level 5

The following example configures the “single-match” filter rule with the parameter of module name SYS.

FS(config)# logging filter rule single-match module SYS

Command Description
N/A N/A
N/A

9.11 loggingfilter type

Parameter

Description

Defaults

Command

Mode

Use this command to configure the filter type of log messages. Use the no form of this command to restore
the default setting.

logging filter type { contains-only | filter-only }

no logging filter type

Parameter Description
contains-only The log message containing the key word of the filter rule is printed.
filter-only The log message containing the key word of the filter rule is filtered.

The default filter type is filter-only.

Global configuration mode
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9.12

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

1. When too many log messages are printed, the terminal screen keeps being refreshed. If you are not
concerned with these log messages, use the “filter-only” filter type to filter the log messages,
2. If you are concerned with certain log messages, use the “contains-only”filter type to print log

messages containing the key word of the filter rule, so as to monitor whether certain events happen.

” In real operation, the contains-only and the fitler-only filter types cannot be configured at the same

time.

() Ifyou configure the filter direction and the filter type without configuring the filter rule, the log
messages are not filtered.

The following example sets the filter type to contains-only.

FS(config)# logging filter type contains-only

Command Description
N/A N/A
N/A

logging flash flush

Use this command to write log messages in the system buffer into the flash file immediately.

logging flash flush

Parameter Description
N/A N/A
N/A

Global configuration mode

In general, the log messages are cached in the log buffer. Only when the buffer is full or the timer expires
are log messages written into the flash file. This command is used to write log messages in the system

buffer into the flash file immediately.

“ The logging flash flush command takes effect only once for each configuration. The log messages cached

in the buffer are written into the flash file immediately after configuration.

The following example writes log messages in the system buffer into the flash file immediately.

FS(config)# logging flash flush
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9.13

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

92.14

Command Description
N/A N/A
N/A

logging flash interval

Use this command to set the interval to write log messages into the flash file, Use the no form of this
command to restore the default setting.
logging flash interval seconds

no logging flash interval

Parameter Description

interval seconds The interval to write log messages into the flash file, in the range from 1

to 57840 in the unit of seconds.

The default is 3600.

Global configuration mode

This command is used to set the interval to write log messages into the flash file. The timer starts after

configuration, If you want to restore the interval to 3600 seconds, use the no logging flash interval

command.

0 To avoid writing log messages into the flash file too frequently, it is not recommended to set a short

interval.

The following example sets the interval to write log messages into the flash file to 300 seconds.

FS(config)# logging flash interval 300

Command Description
N/A N/A
N/A

logging life-time

Use this command to configure the preservation duration of logs in expanded FLASH. Use the no form of
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9.15

Parameter

Description

Defaults

this command to restore the default setting.
logging life-time level level days

no logging life-time level /eve/

Parameter Description
level Sets the log level, which can be either the level name or the level number.
days Sets the preservation duration of logs.

No preservation duration is set by default.

Global configuration mode

Due to difference in expanded FLASH size and log level, logs with different levels can be configured with

different preservation durations.

ﬁ Once log preservation based on time is enabled, log preservation based on file size is disabled
automatically. The log files are stored under the syslog/ directory of the expanded FLASH,

The following example sets the preservation duration of logs whose level is 6 to 10 days.

FS(config)# logging life-time level 6 10

Command Description
N/A N/A
N/A

logging monitor

Use this command to set the severity of logs that are allowed to be displayed on the VTY window (telnet
window, SSH window, etc.) in global configuration mode. Use the no form of this command to disable this

function.
logging monitor [ /eve/]
no logging monitor

Parameter Description

level Severity of the log message. The name of the severity or the numeral
eve
can be used. For the details of log severity, see Table-1.

The default is debugging (7).
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Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Global configuration mode

To print log information on the VTY window, run the terminal monitor command in privileged EXEC mode. The
level of logs to be displayed is defined by logging monitor.

The log level defined with "Logging monitor" is for all VTY windows.

The following example sets the severity of log that is allowed to be printed on the VTY window as 6:

FS(config)# logging monitor informational

Command Description
logging on Turns on the log switch.
Displays the log messages and related log configuration
show logging
parameters in the buffer.
N/A

9.16 loggingon

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Use this command globally to allow logs to be displayed on different devices. Use the no form of this
command to disable this fucntion.
logging on

no logging on
Parameter

Description

N/A N/A

Logs are allowed to be displayed on different devices.

Global configuration mode

Log information can not only be shown in the Console window and VTY window, but also be recorded in
different equipments such as the memory buffer, the expanded FLASH and the Syslog Server. This command is
the total log switch. If this switch is turned off, no log will be displayed or recorded unless the severity level is

greater than 1.

The following example disables the log switch on the device.
FS(config)# no logging on
Command

Description
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Platform

Description

logging buffered Records the logs to a memory buffer.

logging server Sends logs to the Syslog server.

logging file flash: Records logs on the expanded FLASH.

logging console Allows the log level to be displayed on the console.

Allows the log level to be displayed on the VTY window (such as
logging monitor
telnet window) .

logging trap Sets the log level to be sent to the Syslog server.

N/A

9.17 logging rate-limit

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to enable log rate limit function to limit the output logs in a second in the global

configuration mode. Use the no form of this command to disable this function.
logging rate-limit { number | all number | console { number | all number}} [ except severity ]

no logging rate-limit

Parameter Description
The number of logs that can be processed in a second in the range
number
from 1 to 10000.
all Sets rate limit to all the logs with severity level 0 to 7.
console Sets the amount of logs that can be shown in the console in a second.
By default, the severity level is error (3). The rate of the log whose
except .
severity level is less than or equal to error (3) is not controlled.
Log severity level in the range from 0 to 7. The lower the level is, the
severity

higher the severity is.

The log rate limit function is disabled by default.

Global configuration mode

Use this command to control the syslog outpt to prevent the massive log output.

The following example sets the number of the logs (including debug) that can be processed in a second as 10.
However, the logs with warning or higher severity level are not controlled:

FS(config)#logging rate-limit all 70 except warnings

Command Description

show logging count Displays log information about modules of the system.
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Platform

Description

Displays basic configuration of log modules and log information
show logging i the buffer
i uffer.

N/A

9.18 logging server

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to send the logs to the specified Syslog Sever in global configuration mode. Use the no
form of this command to remove the setting. Use the default form of this command to restore the default

setting.
logging server [ oob ] { ip-address } | ipv6 ipv6-address } [ udp-port port ]
no logging server [ oob ] { ip-address | ipv6 ipv6-address }

no logging server { ip-address | ipv6 ipv6-address } udp-port

Parameter Description
Specifies out-of-band communication for the logging server. (logs
oob are sent through the MGMT port to the logging server.)
ip-address IP address of the host that receives log information.
ip-address IP address of the host that receives log information.

Specifies the port number for the specified host (The default port
udp-port port
number is 514).

No log is sent to any syslog server by default.

Global configuration mode

This command specifies a Syslog server to receive the logs of the device. Users are allowed to configure up to 5

Syslog Servers. The log information will be sent to all the configured Syslog Servers at the same time.

The following example specifies a syslog server of the address 202.101.11.1:

FS(config)# logging server 202.101.11.1

Command Description
logging on Turns on the log switch.
Displays log messages and related log configuration parameters
show logging
in the buffer.
logging trap Sets the level of logs allowed to be sent to Syslog server.
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Platform
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N/A

9.19 logging source interface

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure the source interface of logs in global configuration mode. Use the no form of

this command to restore the default setting.
logging source [ interface ] interface-type interface-number
no logging source [ interface ]

Parameter Description

interface-type Interface type.

interface-number Interface number.

No source interface is configured by default.

Global configuration mode

By default, the source address of the log messages sent to the syslog server is the address of the sending
interface. For easy tracing and management, this command can be used to fix the source address of all log
messages as an interface address, so that the administrator can identify which device is sending the message
through the unique addresses. If the source interface is not configured on the device, or no IP address is
configured for the source interface, the source address of the log messages is the address of the sending

interface.

The following example specifies loopback 0 as the source address of the syslog messages:

FS(config)# logging source interface loopback 0

Command Description

logging server Sends logs to the Syslog server.

N/A

9.20 logging source ip

Parameter

Description

Use this command to configure the source IP address of logs in global configuration mode. Use the no form

of this command to restore the default setting.
logging source {ip ip-address }
no logging source {ip }

Parameter Description

ip-address Specifies the source IPV4 address sending the logs to IPV4 log server.
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

No source address is configured by default.

Global configuration mode

By default, the source address of the log messages sent to the syslog server is the address of the sending
interface. For easy tracing and management, this command can be used to fix the source address of all log
messages as an address, so that the administrator can identify which device is sending the message through the
unique addresses. If this IP address is not configured on the device, the source address of the log messages is the

address of the sending interface.

The following example specifies 192.168.1.1 as the source address of the syslog messages:

FS(config)# logging source ip 7192.168.1.1

Command Description
logging server Sends the logs to the Syslog server.
N/A

9.21 logging synchronous

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to enable synchronization function between user input and log output in line
configuration mode to prevent interruption when the user is keying in characters. Use the no form of this

command to restore the default setting.
logging synchronous

no logging synchronous

Parameter Description

N/A N/A

The synchronization function between user input and log output is disabled by default.

Line configuration mode

This command enables synchronization function between user input and log output, preventing the user from

interrupting when keying in the characters.

FS(config)#line console 0

FS(config-line)#logging synchronous
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Commands

Platform

Description

Print UP-DOWN logs on the port when keying in the command, the input command will be output again:
FS# configure terminal

Oct 9 23:40:55 %LINK-5-CHANGED: Interface GigabitEthernet 0/1, changed state to down

Oct 9 23:40:55 %LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet 0/1, changed state to
DOWN

FS# configure terminal//-—-the input command by the user is output again rather than being

intererupted.

Command Description

show running-config Displays the configuration.
N/A

9.22 logging trap

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to set the severity of logs that are allowed to be sent to the syslog server in global

configuration mode. Use the no form of this command to prohibit sending log messages to the Syslog server.
logging trap [/evel]
no logging trap

Parameter Description

evel Severity of the log message. The name of the severity or the numeral can
eve
be used. For the details of log severity, see Table 1.

The default is informational(6)

Global configuration mode

To send logs to the Syslog Server, run the logging command in global configuration mode to configure the
Syslog Server. Then, run the logging trap command to specify the severity level of logs to be sent.

The show logging command displays the configured related parameters and statistics of the log.

The following example enables logs at severity 6 to be sent to the Syslog Server with the address of
202.101.11.22:

FS(config)# logging 202.101.11.22

FS(config)# logging trap informational

Command Description
logging on Turns on the log switch.
logging Sends logs to the Syslog server.
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9.23

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

9.24

Parameter

Description

how | . Displays the log messages and related log configuration
show logging
parameters in the buffer.

N/A

logging userinfo

Use this command to enable the logging function to record user log/exit. Use the no form of this command
to restore the default setting.
logging userinfo

no logging userinfo

Parameter Description

N/A N/A

No log message is printed recording user log/exit by default.

Global configuration mode

This command is used to print the log message to remind the administrator of user login. The log message

is in the format as follows:

Mar 22 14:05:45 %LOGIN-5-LOGIN_SUCCESS: User login from vty0 (192.168.23.68) OK.

The following example enables the logging function to record user log/exit.

FS(config)# logging user-info

Command Description
N/A N/A
N/A

logging userinfo command-log

Use this command to enable the logging function to record user operation. Use the no form of this
command to restore the default setting.
logging userinfo command-log

no logging userinfo command-log

Parameter Description
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Defaults
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Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

N/A N/A

No log message is printed recording user operation by default.

Global configuration mode

This command is used to print the log message to remind the administrator of configuration change. The

log message is in the format as follows:

Mar 22 14:10:40 %CLI-5-EXEC_CMD: Configured from vty0 (192.168.23.68) command-log: logging server

192.168.23.68.

The following example enables the logging function to record user operation.

FS(config)# logging user-info command-log

Command Description
N/A N/A
N/A

9.25 service private-syslog

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to set the syslog format to the private syslog format. Use the no form of this command
to restore the default setting.
service private-syslog

no service private-syslog

Parameter Description

N/A N/A

The syslog is displayed in the default format.

Global configuration mode

By default, the syslog is displayed in the format as follows:

*timestamp: %facility-severity-mnemonic: description

Here is an example:

*May 31 23:25:21: %SYS-5-CONFIG_I: Configured from console by console
With this function enabled, the syslog is displayed in the format as follows:

timestamp facility-severity-mnemonic: description
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9.26

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Here is an example:
May 31 23:31:28 SYS-5-CONFIG_I: Configured from console by console
The difference between the private syslog format and the default syslog format lies in the following marks:

The private syslog does not have “*” before the timestamp, “:" after the timestamp and “%" before the identifying

string.

The following example sets the private syslog format.

FS(config)# service private-syslog

Command Description
N/A N/A
N/A

service sequence-numbers

Use this command to attach serial numbers into the logs in global configuration mode. Use the no form of

this command to restore the default setting.
service sequence-numbers

no service sequence-numbers
Parameter Description

N/A N/A

No serial number is contained in the logs by default.

Global configuration mode

In addition to the timestamp, you can add serial numbers to the logs, numbering from 1. Then, it is clearly known

whether the logs are lost or not and their sequence.

The following example adds serial numbers to the logs.

FS(config)# service sequence-numbers

Command Description

logging on Turns on the log switch.

service timestamps Attaches timestamps to the logs.

N/A
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9.27 service standard-syslog

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to set the syslog format to the standard syslog format defined in RFC3164. Use the no

form of this command to restore the default setting.
service standard-syslog

no service standard-syslog

Parameter Description

N/A N/A

The syslog is displayed in the default format.

Global configuration mode

By default, the syslog is displayed in the format as follows:

*timestamp: %facility-severity-mnemonic: description

Here is an example:

*May 31 23:25:21: %SYS-5-CONFIG_I: Configured from console by console

With this function enabled, the syslog is displayed in the format as follows:

timestamp %facility-severity-mnemonic: description
Here is an example:

May 31 23:31:28 %SYS-5-CONFIG_L: Configured from console by console

The difference between the standard syslog format and the default syslog format lies in the following marks:

The standard syslog does not have “*” before the timestamp and “." after the timestamp.

The following example sets the standard syslog format.

FS(config)# service standard-syslog

Command Description
N/A N/A
N/A

9.28 service sysname

Use this command to attach system name to logs in global configuration mode. Use the no form of this

command to restore the default setting.

service sysname
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no service sysname

Parameter Description

N/A N/A

No system name is attached to logs by default.

Global configuration mode

This command allows you to decide whether to add system name in the log information.

The following example adds a system name in the log information:

Mar 22 15:28:02 %SYS-5-CONFIG: Configured from console by console

FS #config terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS (config)#service sysname

FS (config)#end

FS #

Mar 22 15:35:57 $3250 %SYS-5-CONFIG: Configured from console by console

Command Function

Displays basic configuration of log modules and log
show logging

information in the buffer.
N/A

9.29 service timestamps

Parameter

Description

Use this command to attach timestamp into logs in global configuration mode. Use the no form of this
command to remove the timestamp from the logs. Use the default form of this command to restore the

default setting.

service timestamps [ message-type [ uptime | datetime [ msec | year]]]
no service timestamps [ message-type |

default service timestamps [ message-type |

Parameter Description
The log type, including Log and Debug. The log type indicates the
message-type log information with severity levels of 0 to 6. The debug type
indicates that with severity level 7.
Device start time in the format of *Day*Hour*Minute*Second, for
uptime

example, 07:00:10:41.
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Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Current time of the device in the format of

datetime
Month*Date*Hour*Minute*Second, for example, Jul 27 16:53:07.
Current time of the device in the format of

msec Month*Date*Hour*Minute*Second*milisecond, for example, Jul 27
16:53:07.299
Current time of the device in the format of

year Year*Month*Date*Hour*Minute*Second, for example, 2007 Jul 27

16:53:07

The time stamp in the log information is the current time of the device. If the device has no RTC, the time stamp

is automatically set to the device start time.

Global configuration mode

When the uptime option is used, the time format is the running period from the last start of the device to the
present time, in seconds. When the datetime option is used, the time format is the date of the current device, in

the format of YY-MM-DD, HH:MM:SS.

The following example enables the timestamp for log and debug information, in format of Datetime, supporting
millisecond display.

FS(config)# service timestamps debug datetime msec

FS(config)# service timestamps log datetime msec

FS(config)# end

FS(config)# Oct 8 23:04:58.301 %SYS-5-CONFIG I: configured from console by console

Command Description

logging on Turns on the log switch.
service sequence-numbers Enables serial numbers of logs.
N/A

9.30 showlogging

Parameter

Description

Defaults

Use this command to display configured parameters and statistics of logs and log messages in the memory

buffer at privileged user layer. The log messages are sorted by the timestamp from before to now.

show logging
Parameter Description
N/A N/A
N/A
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Command

Mode

Usage Guide

Configuration

Examples

Privileged EXEC mode

N/A

The following command displays the result of the show logging command with RFC5424 format disabled.
FS# show logging
Syslog logging: enabled

Console logging: level debugging, 15495 messages logged

Monitor logging: level debugging, 0 messages logged

Buffer logging: level debugging, 15496 messages logged

Standard format: false

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence-number log messages: enable

Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 15242 message lines logged,0 fail

loggingto 202.101.11.22
loggingto 192.168.200.112

Log Buffer (Total 131072 Bytes): have written 1336,
015487: *Sep 19 02:46:13: FS %LINK-3-UPDOWN: Interface FastEthernet 0/24, changed state to up.
015488: *Sep 19 02:46:13: FS %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet 0/24, changed
state to up.
015489: *Sep 19 02:46:26: FS %LINK-3-UPDOWN: Interface FastEthernet 0/24, changed state to down.
015490: *Sep 19 02:46:26: FS %LINEPROTON/A5N/AUPDOWN: Line protocol on Interface FastEthernet 0/24,
changed state to down.
015491: *Sep 19 02:46:28: FS %LINKN/A3SN/AUPDOWN: Interface FastEthernet 0/24, changed state to up.
015492: *Sep 19 02:46:28: FS %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet 0/24, changed
state to up.

Log information description:

Field Description

Syslog logging Logging flag: enabled or disabled

Level of the logs printed on the console, and
Console logging
statistics

Level of the logs printed on the VTY window, and
Monitor logging statistics
isti

Level of the logs recorded in the memory buffer,
Buffer logging d statisti
and statistics.

Standard format Standard log format.
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Timestamp debug messages Timestamp format of the Debug messages
Timestamp log messages Timestamp format of the Log messages
Sequence-number log messages Serial number switch

Sequence log messages Attaches system names to the logs.

Count log messages Log statistics function

Level of the logs sent to the syslog server, and
Trap logging catisti
statistics

Log Buffer Log files recorded in the memory buffer

The following example displays the result of the show logging command with RFC5424 format enabled.
FS# show logging
Syslog logging: enabled
Console logging: level debugging, 4740 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 4745 messages logged
Statistic log messages: disable
Statistic log messages to terminal: disable
Delay-send file name:syslog_ftp_server, Current write index:3, Current send index:3, Cycle:10 seconds
Count log messages: enable
Trap logging: level informational, 2641 message lines logged,4155 fail
loggingto 192.168.23.89
loggingto  2000::1
Delay-send logging: 2641 message lines logged
loggingto 192.168.23.89 by tftp
Log Buffer (Total 4096 Bytes): have written 4096, Overwritten 3292
<135>12013-07-24T12:19:33.130290Z FS - 7 - - Please config the IP address for capwap.
<132>12013-07-24T12:20:02.80313Z FS CAPWAP 4 NO_IP_ADDR - No ip address for capwap.
<135>1 2013-07-24T12:20:02.80343Z FS - 7 - - Please config the IP address for capwap.
<132>12013-07-24T12:20:32.250265Z FS CAPWAP 4 NO_IP_ADDR - No ip address for capwap.
<134>1 2013-07-24T12:29:33.410123Z FS SYS 6 SHELL_LOGIN [USER@4881 name=""type="" from="console"]
user login success.
<134>12013-07-24T12:29:34.343763Z FS SYS 6 SHELL_CMD [USER@4881
name=""][CMD@4881 task="rl_con" cmd="enable"]

Field Description

Syslog logging Logging flag: enabled or disabled

Console logging Level of the logs printed on the console, and statistics
Monitor logging Level of the logs printed on the VTY window, and statistics
Buffer logging Level of the logs recorded in the memory buffer, and statistics.
Count log messages Log statistics function

Statistic log messages Enables/disables log sending periodically

Statistic log messages to terminal Enables/ disables log sending to console and remote terminal
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Related

Commands

Platform

Description

Local filename of log delay-sending cache, index of write file
Delay-send file name
and delay interval

Trap logging Level of the logs sent to the syslog server and statistics
Delay-send logging The server address, log sending mode and statistics
Log Buffer Log files recorded in the memory buffer

Command Function

logging on Turns on the log switch.

clear logging Clears the log messages in the buffer.

N/A

9.31 show logging config

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to display log configuration and statistics.

show logging config

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

N/A

The following example displays the outcome of running the show logging config command with RFC5424
disabled.
FS# show logging config
Syslog logging: enabled
Console logging: level debugging, 15495 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 15496 messages logged
Standard format: false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence-number log messages: enable
Sysname log messages: enable
Count log messages: enable
Trap logging: level informational, 15242 message lines logged,0 fail

loggingto 202.101.11.22
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loggingto 192.168.200.112
Field

Syslog logging

Console logging

Monitor logging

Buffer logging

Standard format
Timestamp debug messages

Timestamp log messages
Sequence-number log messages

Sysname log messages

Count log messages

Trap logging

Description

Whether the logging function is enabled or disabled.

The level and statistics of the log message printed on the

console.

The level and statistics of the log message printed on the VTY

window.

The level and statistics of the log message recorded in the
memory buffer.

Standard log format.

Timestamp format of debugging message.

Timestamp format of log message.

Whether the sequence number function is enabled or

disabled.

Adds the system name to the log message.

Log-counting function

The level and statistics of the log message sent to the syslog

server.

The following example displays the outcome of running the show logging config command with RFC5424

enabled.
FS# show logging
Syslog logging: enabled

Console logging: level debugging, 4740 messages logged

Monitor logging: level debugging, 0 messages logged

Buffer logging: level debugging, 4745 messages logged

Statistic log messages: disable

Statistic log messages to terminal: disable

Delay-send file name:syslog_ftp_server, Current write index:3, Current send index:3, Cycle:10 seconds

Count log messages: enable

Trap logging: level informational, 2641 message lines logged,4155 fail

loggingto 192.168.23.89
loggingto  2000::1

Delay-send logging: 2641 message lines logged
loggingto 192.168.23.89 by tftp

Field

Syslog logging
Console logging
Monitor logging
Buffer logging

Count log messages

Statistic log messages

Statistic log messages to terminal

Description

Logging flag: enabled or disabled

Level of the logs printed on the console, and statistics

Level of the logs printed on the VTY window, and statistics
Level of the logs recorded in the memory buffer, and statistics.

Log statistics function
Enables/disables log sending periodically

Enables/ disables log sending to output console and remove

terminal
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Related

Commands

Platform

Description

9.32

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Local filename of log delay-sending cache, index of write file
Delay-send file name
and delay interval

Trap logging Level of the logs sent to the syslog server and statistics

Delay-send logging The server address, log sending way and statistics

Command Description
N/A N/A
N/A

show logging count

Use this command to display the statistics about occurrence times, and the last occurrence time of each

module log in the system in privileged mode.

show logging count

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

To use the log packet statistics function, run the logging count command in global configuration mode. The
show logging count command can show the information of a specific log, occurrence times, and the last
occurrence time.

You can use the show logging command to check whether the log statistics function is enabled.

The following example displays the result of the show logging count command:

FS# show logging count

Module Name  Message Name Sev Occur Last Time

SYS CONFIG_I 5 1 Jul 6 10:29:57
SYS TOTAL 1

Command Function

logging count Enables the log statistics function.

how loaai Displays basic configuration of log modules and log
show logging
information in the buffer.

clear logging Clears the logs in the buffer.
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Platform

Description

N/A

9.33 show logging reverse

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration

Examples

Use this command to display configured parameters and statistics of logs and log messages in the memory buffer
at privileged user layer. The log messages are sorted by the timestamp from now to before.

show logging reverse

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

The following command displays the result of the show logging reverse command with RFC5424 format
disabled.
FS# show logging reverse
Syslog logging: enabled

Console logging: level debugging, 15495 messages logged

Monitor logging: level debugging, 0 messages logged

Buffer logging: level debugging, 15496 messages logged

Standard format: false

Timestamp debug messages: datetime

Timestamp log messages: datetime

Sequence-number log messages: enable

Sysname log messages: enable

Count log messages: enable

Trap logging: level informational, 15242 message lines logged,0 fail

loggingto 202.101.11.22
loggingto 192.168.200.112

Log Buffer (Total 131072 Bytes): have written 1336,
015492: *Sep 19 02:46:28: FS %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet 0/24, changed
state to up.
015491: *Sep 19 02:46:28: FS %LINK-3-UPDOWN: Interface FastEthernet 0/24, changed state to up.
015490: *Sep 19 02:46:26: FS %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet 0/24, changed
state to down.

015489: *Sep 19 02:46:26: FS %LINK-3-UPDOWN: Interface FastEthernet 0/24, changed state to down.
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015488: *Sep 19 02:46:13: FS %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet 0/24, changed

state to up.

015487: *Sep 19 02:46:13: FS %LINK-3-UPDOWN: Interface FastEthernet 0/24, changed state to up.

Field

Syslog logging

Console logging

Monitor logging

Buffer logging

Standard format

Timestamp debug messages
Timestamp log messages
Sequence-number log messages
Sequence log messages

Count log messages

Trap logging

Log Buffer

Description

Logging flag: enabled or disabled

Level of the logs printed on the console, and

statistics

Level of the logs printed on the VTY window, and

statistics

Level of the logs recorded in the memory buffer,

and statistics.

Standard log format.

Timestamp format of the Debug messages
Timestamp format of the Log messages
Serial number switch

Attaches system names to the logs.

Log statistics function

Level of the logs sent to the syslog server, and

statistics

Log files recorded in the memory buffer

The following example displays the result of the show logging reverse command with RFC5424 format enabled.

FS# show logging reverse

Syslog logging: enabled

Console logging: level debugging, 4740 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 4745 messages logged
Statistic log messages: disable
Statistic log messages to terminal: disable
Delay-send file name:syslog_ftp_server, Current write index:3, Current send index:3, Cycle:10 seconds
Count log messages: enable
Trap logging: level informational, 2641 message lines logged,4155 fail
loggingto 192.168.23.89
loggingto  2000::1
Delay-send logging: 2641 message lines logged
loggingto 192.168.23.89 by tftp
Log Buffer (Total 4096 Bytes): have written 4096, Overwritten 3292
<134>12013-07-24T12:29:34.343763Z FS SYS 6 SHELL_CMD [USER@4881 name=""][CMD@4881 task="rl_con"
cmd="enable"]

<134>12013-07-24T12:29:33.410123Z FS SYS 6 SHELL_LOGIN [USER@4881 name="" type=""from="console"]
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user login success.

<132>12013-07-24T12:20:32.250265Z FS CAPWAP 4 NO_IP_ADDR - No ip address for capwap.
<135>12013-07-24T12:20:02.80343Z FS - 7 - - Please config the IP address for capwap.
<132>12013-07-24T12:20:02.80313Z FS CAPWAP 4 NO_IP_ADDR - No ip address for capwap.
<135>12013-07-24T12:19:33.130290Z FS - 7 - - Please config the IP address for capwap.

Field

Syslog logging
Console logging
Monitor logging
Buffer logging

Count log messages

Statistic log messages

Statistic log messages to terminal
Delay-send file name

Trap logging

Delay-send logging

Log Buffer

Related

Command
Commands

N/A
Platform

N/A
Description

9.34 terminal monitor

Description

Logging flag: enabled or disabled

Level of the logs printed on the console, and statistics

Level of the logs printed on the VTY window, and statistics
Level of the logs recorded in the memory buffer, and statistics.

Log statistics function
Enables/disables log sending periodically
Enables/ disables log sending to console and remote terminal

Local filename of log delay-sending cache, index of write file
and delay interval

Level of the logs sent to the syslog server and statistics
The server address, log sending mode and statistics

Log files recorded in the memory buffer

Description

N/A

Use this command to show logs on the current VTY window. Use the no form of this command to restore the

default setting.
terminal monitor

terminal no monitor

Parameter Parameter Description
Description
N/A N/A
Defaults Log information is not allowed to be displayed on the VTY window by default.
Command
Privileged EXEC mode
Mode
Usage Guide This command only sets the temporary attributes of the current VTY. As the temporary attribute, it is not stored
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Configuration

Examples

Related

Commands

Platform

Description

Command

History

permanently. At the end of the VTY terminal session, the system will use the default setting, and the temporary

setting is invalid. This command can be also executed on the console, but it does not take effect.

The following example allows log information to be printed on the current VTY window:

FS# terminal monitor

Command Description
N/A N/A

N/A

Version Description
N/A N/A

9.35 logging language

Parameter

Description

Defaults

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to configure the syslog language. Use the no form of this command to restore the default

settings.
logging language { Chinese | English }

no logging language

Parameter Description
Chinese The language is Chinese.
English The language is English.

The default language is Chinese.

The default language is English.

Global configuration mode

N/A

The following example sets the syslog language to English.

FS(config)# logging language English

Command Function

N/A N/A
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Platform
N/A
Description
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10 LED Commands

10.1 ledon

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Platform

Description

Use this command to turn on LEDs for AP location.
Use the no form of this command to restore the default setting.
led on [slot s/ot-id]

no led on [slot s/ot-id]

Parameter Description

slot-id Slot ID corresponding to the RF card

This function is disabled by default.

AP configuration mode

For rack APs, specify the slot ID for every RF card. For non-rack APs, the slot-id parameter is invalid.

The following example turns on LEDs for AP location.
FS(config)#ap-config 00d0.f822.33bc
FS(config-ap)#led on

The following example turns off LEDs for AP location.

FS(config)#ap-config 00d0.f822.33bc
FS(config-ap)#no led on

N/A

10.2 quiet-mode session

Parameter

Description

Defaults

Use this command to configure LED quiet mode.

Use the no form of this command to restore the default setting.
quiet-mode session session-num

no quiet-mode session session-num

Parameter Description

session-num Session ID.

This function is disabled by default.
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Command

Mode

Usage Guide

Configuration

Examples

Platform

Description

AP configuration mode

Use this command to turn off all LEDs on the AP.

The following example configures LED quiet mode from 23:00 that night to 7:00 next day.

FS(config)#schedule session 1
FS(config)#schedule session 1 time-range 1 period Mon time 23:00 to 7:00
FS(config)#ap-config 00d0.f822.33bc

FS(config-ap)#quiet-mode session 1
The following example disables LED quiet mode.

FS(config)#ap-config 00d0.f822.33bc

FS(config-ap)#no quiet-mode session 1

N/A
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11 Exception Alarm Commands

11.1 feedback frequency

Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

Use this command to configure a mailing frequency.

feedback frequency min

Use the no form of this command to restore the default configuration.

no feedback frequency

Parameter Description

Indicates a mailing frequency in minutes. The value range is from 5 to 10,080. The
frequency min
default value is 60.

60

Global configuration mode

To receive emails as soon as possible, set this parameter to a small value. A smaller value indicates more timely
receiving of emails. If there is a great amount of exception information, emails will be received frequently.

To avoid frequently receiving emails, set this parameter to a large value, for example, 1440 minutes. Then, exception
information will be sent once a day. In this case, the administrator will not be notified in a timely manner if an

exception occurs.

A Set the mailing frequency as required.

#Set the mailing frequency to 120 minutes.

FS(config)# feedback frequency 120

Run the show run command to display the configuration result.

11.2 feedbackignoreitem

Parameter

Description

Use this command to set the ID of an alarm option to be ignored.

feedback ignore-item item-id

Use the no form of this command to delete the configuration.

no feedback ignore-item item-id

Parameter Description

ignore-item item-id Sets the ID of an alarm option to be ignored. The value range is from 0 to 8.
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Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

N/A

Global configuration mode

é No exception about the ignored alarm option will be emailed to the administrator.

#Set the mailing frequency to 120 minutes.

FS(config)# feedback frequency 120

Run the show run command to display the configuration result.

11.3 feedback subscriber

Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

Use this command to configure a receiving mailbox.

feedback subscriber mail-addr

Use the no form of this command to delete the configuration.

no feedback subscriber mail-addr

Parameter Description

) Configures a receiving mailbox. A maximum of six receiving mailboxes can be
subscriber mail-addr
configured.

N/A

Global configuration mode

To send the exception information to multiple users by email, repeat the command.

#Configure a recipient.

FS(config)# feedback subscriber FS@sina.com.cn

Run the show run command to display the configuration result.

11.4 feedback user enable

Use this command to enable the exception alarm function.

feedback user enable

Use the no form of this command to disable the exception alarm function.
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Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

no feedback user enable

Parameter Description

N/A N/A

This function is disabled by default.

Global configuration mode

Enable this function before using it.

The exception alarm function must be supported by the following functions at the same time:

Mail service
®  SMTP server
® Email sending address and password
®  Receiving mailbox

#Enable the exception alarm function.

FS(config)# feedback user enable

Run the show run command to display the configuration result.

11.5 mail-client check

Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Example

Use this command to check email-related configurations.

mail-client check

Parameter Description
N/A N/A
N/A

Privileged EXEC mode

Use this command to check whether the SMTP server and email address and password are successfully configured.

If yes, a test email will be received.

#Check the email configuration.
FS# mail-client check
Connect to smtp server. OK!

Login to smtp server. OK!
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Verification

Send a test mail. OK!

Check OK!

Log in to the mailbox through a browser to check whether a test email is received.

11.6 mail-client smtp server

Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

Use this command to configure an SMTP server.

mail-client smtp server addr [port value]

Use the no form of this command to delete the configuration.

no mail-client smtp server

Parameter Description
addr Indicates the IP address of the SMTP server.
I Indicates the port number of the SMTP server. The value range is from 1 to
value
65,535.
N/A

Global configuration mode

The SMTP server must be configured in order to send emails about exceptions.
The URL of the SMTP server can be queried from a mailbox website, for example, smtp.qg.com or smtp.126.com.
The SMTP service of some mailbox (for example, QQ email) is disabled by default. Log in to the mailbox through a

browser, and enable the SMTP service.

#Configure an SMTP server.

FS(config)# mail-client server smtp.126.com

Log in to the mailbox through a browser to check whether a test email is received.

11.7 mail-client username

Parameter

Description

Use this command to configure the email address and password.

mail-client username mail-addr password pw-string

Use the no form of this command to delete the configuration.

no mail-client username mail-addr password pw-string

Parameter Description
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Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

Indicates an email address in the format of xxx@yyy. This command does not
username mail-addr
check the format.

password pw-string Indicates a password.

N/A

Global configuration mode

Check the following:

1. The email address is applied for from a commonly used mailbox website. At present, mailboxes that
pass verification are suffixed by 163.com, 126.com, 139.com, sina.com, qq.com, and tom.com. Other
unverified mailboxes may also be used.

2. The mailbox supports the SMTP service. The mailboxes mentioned above all support the SMTP service.

3. Login to the mailbox through a browser to check whether the SMTP service is enabled.

4.  Login to the mailbox website to check the IP address of the SMTP server.

#Configure the email address and password.

FS(config)# mail-client username FS@qq.com password ******

Run the show run command to display the configuration result.

11.8 mail-service enable

Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

Use this command to enable the mail service.

mail-service enable

Use the no form of this command to disable the mail service.

no mail-service enable

Parameter Description

N/A N/A

The mail service is enabled by default.

Global configuration mode

Mail-related functions must be supported by the mail service.

#Enable the mail service.

FS(config)# mail-service enable

Run the show run command to display the configuration result.
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11.9 mail-service source

Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Example

Verification

Use this command to configure a source IP address of the mail service.

mail-service source ip

Use the no form of this command to delete the source IP address of the mail service.

no mail-service source

Parameter Description
ip Indicates the source IP address.
N/A

Global configuration mode

The source IP address must be configured in public network mode, and it is generally set to the IP address of an

intranet port.

#Set the source IP address of the mail service to 1.1.1.1.

FS(config)# mail-service source 1.1.1.1

Run the show run command to display the configuration result.

11.10 show feedback items

Parameter

Description

Command Mode

Usage Guide

Configuration

Example

Use this command to display the alarm options.

show feedback items

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

Use this command to display the alarm options supported by the gateway.

#Display the alarm options supported by the gateway.
FS#show feedback items

no. name ignore

4,  high CPU temperature, NO
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5, device attack,

6, total bandwidth exceeding the limit,
7, flow control exception,

8, high main board temperature,

Field description:
Field
no.
name

ignore

NO

NO
NO

NO

Description
Indicates an option ID.
Indicates an option name.

Ignores the option.
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Configuration

12  HTTP Service Commands
12.1 enable service web-server
Use this command to enable the HTTP service function.
Use the no or default form of this command to disable the HTTP service function.
enable service web-server [ http | https | all]
no enable service web-server [ http | https ]
default enable service web-server [ http | https ]
Parameter
Parameter Description
Description
http Enables the HTTP service.
https Enables the HTTPS service.
all Enables both the HTTP service and the HTTPS service.
Defaults By default, the HTTP service function is disabled.
Command Global configuration mode.
mode
Usage Guide If run a command ends with the keyword all or without keyword, it indicates enabling both the HTTP service and

the HTTPS service; if run a command ends with keyword http, it indicates enabling the HTTP service; if run a
command ends with keyword https, it indicates enabling the HTTPS service. Use the command no enable

service web-server to disable the corresponding HTTP service.

The following example enables both the HTTP service and the HTTPS service:

Examples FS(config)#enable service web-server
Related

Command Description
Commands

N/A N/A
Platform N/A
Description

12.2 http check-version

Parameter

Description

Use this command to detect the available upgrade files on the HTTP server.

http check-version

Parameter Description

N/A N/A
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Defaults

Command

mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

N/A

Privileged EXEC mode

Use this command to detect the available upgrade files. The detected upgrade files version is later than that of

local files.

The following example demonstrates the version of the detected HTTP upgrade file.

FS# http check-version

Business modules need to be updated: character-db, route-db

app name:web

app-name

version filename

character-db

character-db

character-db

character-db

route-db

Command

N/A

N/A

12.3 http update

Parameter

Description

Defaults

2014.02.09.14.02.09 app_sub_1.exe
2014.02.09.14.02.09 app_file_list.txt
2014.02.09.14.02.09 app_sub_3.exe
2014.02.09.14.02.09 app_sub_2.exe

2013.12.01.00 route-choose.db

Description

N/A

Use this command to manually upgrade files.

http update { all | string }

Parameter

string

all

N/A

Description

Name of the service to be upgraded. You can enter multiple services, and
separate them with spaces.

Upgrade all services.
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Command

mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Privileged EXEC mode

N/A

The following example upgrades the route-db and url-db files.
FS# http update route-db

Downloading updated files, please wait...

Press Ctrl+C to quit

route-db: download and notify successfully.

Command Description

http check-vesion Detects the available update package on the HTTP

server.

N/A

12.4 http update mode

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Examples

Related

Use this command to configure the HTTP upgrade mode to manual mode. Use the no form of this command to
restore the default upgrade mode, namely, auto mode.

http update mode manual

no http update mode
Parameter Description
manual Configures the manual upgrade mode.

The default update mode is auto mode.

Global configuration mode.

Use this command to configure the HTTP upgrade mode to manual mode.

The following example enables manual HTTP upgrade mode:

FSt#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#http update mode manual
Command Description
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Commands

Platform

Description

N/A N/A

N/A

12.5 http update server

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Examples

Related

Use this command to configure the IP address and the HTTP port number of the HTTP server.
http update server { host-name | ip-address } [ port port-number ]

no http update server

Parameter Description

host-name Host name of the HTTP server.

ip-address IP address of the HTTP server.

port-number Port number of the HTTP server. The range is from 1 to 65,535.

By default, the IP address of the HTTP remote upgrade server is 0.0.0.0 and the port number is 80.

Global configuration mode.

Use this command to configure the IP address and the HTTP port number of the HTTP server. When processing
upgrade, the user-configured server address is preferentially used. If the connection fails, the server address in
store in the local upgrade record file will be used to establish the connection. When all the above connection fails,
upgrade will be suspended.

At least one IP address of upgrade server is stored in the local upgrade record file, and this IP address cannot be

modified.

A The HTTP upgrade server address is not need to be configured because the local upgrade record file

records available upgrade server addresses.

If the server domain needs to be configured, enable the DNS function on the device and configure the DNS

server address.

The following example configures the IP address and the HTTP port number of the HTTP server:
FS#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#http update server 10.83.132.1 port 90

Command Description
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Commands

Platform

Description

N/A N/A

N/A

12.6 http update set oob

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

Use this command to enable HTTP upgrade on the MGMT port. Use the no form of this command to restore the
default setting.

http update set oob

no http update set oob

Parameter Description

N/A N/A

By default, HTTP upgrade is performed on the common port.

Global configuration mode.

This command is supported only on the device supporting the MGMT ports.

The following example enables HTTP upgrade on the MGMT port:
FS(config)# http update set oob

Command Description
N/A N/A
N/A

12.7 http update time

Parameter

Description

Use this command to configure the HTTP auto-detection time. Use the no form of this command to restore the
default auto-detection time.

http update time daily hh:mm

no http update time

Parameter Description

hh:mm Specified auto-detection time; (24-hour system); accurate to minute.
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Defaults

Command

mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

The default HTTP auto-detection time is random.

Global configuration mode.

Use this command to configure the HTTP auto-detection time. The device detects the files available for upgrade
on the server at the specified detection time. Use can read these detected file information through Web interface.

Use the no form of this command to reset the auto-detection time as random.

The following example configures the HTTP auto-detection time:
FS#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#http update time daily 23:40

Command Description
http update mode Configures the HTTP update mode
N/A

12.8 ip http port

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Examples

Use this command to configure the HTTP port number.

Use the no form of this command to restore the default HTTP port number.
ip http port port-number

no ip http port

Parameter Description

port-number Configures the HTTP port number. The value includes 80, 1025 to 65,535.

The default HTTP port number is 80.

Global configuration mode.

Use this command to configure the HTTP port number.

The following example configures the HTTP port number as 8080:
FSt#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#ip http port 8080
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Related

Commands

Platform

Description

Command Description
N/A N/A
N/A

12.9 ip http secure-port

Parameter

Description

Defaults

Command

mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure the HTTPS port number.
Use the no form of this command to restore the default HTTPS port number.
ip http secure-port port-number

no ip http secure-port

Parameter Description

port-number Configures the HTTPS port number. The value includes 443, 1025 to 65,535.

The default HTTP port number is 443.

Global configuration mode.

Use this command to configure the HTTPS port number.

The following example configures the HTTPS port number as 4443:
FSt#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#ip http secure-port 4443

Command Description

enable service web-server Enables the HTTP service.

show web-server status Displays the configuration and status of the Web
service.

N/A

12.10 show web-server

Parameter

Use this command to display the configuration and status of the Web service.

show web-server

Parameter Description
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Description

Defaults

Command

mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

N/A

N/A

Privileged EXEC mode

N/A

N/A

The following example displays the configuration and status of the Web service:

FS# show web-service

webservice:
http :enable
: port(80)
https :enable
: port(4430)
Command

enable service web-server
http port

http secure-port

N/A

Description

Enables the HTTP service.
Configures the HTTP port number.
Configures the HTTPS port number.
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13 PATCH-UPGRADE Commands

13.1 patch-upgrade

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Use this command to set the patch upgrade mode to automatic or manual.

patch-upgrade set-mode { auto | manual}

Use this command to set the automatic patch loading period.

patch-upgrade set-active-time start hh:mm end hh:mm

Use this command to set manual patch upgrade.

patch-upgrade manual-active

Use this command to set manual patch uninstallation and deletion.

patch-upgrade delete

Parameter Description

hh:mm Specifies the hour and minute.

The automatic patch upgrade mode is enabled by default, and the default automatic patch loading period is 03:00 to

04:00 every day.

Privileged EXEC mode

14

If the automatic patch upgrade mode is used, the patch package is automatically installed and loaded.

Manual patch upgrade can be performed only when the device has downloaded and installed a patch package.

The following example sets automatic patch upgrade.

FS# patch-upgrade set-mode auto

The following example sets the automatic patch loading period to 12:00-13:00.

FS# patch-upgrade set-active-time start 12:00 end 13:00

Run the show patch-upgrade state command to display the configuration.

13.2 show patch-upgrade state

Use this command to display configuration and status of PATCH-UPGRADE.

show patch-upgrade state
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Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Parameter Description

Privileged EXEC mode

This command is used to display the status and configuration of PATCH-UPGRADE.

The following example displays the status and configuration of PATCH-UPGRADE.
FS# showpatch-upgrade state

show patch update info:

mode :auto
patch state :uninstall
next state

outer state

active time :NULL
check start :03:00
check end :04:00
check quiet :5

need reboot :0
version :notpatch
per version :notpatch

13.3 show patch-upgrade log

Parameter

Description

Command

Mode

Default Level

Usage Guide

Use this command to display logs of PATCH-UPGRADE.

show patch-upgrade log

Parameter Description

Privileged EXEC mode

This command is used to display logs of PATCH-UPGRADE.
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Configuration

Examples

The following example displays logs of PATCH-UPGRADE.

FS# show patch-upgrade log

show patch log info

2017-08-16 11:49:32, [auto] patch install success
2017-08-16 12:00:03, [auto] patch active success
2017-08-16 14:04:43, [manual] patch running success
2017-08-16 17:12:33, [manual] patch install fail
2017-08-16 17:16:53, [manual] patch install success
2017-08-16 17:16:53, [manual] patch active success
2017-08-16 17:16:54, [manual] patch running success
2017-08-16 17:21:43, [manual] patch install fail
2017-08-16 17:31:37, [manual] patch install fail
2017-08-16 17:35:56, [manual] patch install fail
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14 WEB-UPGRADE Commands

14.1 web-upgrade

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Common

Errors

Use this command to install and upgrade the web package in the local file system.

web-upgrade url [ force ]

Parameter Description

url Indicates the local path for storing the web package.

force Indicates that an upgrade is forcibly performed without considering version
comparison.

N/A

Privileged EXEC mode

This command is used to upgrade the web package locally.
Before running this command, copy the web package to a specific directory of the device's file system.
When running this command, locate the web package based on the input path and upgrade it.

The following table lists available URL formats.

Parameter Description
tmp:url Path /tmp/vsd/0/
path url Custom local file path

By default, an upgrade is not performed when the web package versions are the same. To ignore version comparison,
carry the force parameter.

The following example upgrades the web package.

FS#web-upgrade tmp:web.gz

Upgrade web package start...

MD5 a310c329b917fdc992864f8287d83681

Web version[2018.6.8.07->2018.6.8.10]

Upgrade info [OK]

Upgrade web package succeeded.

Run the show web-upgrade command to display web package information. If the information is updated, the

upgrade is successful.

The web package path or name is incorrect.

217



SG-5110 GATEWAY CLI REFERENCE GUIDE 6 FS

14.2 show web-upgrade

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Use this command to display version information of the web package.

show web-upgrade

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, or interface configuration mode

N/A

N/A

The following example displays version information of the web package.

FS# show web-upgrade

Version :2018.6.8.10

Md5 :a310c329b917fdc992864f8287d83681
Size 19012807

Build :2018-06-08 10:37:41

Compatible  :EG*
Incompatible : EG2100-P|EG680-P

The package information fields are described below.

Field Description

Version Package version

Md5 MDS5 of the package

Size Package size

Build Package compilation and generation time
Compatible Product models supported by the package
Incompatible Product models not supported by the package
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1 Layer2/3 Classification Commands

1.1 clear subs-mab

Parameter

Description

Command Mode

Default level

Usage Guide

Configuration

Examples

Verification

Common Errors

Use this command to clear the bound MAC addresses in the subs perception-free mode.

clear subs-mab { all | mac mac-addr}

Parameter Description

mac-addr Specifies MAC addresses bound after WEB authentication is successful.

Privileged EXEC mode

14

After WEB authentication is successful, MAC addresses of terminals are bound. Run this command to clear those

MAC addresses. As a result, authentication in the subs perception-free mode fails and a new round of WEB

authentication is triggered.

1. #Use this command to clear all bound MAC addresses.
FS#clear subs-mal all
2. #Use this command to clear a specific bound MAC address.

FS#clear subs-mal mac 00d0.f822.cc33

N/A

Layer23 is not enabled, and policies of traffic control and audit based on STA are disabled.

1.2 layer23 classify enable

Parameter

Description

Defaults

Command Mode

Use this command to enable layer 2 and layer 3 global recognition by classification.
layer23 classify enable
Use the no form of this command to disable the function.

no layer23 classify enable

Parameter Description

N/A N/A

Layer23 classification is enabled by default.

Global configuration mode
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Default level 14

Usage Guide Layer23 classification supports object recognition based on VID, source IP or source MAC, or destination IP.
Configuration 1. #Use this command to enable layer23 classification.

Examples FS(config)# layer23 classify enable

2. #Use the no form of this command to disable the function.

FS(config)# no layer23 clas

Verification 1: Use the show run | in layer23 command displaying layer23 classify enable to display whether the current
configuration enables layer23 classification.

2: Use the show layer23 obj-info command to display whether layer23 classification is enabled in the kernel.

Common Errors Layer23 is not enabled, and policies of traffic control and audit based on STA are disabled.
1.3 layer23 deny-mode enable

Use this command to enable layer 2 and layer 3 global deny mode.

layer23 deny-mode

Use the no form of this command to disable the function.

no layer23 deny-mode enable

Parameter
Parameter Description
Description
N/A N/A
Defaults Layer23 deny-mode is disabled by default.
Command Mode Global configuration mode
Default level 14
Usage Guide Layer23 deny-mode drops all packets by default, except the STA object added to the whitelist (i.e. eliminating
denied STA).
Configuration 1: #Use this command to enable layer23 deny-mode.
Examples FS(config)# layer23 deny-mode enable
2: #Use no form of this command to disable the function.
FS(config)# no layer23 deny-mode enable
Verification 1: Use the show layer23 deny-mode command to display whether layer23 deny-mode is enabled or not.

2: Use the show run | in layer23 command displaying layer23 deny-mode enable to display whether layer23
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deny-mode is enabled in global configuration mode.

3: Use the show layer23 obj-info command to display whether layer23 deny-mode is enabled in the kernel.

1.4 layer23 flow-detect

Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Use this command to enable layer 2 and layer 3 flow detection and configure detection flow and time interval in
global configuration mode.

layer23 flow-detect { enable | flow flowrate | time-interval time }

Use the no form of this command to disable off-line state detection by flow.

no layer23 flow-detect { enable | flow flowrate | time-interval time }

Parameter Description
flowrate Sets flow rate
time Sets time

Layer23 off-line flow-detect is disabled by default.

Global configuration mode

14

By enabling layer23 flow-detect, once the flow is under the configured flow threshold in a specific time interval,
the IP endpoint and the account on-line via device authentication will be automatically kicked off the line by the

device; and if the IP endpoint communicates with a third party, then the third party will receive the off-line packet.

1: #Enable layer23 flow-detect and set the time interval to 30 minutes for off line by zero flow.

Examples FS(config)# layer23 flow-detect enable
FS(config)# layer23 flow-detect flow 0
FS(config)# layer23 flow-detect time-interval 30
2: #Use no form of this command to disable layer23 flow-detect.
FS(config)# no layer23 flow-detect

Verification 1: Use the show layer23 flow-detect command to display whether flow-detect is enabled and configurations of
parameters.
2: Enable layer23 flow-detect after getting on-line by passing the authentication of the internal local portal, and
set the time interval to 15minutes for off line by zero flow. If the IP of the STA is changed, the STA will be
automatically kicked off the line by the device after 15 minutes without flow.

1.5 layer23 sam-accip-relate enable

Use this command to enable layer 2 and layer 3 SAM+ accounts association with group names in global

configuration mode.
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Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Verification

layer23 sam-accip-relate enable

Use the no form of this command to disable the function.

no layer23 sam-accip-relate enable

Parameter Description

N/A N/A

Layer23 sam-accip-relate is disabled by default.

Global configuration mode

14

By using the function, layer23 will identify the real-name information synchronized from SAM+ server, including IP,
account and group. Because the device name is exclusive and belongs to only one parent group, it is
recommended to make up account name in Group:Name:Account form at the device to assure the name is

exclusive. This function is available only for users synchronized by SAM+ server.

1: #Use this command to enable Layer23 sam-accip-relate.
FS(config)# layer23 sam-accip-relate enable
2: #Use the no of this command to disable the function.

FS(config)# no layer23 sam-accip-relate enable

1: Use the show layer23 sam-acc command to display whether layer23 sam-accip-relate is enabled or not.

2: Use the show run | in layer23 command displaying layer23 sam-accip-relate to display whether the current
configuration enables the same account in SAM+ server to different groups.

3: After synchronizing the SAM+ account to the device, run the show auth-subs brief command to display

whether the name is combined with the group name.

1.6 layer23 scc-attention enable

Parameter

Description

Use this command to enable SCC real-name information setting switch.

layer23 scc-attention enable

Use the no form of the command to disable this function.

no layer23 scc-attention enable

Parameter Description

N/A N/A
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Defaults

Command Mode

Default level

Usage Guide

Configuration

By default, this function is enabled.

Global configuration mode

14

After enabling the function, layer 2/3 will identify the real-name information synchronized from the server and set
them in SCC module.

It is commended not to enable this feature in general scenario for performance optimization.

In a secondary authentication scenario, both access switch and the device are enabled to proceed authentication.
After authenticated by access switch, no more secondary authentication is required and this feature should be

enabled.

1: #Enable SCC real-name information setting switch.

Examples FS(config)# layer23 scc-attention enable
2. #Disable SCC real-name information setting swtich.
FS(config)# no layer23 scc-attention enable

Verification Use the show layer23 state command to display whether the function is enabled or not.
Use the show run | in layer23 command to see whether layer23 scc-attention enable is displayed. If it is
displayed, the function is enabled.

Prompt
N/A

Information

Common Errors N/A

1.7 layer23 strict-verification enable

Parameter

Description

Defaults

Command Mode

Default level

Use this command to enable the strict verification mode and bind the IP address and MAC address of the test
account.

layer23 strict-verification enable

Use the no form of the command to disable the verification mode.

no layer23 strict-verification enable

Parameter Description

N/A N/A

By default, this feature is disabled.

Global configuration mode

14
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Usage Guide

Configuration

In this mode, packets from a client with the static ARP entry unbound or incorrectly bound will be directly

discarded.

1: #Enable the strict verification mode and bind the IP address and MAC address of the test account.

Examples FS(config)# layer23 strict-verification enable
2: #Disable the strict verification mode.
FS(config)# no layer23 strict-verification enable

Verification Run the show layer23 strict-verification command to check whether the strict verification mode switch is
enabled.
Run the show run | in strict command to check whether the strict verification mode switch is enabled. If “layer23
strict-verification enable” is displayed, the mode is enabled.

Prompt
N/A

Information

Common Errors N/A

1.8 layer23 subs-mab enable

Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Use this command to enable the subs perception-free mode.
layer23 subs-mab enable
Use the no form of the command to restore the default setting.

no layer23 subs-mab enable
Parameter Description

N/A N/A

By default, this feature is disabled.

Global configuration mode

In subs perception-free mode, the MAC address will be recorded after the initial Web authentication succeeds,

and no username or password but only the MAC address is directly verified for subsequent access.

1: #Enable the subs perception-free mode.

FS(config)# layer23 subs-mab enable

2: #Disable the subs perception-free mode.

FS(config)# no layer23 subs-mab enable
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& Fs

Verification Run the show subs-mab state command to check whether the subs perception-free mode switch is enabled.
Run the show run | in subs-mab command to check whether the s subs perception-free switch is enabled. If
“layer23 subs-mab enable” is displayed, the mode is enabled.

Prompt
N/A

Information

Common Errors N/A

1.9 network-group

Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Verification

Prompt

Information

Use this command to change the parent path of a child network.

network-group str7 move to parent str2

Parameter Description

str1 Name of the child network to be moved

str2 Name of the parent network of the moved child network
N/A

Privileged EXEC mode

14

This command is used to change the path of a child network without changing other attributes of it and the

layered structures of its child networks

1: #Move User A originally under the root directory to Group 1.

FS# network-group userA move to parent group1

Use the show network-group brief command to display whether the layered structure query of the current child

network is successfully moved.

1: Cannot find the name of the child network to be moved.

cannot find the child-network.

2: Cannot find the name of the parent network of the moved child network.

cannot find the parent-network.

3: Cannot move to parent of yourself.

cannot move to parent of yourself.
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Common Errors

4: Cannot move the root

cannot move the root.

5:Needn't to move the child-network to its original parent-network.

the network needn't to be moved.

6: Child networks of the non-group parent cannot be moved.

childs of the range-network cannot be moved.

7:The parent of the moved child network should be the network group.

the parent after changed should be the network group!

8: Cannot move to the child network of yourself.

cannot move to the child of yourself.

9: The depth of the network structure is more than 5!

the depth of the network moving is more than 5!

10: Cannot move the system default group.

cannot move the system default group.

1: The depth of network structure after movement surpasses the limitation, which leads to the movement failure.

2: The system default group cannot be moved.

1.10 network-group export

Parameter

Description

Defaults

Command Mode

Default level

Use this command to export configuration of networks in the current system into an external file.

network-group export { txt | csv } filename

Parameter Description
filename File name
N/A

Privileged EXEC mode

14
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Usage Guide This command is mainly to export in batches the configuration of networks in the current system into an external
file.

Configuration 1: #Export network configuration into file “ip-info.txt".

Examples FS# network-group export txt ip-info.txt

Verification Use the commands show network-group all and show network-group brief, and then open the ip-info.txt to

display whether the current configuration is exported into the file.
1.11 network-group import

Use this command to import a network into the current configuration.

network-group import { txt | csv } filename [ overwrite ]

Parameter

Parameter Description
Description

filename File name

overwrite Flag of Collision mode
Defaults N/A

Command Mode Privileged EXEC mode

Default level 14

Usage Guide This command is mainly to import network in batches into the current configuration.
The syntax to write network in the txt format file will be: each column for a network, and its element order will be:
path, network name and IP address. Each element of a network should be separated with ", and items without

content can be blank but with "'; for example, the last column does not exist, then leave "' in the end of this

column.
The following is an example of a network record in a ".txt" format file:
/ All users/User group 1, User 1, 192.168.197.1

You can get "csv" format network file after editing in Microsoft Excel and saving it as ". csv". The syntax for the
record in the file should be: one record with 4 columns, including parent-network path, child-network name and

child-network IP address.

i In normal mode, networks in collision will fail to create the file. In overwrite mode, all networks in

collision will be eliminated, including collision in name and IP, and then a new network will be created.

Configuration 1: #lmport a network file “ip-info.txt"

Examples FS# network-group import txt ip-info.txt

Verification Use the commands show network-group all and show network-group brief to display whether the current
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configuration contains the networks successfully imported.

1.12 network-group name

Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Verification

Prompt

Information

Use this command to configure networks.

network-group name namestr [ parent parent] [ ip-host ip-addr | ip-subnet subnet mask | ip-range start end]1]

Use the no form of this command to eliminate networks.

no network—group name namestr

Parameter Description

namestr Name of the network

parent Path of the parent network
ip-addr IP address of a single IP network
subnet Start address of IP segment
mask mask

start Start address of IP range

end End address of IP range

System creates Out-Server networks by default.

Global configuration mode

14

The network only have IP address information, which consists of IP address networks, IP address segment
networks and IP address range networks.

There is a default network "/", and when layer23 classification is enabled and the destination IP of a packet
does not match with any network, then the packet itself will match with the default network. If the parent

filed is not set, then the parent network will be under the root by default.

The name of a network is exclusive. Names of different networks cannot be the same.

1: #Configure IP address segment network "Network 1", containing IP segment 192.168.196.0, whose parent
network is "User group 1" and the parent network of "User group 1" is "All users group".

FS(config)# network-group name network1 parent /all user-group/user-group1 ip-subnet 192.168.196.0
255.255.255.0

Use the show network-group all command to display all information about the network.

1: Cannot find this network.
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cannot find this network!

2: Cannot delete the default network group.

cannot delete the network default group.

3: Path of the parent network is wrong.

Parent string error.

4: Configuration of the parent subscriber is wrong.

parent subscriber error.

5: The name conflicts with xxx.

name conflict with xxx.

6: Cannot exchange network group and network.

network group and network cannot exchange

7: Conflicts with xxx in IP configuration.

ip conflict with xxx.

8: IP address errors.

ip address error.

9: The parent of IP range network must be a network group.

parent of ip range network must be network group.

10: IP address or mask errors.

ip or mask error

1.13 network-group rename

Use this command to rename the network.

network-group rename oldname newname

Parameter
Parameter Description
Description
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oldname Original name of the network
newname New name of the network
Defaults N/A

Command Mode Privileged EXEC mode

Default level 14

Usage Guide This command is mainly to change the name of a network without changing other attributes of the original
network.

Configuration 1: #Rename the network group User A the User B.

Examples FS# network-group rename userA userB

Verification Use the show network-group by-name userB command to display whether other attributes of the network group

were changed after the network group is renamed.

Prompt 1: New name already exists.

Information
name is conflict with other network.

2: Cannot find the original network.

cannot find this network

3: Cannot rename the system default network group.

cannot rename the network default group.

1.14 show auth-subs

Use this command to display the authenticated subscribers.

show auth-subs [ all | brief | parent [ name |root ] ]

Parameter
Parameter Description

Description
all Displays the account information of all authenticated subscribers.
brief Displays the layered structure of authenticated accounts
parent Displays the child network information of authenticated accounts.
name | root Name or root of the authenticated account

Command Mode Privileged EXEC mode, Global configuration mode, interface mode
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Default level

Usage Guide

Configuration

Examples

14

This command is used to display various configuration information of the authenticated subscribers via specified

keywords.

1: #Displays the information of all authenticated accounts.

name dir type inde
smp_root 1 2 2
sam_root 1 4 3
webauth_root 1 1 4

Field Interpretation

Field Description
name Name of authenticated subscribers
dir Attribute of the authenticated subscriber group
type Type of authenticated subscribers (1-auth, 2-smp, 3-smp+auth, 4-sam)
index Index of authenticated subscribers, exclusive
N/A

1.15 show network-group

Parameter

Description

Command Mode

Default level

Usage Guide

Configuration

Examples

Use this command to display network group information.

chow network-group [ all | brief | parent [ name | root] ]

Parameter Description

all Displays all network information

brief Displays layered structure of networks

parent Displays child network information of the network
name | root Name or root of the network

Privileged EXEC mode, Global configuration mode, interface mode

14

This command is used to display various configuration information of the network group via specified keywords.

1: #Display detailed information of all network groups.

name dirindex ip
root 1 1
Out_Server 1 2

li 1 18093
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jj 1 14691
uu 0 321056.6.6.3-6.6.6.5
uuii 1 12652

Field Interpretation

Field Description

name Name of the network

dir Attribute of the network group
index Index of the network, exclusive

IP Configure IP address of the network

1.16 show subscriber

Parameter

Description

Command Mode

Default level

Usage Guide

Configuration

Examples

Use this command to display information of the subscriber.

show subscriber [all | brief | parent [name | root]

Parameter Description

all Displays information of all subscribers

brief Displays layered structure of the subscriber

parent Displays the child network information of the subscriber
name | root Name or root of the subscriber

Privileged EXEC mode, Global configuration mode, interface mode

This command is to display various configuration information of subscribers via specified keywords.

1: #Display detailed information of all subscribers.

name mac dir av-fc av-con vip rel deny pwd-e au-deny login
vpn vbr webauth ssl-deny bind h-pwd idx ssl-radius ip

root 0000.0000.0000 1 0 0 0o 0 O 0 0 0
1 o 1 O 0 0 1 0

Default_Group 0000.0000.0000 1 0 0 0o 0 O 0 0 0
1 o 1 O 0 0 2 0

without_auth_user 0000.0000.0000 O 0 0 0O 0 O 0 0 0
o o0 1 O 0 1 4 0

XXy 0000.0000.0000 1 0 0 0O 0 O 0 0 0

1T 0 1 0 0 0 549939033 0
tt 0000.0000.0000 0 0 0 1 0 O 0 0 0
1T 0 1 0 2 0 3445540573 0 3.33.6
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Vpn_Group 0000.0000.0000 1 0 0 o 0 O 0 0

0 1T 0 1 0 0 0 3 0

Department 5 0000.0000.0000 1 0 0 0 0 O 0 0
0 1T 0 1 0 0 0 912778062 0

ee 0000.0000.0000 0 0 0 o 1 O 0 0 0
1T 0 1 0 2 0 680907908 0 192.168.3.81

xhl 0000.0000.0000 0 0 0 0 0 O 0 0 0
1T 0 1 0 2 0 310883589 0 172.18.3.81

eg 0000.0000.0000 0 0 0 0 0 O 0 0 0
1 0 1 0 2 0 27537667510 172.18.3.100 - 172.18.3.250

uiiu 333333333333 0 0 0 0o 0 O 0 0 0
1 0 1 0 1 1 2364943795 0

ttt 0000.0000.0000 1 0 0 0 0 O 0 0 0

1T 0 1 0 0 0 1938928104 0

Field Interpretation

Field Description

name User name

mac Configured mac address

dir Attribute of the user group

av-fc Flag of traffic control free

av-con Flag of identification and audit free

vip VIP flag

rel Flag of whitelist attributes

deny Flag of deny attributes

pwd-e Flag of changing password attributes

au-deny Flag of forbidden web authenticated landing attributes
login Login authentication authority

vpn VPN authentication authority

vbr VPN Branch flag

webauth Web Authentication authority

ssl-deny Forbidden sslvpn authenticated landing attributes
bind Binding flag: 0 - no binding, 1 - single-way binding, 2 - two-way binding
h-pwd Flag of passwords

idx Index of the network

ssl-radius Verification attribute of SSLVPN account.

IP Configured IP address

117 show subs-mab

Use this command to display the status of the subs perception-free mode and bound MAC addresses.

show subs-mab {all | state}

Parameter
Parameter Description
Description
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Command Mode

Default level

Usage Guide

Configuration

Examples

N/A N/A

Privileged EXEC mode, Global configuration mode, interface mode

Displays the status of the subs perception-free mode and bound MAC addresses.

1: #Display the status of the subs perception-free mode.
FS#show subs-mab state
layer23 subs-mab state:On.

2: #Display information of the MAC address bound to the subs perception-free authentication.
FS#tshow subs-mab all
Mab current number:1

00d0.f822.33cc

1.18  show vlan-group

Parameter

Description

Command Mode

Default level

Usage Guide

Configuration

Examples

Use this command to display VLAN information.

show vlan-group [ name-str|]

Parameter Description

name-str Displays specified VLAN information
Privileged EXEC mode, Global configuration mode, interface mode
14

Displays the VLAN information.

1: #Display detailed information of all VLANs.

vlan-group index vlan_id

root 1

tt 36028 1,9

Field Interpretation
Field Description
name Name of the VLAN
index Index of the VLAN

vlan_id

VID in the VLAN
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1.19 subscriber

Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Verification

Prompt

Information

Use this command to move a subscriber to another parent.

subscriber str7 move to parent str2

Parameter Description

str1 Name of the subscriber to be moved

str2 Name of the parent network of the moved subscriber
N/A

Privileged EXEC mode

14

This command is used to change the path of a subscriber, which will not change other attributes of it and the

layered structures of its child networks.

1: #Move the User A originally under root directory to Group 1.

FS# subscriber userA move to parent group1

Use the show subscriber brief command to display whether the layered structure query of the current subscriber

is successful.

1: Cannot find the name of the subscriber to be moved.

cannot find the child-subs.

2: Cannot find the name of the parent network of the moved child network.

cannot find the parent-subs.

3: Cannot move to parent of yourself.

cannot move to parent of yourself.

4: Cannot move the root.

cannot move the root.

5: Needn't to move the subscriber to its original parent subscriber.

the subscriber needn't to be moved.

6: Child networks of the non-group parent network cannot be moved.
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Common Errors

childs of the range-subscriber cannot be moved.

7:The parent after changed should be the subscriber group.

the parent after changed should be the subscriber group!

8: Cannot move to the child of yourself.

cann't move to the child of yourself.

9: The depth of the subscriber structure is more than 5!

the depth of the subscriber moving is more than 5!

10: Cannot move the system default subscriber.

cannot move the system default subs.

1: The depth of subscriber structure after movement surpasses the limitation, which leads to the failed movement.

2:The system default subscriber cannot be moved.

1.20 subscriber allow

Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Use this command to set the privilege of the subscriber account.

subscriber allow string privilege { none | { [ webauth ] [vpn][login]}}

) Use the no form of this command to invalidate the privilege set by the command and a newly

configured privilege command will cover the original one.

Parameter Description

string Name of the subscriber account
none Forbids all privileges

webauth Web authentication authority
vpn VPN authentication authority
login Login authentication authority

Allows VPN and WEB authentication of subscriber accounts by default.

Global configuration mode

14

You can set the privilege of the account by allowing none, one, or two or all of login, VPN and WEB authentication.

) Login authentication currently does not support account authentication under subscriber
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Configuration

Examples

Verification

Prompt

Information

Common Errors

management.

1: #Set VPN and login authorities for "User 1"..
FS(config)# subscriber allow User 1 privilege vpn login
2: #Set none privilege for "User 1",

FS(config)# subscriber allow User 1 privilege none

Use the show subscriber by-name str command to display whether the login, VPN and webauth flags of a

subscriber are 1, indicating the settings of the privileges.

name mac dir av-fc av-con vip rel deny pwd-e au-deny login
vpn vbr webauth bind h-pwd idx ip

xhl 0000.0000.0000 O 0 0 0o 0 O 0 0 0
1 0 1 2 0 310883589 172.18.3.81

1: Cannot find the subscriber.

cannot find this subscriber.

2: Cannot set privilege for the system default subscribers.
cannot set privi to the system default subs.

3: Cannot set privilege for subscriber groups.

cannot set privi to subscriber group.

1: The depth of network structure after movement surpasses the limitation, which leads to the failed movement.

2:The system default group cannot be moved.

1.21 subscriber export

Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Use this command to export configuration of subscribers in the current system into an external file.

subscriber export { txt | csv } filename

Parameter Description
filename File name
N/A

Privileged EXEC mode

14

This command is mainly to export in batches the configuration of subscribers in the current system into an

external file.

1: #Export subscriber configuration into file “user-info.txt".
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Examples

Verification

FS# subscriber export txt user-info.txt

Use the commands show subscriber all and show subscriber brief, and then open the user-info.txt to display

whether the current configuration is exported into the file.

1.22 subscriber import

Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Verification

Use this command to import a subscriber into the current configuration.

subscriber import { txt | csv } filename [ overwrite ]

Parameter Description

filename File name

overwrite Flag of collision mode
N/A

Privileged EXEC mode
14

This command is mainly to import subscribers in batches into the current configuration.
The syntax to write subscribers in the txt format file will be: each column for a subscriber, and its element order
will be: path, account name, password, IP address, MAC address and flag of two-way bind. Each element of a

subscriber should be separated with ", and items without content can be blank but with "' remained; for example,

the last column does not exist, then leave " in the end of this column.

The following is an example of a subscriber record in ".txt" format file:

/ All users/ User group 1, User 1, 192.168.197.1

You can get "csv" format network file after editing in Microsoft Excel and saving it as ". csv". The syntax for

the record in the file should be: one record with 6 columns, including parent-sub path, subscriber name

password, IP address, MAC address and flag of two-way bind.

@ In normal mode, subscribers in collision will fail to create the file. In overwrite mode, all subscribers in
collision will be eliminated, including collision in name, IP address and MAC address, and then a new

network will be created.

1: #lmport subscriber file “user-info.txt".

FS# subscriber import txt user-info.txt

Use the commands show subscriber all and show subscriber brief to display whether the current configuration

contains the subscriber successfully imported.
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1.23 subscriber rename

Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Verification

Prompt

Information

Use this command to rename subscribers.

subscriber rename o/dname newname

Parameter Description

oldname Original name of the subscriber
newname New name of the subscriber
N/A

Privileged EXEC mode

14

This command is mainly to change the name of a subscriber which will not change other attributes of the

subscriber.

1: #Rename the subscriber User A the User B.

FS# subscriber rename userA userB

Use the show subscriber by-name userB command to display whether other attributes of the subscriber were

changed after rename.

1: New name already existed.

name is conflict with other subscriber.

2: Cannot find the subscriber with the old name.

cannot find this subscriber

3: Cannot rename the system default subscriber.

cannot rename the system default subs.

1.24 subscriber set

Use this command to set subscriber attributes.
subscriber set namestr attribute {avoid-monitor[ flow-monitor ] | deny | release | vip | auth-deny | pwd-edit |

ssl-auth-deny | ssl-radius-verify}
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Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Use the no form of this command to eliminate special attributes of the subscriber.
no subscriber set namestr attribute { avoid-monitor | deny | release | vip | auth-deny | pwd-edit |

ssl-auth-deny | ssl-radius-verify }

Parameter Description

namestr User name

Avoid-monitor attributes include application identification, content audit and
avoid-monitor

flow control.
flow-monitor Avoids monitoring but nor flow control
deny Denies attributes
release Whitelist attributes, i.e. attribute of eliminating denied subscribers.
vip VIP attributes
auth-deny Forbidden landing attribute
pwd-edit Password changeable attributes

Forbidden SSLVPN authentication attributes (which can be based on group
ssl-auth-deny
configuration.)

ssl-radius-verify Verification-exempted attribute of SSLVPN local account and password.

Contains no special attribute by default.

Global configuration mode

14

Using avoid-monitor attributes will not enable flow control, content audit and application identification about the
subscriber by default, but you can set flow-monitor to control the flow used by the subscriber.

Deny attributes are invalid in deny mode, and the packet of the subscriber shall be dropped when deny attributes
are setin normal mode.

Deny attributes are valid only in non-deny mode, and if avoid-monitor attributes and deny attributes are set at the
same time, then the deny attributes will be prior.

Whitelist attributes are valid only in deny mode and all subscribers cannot access to Internet, except whitelist
attributes of the subscribers are set to "release" when network access deny mode is enabled.

VIP attributes are used for uniform flow control of static users set with VIP attributes.

Auth-deny attributes are used for setting the deny attributes of the account, which will only be valid when internal
authentication is enabled. By the configuration, the account cannot access to Internet and the on-line subscribers
using this account will be forced to go off line.

PWD-edit attributes are used for setting the authenticated change password attributes of the account, which will
only be valid when internal authentication is enabled. By the configuration, the on-line subscribers using this
account can change the password by themselves.

SSL-auth-deny attributes are used for setting the forbidden SSLVPN authentication attributes of account (groups).
By the configuration, the account itself or accounts in the account group cannot pass the SSLVPN authentication.

The ssl-radius-verify attribute is used to configure the attribute of exempting the SSLVPN local account and
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Configuration

Examples

Verification

Prompt

Information

password of the account (-group) from verification. With this setting, the SSLVPN local account does not need to
go through password verification. When a response times out, the account and password will be verified on the

RADIUS server.

1: #Configure attributes of avoiding content audit, application identification and flow monitor for "User 1.

FS(config)# subscriber set User 1 attribute avoid-monitor flow-monitor
2: #Eliminate avoid-monitor attributes of "User 1".

FS(config)# no subscriber set User 1 attribute avoid-monitor

Use the show subscriber by-name userB command to display all messages of the subscriber.

1: Cannot find the subscriber.

cannot find this subscriber.

2: Cannot set special attributes for the system default subscribers.

cannot set attri to the system default subs.

3: Cannot set special attributes for the subscriber group.

cannot set attribute to subscriber group.

1.25 subscriber static

Parameter

Description

Use this command to configure a subscriber.
subscriber static name namestr parent parstr [ [ [ ip-host ip-addr]1 [ mac mac-addr] | ip-subnet subnetmask |
ip-range start end] [ password [0 | 6 | 7] pwd_str { two-way-bind | single-way-bind }1] | [ password [0 |6 | 7]

pwd_str1]1[ phone phone_number ]

Use the no form of the command to disable the function.

no subscriber static name namestr

Parameter Description

namestr Subscriber name

parstr Parent path of the subscriber
ip-addr IP Address

mac-addr MAC Address

subnet Start address of IP segment
mask Mask

start Start address of IP range
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Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Verification

end

pwd_str

two-way-bind
single-way-bind

phone_number

VPN_Group, Default_Group and without_auth_user are created by default.

Global configuration mode

14

End address of IP range
Password

0: Plain text

6: md5 text

7: encrypted text

Flag of two-way-bind
Flag of single-way-bind

Mobile number.

The IP address of the subscribers must not collide with that of any subscriber except the parent subscriber, and

the MAC address of the subscriber must not collide with that of any subscriber.

By IP address, subscribers consist of single IP address subscriber, IP segment subscriber and IP range subscriber; by

MAC address, subscriber with MAC address and subscriber without MAC address, where single IP address

subscribers may at the same time have MAC address and IP segment, while IP segment subscriber and IP range

subscriber can only have MAC address or IP segment. MAC address matching will be prior when both MAC

address and IP address are matching.

There is a default subscriber "/", and when layer23 classification is enabled and the source IP address of a packet

does not match with any subscriber, then the packet itself will match with the default subscriber.

A normal subscriber set with password can be used as an account. Single/two-way-bind is available only for

accounts with IP address or MAC address

, and by two-way-bind, the account is bound with IP address or MAC address by two ways. In this way, the account

can only use a segment of the IP address or MAC address, which can only be used by the account. By

single-way-bind, the account can only use the bound IP address or MAC address that may be used by other

accounts.

Accounts not bound with any IP address or MAC address are not limited by the used IP address or MAC address,

while accounts with IP address and MAC address are two-way bound by default.

For internal authentication, IP address will be automatically added to the account, while IP addresses will be

added to webauth_root when their on-line accounts are out of the range of the tree.

) Names of subscribers are exclusive.

1: #Configure "User 1" with IP address of "192.168.196.156", whose parent is "User group 1" and the parent of "User

group 1"is "All users group".

FS(config)# subscriber static name user1 parent /all user-group/user-group1 ip-host 192.168.196.156

Use the show subscriber all command to display all subscriber information.
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Prompt

Information

1: Cannot find the subscriber.

cannot find this subscriber!

2: Cannot delete the default subscriber group

cannot delete the default group.

3: Parent path errors.

Parent string error.

4: Configured parent subscriber errors.

parent subscriber error.

5: Parent subscriber cannot be the have-pwd-subs.

parent subscriber cannot be the have-pwd-subs.

6: Parent of the have-pwd-subs must be the subscriber group.

par of the have-pwd-subs must be the group.

7:The name collides with xxx.

name conflict with xxx.

8: Subscriber group and subscriber cannot exchange.

subscriber group and subscriber cannot exchange

9: The non-group subscribers with child subscribers cannot be set with passwords.

the no-group subs had child-subs cannot set password.

10: IP address configuration collides with xxx.

ip conflict with xxx.

11: 1P address configuration collides with single-way-bind xxx.

ip conflict with bind-single-way xxx.

12: MAC address configuration collides with xxx.
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Common Errors

mac conflict with xxx.

13: MAC address configuration collides with single-way-bind xxx.

mac conflict with single-bind xxx.

14: IP address errors.

ip address error.

15: The parent of an IP range subscriber must be a subscriber group.

parent of ip range subscriber must be subscriber group.

16: IP address or mask errors.

ip or mask error

17:IP address of the configured IP-RANGE subscriber collides with single-way-bind xxx.

IP-RANGE: ip conflict with bind-single-way xxx.

18: The length of the phone number is incorrect.

the len of phone number is not 11.

19: The phone number is invalid.

the phone number is illegal.

20: The phone number is already in use.

the phone number is conflict with xxx.

1: Misunderstanding of the concepts of single-way- and two-way-bind.

2: Authentication failure due to account privilege configuration.

1.26 VLAN-group

Use this command to configure VLANs.

vlan-group name vlan vid-list

Use the no form of the command to disable the function.

no vlan-group name
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Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Parameter Description
name Name of the VLAN
vid-list VLAN vid

N/A

Global configuration mode

It is recommended that there is no conflict between VLAN IDs of VLANs and VLAN IDs be separated with ",". If a
series of VLAN IDs to be configured belongs to the same VLAN, it is recommended to separate start VLAN ID and
end VLAN ID with "-" to represent multiple continuous VLAN IDs.

There is a default VLAN "any" by default, and when layer23 classification is enabled, all data flow will match with
the default VLAN "any" by default in gateway mode.

In bridge mode, the default match of all data flow will be the corresponding VLAN of Native VLAN in the bridge. If
the Native VLAN in the bridge does not have any corresponding VLAN, then data flow will match with the default
VLAN "any".

() Name of VLANs must be different, and the identification of VLAN is not available in gateway mode.

1: #Configure VLAN "VLAN-group 1", compromising VLAN 1, VLAN 3, VLAN 7, VLAN 8 and VLAN 9.
FS(config)# vlan-group vlan-group1 vlan 1,3,7-9
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Verification

Use the show vlan-group all command to display all information about the VLAN.



SG-5110 GATEWAY CLI REFERENCE GUIDE

2 APP-IDENTIFY Commands

2.1 app-add

Parameter

Description

Defaults

Command

Mode

Usage Guide
Configuration

Example

Use this command to add applications to a user-defined group.

app-add app-name

Use this command to delete applications from a user-defined group.

app-del app-name

Parameter Description

app-name Indicates the name of an application.

No application is added in a user-defined group by default.

Custom group configuration mode

14

Use this command to add applications (including applications and application classes) to a user-defined group.

#Add the game Zhengtu to the user-defined group MYGAME.
FS#config
FS(config)#identify-application custom-group MYGAME

FS(config-custom-group)#app-add Zhengtu

1. If the application does not exist, the following message is displayed:
FS#config

FS(config)#identify-application custom-g
FS(config)#identify-application custom-group aaa
FS(config-custom-group)#app-add no_exit

This application is not exist!

2. If the memory is insufficient, the following message is displayed:
FS#config

FS(config)#identify-application custom-g
FS(config)#identify-application custom-group instant messaging

not enouth memory!
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3. If the user-defined group is added to another user-defined group, the following message is displayed:

FSt#config

FS(config)#identify-application custom-group aaa
FS(config-custom-group)#exit
FS(config)#identify-application custom-group bbb
FS(config-custom-group)#app-add aaa

One custom-group cannot join another custom-group!

2.2 app-del

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

Use this command to delete applications from a user-defined group.

app-del app-name

Use this command to recover configurations.

app-add app-name

Parameter Description

app-name Indicates the name of an application.

No application is added in a user-defined group by default.

Custom group configuration mode

14

Use this command to delete applications (including applications and application classes) from a user-defined group.

#Delete the game Zhengtu from the user-defined group MYGAME.
FS#config
FS(config)#identify-application custom-group MYGAME

FS(config-custom-group)#app-del Zhengtu

1. If the application does not exist, the following message is displayed:
FSt#config

FS(config)#identify-application custom-group aaa
FS(config-custom-group)#app-del bcd

This application doesn't exist!
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2. If the application is not added to the user-defined group, the following message is displayed:
FSt#config

FS(config)#identify-application custom-group aaa

FS(config-custom-group)#app-del instant messaging

The application doesn't join the custom-group!

2.3 identify-application app-db enable

Use this command to enable application collection.

identify-application app-db enable

Use the no form of this command to disable application collection.

no identify-application app-db enable

Parameter
Parameter Description
Description
N/A N/A
Defaults The function is enabled by default.
Command Global configuration mode
Mode
14
Usage Guide Use this command to enable application collection.

Configuration #Enable application collection.

Example FS#config

FS(config)#identify-application app-db enable

24 identify-application block

Use this command to add an application to the blocked application group.

identify-application block app-name

Use the no form of this command to remove an application from the blocked application group.

no identify-application block app-name

Parameter
Parameter Description
Description
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Defaults

Command

Mode

Usage Guide

Configuration

Example

Verification

app-name Indicates the name of an application.

An application is not added to the blocked application group by default.

Global configuration mode

14

Use this command to add an application to the blocked application group.

#Add the application MSN to the blocked application group.
FS#config

FS(config)#identify-application block MSN

Run the show identify-application block command to display all applications in the blocked application group.

1. If the application has been added into another application group, an error message is displayed. For example, if

MSN has been added to the rate-limited application group, the following message is displayed:
FS(config)#identify-application block MSN

The application has already been joined Inhibitive_Group!

2. If the application does not exist, the following message is displayed:
FS(config)#identify-application block XXX

The application does not exist!

25 identify-application clear key-inhibitive-block-other group

Parameter

Description

Defaults

Command

Mode

Use this command to clear all the applications in the key application group, rate-limited application group, and
blocked application group.

identify-application clear key-inhibitive-block-other group

Parameter Description
N/A N/A
N/A

Global configuration mode

14
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Usage Guide An application can be added to one of the following application groups: key application group, rate-limited
application group, and blocked application group. The application cannot be added to two application groups at the
same time. Use this command to delete all the applications in the key application group, rate-limited application

group, and blocked application group.

Configuration #Clear all the applications in the key application group, rate-limited application group, and blocked application

Example group.
FSt#config

FS(config)# identify-application clear key-inhibitive-block-other group

Verification Run the show identify-application key, show identify-application inhibitive, show identify-application-block,
and show identify-application other commands to display all the applications in the key application group,

rate-limited application group, blocked application group, and Other application group.

2.6 identify-application custom name

Use this command to configure a rule.

identity-application custom name software-name class class-name { ip sip { any any | sip-low sip-high} dip { any
any | dip-low dip-high } | { tcp | udp } { sport { any any | sport-low sport-high } dport { any any | dport-low dport-high } |
{sip {any any | sip-low sip-high} { sport{ any any | sport-low sport-high} | dip { any any | dip-low dip-high} } | dip
{any any | dip-low dip-high } dport { any any | dport-low dport-high}}}}

Use the no form of this command to remove an application from the blocked application group.

no identity-application custom name software-name class class-name { ip sip { any any | sip-low sip-high } dip { any
any | dip-low dip-high} | { tcp | udp } { sport { any any | sport-low sport-high } dport { any any | dport-low dport-high'} |
{sip { any any | sip-low sip-high } { sport { any any | sport-low sport-high} | dip { any any | dip-low dip-high}} | dip
{any any | dip-low dip-high } dport { any any | dport-low dport-high}}}}

Parameter
Parameter Description
Description
software-name Indicates the name of an application.
class-name Indicates an application class name.
sport-low Indicates a start source port. The value range is 0 to 65,535 or the value can be
any.
sport-high Indicates an end source port. The value range is 0 to 65,535 or the value can be
any.
dport-low Indicates a start destination port. The value range is 0 to 65,535 or the value can
be any.
dport-high Indicates an end destination port. The value range is 0 to 65,535 or the value can
be any.

sip-low Specifies a start source IP address.
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Defaults

Command

Mode

Usage Guide

Configuration

Example

sip-high Specifies an end source IP address.
dip-low Specifies a start destination IP address.
dip-high Specifies an end destination IP address.

No user-defined rule is available by default.

Global configuration mode

14

Use this command to configure a rule.

User-defined applications fall into the following types:

1. Protocol type and source and destination ports

2. Protocol type, source IP address, and source port

3. Protocol type and source and destination IP addresses

4. Protocol type, destination IP address, and destination port

Pay attention to the following limits during configuration:

For the first type of applications, the source and destination ports cannot be set to any at the same time.

For the second type of applications, neither the source IP address nor the source port can be set to any.

For the third type of applications, the source and destination IP addresses cannot be set to any at the same time.
For the fourth type of applications, neither the destination IP address nor the destination port can be set to any.

A single IP address or an IP address segment can be configured. In the IP address segment, the number of IP
addresses cannot be greater than 32 and the IP addresses must be consecutive.

Users can add characteristics to an existing application or application class. The original characteristics of the existing
application or application class are not affected but are less prioritized than the user-defined application
characteristics.

The name of a user-defined class contains no more than 31 characters, and the name of a user-defined application
contains no more than 27 characters.

If user-defined applications share a source or destination IP address, a maximum of 16 port configurations can be
configured for the applications. For example, for the combination of destination IP address + destination port, the

possible configurations are IP:1.1.1.1 + port:80, IP:1.1.1.1 + port:100, and IP:1.1.1.1 + port:200.

#Configure a rule, and set the application class to a user-defined group, application name to Xunlei Games, source

port range to 1-10, destination port range to 1-100, and protocol type to TCP.
FS#config

FS(config)#identify-application custom name Xunlei Game class user-defined game tcp sport 1 10 dport 1 100

#Configure a rule, and set the application class to myp2p, application name to myxunlei, source port to any,

destination port to 200, and protocol type to UDP.
FS#config

FS(config)#identify-application custom name myxunlei class myp2p udp sport any any dport 200 200
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Verification

#Configure a rule, and set the application class to myqq, application name to im in the signatures database, source

port to 111, destination port to 2020, and protocol type to UDP.
FSt#config

FS(config)#identify-application custom name myqq class im udp sport 111 111 dport 2020 2020

Run the show identify-application custom-rule command to display all user-defined rules.

1. If the number of IP addresses is greater than 32, the following message is displayed:

FS(config)#identify-application custom name rulel class TC_AD_KEY tcp dip 172.18.1.20 172.18. 2.255 dport 2
2

High ip address must be larger than low ip address,and the range of ip address can not be larger than 32!

2. If the IP address or port cannot be set to any, the following message is displayed:

FS(config)#identify-application custom name rulel class TC_AD_KEY tcp dip 172.18.1.20 172.18. 2.255 dport

any any

It's not allow for either dst ip address or dst port number are "any"!

3. If the IP address or port conflicts with another, the following message is displayed:
FS(config)#identify-application custom name rule1 class TC_AD_KEY tcp dip 172.18.1.20 172.18. 1.30 dport 2 2
FS(config)#identify-application custom name rule1 class TC_AD_KEY tcp dip 172.18.1.25 172.18. 1.35 dport 2 2

Port or ip has already used!

4. 1f the IP address or port conflicts with another, the following message is displayed:

FS#show identify-application custom-rule

TYPE NAME CLASS SPL  SPH DPL DPH
SIPL SIPH DIPL DIPH

TCP  rulel TC_AD_KEY any any 2 2
any any 172.18.1.20 172.18.1.30

TCP  rule2 TC_AD_KEY any any 3 20
any any 172.18.1.25 172.18.1.26

TCP  rule3 Database any any 25 30
any any 172.18.1.25 172.18.1.25

TCP  rule3 Database any any 35 40
any any 172.18.1.25 172.18.1.29

TCP  rule3 Database any any 45 50
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2.7 identify-application custom-group

Parameter

Description

Defaults

any
TCP
any
TCP
any
TCP
any
TCP
any
TCP
any
TCP
any
TCP
any
TCP
any
TCP
any
TCP
any

TCP

any

rule3

rule3

rule3

rule3

rule3

rule3

rule3

rule3

rule3

rule3

rule3

any

any

any

any

any

any

any

any

any

any

any

any

172.18.1.25

Database

172.18.1.25

Database

172.18.1.25

Database
172.18.1.25

Database

172.18.1.25

Database
172.18.1.25

Database

172.18.1.25

Database
172.18.1.25

Database
172.18.1.25

Database

172.18.1.25

Database
172.18.1.25

Database

172.18.1.25

172.18.1.29

172.18.1.29

172.18.1.29

172.18.1.29

172.18.1.29

172.18.1.29

172.18.1.29

172.18.1.29

172.18.1.29

172.18.1.29

172.18.1.29

172.18.1.29

any

any

any

any

any

any

any

any

any

any

any

any

any

any

any

any

any

any

any

any

any

any

55

65

72

74

76

78

80

82

84

86

88

60

70

72

74

76

78

80

82

84

86

88

FS(config)# identify-application custom name rule3 class Database tcp dip 172.18.1.25 172.18.1. 29 dport 90 90

The same IP associated with different port cannot exceed 16

Use this command to define a group.

identify-application custom-group group-name

Use the no form of this command to delete a user-defined group.

no identify-application custom-group group-name

Parameter

group-name

No application group is self-defined by default.

Description

Indicates the name of an application group.
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Command

Mode

Usage Guide

Configuration

Example

Global configuration mode

14

Use this command to define a group.
A maximum of 100 classes of application groups can be defined.

After the command is run, enter the custom group configuration mode.

#Add an application group MYGAME. The level of this application group is the same as that of the key application

group and rate-limited application group.
FSt#config
FS(config)#identify-application custom-group MYGAME

FS(config-custom-group)#

1. If the user-defined group to be deleted does not exist, the following message is displayed:
FS(config)#no identify-application custom-group abc

The custom-group doesn't exist!

2. If the name of the user-defined group conflicts with a system application, the following message is displayed:
FS(config)#id custom-group instant messaging

The application name is conflict with application in system!

3. If the number of application groups is greater than a threshold, the following message is displayed:
FS(config)#id custom-group group101

The number of custom-group cannot be more than 100!

2.8 identify-application dfi enable

Parameter

Description

Defaults

Use this command to enable DFI to identify P2P download flows and voice flows.

identify-application dfi enable

Use the no form of this command to disable DFI.

no identify-application dfi enable

Parameter Description

N/A N/A

This function is disabled by default, and it can be enabled separately.
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Command

Mode

Usage Guide

Configuration

Example

Verification

Global configuration mode

14

Use this command to enable DFI to identify P2P download flows and voice flows.

#Enable DFI to identify P2P download flows and voice flows.
FSt#config

FS(config)#identify-application dfi enable

Run the show running-config command to display the function status. If the function is disabled, the following

message is displayed:

identify-application dfi enable

29 identify-application dpi enable

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

Verification

Use this command to enable DPI.

identify-application dpi enable

Use the no form of this command to disable DPI.

no identify-application dpi enable

Parameter Description

N/A N/A

DPlis enabled by default provided that APP-IDENTIFY is enabled.

Global configuration mode

14

Use this command to enable DPI.

#Enable DPI.
FS#config

FS(config)#identify-application dpi enable

Run the show running-config command to display the function status. If the function is disabled, the following

message is displayed:



SG-5110 GATEWAY CLI REFERENCE GUIDE 6 FS

no identify-application dpi enable

2.10 identify-application enable

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

Verification

Use this command to enable APP-IDENTIFY globally.

identify-application enable

Use the no form of this command to disable APP-IDENTIFY globally.

no identify-application enable

Parameter Description

N/A N/A

This function is disabled by default.

Global configuration mode

14

Use this command to enable APP-IDENTIFY globally.

#Enable APP-IDENTIFY.
FS#config

FS(config)#identify-application enable

Run the show identify-application enable command to display the function status.

2,11 identify-application inhibitive

Parameter

Description

Defaults

Use this command to add an application to the rate-limited application group.

identify-application inhibitive app-name

Use the no form of this command to remove an application from the rate-limited application group.

no identify-application inhibitive app-name

Parameter Description

app-name Indicates the name of an application.

An application is not added to the rate-limited application group by default.
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Command

Mode

Usage Guide

Configuration

Example

Verification

Global configuration mode

Use this command to add an application to the rate-limited application group.

#Add the application MSN to the rate-limited application group.
FSt#config

FS(config)#identify-application inhibitive MSN

Run the show identify-application inhibitive command to display all applications in the rate-limited application

group.

1. If the application has been added into another application group, an error message is displayed. For example, if

MSN has been added to the blocked application group, the following message is displayed:
FS(config)#identify-application inhibitive MSN

The application has already been joined Block_Group!

2. If the application does not exist, the following message is displayed:
FS(config)#identify-application inhibitive XXX

The application does not exist!

2.12 identify-application key

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

Use this command to add an application to the key application group.

identify-application key app-name

Use the no form of this command to remove an application from the key application group.

no identify-application key app-name

Parameter Description

app-name Indicates the name of an application.

An application is not added to the key application group by default.

Global configuration mode

Use this command to add an application to the key application group.

#Add the application MSN to the key application group.
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Verification

FSt#config

FS(config)#identify-application key MSN

Run the show identify-application key command to display all applications in the key application group.

1. If the application has been added into another application group, an error message is displayed. For example, if

MSN has been added to the blocked application group, the following message is displayed:
FS(config)#identify-application key MSN

The application has already been joined Block_Group!

2. If the application does not exist, the following message is displayed:
FS(config)#identify-application key XXX

The application does not exist!

2.13 identify-application len-seq enable

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

Verification

Use this command to enable length sequence identification.

identify-application len-seq enable

Use the no form of this command to disable length sequence identification.

no identify-application len-seq enable

Parameter Description

N/A N/A

Length sequence identification is enabled by default provided that APP-IDENTIFY is enabled.

Global configuration mode

Use this command to enable length sequence identification.

#Enable length sequence identification.
FS#config

FS(config)#identify-application len-seq enable

Run the show running-config command to display the function status. If the function is disabled, the following

message is displayed:

no identify-application len-seq enable
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2.14 identify-application other

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

Verification

Use this command to add an application to the Other application group.

identify-application other app-name

Use the no form of this command to remove an application from the Other application group.

no identify-application other app-name

Parameter Description

app-name Indicates the name of an application.

An application is added to the Other application group by default.

Global configuration mode

Use this command to add an application to the Other application group.

#Add the application MSN to the Other application group.
FS#config

FS(config)#identify-application other MSN

Run the show identify-application other command to display all applications in the Other application group.

If the application does not exist, the following message is displayed:
FS(config)#identify-application other XXX

The application does not exist!

2.15 identify-application proto-detect enable

Parameter

Description

Defaults

Use this command to enable detective identification.

identify-application proto-detect enable

Use the no form of this command to disable detective identification.

no identify-application proto-detect enable

Parameter Description

N/A N/A

Detective identification is enabled by default provided that APP-IDENTIFY is enabled.
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Command

Mode

Usage Guide

Configuration

Example

Verification

2.16

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

Verification

Global configuration mode

Use this command to enable detective identification.

#Enable detective identification.
FSt#config

FS(config)# identify-application proto-detect enable

Run the show running-config command to display the function status. If the function is disabled, the following

message is displayed:

no identify-application proto-expect enable

identify-application proto-expect enable

Use this command to enable predictive identification.

identify-application proto-expect enable

Use the no form of this command to disable predictive identification.

no identify-application proto-expect enable

Parameter Description

N/A N/A

Predictive identification is enabled by default provided that APP-IDENTIFY is enabled.

Global configuration mode

Use this command to enable predictive identification.

#Enable predictive identification.
FS#config

FS(config)# identify-application proto-expect enable

Run the show running-config command to display the function status. If the function is disabled, the following

message is displayed:

no identify-application proto-expect enable
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2.17 identify-application proto-expect timeout

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

Verification

Use this command to configure aging time of protocol information.

identify-application proto-expect timeout time-seconds

Use the no form of this command to cancel aging time of protocol information.

no identify-application proto-expect timeout

Parameter Description

Indicates the aging time in seconds. The value range is 10

to 3,600.

time-seconds

The aging time is 60 seconds by default.

Global configuration mode

Use this command to configure aging time of protocol information.

#Set the aging time of protocol information to three minutes.
FS#config

FS(config)# identify-application proto-expect timeout 180

Run the show running-config command to display the configuration result. If aging time is configured, the following

message is displayed:

identify-application proto-expect timeout 180

2,18 identify-application signature update

Parameter

Description

Defaults

Command

Mode

Use this command to upgrade the signatures database.

identify-application signature update

Parameter Description

N/A N/A

By default, the gateway automatically upgrades the signatures database within one minute after the gateway is

started.

Global configuration mode
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Usage Guide

Configuration

Example

Verification

Use this command to upgrade the signatures database.

#Download the latest signatures database from the URL provided on the Web upgrade interface.

#Decompress the package, and download the signatures database to the gateway over TFTP.
FSt#copy tftp://172.18.3.11/app_signature.upd flash:app_signature.upd

Accessing tftp://172.18.3.11/app_signature.upd...

Transmission finished, file length 242952  bytes.

Download file [app_signature.upd] to file system is OK.
FS#run-system-shell

~ # cp /data/app_signature.upd /sbin/signature/app_tmp/
~ # exit

FS#

#Upgrade the signatures database.

FS#config

FS(config)# identify-application signature update

Run the show identify-application version command to display the version number of the signatures database.

2,19  show identify-application

Parameter

Description

Command

Mode

Usage Guide

Configuration

Example

Use this command to display the application tree information.

show identify-application

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

Use this command to display the current application tree information.

#Display the application tree information.
FS#show identify-application
any 255-4095-63-48

Instant messaging 1-0-0-0

Ali Wangwang 1-1-0-0
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MSN 1-6-0-0
MSN-CHAT 1-6-1-0
MSN-AUDIO 1-6-2-0
MSN-FILE 1-6-3-0
MSN-video 1-6-4-0
MSN-login 1-6-5-0

Tencent QQ 1-7-0-0
QQ-CHAT 1-7-1-0
QQ-voice 1-7-2-0
QQ-file transfer 1-7-3-0
QQ-file sharing 1-7-4-0
QQ-video 1-7-5-0
QQ-login 1-7-14-0

WEBIM 1-9-0-0
MSN-WEBIM 1-9-1-0
YAHOO-WEBIM 1-9-2-0
AIM 1-9-3-0

NetEase Popo 1-12-0-0

Fetion 1-14-0-0

VolP 2-0-0-0
SKYPE 2-7-0-0

h232 protocol stack 2-12-0-0

H323-HOSTCALLSC 2-12-4-0

CALL-SIG-TRANS 2-12-5-0

RTCP 2-12-6-0
RTP 2-12-7-0

IMTC-MCS 2-12-10-0

2.20 show identify-application block

Use this command to display the applications or application classes that are added to the blocked application group.

show identify-application block

Parameter
Parameter
Description

N/A
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Command

Mode

Usage Guide

Configuration

Example

Privileged EXEC mode

Use this command to display the applications or application classes that are added to the blocked application group.

#Display the applications that are added to the blocked application group.
FS# show identity-application block

Stock

Baidu Download

Xunlei

2.21 show identify-application class

Parameter

Description

Command

Mode

Usage Guide

Configuration

Example

Use this command to display application class information.

show identify-application class [ class-name ]

Parameter Description

class-name Indicates an application class.

Privileged EXEC mode

Use this command to display application class information or applications of a class.

#Display application classes.
FS# show identify-application class
Instant messaging 1-0-0-0
VolP 2-0-0-0

Online game 3-0-0-0

Video streaming 4-0-0-0
P2P 5-0-0-0

Stock 6-0-0-0

Web application 7-0-0-0
HTTP game 38-0-0-0
Internet file transfer 8-0-0-0
Email 9-0-0-0

Database 10-0-0-0
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Network management protocol 11-0-0-0
Routing protocol 12-0-0-0

Security protocol 13-0-0-0

VPN application 14-0-0-0

Remote access protocol 15-0-0-0
Software update 17-0-0-0

HTTP video 18-0-0-0

Online banking 19-0-0-0

Network disk 20-0-0-0

Instant messaging_MOBILE 21-0-0-0
Video|movie & music_MOBILE 22-0-0-0
Downloader_MOBILE 23-0-0-0

Game_MOBILE 24-0-0-0

#Display applications of a class.

FS# show identify-application class Internet file transfer
FTP 8-4-0-0

HTTPS 8-7-0-0

NNTP 8-12-0-0

TFTP 8-16-0-0

IXIA 8-17-0-0

SVN 8-18-0-0

SMB 8-21-0-0

HFS 8-22-0-0

2.22 show identify-application custom-group

Use this command to display application group information.

show identify-application custom-group

Parameter

Parameter Description
Description

N/A N/A
Command Privileged EXEC mode

Mode
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Usage Guide Use this command to display all application group information.
Configuration #Display application group information.
Example

FS# show identify-application custom-group

system-group: Key_Group

system-group: Unkey_Group

system-group: Block_Group
application: MSN (group)

system-group: Other_Group
application: instant messaging (group)
application: VolP (group)
application: online game (group)
application: video streaming (group)
application: P2P (group)
application: stock (group)
application: web application (group)
application: HTTP game (group)
application: Internet file transfer (group)
application: email (group)
application: database (group)
application: network management protocol (group)
application: routing protocol (group)
application: security protocol (group)
application: VPN application (group)
application: remote access protocol (group)
application: software update (group)
application: HTTP video (group)
application: online banking (group)
application: network disk (group)
application: instant messaging_MOBILE (group)
application: video|movie & music_MOBILE (group)
application: downloader_MOBILE (group)
application: game_MOBILE (group)

application: social network_MOBILE (group)
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application: online banking_MOBILE (group)

application: WEB_MOBILE (group)

application: other_MOBILE (group)

application: online purchase_MOBILE (group)

application: securities_MOBILE (group)

application: online payment|online banking_MOBILE (group)

application: microblog (group)

application: office OA (group)

application: video conference (group)

application: HTTP download (group)

application: HTTP upload (group)

application: RFC (group)

application: ICMP-DETAIL (group)

application: IP-RAW (group)

application: IP protocol group (group)

application: TC_AD_KEY (group)
custom-group: TC_AD_Key

application: web application (group)

application: HTTP download (group)

application: P2P-HTTP download

application: downloader_MOBILE (group)
custom-group: route~route

application: web application (group)

application: HTTP download (group)

application: HTTP upload (group)
custom-group: 1~route

application: HTTP download (group)

application: HTTP upload (group)

2.23 show identify-application custom-rule

Use this command to display the user-defined application rules.

show identify-application custom- rule

Parameter
Parameter Description
Description
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Command

Mode

Usage Guide

Configuration

Example

N/A N/A

Privileged EXEC mode

Use this command to display all user-defined application rules.

#Display application group information.

FS# show identify-application custom- rule

TYPE NAME CLASS SPL  SPH DPL DPH
SIPL SIPH DIPL DIPH

TCP  rulel TC_AD_KEY any any 2 2
any any 172.18.1.20 172.18.1.30

TCP  rule2 TC_AD_KEY any any 3 20
any any 172.18.1.25 172.18.1.26

TCP  rule3 Database any any 25 30
any any 172.18.1.25 172.18.1.25

TCP  rule3 Database any any 35 40
any any 172.18.1.25 172.18.1.29

TCP  rule3 Database any any 45 50
any any 172.18.1.25 172.18.1.29

TCP  rule3 Database any any 55 60
any any 172.18.1.25 172.18.1.29

TCP  rule3 Database any any 65 70
any any 172.18.1.25 172.18.1.29

TCP  rule3 Database any any 72 72
any any 172.18.1.25 172.18.1.29

TCP  rule3 Database any any 74 74
any any 172.18.1.25 172.18.1.29

Field description:

Field Description

TYPE Indicates protocol information.

NAME Indicates a rule name.

CLASS Indicates a class of applications to which the rules
apply.

SPL Specifies a start source port.

SPH Specifies an end source port.

DPL Specifies a start destination port.

DPH Specifies an end destination port.
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SIPL Indicates a start source IP address.
SIPH Indicates an end source IP address.
DIPL Indicates a start destination IP address.
DIPH Indicates an end destination IP address.

2.24  show identify-application dfi enable

Use this command to display DFI.

show identify-application dfi enable

Parameter

Parameter Description
Description

N/A N/A
Command Privileged EXEC mode
Mode
Usage Guide Use this command to display DFI.

Configuration #Display DFI.
Example FS# show identify-application dfi enable

dfi enable!

2.25 show identify-application enable

Use this command to display the status of the application identification function.

show identify-application enable

Parameter
Parameter Description
Description
N/A N/A
Command Privileged EXEC mode
Mode
Usage Guide Use this command to display the status of the application identification function.

Configuration #Display the status of the application identification function.

Example FS# show identify-application enable

On
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2.26 show identify-application group-state

Parameter

Description

Command

Mode

Usage Guide

Configuration

Example

Use this command to display the group mode.

show identify-application group-state

Parameter

N/A

Privileged EXEC mode

Use this command to display current group mode.

#Display application class information.
FS#show identity-application group-state
app group state: on

Field description:
Field

app group state

2.27 show identify-application inhibitive

Parameter

Description

Command

Mode

Usage Guide

Configuration

Example

Use this command to display the applications or application classes that are added to the rate-limited application

group.

show identify-application inhibitive

Parameter

N/A N/A

Privileged EXEC mode

Use this command to display the applications or application classes that are added to the rate-limited application

group.

Description

Description

N/A

Description
Specifies a group mode. If the value is on, current
applications are classified into the key application

group, rate-limited application group, or IP group.

#Display the applications in the rate-limited application group.

FS# show identity-application inhibitive

Stock
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2.28

Parameter

Description

Command

Mode

Usage Guide

Configuration

Example

2.29

Parameter

Description

Command

Mode

Usage Guide

Configuration

Example

Baidu Download

Xunlei

show identify-application key

Use this command to display the applications or application classes that are added to the key application group.

show identify-application key

Parameter Description

N/A N/A

Privileged EXEC mode

Use this command to display the applications or application classes that are added to the key application group.

#Display the applications in the key application group.
FS# show identity-application key
MSN

QQ

show identify-application other

Use this command to display the applications or application classes that are added to the Other application group.

show identify-application other

Parameter Description

N/A N/A

Privileged EXEC mode

Use this command to display the applications or application classes that are added to the Other application group.

#Display the applications in the Other application group.
FS# show identity-application other
MSN

QQ
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2.30 show identify-application proto-detect enable

Parameter

Description

Command

Mode

Usage Guide

Configuration

Example

Use this command to display the detective protocol information.

show identify-application proto-detect enable

Parameter Description

N/A N/A

Privileged EXEC mode

Use this command to display the current detective protocol information.

#Display the detective protocol information.
FS#show identify-application proto-detect enable

proto-detect is on

2.31 show identify-application proto-expect enable

Parameter

Description

Command

Mode

Usage Guide

Configuration

Example

Use this command to display the predictive protocol information.

show identify-application proto-expect enable

Parameter Description

N/A N/A

Privileged EXEC mode

Use this command to display the current predictive protocol information.

#Display the predictive protocol information.
FS#show identify-application proto-expect enable
Proto-expect is enable

Proto-expect app_db is unable

Proto-expect timeout is not set[0s]

2.32 show identify-application version

Use this command to display the version number of the signatures database.

show identify-application version
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Parameter

Description

Command

Mode

Usage Guide

Configuration

Example

Parameter Description

N/A N/A

Privileged EXEC mode

Use this command to display the current version number of the signatures database.

#Display the current version number of the signatures database.
FS# show identify-application version
Version:2013.06.10.13.06.10(V2.0)

Field description:
Field Description

Version Indicates a version number.
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3 APP-ROUTE Commands

3.1 app route app-name

Parameter

Description

Use this command to configure application routing policies.

app route [ priority-num priority-num ] app-name [ protocol { tcp [ sport s-begin [ s-end] ] [ dport d-begin

[d-end]]| udp [ sport s-begin [ s-end]] [ dport d-begin [ d-end]] | icmp | protocol-num}] [ sip-group

sip-group-number | [ dip-group dip-group-number | [ url-group url-group-name [ change-dest dest-ip-address | |

{interface interface-name | interface-group group-name } [ time-range time-rang-name] [ track track-id

[ static-route ] [ description description-name |

Use the no form of this command to delete application routing policies.

no app route priority-num priority-num

Use this command to restore the default configuration.

default app route priority-num priority-num

Parameter

priority-num

protocol-num

s-begin

s-end

d-begin

d-end

app-name

sip-group-number

dip-group-number

url-group-name

dest-ip-address

interface-name

Description

Indicates an application route priority that identifies a policy uniquely. The value
range is 1 to 10,000.

Indicates an IP protocol number which is specified by APP-ROUTE. The value
range is 1 to 255.

Indicates a start source port number. The value range is 1 to 65,535.

Indicates an end source port number. The value range is 1 to 65,535. This
parameter is optional. The value of this parameter must be greater than that of
the start source port number s-begin.

Indicates a start destination port number. The value range is 1 to 65,535.
Indicates an end destination port number. The value range is 1 to 65,535. This
parameter is optional. The value of this parameter must be greater than that of
the start destination port number d-begin.

Indicates an application name. This parameter can be set to the name of an
application class, application software, application software sub class, or group,
or set to any.

Indicates a source IP group ID. Configure an IP group and a source IP address for
the group before selecting a route. The value range is 1 to 1,000.

Indicates a destination IP group ID. Configure an IP group and a destination IP
address for the group before selecting a route. The value range is 1 to 1,000.
Indicates a URL group name. The group can be a system group

(for example, video~sys), user-defined group, or set to any.

Specifies the IP address of a DNS server that parses a URL of a group

(if any).

Specifies an interface name.
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Defaults

Command

Mode

Usage Guide

Configuration

Example

group-name Specifies an interface group name.
time-rang-name Indicates the name of the time range object associated with a rule.
track-id Indicates the ID of the track object associated with a rule.

After configuring url-group, if static route is configured with the following
parameters: source IP any, destination IP any, application group any, a physical
static-route
port, protocol any and a non-system group (URL group), the URLs of the URL
group will be resolved automatically for a static route.
After configuring url-group, if static route is configured with the following
parameters: source IP any, destination IP any, application group any, a
static-route
physical port, protocol any and a non-system group (URL group), the URLs of
the URL group will be resolved automatically for a static route.
Indicates the remarks of an application routing policy. For example,

description-name
sys indicates that the quick guide is automatically generated.

No application routing policy is configured by default.

Global configuration mode

Use this command to configure an application route so that data flows of specified applications can be forwarded
through the specified egress interface. Application types fall into application class, application software, application
software sub class, and application group. APP-ROUTE supports applications with an identifiable initial packet of data
flows. With the application identification capability improved, the types of applications supported by APP-ROUTE will
be increasingly diversified. For details, refer to the APP-IDENTIFY configuration guide.

APP-ROUTE supports WAN interfaces and WAN interface groups. Generally, one type of applications supports only
one route. To configure multiple interfaces for the applications, configure an interface group.

Effective time of a route can be configured through the time range parameter.

Before an application route is validated, the following conditions must be met:

APP-ROUTE is enabled.

The time specified by the time range parameter arrives.

At least one interface is in the UP state.

Different types of applications are available and support initial packet identification.

There are objects in the URL group.

The tract state is valid.

#Configure application routing based on the egress interface.

FS(config)# app route priority-num 2 P2P application software interface GigabitEthernet 0/4 time-range any

#Configure application routing based on the egress interface group.

FS(config)# app route priority-num 3 rate-limited traffic~route interface-group intf_group

#Configure application routing based on the time range.
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FS(config)# app route priority-num 3 rate-limited traffic~route interface-group intf_group time-range on-work

#Configure application routing based on the IP group.

(1). By specifying a source IP group:

FS(config)# app route priority-num 2 any sip-group 1 interface-group intf_group time-range any
(2). By specifying a destination IP group:

FS(config)# app route priority-num 2 any dip-group 2 interface-group intf_group time-range any
(3). By specifying a source IP group and a destination IP group:

FS(config)# app route priority-num 2 any sip-group 1 dip-group 2 interface-group intf_group time-range any

#Configure application routing based on the URL group.

(1). Without a DNS server for URL parsing specified:

FS(config)# app route priority-num 2 any url-group QQ netbar interface GigabitEthernet 0/3 time-range any
(2). With a DNS server for URL parsing specified:

FS(config)# app route priority-num 2 any url-group google change-dest 8.8.8.8 interface GigabitEthernet 0/3

time-range any

#Configure application routing based on the track function.
FS(config)# app route priority-num 2 any url-group google change-dest 8.8.8.8 interface GigabitEthernet 0/3

time-range any track 1

#Configure application routing based on the protocol number or port number.
FS(config)# app route priority-num 2 any protocol tcp sport 1 1000 dport 80 interface GigabitEthernet 0/3 time-range

any

Verification 1. Run the show app route command to display the configuration and validation information of APP-ROUTE.
2. Run the show app route statistics command to display the statistical information of APP-ROUTE.
3. Run the show app route priority-num 2 session command to display the session information with priority ID

being 1.

3.2 app route priority-num priority-number priority

Use this command to configure priorities of application routes.

app route priority-num priority-number priority { increase | decrease } [ 7-71999]

Parameter
Parameter Description
Description
Indicates an application route priority that identifies a
priority-num
policy uniquely. The value range is 1 to 10,000.
Indicates a priority interval. If the required value exceeds
[1-1999] this value range, the parameter is automatically adjusted

to the maximum value.

Defaults N/A
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Command

Mode

Usage Guide

Configuration

Global configuration mode

The priorities of application routes are related to the configuration sequence. The application route configured later
prevails over the application route configured earlier. Priorities can be specified as well. A greater priority value
indicates a higher priority.

Use this command to change the priorities of the application routes.

#Increase the priority of an application routing policy by 1. The value 1 is relative. For example, if the priority of one

Example policy is 20, and the priority of the other policy is 40, increasing priority 20 by 1 gets priority 40, and the original
priority 40 decreases to 20.
FS(config)# app route priority-num 20 P2P application software priority increase 1
2. Decrease the priority of an application routing policy by 1. The rule is the same as that for priority increase.
FS(config)# app route priority-num 40 P2P application software priority decrease 1
Verification Run the show app route command to display the configuration information of APP-ROUTE.
3.3 app route enable
Use this command to enable APP-ROUTE.
app route enable
Use the no form of this command to disable APP-ROUTE.
no app route enable
Use this command to restore the default configuration.
default app route enable
Parameter
Parameter Description
Description
N/A N/A
Defaults APP-ROUTE is disabled by default.
Command Global configuration mode
Mode
Usage Guide Use this command to enable APP-ROUTE. Configured application routing policies can be validated only after

Configuration

APP-ROUTE is enabled.

#Enable APP-ROUTE.
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Example FS(config)# app route enable
#Disable APP-ROUTE.
FS(config)#no app route enable
Verification Run the show app route command to display the status of APP-ROUTE.
34 app route mode new-flow
Use this command to validate application routing policies for new connections.
app route mode new-flow
Use the no form of this command to validate application routing policies for all connections.
no app route mode new-flow
Use this command to restore the default configuration.
default app route mode new-flow
Parameter
Parameter Description
Description
N/A N/A
Defaults Defaults vary with gateways of different models.
Command Global configuration mode
Mode
Usage Guide Use this command to validate application routing policies for new connections. In this case, a change to the

Configuration

Example

Verification

application routing policies will not affect traffic that have been routed, namely, the old traffic. After this function is

disabled, a change to the application routing policies takes effects immediately to all traffic.

#Validate application routing policies for new connections.

FS# app route mode new-flow

#Validate application routing policies for all connections.

FS# no app route mode new-flow

Run the show run | include app route command to display the status of APP-ROUTE.
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3.5 interface-group

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Use this command to configure an interface group.

interface-group interface-group-name

Use the no form of this command to delete an interface group.

no interface-group interface-group-name

Use this command to restore the default configuration.

default interface-group interface-group-name

Parameter Description

interface-group-name Indicates an interface group name.

No interface group is configured by default.

Global configuration mode

An interface group can contain multiple egress interfaces of APP-ROUTE. If the egress interfaces of APP-ROUTE are

specified as an interface group, traffic that hits the corresponding application routing policy will be distributed to the

interfaces of the group.

#Configure an interface group.

Example FS(config)# interface-group intf-grp
Verification Run the show interface-group command to display the configuration information of the interface group.
3.6 interface-member
Use this command to configure members for an interface group.
interface-member interface-name [ weight weight-number ]
Use the no form of this command to delete members from an interface group.
no interface-member interface-name
Use this command to restore the default configuration.
default interface-member interface-name
Parameter
Parameter Description
Description
interface-name Indicates an interface name.

weight-number Specifies a weight value of interfaces. The value range is
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1 t0 40,000,000 in kbps.

Defaults No member is not configured for an interface group by default.
() Aninterface group contains no more than 32 members, and they must be non-LAN egress interfaces.
Command Interface group configuration mode
Mode
Usage Guide Use this command to add interfaces to an interface group.
Only non-LAN interfaces can be added to the interface group. The virtual dialer interface is a non-LAN interface by
default and can be added to the interface group.
This command supports weight values of user-defined interfaces. The weight values are downlink bandwidth in kbps
of the interfaces by default.
3.7 load-balance policy
Use this command to configure policies for an interface group.
load-balance policy { bandwidth | load }
Use the no form of this command to restore default policies of an interface group.
no load-balance policy
Use this command to restore the default configuration.
default load-balance policy
Parameter
Parameter Description
Description
N/A N/A
Defaults Bandwidth-based policies are used by default.
Command Interface group configuration mode
Mode
Usage Guide APP-ROUTE distributes and processes traffic of new data flows. If a bandwidth-based policy is used, APP-ROUTE

Configuration

Example

balances the traffic of the data flows according to the bandwidth of different egress interfaces in a group or the
weight values defined by users for the interfaces. If a load-based policy is used, APP-ROUTE balances the traffic of the

data flows according to the load of different egress interfaces in a group.

#Configure a bandwidth-based policy for the interface group.

FS(config-intf-group)#load-balance policy bandwidth

#Configure a load-based policy for the interface group.
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FS(config-intf-group)#load-balance policy load

3.8 nexthop

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Use this command to configure the interface gateway function.

nexthop ip-address

Use the no form of this command to cancel the interface gateway function.

no nexthop

Use this command to restore the default configuration.

default nexthop

Parameter

Description

ip-address Specifies an IP address.

No gateway information is configured by default.

Interface configuration mode

Use this command to configure a gateway on an interface. Only non-P2P interfaces need a gateway. If an interface is

selected for routing, the gateway IP address configured on the interface will be used as a next hop for forwarding

packets.

#Configure the interface gateway function.

Example FS(config-if-GigabitEthernet 0/1)#nexthop 2.2.2.2
#Cancel the interface gateway function.
FS(config-if-GigabitEthernet 0/1)#no nexthop
Verification Run the show run interface gigabitEthernet 0/1 command to display the next-hop information of the interface.
3.9 show app route
Use this command to display the configuration information of APP-ROUTE.
show app route [ statistics | priority-num priority-num session [ipv6 ] ]
Parameter

Description

Parameter Description
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Command

Mode

Usage Guide

Configuration

Example

Indicates an application route priority that identifies a
priority-num
policy uniquely. The value range is 1 to 10,000.

Privileged EXEC mode, global configuration mode, and interface configuration mode

14

Use the show app route command to display status information of configured application routes. The arrangement
sequence of the application routes indicates the priorities of the application routes. The topmost application route
has the highest priority.

Use the show app route statistics command to display the general statistical information of APP-ROUTE.

Use the show app route priority-num priority-num session command to display IPv4 session information of a
specified application route.

Use the show app route priority-num priority-num session ipvé command to display IPv6 session information of a

specified application route.

#Display the configuration information of APP-ROUTE.

FS(config)#show app route

CLASS SRC-GRP DST-GRP(URL)
INTERFACE(GROUP) TIME-RANGE STATE

any any 2(QQ netbar;: 114.114.114.114)
GigabitEthernet 0/4 any Inactive

any 1 any
test(group) any Inactive

HTTP any any
GigabitEthernet 0/3 any Active

Field description:

Field Description

CLASS Indicates the name of a type of applications
(application group, application class, application
software, or application software sub class) for which
application routes have been configured.

SRC-GRP Indicates the ID of a source IP group. The value any
indicates no configuration.

DST-GRP(URL) Indicates the ID of a destination IP group. The value
any indicates no configuration. The content in the
brackets indicates a URL of the group, which shows the
IP address of the DNS server.

INTERFACE(GRPUP) Indicates an interface name or interface group name.
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TIME-RANGE
STATE

#Display the statistical information of APP-ROUTE.

FS(config)#show app route statistics

Indicates a time range.

Specifies the state of an application routing policy.

CLASS SRC-GRP DST-GRP(URL)
INTERFACE(GROUP) Flows

any any 2(QQ cybercafe;114.114.114.114)
GigabitEthernet 0/4 0|0

any 1 any
test(group) 0|0

HTTP  Protocol any any
GigabitEthernet 0/3 0|0

FS(config)#

Field description:
Field
CLASS

SRC-GRP

DST-GRP(URL)

INTERFACE(GRPUP)

Flows

#Display the session information.
FS#show app route priority-num 1112 session

SIP:PORT DIP:PORT

Description

Indicates the name of a type of applications
(application group, application class, application
software, or application software sub class) for which
application routes have been configured.

Indicates the ID of a source IP group. The value any
indicates no configuration.

Indicates the ID of a destination IP group. The value
any indicates no configuration. The content in the
brackets indicates a URL of the group, which shows the
IP address of the DNS server.

Indicates an interface name or interface group name.
Indicates the number of IPv4/IPv6 connections for an
application routing policy. IPv4 and IPv6 connection

numbers are separated by

" |u

192.169.255.100:6007  14.17.41.174:80

192.169.255.100:6006  14.17.41.174:80

192.169.255.100:6006  14.17.41.174:80

PRO-NUM INTF SUM DATA(byte)
6 Gio/3 368/1001
6 Gio0/3 446/6722
6 Gio/3 368/1452
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FS#show app route priority-num 1112 session ipv6

SIP:PORT DIP:PORT
PRO-NUM INTF SUM DATA(byte)

2001:250:6803:f300::90:2:1 2001::12:32768
58 Gio/7 40/0

Field description:

Field Description

SIP Indicates a source IP address.
SPORT Indicates a source port.

DIP Indicates a destination IP address.
DPORT Indicates a destination port.
PRO-NUM Indicates a protocol number.
INTF Indicates an interface name.

Indicates the total traffic amount of a session,
SUM DATA(byte)
including download and upload statistics.

3.10  show interface-group

Use this command to display the configuration information of an interface group.

show interface-group

Parameter
Parameter Description
Description
N/A N/A
Command Privileged EXEC mode, global configuration mode, and interface configuration mode
Mode
Usage Guide Use this command to display the configuration information of all interface groups.
Configuration #Display the configuration information of interface groups.
Example

FS #show interface-group

GROUP-NAME: intf_group
INTERFACE INCLUDED: di1,di2,di3
POLICY: load

STATE: UP

Field description:

Field Description
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GROUP-NAME
INTERFACE INCLUDED
POLICY

STATE

Indicates an interface group name.
Indicates the included interfaces.
Indicates a load balancing policy.

Indicates the state of an interface group.
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4 APP-PROXY Commands

4.1 app-proxy enable

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Use this command to enable APP-PROXY. Use the no form of this command to disable APP-PROXY.
app-proxy enable

no app-proxy enable

Parameter Description

N/A N/A

APP-PROXY is enabled by default.

Global configuration mode

This command is used to enable APP-PROXY.
The following example enables APP-PROXY.
FS#config

FS(config)#app-proxy enable

Run the show app-proxy enable command to check whether APP-PROXY is enabled.

4.2 app-proxy http enable

Parameter

Description

Defaults

Command

Mode

Use this command to enable HTTP APP-PROXY. Use the no form of this command to disable HTTP APP-PROXY.

app-proxy http enable
no app-proxy http enable

Parameter Description

N/A N/A

HTTP APP-PROXY is enabled by default.

Global configuration mode
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Default Level

Usage Guide

Configuration

Examples

Verification

14

This command is used to enable HTTP APP-PROXY.

The following example enables HTTP APP-PROXY.

FS#config
FS(config)#app-proxy http enable

Run the show app-proxy enable command to check whether HTTP APP-PROXY is enabled.

4.3 show app-proxy enable

Parameter

Description

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Use this command to display the status of APP-PROXY function switches.

show app-proxy enable

Parameter Description

N/A N/A

Privileged EXEC mode, global configuration mode, or interface configuration mode

This command is used to display the status of APP-PROXY function switches.

The following example displays the status of APP-PROXY function switches.

FS#show app-proxy enable

app-proxy Y
app-proxy http Y
app-proxy udp Y
app-proxy url Y
app-proxy dns Y

Field description:

Field Description
APP-PROXY general switch
HTTP APP-PROXY switch

app-proxy
app-proxy http
app-proxy udp
app-proxy url

UDP traffic blocking switch
DNS traffic diversion library enabling switch

app-proxy dns APP-PROXY DNS function switch
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5 User Session Limit Commands

5.1 flow-pre-mgr { down-deny | down-permit }

Use this command to allow or block downlink new sessions.

flow-pre-mgr { down -deny | down -permit } id { { { ip | icmp | ospf} { src-host { ip-addr |
any } | src-ange { ip-start ip-end | any } | src-subnet { ip-subnet ip-mask | any } } { dst-host
ip-addr | dst-range ip-start ip-end | dst-subnet ip-subnet ip-mask}} | {{tcp | udp}
{src-host { ip-addr | any } | src-range { ip-start ip-end | any } | src-subnet { ip-subnet
ip-mask | any }} { src-port{ port | any } | sport-range { port-srart port-end | any } }

{ dst-host ip-addr | dst-range ip-start ip-end | dst-subnet ip-subnet ip-mask } { dst-port
{port | any } | dport-range { port-srart port-end | any } } } }

Use the no form of this command to disable the function.

no flow-pre-mgr { down-deny | down-permit } id

Parameter Description Parameter Description
ip-addr Indicates a specified IP address
ip-start Indicates the start IP address in a specified
IP range
ip-end Indicates the end IP address in a specified
IP range
ip-subnet Specifies a subnet segment
ip-mask Specifies a mask
port Indicates a port
port-srart Indicates the start port in a port range
port-end Indicates the end port in a port range
Defaults N/A

Command Mode Global configuration mode
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Default level 14

Usage Guide Both this command and the ip session filter command are used to filter uplink packets.
This command is used because filtering performance of the ip session filter command
is poor. This command is used together with the uplink new packet filtering command

when there is a large number of ACEs.

The source IP address cannot be set to any when the uplink new sessions filtering

command is configured.

The destination IP address cannot be set to any when the downlink new sessions

filtering command is configured.
The ID of rule Permit and Deny is different. Thus, conflicts will not occur.

The priority of rule Deny is higher than rule Permit.

Configuration Examples #Only port 80 can be accessed by external devices. External IP 110.110.110.24 cannot

ping the device with IP 172.18.124.118.
FS# configure terminal

FS(config)# flow-pre-mgr down-deny 1 icmp src-host 110.110.110.24 dst-host
172.18.124.118

FS(config)# flow-pre-mgr down-permit 1 tcp src-host any src-port any dst-host

172.18.124.118 dst-port 80

FS(config)# flow-pre-mgr down-permit 2 udp src-host any src-port any dst-host

172.18.124.118 dst-port 80

Verification 1. Use the show flow-pre-mgr drop-count command to check the packet loss status.

2. Use the show ip session filter command to check the number of packets matched

per rule.

5.2 flow-pre-mgr { up-deny | up-permit }

Use this command to allow or block uplink new sessions.

flow-pre-mgr { up-deny | up-permit } id { { {ip | icmp | ospf} { src-host ip-addr | src-range ip-start ip-end |
src-subnet ip-subnet ip-mask } { dst-host { ip-addr | any } | dst-range { ip-start ip-end | any } | dst-subnet
{ip-subnet ip-mask |any}}}| {{tcp | udp } { src-host ip-addr | src-range ip-start ip-end | src-subnet ip-subnet
ip-mask } { src-port { port | any } | sport-range { port-srart port-end | any } } { dst-host {ip-addr | any} | dst-range
{ip-startip-end | any } | dst-subnet { ip-subnet ip-mask | any } } { dst-port { port | any } | dport-range { port-srart

port-end|any }}}}
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Use the no form of this command to disable the function.

no flow-pre-mgr { up-deny | up-permit } id

Parameter
Parameter Description
Description
ip-addr Indicates a specified IP address
ip-start Indicates the start IP address in a specified IP range
ip-end Indicates the end IP address in a specified IP range
ip-subnet Specifies a subnet segment
ip-mask Specifies a mask
port Indicates a port
port-srart Indicates the start port in a port range
port-end Indicates the end port in a port range
Defaults N/A
Command Mode Global configuration mode
Default level 14
Usage Guide Both this command and the ip session filter command are used to filter uplink packets. This command is used

because filtering performance of the ip session filter command is poor. This command is used together with

the downlink new packet filtering command when there is a large number of ACEs.
The source IP address cannot be set to any when the uplink new sessions filtering command is configured.

The destination IP address cannot be set to any when the downlink new sessions filtering command is

configured.
The ID of rule Permit and Deny is different. Thus, conflicts will not occur.

The priority of rule Deny is higher than rule Permit.
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Configuration

#Block IP 192.168.1.24 from accessing the network. Allow other IPs in internal network segment 192.168.1.0/24

FS(config)# flow-pre-mgr up-deny 1 ip src-host 192.168.1.24 dst-host any

FS(config)# flow-pre-mgr up-permit 1 ip src-subnet 192.168.1.0 255.255.255.0 dst-host any

FS(config)# flow-pre-mgr up-permit 2 ip src-subnet 172.18.1.0 255.255.255.0 dst-host any

1. Use the show flow-pre-mgr drop-count command to check the packet loss status.

2. Usethe show ip session filter command to check the number of packets matched per rule.

flow-pre-mgr rule-id access-list acl-number action { block | by-pass | { trust total-limit total-limit-number}}

Description

Rule identifier ranging from 1 to 50. When the configured identifier was

used, the configuration will fail with prompt of collision.

Rule-associated ACL number, ranging from 1 to 199.

Total limit number of streaming ACL sessions, whose range depends on the

device RAM, where 0 represents that there is no limit.

Examples and 172.18.1.0/24 to access the network.
FS# configure terminal
Verification
5.3 flow-pre-mgr access-list
Use this command to configure the ACL-based session limit.
Use the no form of the command to disable the function.
no flow-pre-mgr rule-id
Parameter
Parameter
Description
rule-id
acl-number
total-limit total-limit-number
Defaults N/A

Command Mode

Default level

Global configuration mode

14
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Usage Guide

Configuration

Examples

5. You can use the following control mode of the ACL-based streaming session: block, by-pass or trust.
To delete the relative configuration, you can use the no form of the flow-pre-mgr id command in
global configuration mode.

6. Configured rules have their priorities. The latest configured rule is with the highest priority level.

N

You cannot configure any streaming session limit per IP address based on ACL.

©

About the actions, block means that no streaming session communication is allowed; by-pass means
that packets can be forwarded according to the bridge mapping relationship without creating
streaming session (this keyword only appears in bridging mode and single-arm mode but not
gateway made); trust means that you can configure the total limit of the ACL-based streaming
session, and streaming session will continue when the number of streaming session reaches the
limit.

9. The source IP address of the ACL corresponds with the internal network IP address, the source
interface with the internal interface, the destination IP address with the outside network IP address,
and the destination interface with the outside network interface.

10. The RAM of the device decides the maximum number of the supported streaming session. When
configuring this command, you are able to input the maximum number of streaming session that
the device supports.

11. Itis recommended not to configure too many sessions, as the limit rule of streaming session affects
the performance of the device greatly. This rule is often used to avoid creating pointless streaming
sessions. Please find the examples below.

12. The rule-associated ACL entry only allows the configuration of source IP address, source interface,
destination IP address, destination interface and protocol number, otherwise this ACL entry will be
invalid in this module.

13. In gateway mode, we recommend not to set restriction on sticky-load-balancing data flow, which

results from the bad performance of the router at superior hierarchical level.

L\ The ACL must be configured first.

#Configure an ACL entry for the stream between a matched device and the outside network IP address:

220.200.20.20, and set the total limit number of streaming sessions to 30.

FS# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)#ip access-list extended 120
FS(config-ext-nacl)#permit ip any host 220.220.20.20
FS(config-ext-nacl)#deny ip any any

FS(config-ext-nacl)#exit

FS(config)#flow-pre-mgr 2 access-list 120 action trust total-limit 30

#Create streaming sessions for the IP segment of the internal network only when the internal IP segment is

192.168.1.0/24, and treat the rest as by-pass.

FS# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#ip access-list standard 2
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Verification

Prompt Information

Common Errors

FS(config-std-nacl)#deny 192.168.1.0 0.0.0.255
FS(config-std-nacl)#permit any
FS(config-ext-nacl)#exit

FS(config)# flow-pre-mgr 1 access-list 1 action by-pass

1. Use the show flow-pre-mgr rule-info command to display configured rules and the matching situation of

sessions;

2. Use the show flow-pre-mgr ip-info command to display IP session and the limit.

If the Rule ID was used, then error message is prompted.

Rule id already exists, please delete it first

Fail to configure specified ACL.

5.4 flow-pre-mgr enable

Parameter

Description

Defaults

Command Mode

Default level

Use this command to enable the global session limit.

flow-pre-mgr enable

Use the no form of the command to disable the function.

no flow-pre-mgr enable

Parameter Description
N/A N/A
Enabled by default.

Global configuration mode

14
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Usage Guide

Configuration

Examples

Verification

You can use this command to enable the global session limit, which is enabled by default. You can use the no

form of the no flow-pre-mgr enable command to disable the function.

#Use the no form of the command to disable the function.

FS# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

FS(config)# no flow-pre-mgr enable

Use the show running-config command to display whether there is no flow-pre-mgr enable; if not, then the

function is enabled.

5.5 flow-pre-mgr new-session-limit { specify | specify-range | specify-subnet }

Parameter Description

Use this command to configure the new session limit for real IP addresses, where some special IP addresses

(such as those of servers) requires a wide range of the session limit.

flow-pre-mgr new-session-limit { specify ip-addr | specify-range ip-start ip-end | specify-subnet ip-subnet

ip-mask } limit limit-number

Use the no form of this command to disable the function.

no flow-pre-mgr new-session-limit { specify ip-addr | specify-range ip-start ip-end | specify-subnet ip-subnet

ip-mask }
Parameter Description
ip-addr Indicates a specified IP address
ip-start Indicates the start IP address in a specified IP range
ip-end Indicates the end IP address in a specified IP range
ip-subnet Specifies a subnet segment
ip-mask Specifies a mask
limit-number Indicates the uplink packet rate limit. The value range is from 0 to

10,000,000
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Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Verification

Default value is 0, that is, without limit

Global configuration mode

You can configure the new session limit for real IP addresses, where some special IP addresses (such as those

of servers) requires a wide range of the session limit.

#Set the new session limit of the internal real IP to less than 1,000 and that of the DNS sever 192.168.1.112 to

10,000.
FS# configure terminal
FS(config)# flow-pre-mgr new-session-limit real-host limit 1000

FS(config)# flow-pre-mgr new-session-limit specify-subnet 192.168.1.0 255.255.255.0 limit 10000

1. Use the show flow-pre-mgr new-session-limit command to display the configuration.
2. Use the show flow-pre-mgr drop-count command to check the packet loss status.

3. Use the show flow-pre-mgr new-session-limit attack command to check the attacks.

5.6 flow-pre-mgr new-session-limit { start-up | virtual-host | real-host }

Parameter

Description

Use this command to configure the new session limit of all virtual IP addresses within 3 minutes after start up;
configure the new session limit of all virtual IP addresses after 3 minutes after start up; or configure the new

session limit of real IP addresses and drop the flow platforms that surpass the limit.

flow-pre-mgr new-session-limit { start-up | virtual-host | real-host } limit limit-number

Use the no form of this command to disable the function.

no flow-pre-mgr new-session-limit { start-up | virtual-host | real-host }

Parameter Description



SG-5110 GATEWAY CLI REFERENCE GUIDE 6 FS

Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

limit-number New session limit.Range: 0 to 10,000,000

Default value is 0, that is, without limit

Global configuration mode

You can configure a new session limit for the internal IP address to prevent bulk new attacks on the device or

outer network caused by virus of the internal real IP address.

start-up: Indicates the new session limit during startup. Users at intranet IP addresses go online in a centralized
manner during device startup. Each IP address is considered as a virtual IP address before a TCP flow is created
from this IP address. The new session limit is accumulated based on all IP addresses. If this parameter is set to

an excessively small value, go-online of users at the intranet IP addresses is affected. Therefore, this parameter

can be set to a relatively large value (20,000 to 30,000).

Virtual-host: Indicates a virtual IP address. During normal running of the device, TCP connections are created at
all normal intranet IP addresses, and the intranet IP addresses no longer belong to virtual IP addresses. If an IP
address is still identified as a virtual IP address, the IP address is possibly an attack source. Therefore, when the
device runs normally, the new session rate for virtual IP addresses can be set to a value slightly less than that for
new session within three minutes after the startup. Because newly online IP addresses without TCP connections
created are also considered as virtual IP addresses, if the rate limit is set to an excessively small value, user
go-online is affected once the capacity is used up by attacks. Therefore, it is recommended to set the rate limit

to an appropriate value, for example, the empirical value 3000.

Real-host: Indicates a real IP address. After an intranet IP address has a TCP connection created, the device
identifies the IP address as a real IP address. In this case, the default new session limit is used. This command is

used to configure the default new session limit for real IP addresses.

#Set the new session limit of all virtual IPs to 20,000 within 3 minutes after the start up; set the new session limit

of virtual IP to 3000; and set the new session limit of real IP to 300.
FS# configure terminal

FS(config)# flow-pre-mgr new-session-limit start-up limit 20000
FS(config)# flow-pre-mgr new-session-limit virtual-host limit 3000

FS(config)# flow-pre-mgr new-session-limit real-host limit 300
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Verification 1. Use the show flow-pre-mgr new-session-limit command to display the configuration.
2. Usethe show flow-pre-mgr drop-count command to check the packet loss status.

3. Usethe show flow-pre-mgr new-session-limit attack command to check the attacks.

5.7 flow-pre-mgr priority-swap

Use this command to swap the priority levels of two rules.

flow-pre-mgr priority-swap rule-id1 rule-id2

Parameter
Parameter Description
Description
rule-id1 Rule ID whose priority level to be swapped
rule-id2 Rule ID whose priority level to be swapped
Defaults N/A
Command Mode Global configuration mode
Default level 14
Usage Guide You can use this command to swap the priority levels of two rules.
Configuration #Swap the priority levels of rule 1 and rule 2.
Examples FS# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
FS(config)# flow-pre-mgr priority-swmp 1 2
Verification Use the show flow-pre-mgr rule-info command to display the swapped priority level of rules. The priority

level of this command is arranged from high to low.

Common Errors If rule-id 1 or rule-id 2 does not exist, this command will swap nothing.
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5.8 flow-pre-mgr protocol-enable

Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Use this command to allow the OSPF, VRRP, and RIP protocols.

flow-pre-mgr protocol-enable

Use the no form of this command to block the OSPF, VRRP, and RIP protocols.

no flow-pre-mgr protocol-enable

Parameter Description

N/A N/A

Allow the OSPF, VRRP, and RIP protocols by default.

Global configuration mode

Order: ip session filter-> protocols allowing = IP new session rate limit > buffer protection

#Enable the function to allow the protocols.

Examples FS# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)# flow-pre-mgr protocol-enable
Verification Use the show flow-pre-mgr protocol-enable to check whether the protocols allowing function is enabled.
5.9 flow-pre-mgr subscriber

Use this command to configure the session limit based on subscriber/subscriber group.
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Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

flow-pre-mgr rule-id subscriber subs_name action {block | by-pass | {trust total-limit total-limit-number

per-ip-limit per-limit-number }}

Use the no form of this command to disable the function.

no flow-pre-mgr rule-id

Parameter

rule-id

subs_name

total-limit-number

per-limit-number

N/A

Global configuration mode

Description

Rule identifier ranging from 1 to 50. When the configured identifier was

obsessed, the configuration will fail, prompted with collision message.

Rule-associated static subscriber or static subscriber group

Total limit number of the streaming ACL session based on
subscriber/subscriber group, whose range depends on the device RAM,

where 0 represents that there is no limit.

Limit number of the streaming ACL session per IP address of
subscriber/subscriber group, whose range depends on the device RAM but

not larger than total-limit-number, where 0 represents that there is no limit.

1. You can use the following control mode of the streaming session based on subscriber/subscriber

group: block, by-pass or trust. If want to delete the relative configuration, you can use the no form

of the flow-pre-mgr id command.

2. Configured rules have their priorities, which will follow the latest configured rule with the highest

priority level.

3. About the actions, block means that no streaming session communication is allowed, by-pass

means that packets can be forwarded according to the bridge mapping relationship without

creating streaming session (this keyword only appears in bridging mode and single-arm mode but

not gateway made); trust means that you can configure the total-limit- number and

per-limit-number of the streaming session based on subscriber/subscriber group, and streaming
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session will continue when the number of streaming session reaches the limit.

4. The RAM of the device decides the maximum number of the supported streaming session. When
configuring this command, you are able to input the maximum number of streaming session that
the device supports.

5. In gateway mode, we recommend not to set restriction on sticky-load-balancing data flow, which

results from the bad performance of the router at superior hierarchical level.

/_r\ You should first enable the layer23 classification and configure corresponding
subscriber/subscriber group information

Configuration #Set subscriber group "UserGroup A" to allowing 5,000 streaming sessions created and 300 streaming sessions

Examples per IP address of "UserGroup A". New streaming session will be blocked after the limit is surpassed.

FS# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)# subscriber static name UserGroupA parent /

FS(config)# subscriber static name UserA parent /UserGroupA ip-host 192.168.5.10

FS(config)# subscriber static name UserB parent /UserGroupA ip-host 192.168.5.11

FS(config)# flow-pre-mgr 1 subscriber UserGroupA action trust total-limit 5000 per-ip-limit 300

Verification 1. Use the show flow-pre-mgr rule-info command to display configured rules and the matching situation

of sessions;

2. Use the show flow-pre-mgr ip-info command to display IP session and the limit.

Prompt Information If the rule ID was obsessed, then error message is prompted.

Rule id already exists, please delete it first

Common Errors Fail to enable the layer23 classification or configure corresponding subscriber/subscriber group information

5.10 flow-pre-mgr per-ip-limit udp-ratio

Use this command to configure the limit ratio of user/user group-based UDP sessions to total sessions.

flow-pre-mgr per-ip-limit udp-ratio ratio
Use the no form of this command to delete the limit ratio of user/user group-based UDP sessions to total
sessions.

no flow-pre-mgr per-ip-limit udp-ratio

Parameter Parameter Description
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Description

Defaults

Command Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Prompt Information

Common Errors

ratio Indicates the ratio of the per-IP-based UDP sessions of a user/user group to total
sessions. The value range is 0 and from 30 to 80, of which 0 indicates no

limitation.

The default value is 0, indicating no limitation.

Global configuration mode

14

Configure the per-IP-based session limit rule with the user/user group-based session quantity control mode of
trust, and then configure the ratio of UDP sessions to total sessions.

The default value is 0, indicating that UDP sessions are not limited.

The per-IP-based session limit rule with the user/user group-based session quantity control mode of trust must

be configured first.

#Configure no limitation on the total number of sessions created by all users. Each IP address can create at most
3000 sessions. The ratio of per-IP-based UDP sessions to total sessions is set to 50. If the limit is exceeded, new
UDP sessions will be blocked.

FS# configure terminal

Enter configuration commands, one per line.  End with CNTL/Z.

FS(config)# flow-pre-mgr 1 subscriber UserGroupA action trust total-limit 0 per-ip-limit 3000

FS(config)# flow-pre-mgr per-ip-limit udp-ratio 50

Run the show flow-pre-mgr ip-info command to show the number of UDP sessions created by each IP address

and the limit ratio of UDP sessions.

N/A

The per-IP-based session limit rule with the user/user group-based session control mode of trust is not

configured.

5.11 flow-pre-mgr total-limit

Use this command to configure the total-limit-number of session.

flow-pre-mgr total-limit /imit-number

Use the no form of this command to disable the function.

no flow-pre-mgr total-limit
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Parameter
Parameter Description
Description
Total limit number of the global streaming session, whose range depending
limit-number
on the device RAM, where 0 represents that there is no limit.
Defaults N/A
Command Mode Global configuration mode
Default level 14
Usage Guide 1. The RAM of the device decides the maximum number of the supported streaming session. When
configuring this command, you are able to input the maximum number of streaming session that
the device supports.
2. In gateway mode, we recommend not to set restriction on sticky-load-balancing data flow, which results
from the bad performance of the router at superior hierarchical level.
Configuration #Set the total-limit-number of global streaming session to 200,000. When the session number reaches the limit,
Examples new stream cannot be created and will be blocked.
FS# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
FS(config)# flow-pre-mgr total-limit 200000
Verification 1. Use the show flow-pre-mgr rule-info command to display configured rules and the matching situation

of sessions;

2. Use the show flow-pre-mgr ip-info command to display IP session and the limit.

5.12 flow-pre-mgr upload-pps-limit [ virtual-host limit ]

Use this command to configure the limit of uploading packet rate for real IPs.

flow-pre-mgr upload-pps-limit [ virtual-host limit ] limit-number
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Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Verification

Use the no form of this command to disable the function.

no flow-pre-mgr upload-pps-limit [ virtual-host limit ]

Parameter Description

limit-number Limit of uploading packet speed, ranging from 0 to 10,000,000.

Default value is O, that is without limit

Global configuration mode

It is recommended to enable this function when it is needed to prevent the upload flow attack. The function

takes effect on real/virtual IP only. Each real/virtual IP’s uploading packet rate will be counted respectively.

#Set the limit of uploading packet rate per IP address to 2,000.
FS# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

FS(config)# flow-pre-mgr upload-pps-limit 2000

1. Use the show flow-pre-mgr upload-pps-limit command to display the configuration.

2. Use the show flow-pre-mgr drop-count command to display the packet loss status.

5.13  flow-pre-mgr upload-pps-limit { specify | specify-range | specify-subnet }

Use this command to configure the limit of uploading packet rate for specified IP addresses.

flow-pre-mgr upload-pps-limit { specify ip-addr | specify-range ip-start ip-end | specify-subnet ip-subnet

ip-mask } limit limit-number
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Parameter

Description

Defaults

Command Mode

Default level

Usage Guide

Configuration

Examples

Verification

Use the no form of this command to disable the function.

no flow-pre-mgr upload-pps-limit { specify ip-addr | specify-range ip-start ip-end | specify-subnet ip-subnet

ip-mask }

Parameter Description

ip-addr Indicates a specified IP address.

ip-start Indicates the start IP address in a specified IP range.

ip-end Indicates the end IP address in a specified IP range.

ip-subnet Specifies a subnet segment.

ip-mask Specifies a mask.

limit-number Indicates the uplink packet rate limit. The value range is from 0 to 10,000,000.
N/A

Global configuration mode

Normally, by enabling defense against the upload flow attack, you can use this command to customize the

settings of some special IP addresses (such as the internal network server).

#Set the uploading packet speed of internal network subscribers to not more than 3,000 per second and the

subscriber with the IP address of 192.168.1.2 to not more than 10,000 packets per second.

FS# configure terminal
FS(config)# flow-pre-mgr upload-pps-limit 3000
FS(config)# flow-pre-mgr upload-pps-limit specify 192.168.1.2 limit 10000

1. Use the show flow-pre-mgr upload-pps-limit command to display the configuration.

2. Use the show flow-pre-mgr drop-count command to display the packet loss status.
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5.15 Show flow-pre-mgr drop-count

Parameter

Description

Command Mode

Use this command to display the log of buffer protection.

show flow-pre-mgr drop-count

Parameter Description

N/A N/A

Privileged EXEC mode, Global configuration mode, interface mode
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Default level

Usage Guide

Configuration

Examples

5.16  show flow-pre-mgr ip-info

Parameter

Description

14

You can use this command to count the packet loss of each function respectively.

#Display the number of packet loss.

FS#show flow-pre-mgr drop-count

DROP-TYPE DROP-PKT
Filter-pkt 42892
Session-real 0
Session-specify 0
Session-virtual 970
Session-cpu 0
PPS-real 0
PPS-specify 0
PPS-virtual 0
Buff-real 0
Buff-virtual 0

Use this command to display the session number of IP addresses and their session limits.

show flow-pre-mgr ip-info [ ip-address |

Parameter

ip-address

default

Description

Displays the session of specified IP addresses and their session limits

If no ip-address parameter is specified, then all IP addresses are displayed

by default.
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Command Mode Privileged EXEC mode, Global configuration mode, interface mode

Default level 14

Usage Guide You can use this command to display the session number of IP addresses and their session limits.

Configuration #Display the session limit of IP addresses and their session limits.

Examples FS#show flow-pre-mgr ip-info
IP-ADDRESS flow-cnt flow-limit UDP-fent UDP-flimit
192.168.10.1 203 500 150 150
192.168.10.2 103 500 50 150
192.168.10.3 20 0 10 0
192.168.10.4 15 0 8 0

FS# Filed Interpretation
Field
IP-ADDRESS
flow-cnt
flow-limit
UDP-fcnt

UDP-flimit

5.17 show flow-pre-mgr new-session-limit

Description

IP address

Number of current sessions

Session limit

Number of UDP sessions

UDP session limit

Use this command to display configured rules preventing new session attack.

show flow-pre-mgr new-session-limit

Parameter
Parameter
Description

N/A

Description

N/A
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Command Mode

Default level

Usage Guide

Configuration

Examples

Privileged EXEC mode, Global configuration mode, interface mode

You can use this command to display the new session limit configuration of the current device.

#Display the configuration.

FS# show flow-pre-mgr new-session-limit

flow-pre-mgr new-session-limit start-up limit 20000

flow-pre-mgr new-session-limit virtual-host limit 10000

flow-pre-mgr new-session-limit real-host limit 1000

flow-pre-mgr new-session-limit specify-host 192.168.1.110 limit 5000
flow-pre-mgr new-session-limit specify-host 192.168.1.112 limit 10000

5.18  show flow-pre-mgr new-session-limit attack

Parameter

Description

Command Mode

Default level

Usage Guide

Configuration

Examples

Use this command to display the log of the latest new session attack.

show flow-pre-mgr new-session-limit attack

Parameter Description

N/A N/A

Privileged EXEC mode, Global configuration mode, interface mode

You can use this command to display the latest attack on the current device by the new session.

#Display the configuration.

FS# show flow-pre-mgr new-session-limit attack

HOST-TYPE HOST-IP TIME
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real-host 172.18.8.156 2014-10-16 14:15:28

5.19  show flow-pre-mgr rule-info
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5.20 show flow-pre-mgr upload-pps-limit

Parameter

Description

Command Mode

Default level

Use this command to display configured rules preventing upload flow attack.

show flow-pre-mgr upload-pps-limit

Parameter Description

N/A N/A

Privileged EXEC mode, Global configuration mode, interface mode
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Usage Guide You can use this command to display the configuration of upload packet speed limit per IP address.
Configuration #Display the configuration.
Examples

FS# show flow-pre-mgr upload-pps-limit

flow-pre-mgr upload-pps-limit 3000

flow-pre-mgr upload-pps-limit specify 192.168.1.30 limit 5000
flow-pre-mgr upload-pps-limit specify 192.168.1.20 limit 10000
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6 Flow Control Commands

6.1 auto-pir

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Use this command to enable the PIR dynamic adjustment function of flow control channel tree.

auto-pir enable [ interval NUM [ root-rate Percentage]] [ exclude-pass ]

Use this command to disable the PIR dynamic adjustment function of flow control channel tree.

no auto-pir enable

Parameter Description

Adjustment interval, in seconds. The parameter is 1 second by default if no value
NUM
is configured, and the configuration range is from 1 to 3600.

Threshold of PIR suppression or restoration: It refers to the root channel

bandwidth utilization ratio. The processing logic is as follows:

®  [fthe parameter is above the threshold, PIR suppression check is triggered
according to the ascending order of channel priority. If a channel rate
exceeds CIR, its PIR is suppressed.

® Ifthe parameter is below the threshold by 10%, PIR restoration is triggered.
Itis restored according to the descending order of channel priority.

Percentage
® Thereis no processing if the parameter is between the two values.

The value is 90 by default when the parameter is not configured. The
configuration range is from 1 to 99. Take the default value 90 as an example.
When the value is less than 80%, PIR restoration is triggered; when the value is
greater than 90%, PIR suppression check is triggered; there is no processing
when the value is between 80% and 90%.

exclude-pass The root-rate threshold calculation includes the release flow by default. The pass

flow is not included after the exclude-pass keyword is entered.

EG product is enabled by default. NPE product is disabled by default.

Channel tree configuration mode

This function applies to the scenario where the flow control equipment of higher level exists. If the bandwidth
occupation of point-to-point flow stays in a high position without going down and the bandwidth of other
applications cannot be guaranteed, this function can be used.

The root bandwidth utilization rate calculated here is the actual utilization rate, including the forwarded and discarded

flow of flow control.
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Configuration  #Enable the inbound channel tree PIR regulation function of policy group group1:
Examples FS(config)# config

FS(config)# flow-control group1

FS(config-flow-control)# channel-tree inbound

FS(config-channel-tree)# auto-pir enable

Verification Use the show flow-control Name [ inbound | outbound ] auto-pir command to test whether auto-pir can take effect.

6.2 change-priority

Use this command to switch the priorities of two policy rules under the same flow control group:

change-priority rule1 rule7-num rule2 rule2-num [ by-rule-number ]

Parameter
Parameter Description

Description
rule1-num No. of the first policy rule switched, which is the priority No. by default
rule2-num No. of the second policy rule switched, which is the priority No. by default
by-rule-number Indicates that rule -num and rule2 -num are rule numbers if a value is entered,

but not the default priority number.

Defaults N/A

Command Flow control group configuration mode

Mode

Default Level 14

Usage Guide The priority number of policy rule can be displayed through the Pri_num field in show flow-control-policy rule

[group name].

Configuration  #Switch the priorities of two policy rules with the priority No. 1 and priority No. 2 under the flow control group group1.
Examples Note that 1 and 2 are priority numbers:

FS(config)# config

FS(config)# flow-control group1

FS(config-flow-control)# change-priority rule1 1 rule2 2

Verification Use the show flow-control-policy rule [ group name] command to display the details of all the policy rules or the

policy rules under a specific flow control group.

6.3 channel-default

Use this command to specify the default flow control channel.
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Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

channel-default channel-name

Use this command to restore the default configuration.

no channel-default

Parameter Description

channel-name Name of the configured flow control channel

The parameter is the root channel by default.

Channel tree configuration mode

14

By configuring this command, all the flows for which flow control strategy matching has failed will enter the specified

default channel.

#Specify the "depart5" channel on the flow control tree in the downlink direction of flow control group "test" as the

Examples default channel.
FS(config)#flow-control test
FS(config-flow-control)#channel-tree inbound
FS(config-channel-tree)#channel-default depart5
Verification Use the show flow-control {NAME} command to display the configuration of the whole flow control group.
6.4 channel-group
Use this command to create a flow control channel.
channel-group name parent { NULL | parent_name} [ cir cir_num1 [pir pir_num ][ pri pri_num{ fifo | { per-net
[ per-mask mask ] | per-user } per-pir ppir_num [ limit limit_num1[ session-limit session_limit_num]
[reverse]}
Use this command to delete a flow control channel.
no channel-group name
Use this command to delete a shared pool of flow control channels.
no channel-group name pool pool_name
Parameter
Parameter Description
Description
name Name of the created channel
parent Parent channel of the created channel

NULL The created channel is the root channel of the flow control tree if
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parent_name

cir cir_num

pir pir_num

pri pri_num

fifo

per-net

per-mask mask

per-user

per-pir ppir_num

limit limit_num

session-limit session_limit_num

pool pool_name

reverse

there is no parent channel.

Name of the parent channel of the created channel, which must be
a created channel

Acknowledge information rate, namely, the minimum assured
bandwidth, in the input range from 100 kbps to 170000000 kbps; the
parameter is 0 by default when no value is entered; bandwidth
distribution is not committed when the bandwidth is scarce. The
bandwidth of the root node cannot be 0.

Peak information rate, namely, the maximum bandwidth that can
be occupied, which must be greater than or equal to cir; the part
exceeding cir is the size of bandwidth borrowed from the parent
channel, in the input range from 100 kbps to 10000000 kbps. The
value of PIR is equal to the PIR of the parent node by default. If the
parent node does not exist, the PIR value is equal to the CIR value.
Priority, in the input range from 0 to 7, where 0 indicates the
highest priority and the channel with a higher priority will be first
scheduled.

FIFO queue

Fair queue of each network segment; the number of internal
queues is not fixed, and the fair packet sending opportunity is
realized based on the network segment; the parameter applies to
the congested channel, and the following parameters need to be
configured for it.

Network segment mask, in the input range from 1 to 32; 32
indicates the fair queue based on each IP address; the parameter is
32 by default if no value is entered.

Fair queue per account; the number of internal queues is not fixed,
and the fair packet sending opportunity is realized based on each
account; the parameter applies to the congested channel.

Peak information rate of each network segment, namely, the
maximum bandwidth that can be occupied, in the input range from
1 kbps to 10000000 kbps.

Number of limited network segments, in the input range from 1 to
65535; if no value is entered, the default value is accessed
according to the total bandwidth size; 1000 is accessed when the
total bandwidth is smaller than 100 Mbps; 10000 is accessed when
the total bandwidth is greater than or equal to 100 Mbps.

Limits the number of connections of each network segment (IP
address), in the input range from 1 to 65535; the number of
connections of each IP address is not limited by default.

Name of the shared pool to which the configured flow control
channel is added.

(Optional) Reverse Per-net. The speed is limited for the external

network segment (IP address), and for the public network segment
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of the accessed branch (VPN scenario). The parameter is forward

Per-net by default.

Defaults The flow control channel is not configured by default.

Command Mode Channel tree configuration mode

Default Level 14

Usage Guide 6. Only one root channel can exist for one flow control tree, and cir and pir of the root channel need to

be configured as the equal value;

7. When the channel cir is configured, the sum of the configured cir and cir of all of its peer channels
should be smaller than or equal to cir of the parent channel; when the channel pir is configured, the
configured pir must be smaller than or equal to pir of the parent channel;

8. Channels with higher priority will be first scheduled, and the packet loss probability is lower in the
case of congestion;

9. The per-net queue and per-user queue are fair queues, and the configuration makes sense and
embodies its characteristics of fair packet sending only in the case of congestion;

10. The network segment flow beyond the limit of per-net queue will enter the default queue of per-net
queue; this default queue is at the lowest packet sending priority, and the bandwidth of network
segment within the limit will be first guaranteed; besides, none of per-pir, limit and session-limit
supports nesting, e.g., the root channel limits session-limit to 1000 and the sub-channel of root
channel limits session-limit of BT to 500; actually, it means that the non-BT flow limit session-limit is
1000, and the BT limit is 500;

11. Only the bottom two layers of flow control tree can be added to the shared pool, i.e., only the leaf
channel and its parent channel can be added to the shared pool and the shared pool must be
created already;

12. For adding to the shared pool of Per-IP type, the channel type must be Per-IP, namely, it is Per-net
and per-mask is 32; moreover, the limit cannot be greater than the shared pool limit;

13. The number of shared pool member channels cannot exceed 8;

14. The channel of per-user type cannot be added to the shared pool.

Configuration #Create a channel named "root" on the flow control tree in the downlink direction of the flow control group
Examples "test":

FS(config)#flow-control test

FS(config-flow-control)#channel-tree inbound

FS(config-channel-tree)#channel-group root parent null cir 50000 pir 50000 pri 4 fifo

Platform

Description

6.5 channel-tree

Use this command to create a flow control channel tree.
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Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

channel-tree {inbound | outbound }

Use this command to delete a flow control channel tree.

[no] channel-tree { inbound | outbound }

Parameter Description
inbound Downlink
outbound Uplink

The flow control tree is not configured by default.

Flow-control mode

14

A flow control group should contain the flow control tree in the downlink direction and the flow control tree in the

uplink direction.

#Create a flow control tree in the downlink direction and a flow control tree in the uplink direction respectively in the

Examples flow control group "test":
FS(config)#flow-control test
FS(config-flow-control)#channel-tree inbound
FS(config-channel-tree)#exit
FS(config-flow-control)#channel-tree outbound
FS(config-channel-tree)#exit
Verification Use show flow-control { NAME } to display the configuration of the whole flow control group.
6.6 clear flow-control
Use this command to configure the description of flow control group.
clear flow-control name statistics
Parameter
Parameter Description
Description
name Flow control group name, with the maximum length of 32 characters
Command Privileged EXEC mode
Mode

Default Level

14
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Usage Guide

Configuration

Clear the statistical information value of flow control group data.

#Clear the statistical information of flow control group "Gi0/1":

Examples FS# clear flow-control Gi0O/1 statistics
6.7 comment
Use this command to configure the description of flow control group.
comment Comment_String
Use this command to delete a configured description field.
[no] comment Comment_String
Parameter
Parameter Description
Description
A description string, with the maximum length of 127 characters; spaces are not
Comment_String
allowed between characters.
Defaults The description field is not configured by default.
Command flow-control configuration mode
Mode

Default Level

Usage Guide

Configuration

14

N/A

#Configure the description field in flow control group "Gi0/1":

Examples FS(config)#flow-control Gi0/1
FS(config-flow-control)# comment Dianxin-10M
Verification Use the show flow-control { NAME} command to display the configuration of the whole flow control group.
6.8 flow-control
Use this command to configure a flow control group.
flow-control { statistics | log on | name [ update bandwith /n_bandwith Out_bandwith [ perpir-update 11}
Use this command to delete a specific flow control group.
no flow-control name
Parameter
Parameter Description
Description

Packet data information statistic switch of the flow control forwarding plane (the
statistics
statistic switch is enabled by default except the high performance equipment)
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Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

log Flow control log switch

on Log switch

name Name of the flow control group

In_bandwith Expected downlink bandwidth size after update, in the input range from 500
kbps to 10000000 kbps

Out_bandwith Expected uplink bandwidth size after update, in the input range from 500 kbps

to 10000000 kbps

perpir-update When a value is entered, Per-PIR will always be adjusted proportionally along
with the bandwidth; when no value is entered and the bandwidth is 10 Mbps
greater than the reference bandwidth, Per-PIR will not be adjusted

proportionally.

Only flow control template configuration exists in the system by default.

Global configuration mode

14

1. Configure this command to access the flow control group mode. The flow control policy rule and flow
control channel can be further configured based on this flow control group. Note that the flow control
group must be applied to the WAN port to make the policy rule and channel take effect.

2. The update keyword is used to update the bandwidth size of existing flow control group. Here, bandwidth
update affects the configuration of all the shared pools and channel bandwidths, all of which will be

adjusted proportionally.

#Configure flow control policy group group1.
FS#config
FS(config)#flow-control group1

#Configure flow control policy group group2.
FS#config
FS(config)# flow-control group2

#Delete flow control policy group group1.
FS#config

FS(config)#no flow-control group1
#Update the Gi0/0 bandwidth size to 20 Mbps.

FS#config
FS(config)#flow-control Gi0/0 update bandwith 20000 20000

Use the show flow-control { NAME} command to display the configuration of the whole flow control group.
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6.9 flow-policy

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Use this command to apply the flow control group to the WAN port and make the flow control policy rule and flow
control policy channel configured under this policy group take effect:

flow-policy name

Use this command to cancel the application of a specific flow control group on the interface:

no flow-policy

Parameter Description

name Name of the flow control group

No flow control group is applied on the WAN port in the system by default.

Interface configuration mode

14

This command can only be configured on the WAN port and cannot be used on the non-WAN port.

#Apply the flow control policy group group1 to interface gi0/1:
FS#config

FS(config)#interface gi0/1

FS(config-if-GigabitEthernet 0/1)#flow-policy group1

#Cancel application of the flow control policy group group1 on the interface gi0/1:
FS#config
FS(config)#interface gi0/1

FS(config-if-GigabitEthernet 0/1)#no flow-policy

Use the show run command to check whether flow control is configured under the interface.

6.10 flow-rule

Use this command to configure a flow control policy rule, which needs to be configured by two parts. The first half part
indicates the policy rule keyword, and the last part indicates the policy rule action:

flow-rule num [ vlan-group vian-group-name] [ subscriber subscriber-name 1 [ auth-group auth-group-name]

[ network-group network-group-name [ app-group app-group-name ] time-range time-rang-name [ vpn ]

flow-rule num action { drop | log-drop | pass [in-channel in-channel-name] [ out-channel out-channel-name 1}

[ default ] [ commet string ]
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Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Use this command to delete a policy.

no flow-rule num

Use this command to disable a policy.

flow-rule num disable

Use this command to cancel policy disabling.

no flow-rule num disable

Parameter

num

vlan-group-name
subscriber-name
auth-group-name
network-group-name
app-group-name
time-rang-name
in-channel-name
out-channel-name
string

disable

vpn

default

Description

No. of flow control policy rule, in the input range from 1 to 8192.

Name of the vlan-group object associated with policy rule; "any" indicates
matching any object.

Name of the subscriber object associated with policy rule; "any" indicates
matching any object.

Name of the authentication object associated with policy rule; "any" indicates
matching any authentication object.

Name of the network-group object associated with policy rule; "any" indicates
matching any object.

Name of the app-group object associated with policy rule; "any" indicates
matching any object.

Name of the time-rang object associated with policy rule

Name of the in-channel associated with policy rule

Name of the out-channel associated with policy rule

Comment of the policy rule

Disables this policy rule. It is not disabled by default.

Indicates the configured VPN policy, which matches VPDN traffic only. A
Non-VPN policy is configured by default.

Default policy, at the lowest priority; for multiple default policies, the finest one

will take effect first.

No policy rule is configured in the system by default.

Flow control group configuration mode

14

3. The policy rule with different num values but the same keyword cannot be configured.

4. According to the policy rule matching principle, the one configured late will take effect first. To make a

policy rule take effect, two parts of the policy, and all the associated objects and channel objects must be

configured, and the flow control group where the policy rule is has been applied to the WAN port.

5. When the policy configuration Action is pass, in-channel or out-channel is not configured. Then, speed is
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Configuration

Examples

not limited in the corresponding in or out direction. When neither direction is configured, speed is not
limited in the two directions.

6. Policy refinement judgment principle: Object priorities are compared first: vlian object > Intranet IP
object > authentication object > external network IP object > application identification object. When the
object priority is the same, the same objects are compared according to the fact that the subclass is finer
than the parent class. For example, Ali Wangwang is an instant messaging software; when all the other
objects are the same, it is finer to use the Ali Wangwang policy in comparison to the policy that the

application object uses instant messaging software.

#Under the flow control group group1, configure to restrict the egress bandwidth of the Administrative Department of
a company to 3 Mbps.

FS#config

FS(config)#flow-control group1

FS(config-flow-control)#flow-rule 1 vlan-group any subscriber Administrative Department network-group any
app-group any time-rang any

FS(config-flow-control)#flow-rule 1 action pass out-channel Administrative Department egress bandwidth 3 Mbps

#Under the flow control group group2, configure to prevent Tom at the administrative department of a company from
accessing Sina in working hours.

FS#config

FS(config)#flow-control group1

FS(config-flow-control)#flow-rule 1 vlan-group any subscriber Administrative Department Tom network-group sina
app-group any time-rang work

FS(config-flow-control)#flow-rule 1 action drop

6.11 flow-template

Parameter

Description

Use this command to copy a new configuration by adopting an existing flow control group as a template.
Moreover, the bandwidth size can be updated and used to generate new configuration quickly according to the
template or other flow control groups in the deployment phase:

flow-template copy Src_name Dst_name [ bandwith In_bandwith Out_bandwith [ perpir-update ] ] [ force ]

Parameter Description

Copied source flow control group, i.e., name of the flow control group used

Src_name
as a template
Name of the created flow control group, which cannot be the same as
Dst_name
Src_name
In_bandwith Expected downlink bandwidth size after update, in the input range from
500 kbps to 10000000 kbps; the downlink bandwidth size of source
configuration group is accessed by default if no value is entered.
Out_bandwith Expected uplink bandwidth size after update, in the input range from 500

kbps to 10000000 kbps; the uplink bandwidth size of source configuration
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Defaults

Command Mode

Default Level

Usage Guide

Configuration

Examples

group is accessed by default if no value is entered.

perpir-update When a value is entered, Per-PIR will always be adjusted proportionally
along with the bandwidth; when no value is entered and the bandwidth is
10 Mbps greater than the reference bandwidth, Per-PIR will not be adjusted
proportionally.

force If the target flow control group already exists and force is not entered,
copying will fail; if force is entered, the existing flow control group will be

deleted before copying.

Global configuration mode

14

7. Bandwidth update affects the configuration of all the shared pools and channel bandwidths, all of
which will be adjusted proportionally.

8. Configuration copy is used to generate new configuration according to the existing flow control group
configuration template, where bandwidth update can be regarded as bandwidth update executed for

the newly created flow control group.

#Generate a new flow control group BBB according to the flow control group AAA, and update the bandwidth to
15 Mbps.

FS#config

FS(config)# flow-template copy AAA BBB bandwith 15000 15000

6.12 share-pool

Parameter

Description

Use this command to create a shared pool.

share-pool Name rate num1 [ type { normal | per-ip [ limit num21}]

Use this command to delete a shared pool.

no share-pool Name

Parameter Description

Name Indicates the name of a shared pool.

numl Indicates the bandwidth of the created shared pool.

type Indicates the type of the created shared pool. This parameter is set to

normal by default if no value is entered.
normal Indicates the normal type, which limits the total bandwidth rate of all

users.

per-ip Indicates the per-ip type, which limits the bandwidth rate of each user.



SG-5110 GATEWAY CLI REFERENCE GUIDE 6 FS

Command Mode

Default Level

Usage Guide

Configuration

Examples

Verification

Platform

Description

num2 Indicates the limit of user quantity of the shared pool in the per-ip type.

Channel tree configuration mode

1. For the shared pool in the normal type, the bandwidth is limited based on all users of the channels added to the

shared pool. That is, the total user bandwidth cannot exceed the configured rate.

2. For the shared pool in the per-ip type, the bandwidth is limited based on each user of the channels added to the

shared pool. That is, the bandwidth of each user cannot exceed the configured rate.

3. User traffic is blocked when the limit of the shared pool in the per-ip type is exceeded. A limit value is generated

automatically when no limit value is entered.

4. Channels added to the shared pool are prioritized. In a worst case, those with higher priorities occupy all

bandwidth of the shared pool. This characteristic is applicable to scenarios with different service priorities.

Create a normal type shared pool test with 1000kbps bandwidth under the inbound flow control tree of flow

control group 1.

FSt#config

FS(config)#flow-control group1
FS(config-flow-control)# channel-tree inbound

FS(config-channel-tree)# share-pool test rate 1000 type normal

Run the show flow-control { NAME } command to check the configuration of the flow control group.

6.13 show flow control

Use this command to display the flow control group configuration information. The configuration of all the flow
control groups is displayed if no flow control group is not specified:

show flow-control [ Name ]

Use this command to display the flow control channel configuration information:

show flow-control Name {inbound | outbound } [ channel-group channel-name [ detail ]

Use this command to display the shared pool configuration information

show flow-control Name { inbound | outbound } [ share-pool [ pool-name]]

Use this command to display the auto-pir status information:

show flow-control Name [ inbound | outbound ] auto-pir
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Parameter

Description

Command Mode

Default Level

Usage Guide

Configuration

Examples

Parameter Description

Name Name of the flow control group

inbound Flow control tree in the downlink direction
outbound Flow control tree in the uplink direction

channel-name Flow control channel configuration, which is used

together with the detail keyword to display the FIFO, SFQ
and Per-net queue running status information

pool-name Related display of the shared pool; all the pools are

displayed if the name is not entered; the specific pool is

displayed if the name is entered.

Privileged EXEC mode

14

If the channel-group channel-name keyword is entered, only the configuration information of corresponding
channel is displayed; otherwise, the configuration information of all channels configured on the entire flow

control channel tree is displayed.

#Display the specified flow control group: the configuration information of Gi0/6.
FSt#sh flow-control test
flow-control test
comment tpl-ibar
|
channel-tree inbound
auto-pir enable interval 1 root-rate 90
1

channel-group root parent null cir 130000 pir 130000 pri 4 per-net per-mask 32 per-cir 130 per-pir 2000
limit 1000

channel-group key parent root cir 65000 pir 91000 pri 0 per-net per-mask 32 per-cir 65 per-pir 78000
limit 1000

channel-group normal parent root cir 52000 pir 91000 pri 4 per-net per-mask 32 per-cir 52 per-pir
78000 limit 1000

channel-group unkey parent root cir 13000 pir 52000 pri 7 per-net per-mask 32 per-cir 13 per-pir 3003
limit 1000

channel-default normal
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channel-tree outbound
no auto-pir enable
!

channel-group root parent null cir 130000 pir 130000 pri 4 per-net per-mask 32 per-cir 130 per-pir 2000
limit 1000

channel-group key parent root cir 65000 pir 78000 pri 0 per-net per-mask 32 per-cir 65 per-pir 4998
limit 1000

channel-group normal parent root cir 52000 pir 78000 pri 4 per-net per-mask 32 per-cir 52 per-pir 3003
limit 1000

channel-group unkey parent root cir 13000 pir 52000 pri 7 per-net per-mask 32 per-cir 13 per-pir 3003
limit 1000

channel-default normal

flow-rule 1000 app-group Other_Group time-range any

flow-rule 1000 action pass in-channel normal out-channel normal default comment

Match_Normal_Group_of _NON_VPN
flow-rule 999 app-group Key_Group time-range any

flow-rule 999 action pass in-channel key out-channel key default comment
Match_Key_Group_of_NON_VPN

flow-rule 998 app-group Unkey_Group time-range any

flow-rule 998 action pass in-channel unkey out-channel unkey default comment
Match_Inhib_Group_of_NON_VPN

flow-rule 992 subscriber VIP time-range any

flow-rule 992 action pass in-channel key out-channel key comment Match_VIP_Group_of_NON_VPN
flow-rule 991 network-group Out_Server time-range any

flow-rule 991 action pass in-channel key out-channel key comment Match_Out_Server_of_NON_VPN
flow-rule 900 app-group TC_AD_Key time-range any

flow-rule 900 action pass in-channel key out-channel key comment Match_AD_Key_of NON_VPN

flow-rule 900 disable

#Display the configuration information of the specified channel in the downlink direction.
FStsh flow-control test inbound channel-group root

Group-name CIR PIR Pri Schedule
CIDR/CIR/PIR/Limit/Sess-limit/Share-pool R

root 130000 130000 4 per-net  32/130/2000/
1000/0 0
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#Display the configuration information of all the downlink channels of the channel tree.
FS#sh flow-control test inbound

Group-name CIR PIR Pri  Schedule
CIDR/CIR/PIR/Limit/Sess-limit/Share-pool R

Root 130000 130000 4 per-net 32/130/2000/1000/
0/ 0
Key 65000 91000 0 per-net 32/65/78000/1000/
0/ 0
Normal 52000 91000 4 per-net 32/52/78000/1000/
0/ 0
Unkey 13000 52000 7 per-net 32/13/3003/1000/
0/ 0

Field explanation:

Field Description

Group-name Channel name

CIR Committed information rate

PIR Peak information rate

Pri Channel priority

Schedule Channel queue type
CIDR/CIR/PIR/Limit/Sess-limit/Share-pool CIDR/CIR/PIR/Limit/Sess-limit/Share-pool

#Display the shared pool configuration information in the uplink direction:

FS#show flow-control test outbound share-pool

Global pool: 14 Global red obj: 0

Tree pool: 3

Share-pool Rate Type Limit Child
tcp 200 Normal NA 1
udp 150 Normal NA 1
p1 100 Normal NA 2

Field explanation:

Field Description
Global pool Number of shared pool
Global red obj Shared pools that reach the upper Tx packets limit. It

is the statistics of all nodes of normal and per-IP type
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shared pools.

Tree pool Number of shared pools of corresponding

channel-tree

Share-pool Name of shared pool

Rate Limited rate of shared pool

Type Type of shared pool

Limit Max number of users supported. Takes effect only in

per-IP type shared pool.

Child Number of member channels. Note that only the
channel that adds to the shared pool will be
counted. For example, if a parent channel which
has three sub channels is added, the statistics value

will be one.

#Display the specified shared pool information in the uplink direction:

FS#show flow-control test3 outbound share-pool p1

Pool: p1

Rate: 100 Type: Normal Limit: NA

State: Green Child: 2 Active: NA

Kill flow: 0

Group-name Cir Pir Pri  Type Limit Share-pool
pl1-tcp 150 500 4 fifo NA p1
p1-udp 100 500 4 fifo NA p1

Field explanation:

Field Description

Pool Number of shared pool

Rate Limited rate of shared pool

Type Type of shared pool

Limit Max number of users supported. Takes effect only in

per-IP type shared pool.
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6.14

State

Child

Limit

Active

Kill flow

Group-name

Cir

Pir

Type

Pri

Limit

Share-pool

show flow-control-policy group

Takes effect only in normal type shared pool. Red
means the upper Tx packets limit has reached, while

Green is not. In Per-IP type shared pool, it is N/A.

Number of member channels. Note that only the
channel that adds to the shared pool will be counted.
For example, if a parent channel which has three sub

channels is added, the statistics value will be one.

Max number of users supported. Takes effect only in

per-IP type shared pool.

Number of active users. Takes effect only in per-IP

type shared pool.

Number of killed flows. Takes effect only in per-IP

type shared pool.

Name of shared pool member channel

Min Bandwidth of shared pool member channel

Max bandwidth of shared pool member channel

Type of shared pool member channel

Priority of shared pool member channel

Max number of users supported by shared pool
member channel. Takes effect only in per-IP type

shared pool.

Name of channel added to shared pool

Note: if a member channel in the specified shared
pool is not a leaf channel, the sub channel of it will be
displayed. If the sub channel has been added to other
shared pools, then the shared pool name will be
displayed replacing the Share-pool field. Otherwise,
the Share-pool field will be N/A.

Use this command to display details of a flow control group.

show flow-control-policy group
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Parameter

Description

Command Mode

Default Level

Usage Guide

Configuration

Examples

Parameter Description
N/A N/A

Privileged EXEC mode

14

Display the details of all the flow control groups in the system, including the flow control group name, flow

control group No., interface index value used by the flow control group, and the total number of policy rules

configured under this flow control group.

#Display the details of all the flow control groups in the system:

FS#show flow-control-policy group

group_name group_id apply_ifx policy_entries
group1 0 6 14
group2 1 0 4

Field explanation:

Field Description

group-name Name of the flow control group

group-id No. of the flow control group

apply_ifx Interface index value applied to the flow control group: "0" indicates tha

it is not applied to any interface.
policy_entries Number of flow control policy rules configured under this flow control

group

6.15  show flow-control-policy rule

Parameter Description

Command Mode

Default Level

Usage Guide

Use this command to display details of a flow control policy rule.

show flow-control-policy rule [ group name]

Parameter Description

name Name of the flow control group

Privileged EXEC mode

The use case displays the details of all the policy rules in the system or the policy rules under a flow control
group, including the No. of each policy rule, priority No., related interface index value of policy rule, id of
each object, number of flows matched with this policy rule at present, maximum of sessions of this policy

rule, and validity of this policy rule.

Configuration Examples  #Display the details of all the flow control groups in the system:
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FS#sh flow-control-policy rule

Some comment:

| prio : priority of the rule | grp : group the rule located | rule :rule numberingroup |

| ifx :interface correspond | vlan_id  :vlan identify | subs_id : subscriber identify |

| auth_id : auth_group identify | net_wk_id : network identify | app_id :applicationidentify |
[in :in-channel identify | out :out-channel identify | ses_now : session hold now

|

| ses : config session | stat : disable or enable | ef : the effect of the rule |
prio grprule ifx vlan_id subs_id auth_id net_wk_id app_id in out  ses_now
ses  statef

73 5 1000 O 4294967295 4294967295 4294967295 4294967295 4294967288 5 5 0
0 up O

74 5 999 0 4294967295 4294967295 4294967295 4294967295 4294967290 1 1 0
0 up O

75 5 998 O 4294967295 4294967295 4294967295 4294967295 4294967289 6 6 0
0 up O

76 5 997 0 4294967295 4294967295 4294967295 4294967295 4294967295 4 4 0
0 up O

77 5 9% O 4294967295 4294967295 4294967295 4294967295 0 3 3 0
0 up O

78 5 995 0 4294967295 4294967295 4294967295 4294967295 0 2 2 0
0 up O

79 5 994 0 4294967295 20069752 4294967295 4294967295 4294967295 2 2 0
0 up O

80 5 993 O 4294967295 4294967295 4294967295 19787672 4294967295 2 2 0
0 up O

81 5 992 0 4294967295 20069752 4294967295 4294967295 4294967295 1 1 0
0 up O

82 5 991 O 4294967295 4294967295 4294967295 19787672 4294967295 1 1 0
0 up O

83 5 900 O 4294967295 4294967295 4294967295 4294967295 4144963584 1 1 0
0 down O

84 6 1000 O 4294967295 4294967295 4294967295 4294967295 4294967288 5 5 0
0 up O

85 6 999 O 4294967295 4294967295 4294967295 4294967295 4294967290 1 1 0
0 up O

86 6 998 O 4294967295 4294967295 4294967295 4294967295 4294967289 6 6 0
0 up O

87 6 997 O 4294967295 4294967295 4294967295 4294967295 4294967295 4 4 0
0 up O

88 6 9% O 4294967295 4294967295 4294967295 4294967295 0 3 3 0
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0 up
89 6
0 up
M 6
0 up
91 6
0 up
92 6
0 up
93 6

0 up

0

995 0 4294967295 4294967295 4294967295 4294967295 0 2

0

994 0 4294967295 20069752 4294967295 4294967295 4294967295 2

0

993 0 4294967295 4294967295 4294967295 19787672 4294967295 2

0

992 0 4294967295 20069752 4294967295 4294967295 4294967295 1

0

991 0 4294967295 4294967295 4294967295 19787672 4294967295 1

0

Field explanation:

Field

prio

agrp

rule

ifx

vlan_id

subs_id:

auth_id

net_wk_

app_id

out

ses_now

ses

stat

ef

Description

Priority No. of the flow policy rule

No. of the flow control group, indicating the flow control group to which this
policy belongs

Flow control policy No.

Interface index value belonging to the flow control policy rule: "0" indicates
that the flow control group where this rule is has not been applied to the
interface.

ID of the vlan-group object associated with the flow control policy rule: "0"
indicates that this vlan-group object is not configured.

ID of the subscriber object associated with the flow control policy rule: "0"
indicates that this subscriber object is not configured.

ID of the auth-group object associated with the flow control policy rule: "0"
indicates that this auth-group object is not configured.

ID of the network-group object associated with the flow control policy rule:
"0" indicates this network-group object.

ID of the app-group object associated with the flow control policy rule: "0"
indicates this app-group object.

ID of the in-channel channel object associated with the flow policy rule; if the
ID value is 0, this channel object is not configured; if the ID value is NA, this
rule is not associated with the in-channel channel object.

ID of the out-channel channel object associated with the flow policy rule; if
the ID value is 0, this channel object is not configured; if the ID value is NA,
this rule is not associated with the out-channel channel object.

Number of flows matched with this policy rule at present

Maximum number of sessions of flow that can be matched according to the
flow control policy rule

"Down" indicates that this policy is disabled; "Up" indicates that this policy is
not disabled.

Effectiveness of the flow control policy rule; "0" indicates that the rule does

not take effect; "1" indicates that the rule has taken effect.

2 0
2 0
2 0
1 0
1 0
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6.16  small-packet

Parameter

Description

Command Mode

Default Level

Usage Guide

Use this command to forward the smaller packet through the specified channel first.

small-packet name [tcp | udp]

Parameter Description

name Indicates name of the flow channel

TCP Indicates that only small TCP packet is supported.
UDP Indicates that only small UDP packet is supported.

Channel tree configuration mode

When the external bandwidth is little, it is recommended to enable the function on the uplink flow control
channel to forward the smaller TCP packets through the key channel first. Thus, improve the flow throughput rate

of small packets.
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7 Flow Audit Commands

7.1 flow-audit data-store

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Use this command to configure the storage period of table data (except the daily/weekly/monthly reports).
flow-audit data-store num
Use the no form of this command to delete the configuration.

no flow-audit data-store

Parameter Description

num Indicates storage period in days. The value range is from 10 to 90.

Table data is stored for 60 days by default.

Global configuration mode

Use this command to configure the storage period of table data (except the daily/weekly/monthly reports).

#Set the storage period of table data to 80 days.

Example FSt#config
Enter configuration commands, one per line. End with CNTL/Z.
FS(config)# flow-audit data-store 80
Verification Run the show run command to display the storage period of table data (except the daily/weekly/monthly reports).
7.2 flow-audit data-store day-report
Use this command to configure the storage period of historical data of daily reports.
flow-audit data-store day-report nUum
Use the no form of this command to delete the configuration.
no flow-audit data-store day-report
Parameter
Parameter Description
Description
num Indicates the storage period in days. The value range is from 10 to 90.
Defaults The historical data of daily reports is stored for 60 days by default.
Command Global configuration mode
Mode
Usage Guide Use this command to configure the storage period of historical data of daily reports.
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Configuration

#Set the storage period of daily reports to 30 days to save disk space.

Example FSt#config
Enter configuration commands, one per line. End with CNTL/Z.
FS(config)# flow-audit data-store day-report 30
Verification Run the show run command to display the storage period of historical data of daily reports.
7.3 flow-audit data-store month-report
Use this command to configure the storage period of historical data of monthly reports.
flow-audit data-store month-report num
Use the no form of this command to delete the configuration.
no flow-audit data-store month-report
Parameter
Parameter Description
Description
num Indicates the storage period in months. The value range is from 1 to 12.
Defaults The historical data of monthly reports is stored for 12 months by default.
Command Global configuration mode
Mode
Usage Guide Use this command to configure the storage period of historical data of monthly reports.

Configuration

#Set the storage period of monthly reports to six months.

Example FSt#config
Enter configuration commands, one per line. End with CNTL/Z.
FS(config)# flow-audit data-store month-report 6
Verification Run the show run command to display the storage period of historical data of monthly reports.
7.4 flow-audit data-store week-report
Use this command to configure the storage period of historical data of weekly reports.
flow-audit data-store week-report nUm
Use the no form of this command to delete the configuration.
no flow-audit data-store week-report
Parameter
Parameter Description
Description
num Indicates the storage period in weeks. The value range is from 1 to 52.
Defaults The historical data of weekly reports is stored for 8 weeks by default.
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Command

Mode

Usage Guide

Configuration

Global configuration mode

Use this command to configure the storage period of historical data of weekly reports.

#Set the storage period of weekly reports to 28 weeks to learn about the traffic trend of the gateway and save disk

Example space.
FSt#config
Enter configuration commands, one per line. End with CNTL/Z.
FS(config)# flow-audit data-store week-report 28
Verification Run the show run command to display the storage period of historical data of weekly reports.
7.5 flow-audit enable
Use this command to enable flow monitoring and audit.
flow-audit enable
Use the no form of this command to disable flow monitoring and audit.
no flow-audit enable
Parameter
Parameter Description
Description
N/A N/A
Defaults This function is enabled by default.
Command Global configuration mode
Mode
Usage Guide Use this command to enable flow monitoring and audit.

Configuration

Example

#Enable flow monitoring and audit.
FSt#config

FS(config)# flow-audit enable

#Disable flow monitoring and audit.
FS#config

FS(config)#no flow-audit enable
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Verification Run the show run command to display the status of flow monitoring and audit.
7.6 flow-audit generate-report
Use this command to configure generation time of daily/weekly/monthly reports.
flow-audit generate-report hour
Use the no form of this command to delete the configuration.
no flow-audit generate-report
Parameter
Parameter Description
Description
hour Indicates the storage period in hours. The value range is from 0 to 23.
Defaults Reports are generated at 03:00 by default.
Command Global configuration mode
Mode
Usage Guide Use this command to configure generation time of daily/weekly/monthly reports.

Configuration

Example

Verification

#Set the generation time of daily/weekly/monthly reports to 05:00 if the services are busy at 03:00.
FS#config
Enter configuration commands, one per line. End with CNTL/Z.

FS(config)# flow-audit generate-report 5

Run the show run command to display generation time of daily/weekly/monthly reports.

7.7 flow-audit hard-disk-quota

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Use this command to configure the hard disk space quota available for flow monitoring.
flow-audit hard-disk-quota percent
Use the no form of this command to delete the configuration.

no flow-audit generate-report
Parameter Description

percent Indicates a percentage. The value range is from 1 to 100.

The hard disk space quota available for flow monitoring is 50% of the total capacity by default.

Global configuration mode

Use this command to configure the hard disk space quota available for flow monitoring.

#Set the hard disk space quota available for flow monitoring to 30% to save disk space.
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Example FSt#config
Enter configuration commands, one per line. End with CNTL/Z.
FS(config)# flow-audit hard-disk-quota 30
Verification Run the show run command to display the hard disk space quota available for flow monitoring.
7.8 flow-audit rt-refresh
Use this command to configure the update frequency of real-time traffic information.
flow-audit rt-refresh num
Use the no form of this command to restore the default configuration.
no flow-audit rt-refresh
Parameter
Parameter Description
Description
num Indicates the update frequency. The default update frequency is 30 seconds.
Defaults Flow is refreshed at a frequency of 30 seconds by default.
Command Global configuration mode
Mode
Usage Guide Use this command to change the update frequency of real-time traffic information.

Configuration

Example

Verification

#Set the update frequency of real-time traffic information to the default value. To display the traffic information in a

more real-time manner, set the update frequency to 10 seconds.
FSt#config

Enter configuration commands, one per line. End with CNTL/Z.
FS(config)# flow-audit rt-refresh 10

Run the show run command to display the configuration result.

7.9 flow-audit vpn

Parameter

Description

Defaults

Use this command to configure the flow monitoring mode of VPN.

flow-audit vpn { inside-ip | outside-ip }

Parameter Description

N/A N/A

Flow monitoring of VPN is based on extranet IP addresses by default.
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Command

Mode

Usage Guide

Configuration

Example

Verification

Global configuration mode

Use this command to change the flow monitoring mode of VPN according to actual needs.

#Configure the headquarters as a VPN server and check traffic of different branches (through VPN dialup).
FSt#config
Enter configuration commands, one per line. End with CNTL/Z.

FS(config)# flow-audit vpn outside-ip

#Configure branches as VPN clients, and change flow monitoring to be based on intranet IP addresses to check VPN

access of each employee.
FS#config
Enter configuration commands, one per line. End with CNTL/Z.

FS(config)# flow-audit vpn inside-ip

Run the show run command to display the flow monitoring mode of VPN.

7.10 show flowrate

Parameter

Description

Use this command to display traffic information of the global system or on a specified interface at the present time,
in the past few hours, or in a specified time period.

show flowrate { global | interface interface-name} [ { recent hour | minute_interval begin-year begin-month
begin-day begin-hour:begin-minute to end-year end-month end-day end-hour:end-minute | [ month | week ]
time-interval begin-year begin-month begin-day begin-hour to end-year end-month end-day end-hour | { [ month |
week ] day-interval begin-year begin-month begin-day to end-year end-month end-day | day begin-year begin-month

begin-day } [ hour-interval begin-hour to end-hour [ begin-hour2 to end-hour211} [ detail ] ]

Parameter Description

interface-name Indicates the name of an interface.
hour Indicates the number of the latest hours.
begin-year Indicates the start year of a period.
begin-month Indicates the start month of a period.
begin-day Indicates the start day of a period.
begin-hour Indicates the start hour of a period.
begin-minute Indicates the start minute of a period.
end-year Indicates the end year of a period.
end-month Indicates the end month of a period.
end-day Indicates the end day of a period.

end-hour Indicates the end hour of a period.
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Defaults

Command

Mode

Usage Guide

Configuration

Example

end-minute Indicates the end minute of a period.
begin-hour2 Indicates the start hour 2 of a period.
end-hour2 Indicates the end hour 2 of a period.
N/A

Privileged EXEC mode

Use this command to display real-time traffic information of the global system or a specified interface.

®  Specify the keyword global to display real-time traffic information of the global system, and specify the

keyword interface to display real-time traffic information of the interface.

Examples:

show flowrate global (displaying real-time traffic information of the global system)

show flowrate interface gi0/3 (displaying real-time traffic information on the interface Gi0/3)

#Display current traffic information on the interface GEO/1.

FS# show flowrate interface gigabitEthernet 0/1
Interface: GigabitEthernet 0/1

Pass input rate: 979685 bits/sec, 114 packets/sec
Pass output rate: 107233 bits/sec, 60 packets/sec
Drop input rate: 130 bits/sec, 5 packets/sec

Drop output rate: 210 bits/sec, 4packets/sec

#Display real-time traffic information of the global system.

FS# show flowrate global

global

Pass Input rate: 184592 bits/sec,
Pass Output rate: 30940 bits/sec,
Drop Input rate: 0 bits/sec,
Drop Output rate: 0 bits/sec,

7.11 show flowrate application

33 packets/sec
28 packets/sec
0 packets/sec

0 packets/sec

Use this command to display traffic information of applications, application groups, or application classes of the

global system or a specified interface at the present time or in a specified time period.

show flowrate application { global | interface interface-name | vwan } [ [ subscriber subscriber-name ]

[ subscriber-group subscriber-group 1 | { by-auth } [ auth-subs-group auth-group-name 1 [ auth-subs auth-name]1]

Lip ip-address ][ application-group application-group 1[ { [ by-group ] | [ application-type application-type]

[ { by-type | application application-name}1}1[{ recent hour | minute-interval begin-year begin-month begin-day
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Parameter

Description

Defaults

Command

Mode

Usage Guide

begin-hour:begin-minute to end-year end-month end-day end-hour:end-minute | { [ month | week ] day-interval

begin-year begin-month begin-day to end-year end-month end-day | day begin-year begin-month begin-day }

[ hour-interval begin-hour1 to end-hour1 [begin-hour2 to end-hour2]1}] [ order-by { { pass | drop } { upload |

download } | application } { desc | asc} [ top n]][ detail ]

Parameter

interface-name
subscriber-name
subscriber-group
auth-group
auth-name
Ip-address
application-group
application-type
application-name
hour

begin-year
begin-month
begin-day
begin-hour
begin-minute
end-year
end-month
end-day
end-hour
end-minute
begin-hour1
end-hour1
begin-hour2
end-hour2

n

N/A

Privileged EXEC mode

Description

Indicates the name of an L3 interface, which is used in gateway mode.
Indicates a username.

Indicates the name of a user group.

Indicates the name of an authenticated object group.
Indicates the name of an authenticated object.
Specifies an IP address.

Indicates the name of an application group.
Indicates an application class.

Indicates the name of an application.

Indicates the number of the latest hours.
Indicates the start year of a period.

Indicates the start month of a period.

Indicates the start day of a period.

Indicates the start hour of a period.

Indicates the start minute of a period.
Indicates the end year of a period.

Indicates the end month of a period.

Indicates the end day of a period.

Indicates the end hour of a period.

Indicates the end minute of a period.

Indicates the start hour 1 of a period.

Indicates the end hour 1 of a period.

Indicates the start hour 2 of a period.

Indicates the end hour 2 of a period.

Specifies the first n records.

Use this command to display real-time traffic information of related applications.

®  Specify the keyword global to display real-time traffic information of applications, application groups, or

application classes of the global system, specify the keyword interface to display such information of a

specified interface, and specify the keyword VWAN to display such information of acceleration channels. If no

keyword is entered, real-time traffic information of applications is displayed. If the keyword by-group is used,
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Configuration

Example

real-time traffic information of application groups is displayed. If the keyword by-type is used, real-time traffic
information of application classes is displayed.
Examples:
show flowrate application global (displaying real-time traffic information of applications in the global
system)
show flowrate application interface gi0/3 (displaying real-time traffic information of different
applications on the interface Gi0/3)
show flowrate application interface gi0/3 by-group (displaying real-time traffic information of all
application groups on the interface Gi0/3)
show flowrate application interface gi0/3 by-type (displaying real-time traffic information of all
application classes on the interface Gi0/3)
show flowr app vwan (displaying real-time traffic information of applications of acceleration channels)
®  Specify the keyword top and parameter n to display the first n records of the ranking result.
Example:
show flowrate application interface gi0/3 order by pass download desc top 5 (querying real-time traffic
information of applications on the interface Gi0/3, and displaying the first five records in descending
order of download traffic)
®  Specify one or more keywords (subscriber, subscriber-group, auth-subs-group, auth-subs, ip) to display
real-time traffic information of applications.
Example:
show flowrate application interface gi0/3 ip 192.168.1.5 (displaying real-time traffic information of the
application with the IP address 192.168.1.5 on the interface Gi0/3)
This command supports statistics collection by group or type, display of user traffic information by user
or user group, and ranking of traffic information in ascending or descending order based on application

names and passed or discarded uplink/downlink traffic.

#Display current application traffic on the interface GE0/1 in gateway mode.

FS# show flowrate application interface gigabitEthernet 0/1
path:GigabitEthernet 0/1

count: 1

Application Application-group  Application-type

PASS: Upload(bps) Download(bps)  Upload(pps) Download(pps)

DROP: Upload(bps) Download(bps)  Upload(pps) Download(pps)

Appl instant messaging Other application group
62597 65955 15 17
0 0 0 0

#Display application traffic information of the global system.
FS# show flowr app global

global
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count: 4
Application Application-group Application-type
PASS: Upload(bps) Download(bps)  Upload(pps) Download(pps)

DROP: Upload(bps) Download(bps)  Upload(pps) Download(pps)

Tencent resource P2P Unkey_Group

211 249 0 0
0 0 0 0
QQ-login|chat instant messaging Key_Group

286 373 0 0
0 0 0 0
IP application IP group Other_Group
20014 70481 12 12
0 0 0 0
telnet remote access protocol Other_Group
64 153 0 0
0 0 0 0

#Display real-time application traffic information of acceleration channels.

FS# show flowr app vwan

vwan

count: 3

Application Application-group Application-type

PASS: Upload(bps) Download(bps)  Upload(pps) Download(pps)

DROP: Upload(bps) Download(bps)  Upload(pps) Download(pps)

Tencent resource P2pP Unkey_Group

786 565 0 0
0 0 0 0
QQ-login|chat instant messaging Key_Group

211 373 0 0
0 0 0 0
IP application IP group Other_Group
20014 70481 12 12

0 0 0 0
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7.12 show flowrate ip

Parameter

Description

Defaults

Use this command to display traffic information of the global system or on a specified interface at the present time,

in the past few hours, or in a specified time period.

show flowrate ip { global | { interface interface-name} [ by-vpn] | vwan }

[ subscriber-group subscriber-group by-group | [ [ subscriber-group subscriber-group ] [ subscriber

subscriber-name] [ vip 1 | { by-auth } [ auth-subs-group auth-group-name [ auth-subs auth-name]] [ ip ip-address ]

[ application application-name [ application-group application-group 1 [ application-type application-type 1

[ { recent hour | minute-interval begin-year begin-month begin-day begin-hour:begin-minute to end-year end-month

end-day end-hour: end-minute | { [ month | week ] day-interval begin-year begin-month begin-day to end-year

end-month end-day | day begin-year begin-month begin-day } [ hour-interval begin-hour1 to end-hourT [begin-hour2

to end-hour21]1}][ order-by { { pass | drop } { upload | download } | ip | subscriber-group | subscriber |

auth-subs-group | auth-subs } { desc | asc} [ top n [ detail ] 1] [ { detail | by-user } ]

Parameter

interface-name
subscriber-group
subscriber-name
auth-group
auth-name
Ip-address
application-name
application-group
application-type
hour

begin-year
begin-month
begin-day
begin-hour
begin-minute
end-year
end-month
end-day
end-hour
end-minute
begin-hour1
end-hour1
begin-hour2
end-hour2

n

N/A

Description

Indicates the name of an interface, which is used in gateway mode.
Indicates the name of a user group.

Indicates a username.

Indicates the name of an authenticated object group.
Indicates the name of an authenticated object.
Specifies an IP address.

Indicates the name of an application.

Indicates the name of an application group.
Indicates an application class.

Indicates the number of the latest hours.
Indicates the start year of a period.

Indicates the start month of a period.

Indicates the start day of a period.

Indicates the start hour of a period.

Indicates the start minute of a period.
Indicates the end year of a period.

Indicates the end month of a period.

Indicates the end day of a period.

Indicates the end hour of a period.

Indicates the end minute of a period.

Indicates the start hour 1 of a period.

Indicates the end hour 1 of a period.

Indicates the start hour 2 of a period.

Indicates the end hour 2 of a period.

Specifies the first n records.
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Command

Mode

Usage Guide

Configuration

Example

Privileged EXEC mode

Use this command to display real-time traffic information of related users.

®  Specify the keyword global to display real-time traffic information of users of the global system, specify the
keyword interface to display such information of a specified interface, and specify the keyword VWAN to
display such information of acceleration channels.
Examples:
show flowrate ip global (displaying real-time traffic information of users of the global system)
show flowrate ip interface gi0/3 (displaying real-time traffic information of users on the interface Gi0/3)
show flowr ip vwan (displaying real-time traffic information of users of acceleration channels)

®  Specify the keyword top and parameter n to display the first n records of the ranking result.
Example:
show flowrate ip interface gi0/3 order by pass download desc top 5 (querying real-time traffic
information of users on the interface Gi0/3, and displaying the first five records in descending order of
download traffic)

®  Specify one or more keywords (application, application-group, and application-type) to display real-time
traffic information of applications.
Example:
show flowrate ip interface gi0/3 application PPTP (displaying real-time traffic information of the
application PPTP on the interface Gi0/3)

This command supports statistics collection of traffic information by group.

#Display current traffic information of users on the interface GEO/1 in gateway mode.
FS# show flowrate ip interface gigabitEthernet 0/1

Subscriber ip

PASS: Upload(bps) Download(bps)  Upload(pps) Download(pps)
DROP: Upload(bps) Download(bps)  Upload(pps) Download(pps)
/User_groupA/User_nameA 2.2.2.92

230 134 0 0

0 0 0 0
/User_groupB/User_nameB 172.18.3.67

259 153 0 0

0 0 0 0

#Display real-time traffic information of users of the global system.
FS# show flowr ip global
global

subscriber ip
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PASS: Upload(bps) Download(bps)  Upload(pps)

DROP: Upload(bps) Download(bps)  Upload(pps)

/172.18.3.24 172.18.3.24

896 1008 1
0 0 0
/172.18.3.110 172.18.3.110

7526 63712 9
0 0 0

/192.168.183.118 192.168.183.118
18116 68729 10

0 0 0

7.13 show flowrate ip-application

Download(pps)

Download(pps)

9259

10

Use this command to display real-time traffic information of IP addresses or applications of the global system or a

specified interface.

show flowrate ip-application { global | interface interface-name [ by-vpn 1} [ [ subscriber subscriber-name]

[ subscriber-group subscriber-group 1 [ vip ] | { by-auth } [ auth-subs-group auth-group-name] [ auth-subs

auth-name]] [ ip ip-address 1 [ application application-name ][ application-group application-group 1

[ application-type application-type 1 [ order-by { { pass | drop } { upload | download } | ip | application |

subscriber-group | subscriber | auth-subs-group | auth-subs } {desc | asc}[top n]]

Indicates the name of an interface, which is used in gateway mode.

Indicates the name of an authenticated object group.

Indicates the name of an authenticated object.

Parameter
Parameter Description
Description
interface-name
subscriber-group Indicates the name of a user group.
subscriber-name Indicates a username.
auth-group-name
auth-name
ip-address Specifies an IP address.
application-name Indicates the name of an application.
application-group Indicates the name of an application group.
application-type Indicates an application class.
n Specifies the first n records.
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide

Use this command to display real-time traffic information of related IP addresses or applications.
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®  Specify the keyword global to display the real-time traffic information of IP addresses or applications of the

global system, and specify the keyword interface to display such traffic information of a specified interface.

Examples:

show flowrate ip-application global ip 192.168.1.3 (displaying traffic information of the IP addresses or

applications of the global system

show flowrate ip-application interface gi0/3 ip 192.168.1.3 (displaying traffic information of the
application with the IP address 192.168.1.3 on the interface Gi0/3)

®  Specify the keyword top and parameter n to display the first n records of the ranking result.

Example:

show flowrate ip-application interface gi0/3 ip 192.168.1.3 order by pass download desc top 5 (querying

current traffic information of the applications with the IP address 192.168.1.3 on the interface Gi0/3, and

displaying the first five records in descending order of download traffic)

Configuration

#Display traffic information of the application with the IP address 172.18.36.102 on the interface GEO/1 in gateway

Example mode.
FS# show flowrate ip-application interface gigabitEthernet 0/1
ip 172.18.36.102
path:GigabitEthernet 0/1
Subscriber ip  Application Application-group Application-type
PASS: Upload(bps) Download(bps)  Upload(pps) Download(pps)
DROP: Upload(bps) Download(bps)  Upload(pps) Download(pps)
/user_groupA/user_nameA 172.18.36.102  applicationA  application_groupA key application group
46003 2093107 93 173
0 0 0 0
/user_groupA/user_nameB 172.18.36.102  applicationB application_groupB  key application group
46001 2093102 193 173
0 0 0 0
/user_groupA/user_nameC172.18.36.102  applicationC application_groupC key application group
4003 1093107 63 73
0 0 0 0
7.14 show online ip

Use this command to display Internet access duration and traffic information of the online IP addresses of the global

system or a specified interface at the present time or in a specified time period.

show online ip {global | interface interface-name} [[subscriber subscriber-name] [subscriber-group

subscriber-group] [vip] | [auth auth-name] [auth-group auth-group]] [ip ip-address] [{minute-interval

begin-year begin-month begin-day begin-hour: begin-minute to end-year end-month end-day

end-hour:end-minute | {{month | week] day-interval begin-year begin-month begin-day to end-year end-month

end-day | day begin-year begin-month begin-day} [hour-interval begin-hour to end-hour [begin-hour2 to
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

end-hour2]}] [order-by {{pass | drop} {upload | download} | ip | subscriber-group | subscriber | auth-group

| auth } {desc | asc}[ top n]]

Parameter

interface-name
subscriber-name
subscriber-group
auth-name
auth-group
Ip-address
begin-minute
end-minute
begin-day
begin-month
begin-year
end-day
end-month
end-year
begin-hour
end-hour
begin-hour2
end-hour2

n

N/A

Privileged EXEC mode

Description

Indicates the name of an L3 interface, which is used in gateway mode.

Indicates a username.

Indicates the name of a user group.

Indicates the name of an authenticated object.

Indicates the name of an authenticated object group.

Specifies an IP address.

Indicates the start minute of a period.

Indicates the end minute of a period.

Indicates the start day of a period.

Indicates the start month of a period.

Indicates the start year of a period.
Indicates the end day of a period.
Indicates the end month of a period.
Indicates the end year of a period.
Indicates the start hour of a period.
Indicates the end hour of a period.
Indicates the start hour 2 of a period.
Indicates the end hour 2 of a period.

Specifies the first n records.

Use this command to display Internet access duration and traffic information of online IP addresses.

®  Specify the keyword global to display real-time traffic information of online IP addresses of the global system.

Example:

show online ip global (displaying current traffic information of online IP addresses of the global system)

®  Specify the keyword top and parameter n to display the first n records of the ranking result.

Example:

show online ip global order by pass download desc top 5 (querying current traffic information of the

online IP addresses of the global system, and displaying the first five records in descending order of

download traffic)

#Display the first five records of Internet access duration and traffic information of the online IP addresses of the

global system in decrement order according to the download traffic.
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FS# show online ip global order-by pass download desc top 5

global

Subscriber

IP AuthType LoginTime OnlineTime(min)

PASS-Upload(KB)  PASS-Download(KB)  DROP-Upload(KB) DROP-Download(KB)

/200.200.0.6

200.200.0.6 2013-7-3 15:38 1345
1405491 655083 0 0
/200.200.0.7

200.200.0.7 2013-7-3 15:38 1345
1405489 655044 0 0
/200.200.0.8

200.200.0.8 2013-7-3 15:38 1345
1405128 655016 0 0
/200.200.0.2

200.200.0.2 2013-7-3 15:38 1345
1405221 654959 0 0
/200.200.0.9

200.200.0.9 2013-7-3 15:38 1345
1404516 654826 0 0

7.15 show online ip-application

Parameter

Description

Use this command to display the Internet access duration and traffic information of online IP addresses and
applications of the global system or a specified interface at the present time.

show online ip-application {global | interface interface-name} [[subscriber subscriber-name]
[subscriber-group subscriber-group] [vip] | [auth auth-name] [auth-group auth-group]] [ip ip-address]
[application application-name] [application-group application-group] [application-type application-type]
[order-by {{pass | drop} {upload | download} | ip | subscriber-group | subscriber | auth-group |

application} {desc | asc}] [offset start —record {limit record-numj}]

Parameter Description

interface-name Indicates the name of an L3 interface, which is used in gateway mode.
subscriber-name Indicates a username.

subscriber-group Indicates the name of a user group.

auth-name Indicates the name of an authenticated object.

auth-group Indicates the name of an authenticated object group.
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Defaults

Command

Mode

Usage Guide

Configuration

Example

Ip-address
application-name
application-group
application-type
start-record

record-num

N/A

Specifies an IP address.

Indicates the name of an application.

Indicates the name of an application group.

Indicates an application class.

Indicates the start line of records.

Indicates the number of record lines.

Privileged EXEC mode

Specify the keyword global to display the Internet access duration and traffic information of online IP addresses and

applications of the global system at the present time. Specify the keywords (ip, subscriber, subscriber-group,

application, and application-group) to display required information, specify the keyword order-by to decide the

ranking sequence of the query results, and specify the keyword top n to display the first n records.

#Display the Internet access duration and traffic information of the applications with the IP address 172.18.181.63 of

the global system.

FS# show online ip-application global ip 200.200.0.2

global

count:2

Subscriber

IP

LoginTime

PASS-Upload(KB)

/172.18.181.63
172.18.181.63
2013-8-26 9:36

16703

/172.18.181.63
172.18.181.63
2013-8-26 9:36

5107

7.16 show online statistic

Application

OnlineTime(min)

PASS-Download(KB)

BQQ instant messaging Other_Group

10456

28711

DROP-Upload(KB)

MAPI  email protocol Other_Group

10456

8231

Application-group Application-type

DROP-Download(KB)

Use this command to display the numbers of IP addresses and sessions that are online at the present time, in the past

few hours, or in a specified time period of the global system or a specified interface.
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Example

show online statistics {global | interface interface-name} [{detail [offset start-record {limit record-numj] |
recent hour | minute-interval begin-year begin-month begin-day begin-hour:begin-minute to end-year

end-month end-day end-hour:end-minute | [month | week] time-interval begin-year begin-month begin-day
begin-hour to end-year end-month end-day end-hour | day begin-year begin-month begin-day [hour-interval

begin-hour1 to end-hour1 [begin-hour2 to end-hour2]]}]

Parameter Description

interface-name Indicates the name of an L3 interface, which is used in gateway mode.
start-record Indicates the start line of records.
record-num Indicates the number of record lines.
hour Indicates the number of the latest hours.
begin-year Indicates the start year of a period.
begin-month Indicates the start month of a period.
begin-day Indicates the start day of a period.
begin-hour Indicates the start hour of a period.
begin-minute Indicates the start minute of a period.
end-year Indicates the end year of a period.
end-month Indicates the end month of a period.
end-day Indicates the end day of a period.
end-hour Indicates the end hour of a period.
end-minute Indicates the end minute of a period.
begin-hour Indicates the start hour of a period.
end-hour Indicates the end hour of a period.
begin-hour2 Indicates the start hour 2 of a period.
end-hour2 Indicates the end hour 2 of a period.
N/A

Privileged EXEC mode

Use this command to display the number of online IP addresses.
Specify the keyword global to display the number of online IP addresses of the global system.
Example:

show online statistics global (displaying the number of currently online IP addresses)

#Display the number of currently online IP addresses of the global system.
FS# show online statistics global
global

online ip count: 500


app:ds:statistics
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8 Content Audit Commands

8.1 app-audit

Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Use this command to enable the application control audit optimization and set the time period in which the repeated
application blocking of one IP address is not audited.

app-audit optimize-cache [ time ]

Use the no form of this command to disable the application control audit optimization.

no app-audit optimize-cache

Use this command to enable the application control audit optimization blocking.

app-audit optimize-deny

Use the no form of this command to disable the application control audit optimization blocking.

no app-audit optimize-deny

Parameter Description

time Specifies a time period in a unit of seconds. After this function is enabled, the
same application blocking action of one IP address is not repeatedly audited

within this time period.

This function is enabled by default.

Global configuration mode

14

1. After this function is enabled, the same application blocking action of one IP address is not repeatedly audited
within this time period. The time period is 300s by default and ranges from 5s to 1800s.
2. There are two manners for blocking TCP flows: directly discard packets; and send RST packets to interrupt the

connection. These two manners can be swapped via the configuration for optimizing application blocking.

1. The following example sets the time period in which the repeated application blocking of one IP address is not

audited to 120s.

FS# configure terminal

FS(config)# app-audit optimize-cache 120

FS(config)# end

2.The following example disables the application control audit optimization blocking.

FS# configure terminal
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FS(config)# no app-audit optimize-deny

FS(config)# end

Verification Run the show running-config command to display the configuration status.

8.2 app-rule

Use this command to delete all application control audit rules in a policy group.

app-rule delete-all

Use this command to swap priorities of the application control audit access control rules.

app-rule priority-swap rule-id1 rule-id2

Use this command to add an application control audit rule to a content audit policy group.
app-rule rule-id time-range time-name app-group app-group-name action { permit | deny } [audit ][ vpn][vip]

[ comment comment-string ]

Use the no form of this command to delete an application control audit rule.

no app-rule rule-id

Parameter
Parameter Description
Description
rule-id1 The ID of rule 1 of which the priority is to be swapped.
rule-id2 The ID of rule 2 of which the priority is to be swapped.
rule-id The ID of a rule. A value range is 1 to 200.
. The name of a time object in a rule validity period.
time-name
app-group-name The name of an application group to be controlled by the rule.
comment-string The description of a rule.
Defaults All these functions are not configured by default.
Command Content audit policy group configuration mode
Mode
Default Level 14
Usage Guide 1. The ID of a rule must be unique in one content audit policy group, and can be repeated in another content audit

policy group.
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Configuration

Examples

Verification

Prompt

8.3

class

2. All access control rules in a content audit policy group are prioritized, and the last configured rule has the highest
priority.

3. Arule is invalid when the time name or application group name associated with the rule does not exist.
4. When application access and audit is enabled, to optimize the audit records, no audit is carried out.

5. This priority swap command is used to swap priorities of two access control rules. After this command is run, run
the show running command to display a change in ranks of the two rules. Output of the show running command

does not display the priority swap command.

1. The following example deletes all application control audit rules in the policy group policy A.
FS# configure terminal

FS(config)# content-policy policyA

FS(cont-plcy-config)# app-rule delete-all

FS(cont-plcy-config)# end

2.The following example swaps priorities of the application control audit access control rules 10 and 20 in the

policy group policy A.

FS# configure terminal

FS(config)# content-policy policyA
FS(cont-plcy-config)# app-rule priority-swap 10 20
FS(cont-plcy-config)# end

3.The following example 