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Ethernet Configuration Commands

1 Interface Commands
1.1 bandwidth

Use this command to set the bandwidth on the interface. Use the no form of this command to restore the default

setting.
bandwidth kilobits
no bandwidth
Parameter
Parameter Description
Description
kilobits Bandwidth per second, in the unit of Kbps.
Defaults If this command is not configured on the interface, use the show interface command to display the default setting
in privileged EXEC mode.
Command Interface configuration mode
Mode
Usage Guide This command does not affect the actual bandwidth on the interface. Instead, it is used to display the system the

bandwidth specification. By default, the bandwidth is determined by the actual link rate on the interface. It can be
set by the user as well.

Configuration The following example sets the bandwidth on the interface to 64 Kbps.

Examples FS(config)#interface gigabitEthernet 0/1
FS(config-if-GigabitEthernet 0/1)# bandwidth 64

Related
Command Description
N/A N/A
Platform N/A
Description

1.2 carrier-delay

Use this command to set the carrier delay on the interface. Use the no form of this command to restore the
default value.

carrier-delay { [ milliseconds ] num | up [ milliseconds ] num down [ milliseconds ] num}

no carrier-delay

Parameter
Parameter Description
Description
num (Optional) in the range from 0 to 60 in the unit of seconds.
milliseconds (Optional) in the range from 0 to 60000 in the unit of milliseconds.
up (Optional) Configures the delay after which DCD changes from Down to Up in
status.
down (Optional) Configures the delay after which DCD changes from Up to Down in
status.

Defaults The default is 2 seconds.
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6&Fs

Command
Mode

Usage Guide

Configuration

Examples

Related

Command

Platform

Description

Interface configuration mode

This parameter refers to the delay after which the carrier detection signal DCD of the interface link changes from
the Down status to the Up status or vice versa. If the DCD changes within the delay, the system will ignore such
changes without disconnecting the upper data link layer for renegotiation.

If the DCD carrier is disconnected for a long time, the parameter should be set longer to accelerate route
aggregation so that the routing table can be converged more quickly. On the contrary, if the DCD carrier
interruption period is shorter than the time used for route aggregation, you should set the parameter to a higher
value to avoid unnecessary route vibration.

The following example sets the carrier delay of serial interface to 5 seconds.

FS(config)# interface gigabitethernet 1/1

FS(config)# carrier-delay 5

The following example sets the carrier delay of serial interface to 100 milliseconds.

FS(config)# interface GigabitEthernet 1/1

FS(config-if-GigabitEthernet 1/1)#carrier-delay milliseconds 100

The following example sets the DCD delay from Down to Up in status to 100 milliseconds and from Up to Down to
200 milliseconds.

FS(config)# interface GigabitEthernet 1/1

FS(config-if-GigabitEthernet 1/1)# carrier-delay up milliseconds 100 down milliseconds 200

Command Description
N/A N/A
N/A

1.3 clear counters

Parameter

Defaults
Command
Mode

Usage Guide

Configuration
Examples
Related

Commands

Platform

Description

Use this command to clear the counters on the specified interface.

clear counters [interface-type interface-number ]

Parameter

Description

interface-type interface-number
N/A
Privileged EXEC mode.

Interface type and interface ID

In the privileged EXEC mode, use the show interfaces command to display the counters or the clear counters
command to clear the counters. If the interface is not specified, the counters on all interfaces will be cleared.
The following example clears the counters on interface gigabitethernet 1/1.

FS# clear counters gigabitethernet 1/1

Command

Description

show interfaces

N/A

Displays the interface information.
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1.4 clearinterface

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

1.5 description

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to reset the interface.

clear interface interface-type interface-number

Parameter

Description

interface-type interface-number

Interface type and interface ID

N/A

Privileged EXEC mode.

This command is only used on the switch port, member port of the L2 Aggregate port, routing port, and member

port of the L3 aggregate port. This command is equal to the shutdown and no shutdown commands.

The following example resets the interface gigabitethernet 1/1.

FS# clear interface gigabitethernet 1/1

Command Description
shutdown Disables the interface.
N/A

Use this command to configure the alias of interface. Use the no form of this command to restore the default
setting.
description string

no description

Parameter

Description

string Interface alias

No alias is configured by default.

Interface configuration mode.

Use show interfaces to display the interface information, including the alias.
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Configuration

Examples

Related

Commands

Platform

Description

1.6 duplex

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

The following example configures the alias of interface.

FS(config)# interface gigabitethernet 1/1
FS(config-if)# description GBIC-1

Command Description
show interfaces Displays the interface information.
N/A

Use this command to specify the duplex mode for the interface. Use the no form of this command to restore the
default setting.

duplex { auto | full | half }

no duplex

Parameter Description

auto Self-adaptive full duplex and half duplex
full Full duplex

half Half duplex

The default is auto,

Interface configuration mode.

The duplex mode is associated with the interface type. Use show interfaces to display the duplex mode of the

interface

The following example specifies the duplex mode for the interface.

FS(config-if)# duplex full

Command Description
show interfaces Displays the interface information.
N/A
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1.7 errdisable recovery

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

1.8 fecmode

Parameter

Description

Use this command to recover the interface in violation.

errdisable recovery [ interval time ]

Parameter Description
time Time for the command to take effect. The range is from 30 to 86,400 seconds.
N/A

Interface configuration mode.

Use the command to recover the port that triggers violation after being configured with the violation shutdown

command.

The following example recovers the violation interface gigabitethernet 1/1.

FS(config)# interface gigabitethernet 1/1

FS(config-if)# errdisable recovery

Command Description
switchport port-security violation shutdown Configures the port security violation to shutdown.
N/A.

Use this command to enable or disable the FEC function.

fec mode {rs | base-r | none | auto}

Use the no form of this command to restore the default value.

no fec mode

Parameter Description

rs Indicates the RS mode for enabling the FEC function.
base-r Indicates the base-r mode for enabling the FEC function.
none Disables the FEC function.

Indicates FEC function self-adaption, that is, the system determines whether
auto
to enable the FEC function based on the optical module and rate.
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Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

The default configuration depends on the product model.

Interface configuration mode

14

When one end runs FEC function, the other end should enable it, too.

On the premise of not affecting the negotiation status of the two ends, we suggest you NOT to:

enable FEC function on the QSFP28-100G-LR4 optical module, on which FEC function is disabled by default.
disable FEC function on QSFP28 modules (except QSFP28-100G-LR4), on which FEC function is enabled by
default.

The following example forcibly enables the FEC function on Interface HundredGigabitEthernet 1/1.
FS(config)# interface HundredGigabitEthernet 1/1

FS(config-if- HundredGigabitEthernet 1/1)# fec mode rs

The following example forcibly enables the FEC function on Interface TFGigabitEthernet 2/1.
FS(config)# interface TFGigabitEthernet 2/1

FS(config-if- TFGigabitEthernet 2/1)# fec mode base-r

1.9 fiber antifake enable

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Use this command to enable or disable the optical module antifake detection. Use the no form of this command
to restore the default setting.

fiber antifake {ignore | enable}

no fiber antifake enable

Parameter Description
ignore Disables the optical module antifake detection.
enable Enables the optical module antifake detection.

By default, optical module antifake detection is disabled.

Global configuration mode

If the optical module antifake detection is enabled by default, when a non-original optical module is inserted,
alarm logs are printed.

The following example enables the optical module antifake detection.

FS(config)# fiber antifake enable
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N/A N/A

Platform N/A

Description

1.10 flowcontrol

Use this command to enable or disable the flow control. Use the no form of this command to restore the default
setting.
flowcontrol { auto | off | on}

no flowcontrol

Parameter
Parameter Description
Description
auto Self-negotiates the flow control.
off Disables the flow control.
on Enables the flow control.
Defaults This function is disabled by default.
Command Interface configuration mode.
Mode

Usage Guide Use the show interfaces command to display the flow control configuration.

Configuration = The following example enables flow control on fastEthernet port 1/1.
Examples FS(config)# interface gigabitethernet 1/1

FS(config-if)# flowcontrol on

Related
Command Description
Commands
show interfaces Displays the interface information.
Platform N/A
Description

1.11 interface

Use this command to enter the interface configuration mode.

interface interface-type interface-number

Parameter
Parameter Description

Description
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

interface-type The interface type.
interface-number The interface ID.
N/A

Global configuration mode

This command is used to enter interface configuration mode. The user can modify the interface configuration

next,

The following example enters configuration mode on Aggregateport 1.
FS(config)# interface Aggregateport 1

FS(config-if-Aggregateport 1)#

The following example enters configuration mode on GigabitEthernet 1/2.
FS(config)# interface GigabitEthernet 1/2

FS(config-if-GigabitEthernet 1/2)#

The following example configuration mode on VLAN 1.

FS(config)# interface vlan 1

FS(config-if-VLAN 1)#

Command Description
N/A N/A
N/A

1.12 interface range

Parameter

Description

Defaults

Use this command to enter interface configuration mode on multiple interfaces.
interface range { port-range | macro macro_name}
Use this command to define the macro name of the interface range command.

define interface-range macro_name

Parameter Description

port-range The interface type and ID range, entered in the form of interface-type
slot-number/interface-number. The interface can be either an Ethernet physical
interface or a loopback interface.

macro macro_name The macro name which represents the interface range.

The interface range command is disabled by default.




55860 SERIES SWITCHES CLI REFERENCE GUIDE 6 FS

Command Global configuration mode

Mode

Usage Guide Use the define interface-range command to define a range of interfaces as the macro name and then use the

interface range macro macro_name command to enter interface configuration mode on multiple interfaces.

Configuration The following example enters interface configuration mode on multiple interfaces by setting the interface range.
Examples FS(config)# interface range gigabitEthernet 0/0, 0/2

FS(config-if-range)# bandwidth 100

The following example enters interface configuration mode on multiple interfaces by defining the macro name.

FS(config)# define interface-range route1 gigabitEthernet 0/0-2

FS(config)# interface range macro route1l

FS(config-if-range)# bandwidth 100

Related

Command Description
Commands

N/A N/A
Platform N/A
Description

1.13 load-interval

Use this command to set the interval for calculating load on the interface. Use the no form of this command to
restore the default setting.

load-interval seconds

no load-interval

Parameter
Parameter Description
Description
seconds In the range from 5 to 600 in the unit of seconds.
Defaults The defaultis 10.
Command Interface configuration mode
Mode

Usage Guide This command is used to set the interval for calculating load on the interface. In general, the numbers of
incoming and outgoing packets and bytes are calculated every 10 seconds. For example, if the parameter is set to
180 seconds, the following outcome is displayed when the show interface gigabitEthernet 0/1 command is run.
3 minutes input rate 15 bits/sec, 0 packets/sec

3 minutes output rate 14 bits/sec, 0 packets/sec

Configuration The following example sets the interval for calculating load on interface GigabitEthernet 0/1 to 180 seconds.

Examples FS(config)# interface gigabitEthernet 0/1
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Related

Commands

Platform

Description

1.14 logging

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

1.15 mtu

FS(config-if-GigabitEthernet 0/1)# load-interval 180

Command Description
N/A N/A
N/A

Use this command to print information on the interface.

logging [ link-updown | error-frame | link-dither ]

Parameter Description

link-updown Prints the status change information.
error-frame Prints the error frame information.
link-dither Prints the oscillation information.

This function is enabled by default.

Global configuration mode

N/A

The following example prints information on the interface..
FS(config)# logging link-updown

FS(config)# logging error-frame

FS(config)# logging link-dither

Command Description
N/A N/A
N/A

Use this command to set the MTU supported on the interface.

mtu num
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Parameter Description

num 64 t0 9216 (or 65536, which varies by products)

The default is 1500.

Interface configuration mode.

This command is used to set the maximum transmission unit (MTU) supported on the interface.

The following example sets the MTU supported on interface gigabitethernet 1/1 to 9000.
FS(config)# interface GigabitEthernet 1/1
FS(config-if-GigabitEthernet)# mtu 9000

Command Description
show interfaces Displays the interface information.
N/A

1.16 negotiation mode

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to enable or disable auto-negotiation mode. Use the no form of this command to restore the
default setting.
negotiation mode { on | off }

no negotiation mode

Parameter Description
on Enables auto-negotiation.
off Disables auto-negotiation.

This function is disabled by default.

Interface configuration mode

In general, the auto-negotiation status is determined by interface speed, duplex, and auto-negotiation factor

mode.

The following example enables auto-negotiation mode on interface GigabitEthernet 1/1.

FS(config)# interface GigabitEthernet 1/1
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Related

Commands

Platform

Description

FS(config-if-GigabitEthernet 1/1)# negotiation mode on

Command Description
N/A N/A
N/A

1.17 physical-port dither protect

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to enable oscillation protection on the port.

physical-port dither protect

Parameter Description

N/A N/A

This function is enabled by default.

Global configuration mode

After you configure the physical-port dither protect command, the port will be shut down when the oscillation

occurs for certain times.

o If oscillation occurs on the port for 6 times within 2 seconds, a syslog will be printed. If syslog is printed for

10 consecutive times, the port will be shut down, If oscillation occurs on the port for over 10 times within 10

seconds, a syslog will be printed but the port will not be shut down.

The following example enables oscillation protection on the port.

FS(config)# physical-port dither protect

Command Description
N/A N/A
N/A

1.18 port speed-mode

Use this command to configure the work rate mode of a 25 Gbps port.

port speed-mode {25G | 10G }
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Parameter

Description

Defaults

Command

Mode

Default Level

Usage Guide

Configuration

Examples

Parameter Description
25G Indicates that a 25 Gbps port works in 25 Gbps rate mode.
10G Indicates that a 25 Gbps port works in 10 Gbps rate mode.

A 25 Gbps port works in 25 Gbps rate mode by default.

Interface configuration mode

14

1. Only 25 Gbps ports support this configuration. The four consecutive 25 Gbps ports of the same slot need to
be set to work in the same rate mode.
2.0nly 25 Gbps ports that work in the same rate mode can be added to the same aggregation group.

3.The default interface command will not clear the port speed-mode configuration of 25 Gbps ports.

The following example configures Interfaces TFGigabitEthernet 2/1 through TFGigabitEthernet 2/4 to work in 10
Gbps rate mode.

FS(config)# interface TFGigabitEthernet 2/2

FS(config-if-TFGigabitEthernet 2/2)# port speed-mode 10G

Warning: Ports Tf2/1 - Tf2/4 will be set speed mode 10G. Continue? [Y/N]:Y

FS(config-if-TFGigabitEthernet 2/2)# end

1.19 protected-ports route-deny

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to configure L3 routing between the protected ports.

protected-ports route-deny

Parameter Description

N/A N/A

This function is disabled by default..

Global configuration mode.

The ports that are set as the protected ports can route on L3. Use this command to deny the L3 communication

between protected ports. Use the show running-config command to display configuration.

The following example configures L3 routing between the protected ports.

FS(config)# protected-ports route-deny
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Related

Commands

Platform

Description

Command Description

show running-config Displays  the  protected ports route-deny

configuration.

N/A

1.20 show interfaces

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to display the interface information and optical module information.

show interfaces [ interface-type interface-number ] [ description [up | down] | switchport | trunk ]

Parameter Description

interface-id Interface (including Ethernet interface, aggregate port, SVI or loopback
interface-number interface).

description The description of the interface, including the link status.

switchport Layer 2 interface information.

trunk Trunk port, applicable for physical port and aggregate port.

Privileged EXEC mode.

This command is used to show all basic information if no parameter is specified.

The following example displays the interface information when the Gi0/1 is a Trunk port.
SwitchA#show interfaces gigabitEthernet 0/1
Index(dec):1 (hex):1
GigabitEthernet 0/1 is DOWN , line protocol is DOWN
Hardware is Broadcom 5464 GigabitEthernet
Interface address is: no ip address
MTU 1500 bytes, BW 1000000 Kbit
Encapsulation protocol is Bridge, loopback not set
Carrier delay is 2 sec
RXload is 1,Txload is 1
Queueing strategy: FIFO
Output queue 0/0, 0 drops;
Input queue 0/75, 0 drops
Switchport attributes:
interface's description:""

medium-type is copper
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lastchange time:0 Day: 0 Hour: 0 Minute:13 Second

Priority is O
admin duplex mode is AUTO, oper duplex is Unknown
admin speed is AUTO, oper speed is Unknown
flow receive control admin status is OFF,flow send control admin status is OFF,flow receive control oper status is
Unknown,flow send control oper status is Unknown
broadcast Storm Control is OFF,multicast Storm Control is OFF,unicast Storm Control is OFF
Port-type: trunk
Native vlan:1
Allowed vlan lists:1-4094
Active vlan lists:1, 3-4
5 minutes input rate 0 bits/sec, 0 packets/sec
5 minutes output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
0 packets output, 0 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

The following example displays the interface information when the Gi0/1 is an Access port.
SwitchA#show interfaces gigabitEthernet 0/1
Index(dec):1 (hex):1
GigabitEthernet 0/1 is DOWN , line protocol is DOWN
Hardware is Broadcom 5464 GigabitEthernet
Interface address is: no ip address
MTU 1500 bytes, BW 1000000 Kbit
Encapsulation protocol is Bridge, loopback not set
Carrier delay is 2 sec
RXload is 1,Txload is 1
Queueing strategy: FIFO
Output queue 0/0, 0 drops;
Input queue 0/75, 0 drops
Switchport attributes:
interface's description:""
medium-type is copper
lastchange time:0 Day: 0 Hour: 0 Minute:13 Second
Priority is O
admin duplex mode is AUTO, oper duplex is Unknown
admin speed is AUTO, oper speed is Unknown
flow receive control admin status is OFF,flow send control admin status is OFF,flow receive control oper
status is Unknown,flow send control oper status is Unknown
broadcast Storm Control is OFF, multicast Storm Control is OFF,unicast Storm Control is OFF
Port-type: access

Vlanid:2
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5 minutes input rate 0 bits/sec, 0 packets/sec

5 minutes output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
0 packets output, 0 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

The following example displays the layer-2 interface information when the Gi0/1 is a Hybrid port.
SwitchA#show interfaces gigabitEthernet 0/1
Index(dec):1 (hex):1
GigabitEthernet 0/1 is DOWN , line protocol is DOWN
Hardware is Broadcom 5464 GigabitEthernet
Interface address is: no ip address
MTU 1500 bytes, BW 1000000 Kbit
Encapsulation protocol is Bridge, loopback not set
Keepalive interval is 10 sec, set
Carrier delay is 2 sec
RXload is 1,Txload is 1
Queueing strategy: FIFO
Output queue 0/0, 0 drops;
Input queue 0/75, 0 drops
Switchport attributes:
interface's description:""
medium-type is copper
lastchange time:0 Day: 0 Hour: 0 Minute:13 Second
Priority is O
admin duplex mode is AUTO, oper duplex is Unknown
admin speed is AUTO, oper speed is Unknown
flow receive control admin status is OFF,flow send control admin status is OFF,flow receive control oper
status is Unknown,flow send control oper status is Unknown
broadcast Storm Control is OFF, multicast Storm Control is OFF,unicast Storm Control is OFF
Port-type: hybrid
Tagged vlan id:2
Untagged vlan id:none
5 minutes input rate 0 bits/sec, 0 packets/sec
5 minutes output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer, 0 dropped
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 abort
0 packets output, 0 bytes, 0 underruns, 0 dropped

0 output errors, 0 collisions, 0 interface resets

The following example displays the layer-2 information of the Gi0/1.
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6&Fs

Related

Commands

Platform

Description

FS# show interfacesgigabitEthernet 0/7 switchport

Interface Switchport ModeAccess Native Protected VLAN lists

GigabitEthernet 0/1 enabled Access 11  Disabled ALL

Command

duplex

flowcontrol

interface gigabitEthernet

interface aggregateport

interface vian

shutdown
speed
switchport priority

switchport protected

N/A

1.21 show interfaces counters

Parameter

Description

Defaults

Command

Mode

Description

Duplex

Flow control status.

Selects the interface and enter the interface
configuration mode.

Creates or accesses the aggregate port, and enters
the interface configuration mode.

Creates or accesses the switch virtual interface (SVI),
and enters the interface configuration mode.

Disables the interface.

Configures the speed on the port.

Configures the default 802.1q interface priority.

Configures the interface as a protected port.

Use this command to display the received and transmitted packet statistics.

show interfaces [ interface-type interface-number ] counters [ increment | drops | errors | rate | summary ] [ up |

down ]

Parameter Description

interface-type interface-number (Optional) The interface type and ID.
increment Displays the packet statistics increased during the last sample interval.
drops Displays dropped packet statistics.

errors Displays error packet statistics.

rate Displays packet receiving and transmitting rate.
summary Displays packet statistics summary.

up (Optional) Displays the port up statistics.

down (Optional) Displays the port down statistics.
N/A

Any CLI mode
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& Fs

Usage Guide

Configuration

Examples

If you do not specify an interface, the packet statistics on all interfaces are displayed.

The following example displays packet statistics on interface GigabitEthernet 0/1.
FS#show interfaces GigabitEthernet 0/1 counters

Interface : GigabitEthernet 0/1

5 minute input rate  : 9144 bits/sec, 9 packets/sec

5 minute output rate : 1280 bits/sec, 1 packets/sec

Rxload

InOctets

InPkts
InUcastPkts
InMulticastPkts
InBroadcastPkts
Txload

OutOctets
OutPkts
OutUcastPkts
OutMulticastPkts
OutBroadcastPkts
Undersize packets
Oversize packets
collisions
Fragments

Jabbers

1%
: 17310045
: 1000(Unicast: 10%, Multicast: 10%, Broadcast: 80%)
: 100
:100
:800
1%
11282535
: 1000(Unicast: 10%, Multicast: 10%, Broadcast: 80%)
: 100
:100
: 800
:0
:0
:0

CRC alignment errors : 0

AlignmentErrors

FCSErrors

:0
:0

dropped packet events (due to lack of resources): 0

packets received of length (in octets):

64:46264
65-127:47427
128-255:3478
256-511: 658

512-1023: 18016

1024-1518: 125

Packet increment in last sampling interval(5 seconds):

InOctets

InPkts
InUcastPkts
InMulticastPkts

InBroadcastPkts

OutOctets
OutPkts

: 10000
: 1000(Unicast: 10%, Multicast: 10%, Broadcast: 80%)
:100
: 100
: 800
: 10000
: 1000(Unicast: 10%, Multicast: 10%, Broadcast: 80%)
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OutUcastPkts :100

OutMulticastPkts : 100

@) Rxload refers to the receive bandwidth usage and Txload refers to the Tx bandwidth usage. InPkts is the
total number of receive unicast, multicast and broadcast packets. OutPkts is the total number of transmit unicast,
multicast and broadcast packets.

Packet increment in last sampling interval (5 seconds) represents the packet statistics increased during the last

sample interval (5 seconds).

The following example displays the packet statistics on interface GigabitEthernet 0/1 increased during the last
sample interval.

FS#show interfaces GigabitEthernet 0/1 counters increment

Interface : GigabitEthernet 0/1

Packet increment in last sampling interval(5 seconds):

InOctets : 10000

InPkts : 1000(Unicast: 10%, Multicast: 10%, Broadcast: 80%)
InUcastPkts :100

InMulticastPkts : 100

InBroadcastPkts : 800

OutOctets : 10000

OutPkts : 1000(Unicast: 10%, Multicast: 10%, Broadcast: 80%)
OutUcastPkts 1100

OutMulticastPkts : 100

The following example displays error packet statistics on interface GigabitEthernet 0/1.

FS#show interfaces GigabitEthernet 0/1 counters increment

Interface UnderSize OverSize Collisions Fragments
Gio/1 0 0 0 0
Interface Jabbers CRC-Align-Err Align-Err FCS-Err
Gio/1 0 0 0 0

u UnderSize is the number of valid packets smaller than 64 bytes.

OverSize is the number of valid packets smaller than 1518 bytes.

Collisions is the number of colliding transmit packets.

Fragments is the number of packets with CRC error or frame alignment error which are smaller than 64 bytes.
Jabbers is the number of packets with CRC error or frame alignment error which are smaller than 1518 bytes.
CRC-Align-Err is the number of receive packets with CRC error.

Align_Err is the number of receive packets with frame alignment error.

FCS-Err is the number of receive packets with FCS error.

The following example displays packet receiving and transmitting rate on interface GigabitEthernet 0/1.
FS#show interface gigabitEthernet 0/1 counters rate
Interface Sampling Time Input Rate Input Rate Output Rate
Output Rate
(bits/sec) (packets/sec) (bits/sec)

(packets/sec)
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Gio/1 5 seconds 23391 23 124
0

6 Sampling Time is the time when packets are sampled. Input rate is packet receiving rate and Output rate is

packet transmitting rate.

The following example displays packet statistics summary on interface GigabitEthernet 0/1.

FS#show interface gigabitEthernet 0/1 counters summary

Interface InOctets InUcastPkts InMulticastPkts InBroadcastPkts
Gio/1 1475788005 1389 45880503 11886621
Interface OutOctets OutUcastPkts OutMulticastPkts OutBroadcastPkts
Gio/1 6667915 6382 31629 13410

0 InOctets is the total number of packets received on the interface. InUcastPkts is the number of unicast
packets received on the interface. InMulticastPkts is the number of multicast packets received on the interface.
InBroadcastPkts is the number of broadcast packets received on the interface.

OutOctets is the total number of packets transmitted on the interface. OutUcastPkts is the number of unicast
packets transmitted on the interface. OutMulticastPkts is the number of multicast packets transmitted on the

interface. OutBroadcastPkts is the number of broadcast packets transmitted on the interface.

Related

Command Description
Commands

N/A N/A
Platform N/A
Description

1.22 show interfaces link-state-change statistics

Use this command to display the link state change statistics, including the time and count.

show interfaces [ interface-type interface-number ] link-state-change statistics

Parameter
Parameter Description
Description
interface-type interface-number The interface type and ID.
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide If you do not specify an interface, the link state statistics of all interfaces are displayed.
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Configuration 11, following example displays the link state statistics of interface GigabitEthernet 0/1.
Examples
FS#show int link-state-change statistics
Interface Link state Link state change times  Last change time Link-dither begin Link-dither end
Te0/1 down 0 2018-05-05 11:07:45 none
none
_
Link state change times The count of link state change.
Last change time The time when the last link state change occurs.
Link-dither begin The time when the last frequent dithers begin. “None”
indicates no dither happens.
Frequent dithers refer to six dithers happening within
2s.
Link-dither end The time when the last frequent dithers end. “None”
indicates no dither happens.
Related
Command Description
Commands
N/A N/A
Platform N/A
Description

1.23 show interfaces status

Use this command to display interface status information.

show interfaces [ interface-type interface-number | status

Parameter
Parameter Description
Description
interface-type interface-number The interface type and ID.
status Displays interface status information, including speed and duplex.
Defaults N/A
Command Privileged EXEC mode
Mode

Usage Guide If you do not specify an interface, the status information of all interfaces is displayed.
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Configuration

Examples

Related

Commands

Platform

Description

The following example displays the status information of interface GigabitEthernet 0/1.
FS#show interfaces GigabitEthernet 0/1 status

Interface Status Vlan Duplex Speed Type

GigabitEthernet 0/1 up 1 Full 1000M  copper

Command Description
N/A N/A
N/A

1.24 show interfaces status err-disable

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to display the interface violation status.

show interfaces [ interface-type interface-number ] status err-disable

Parameter Description

interface-type interface-number (Optional) The interface type and ID.

Any CLI mode

If you do not specify an interface, violation status of all interfaces is displayed.

The following example displays the violation status of interface GigabitEthernet 0/1.
FS#show interface gigabitEthernet 0/1 status err-disabled

Interface Status Reason

GigabitEthernet 0/1 err-disabled BPDU Guard

6 The violation status is displayed as err-disabled.

Command Description
N/A N/A
N/A
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1.25 show interfaces transceiver

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to display transceiver information of the interface.

show interfaces [ interface-type interface-number ] transceiver [ alarm | diagnosis |

Parameter Description

interface-type interface-number The interface type and ID.
transceiver Displays the transceiver information.

Displays the alarm message of the transceiver. If there is no alarm message, it

alarm

is displayed as None.
diagnosis Displays the diagnostic parameters of the transceiver.
N/A

Privileged EXEC mode

If you do not specify an interface, the transceiver information of all interfaces is displayed.

The following example displays the transceiver information of interface Gigabitethernet 5/4.

FS#show interfaces GigabitEthernet 5/4 transceiver

Transceiver Type :  T000BASE-SX-SFP
Connector Type : LC
Wavelength(nm) : 850
Transfer Distance
50/125 um OM2 fiber
--550m
62.5/125 um OM1 fiber
--270m

Digital Diagnostic Monitoring : YES

Vendor Serial Number : 101680093602489

The following example displays the alarm message of the transceiver of interface Gigabitethernet 5/4.
FS#show interfaces GigabitEthernet 5/4 transceiver alarm

gigabitEthernet 5/4 transceiver current alarm information:

RX loss of signal

The following example displays the diagnostic parameters of the transceiver of interface Gigabitethernet 5/4.
FS#show interfaces GigabitEthernet 5/4 transceiver diagnosis

Current diagnostic parameters[AP:Average Power]:

Temp(Celsius)  Voltage(V) Bias(mA) RX power(dBm) TX power(dBm)
38(0OK) 3.20(0OK) 0.04(OK) -40.00(alarm)[AP]  -40.00(alarm)
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Related

Commands

Platform

Description

Command Description
N/A N/A
N/A

1.26 show interfaces usage

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to display bandwidth usage of the interface.

show interfaces [ interface-type interface-number ] usage [ up | down ]

Parameter Description

interface-type interface-number (Optional) The interface type and ID.

up (Optional) Displays the port up statistics.
down (Optional) Displays the port down statistics.
N/A

Any CLI mode

If you do not specify an interface, the bandwidth usage of all interfaces is displayed. Bandwidth refers to the

actual link bandwidth rather than the bandwidth parameter configured on the interface.

The following example displays bandwidth usage of interface GigabitEthernet 0/1.
Interface Bandwidth Average Usage Output Usage Input Usage

GigabitEthernet 0/0 1000 Mbit 0.002822759% 0.001183280% 0.004462237%

o Bandwidth refers to the interface link bandwidth, the maximum speed of link. Average Usage refers to the

current usage.

Command Description
N/A N/A
N/A
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1.27 shutdown

Use this command to disable an interface. Use the no form of this command to enable a disabled port.

shutdown

no shutdown
Parameter

Parameter Description
Description

N/A N/A
Defaults By default, the administrative status of an interface is Up.
Command Interface configuration mode
Mode

Usage Guide Use this command to stop the forwarding on the interface (Gigabit Ethernet interface, Aggregate port or SVI). You
can enable the port with the no shutdown command. If you shut down the interface, the configuration of the
interface exists, but does not take effect. You can view the interface status by using the show interfaces

command.

0 If you use the script to run no shutdown frequently and rapidly, the system may prompt the interface

status reversal.

Configuration = The following example disables an interface.
Examples FS(config)# interface aggregateport 1
FS(config-if)# shutdown
The following example enables an interface.

FS(config)# interface aggregateport 1

FS(config-if)# no shutdown

Related

Command Description
Commands

clear interface Resets the hardware.

show interfaces Displays the interface information.
Platform N/A

Description
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1.28 show split summary

Use this command to display split information.

show split summary

Parameter
Parameter Description

Description

N/A N/A

Command Mode All CLI user modes

Default Level 14

Usage Guide This command displays split information of all splittable ports.

Configuration
The following example displays the split information about Interface GigabitEthernet 0/1.

Examples
FS#show split summary
Port SpliteStatus SplitPorts
Hu1/1 merged Hu1/1:1 Hu1/1:2 Hu1/1:3 Hu1/1:4
Hul/2 merged Hu1/2:1 Hu1/2:2 Hu1/2:3 Hu1/2:4
Hu1/3 merged Hu1/3:1 Hu1/3:2 Hu1/3:3 Hu1/3:4
Hu1/4 merged Hu1/4:1 Hu1/4:2 Hu1/4:3 Hu1/4:4
Hu1/5 merged Hu1/5:1 Hu1/5:2 Hu1/5:3 Hu1/5:4
Hu1/6 merged Hu1/6:1 Hu1/6:2 Hu1/6:3 Hu1/6:4
Hul/7 merged Hu1/7:1 Hu1/7:2 Hu1/7:3 Hu1/7:4
Hu1/8 merged Hu1/8:1 Hu1/8:2 Hu1/8:3 Hu1/8:4
Hu3/25 merged Hu3/25:1  Hu3/25:2  Hu3/25:3  Hu3/25:4
Hu3/26 merged Hu3/26:1 Hu3/26:2 Hu3/26:3 Hu3/26:4

Note: Port indicates the splittable master port, SpliteStatus indicates the current split status, and SplitPorts

indicates member ports of the splittable port after splitting.

1.29 snmp trap link-status

Use this command to send LinkTrap on a port. Use the no form of this command to disable this function.
snmp trap link-status

no snmp trap link-status

Parameter

Parameter Description

Description

N/A N/A

Defaults This function is enabled by default
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Command Interface configuration mode.
Mode
Usage Guide For an interface (for instance, Ethernet interface, AP interface, and SVI interface), this command sets whether to

send LinkTrap on the interface. If the function is enabled, the SNMP sends the LinkTrap when the link status of the

interface changes.

Configuration  The following example disables the interface from sending LinkTrap on the interface.
Examples FS(config)# interface gigabitEthernet 1/1

FS(config-if)# no snmp trap link-status

The following example enables the interface to forward Link trap.

FS(config)# interface gigabitEthernet 1/1

FS(config-if)# snmp trap link-status

Related
Command Description
Commands
Enables the interface to send LinkTrap on the
snmp trap link-status
interface.
Disables the interface from sending LinkTrap on the
no snmp trap link-status
interface.
Platform N/A
Description

1.30 snmp-server if-index persist

Use this command to set the interface index persistence. The interface index remains the same after the device is

restarted.

snmp-server if-index persist

Parameter

Parameter Description
Description

N/A N/A
Defaults This function is disabled by default.
Command Global configuration mode
Mode

Usage Guide After this command is configured, all interface indexes are saved in the configuration file. After the device is

restarted, interface indexes remain the same as before.

Configuration  The following example enables the interface index persistence.
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Examples
Related

Commands

Platform

Description

1.31 speed

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples
Related

Commands

Platform

Description

FS(config)# snmp-server if-index persist

Command Description
N/A N/A
N/A

Use this command to configure the speed on the port.

speed [ 1000 | 10G | 40G | auto]

Parameter Description

1000 The transmission rate of the interface is T000Mbps.
10G The transmission rate of the interface is 10Gbps.
40G The transmission rate of the interface is 40Gbps.
auto Self-adaptive

The default is auto.

Interface configuration mode.

If an interface is the member of an aggregate port, the rate of the interface depends on the rate of the aggregate
port. You can set the rate of the interface, but it does not take effect until the interface exits the aggregate port.
Use show interfaces to display configuration. The rate varies by interface types. For example, you cannot set the

rate of a SFP interface to 10M.

N/A

Command Description

show interfaces Displays the interface information.
N/A

1.32 splitinterface

Use this command to split a 40G interface into four 10G interfaces. Use the no form of this command to restore
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

the default setting.
split interface FortyGigabitEthernet interface-number

no split interface FortyGigabitEthernet interface-number

Parameter Description

interface-number Specifies the interface number.

By default, the interface is in the combination mode.

Global configuration mode.

N/A

The following example splits the 40G interface 0/65 into four 10G interfaces.

FS(config-if)# split interface forty-giga 0/65

Command Description
show interfaces Displays the interface information.
N/A

1.33 switchport

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to configure a Layer 3 interface. Use the no form of this command to restore the default
setting.
switchport

no switchport

Parameter Description

N/A N/A

All the interfaces are in Layer 2 mode by default.

Interface configuration mode.

This command is valid only for physical interfaces. The switchport command is used to disable the interface and

re-enable it. In this status, the device will send the information to indicate the connect status. If the interface is
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Configuration

Examples
Related

Commands

Platform

Description

changed to Layer 3 mode from Layer 2, all the attributes in Layer 2 mode will be cleared.

The following example configures a Layer 3 interface.

FS(config-if)# switchport

Command Description
show interfaces Displays the interface information.
N/A

1.34 switchport access

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure an interface as a statics access port and add it to a VLAN. Use the no form of this
command to restore the default setting.
switchport access vlan vian-id

no switchport access vian

Parameter Description

vlan-id The VLAN ID at which the port to be added.

By default, the switch port is an access port and the VLAN is VLAN 1.

Interface configuration mode.

Enter one VLAN ID. The system will create a new one and add the interface to the VLAN if you enter a new VLAN
ID. If the VLAN ID already exists, the command adds the interface to the VLAN.
If the port is a trunk port, the operation does not take effect.

The following example configures interface gigabitethernet 1/1 as a statistic access port and adds it to VLAN 2.
FS(config)# interface gigabitethernet 1/1
FS(config-if)# switchport access vlan 2

Command Description

Configures the interface as Layer 2 mode (switch port
mode).

switchport mode

Configures a native VLAN and the allowed-VLAN list

switchport trunk for the trunkport.

N/A
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1.35 switchport mode

Use this command to specify a L2 interface (switch port) mode. You can specify this interface to be an access port
ora trunk port or an 802.1Q tunnel. Use the no form of this command to restore the default setting.
switchport mode { access | trunk }

no switchport mode

Parameter
Parameter Description
Description
access Configures the switch port as an access port.
trunk Configures the switch port as a trunk port.
Defaults The default is access.
Command Interface configuration mode.
Mode
Usage Guide If a switch port mode is access port, it can be the member port of only one VLAN. Use switchport access vlan to

specify the member of the VLAN.
A trunk port can be the member port of various VLANs defined by the allowed-VLAN list. The allowed VLAN list of
the interface determines the VLANs to which the interface may belong. The trunk port is the member of all the

VLANSs in the allowed VLAN list. Use switchport trunk to define the allowed-VLANSs list.

Configuration  The following example specifies a L2 interface (switch port) mode.

Examples FS(config-if)# switchport mode trunk
Related

Command Description
Commands

Configures an interface as a statics access port and

switchport access
assigns it to a VLAN.

Configures a native VLAN and the allowed-VLAN list

switchport trunk
for the trunk port.

Platform N/A

Description

1.36 switchport protected

Use this command to configure the interface as the protected port.

switchport protected

Parameter
Parameter Description
Description

N/A N/A
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

This function is disabled by default.

Interface configuration mode.

The ports that are set as the protected ports cannot switch on L2, but can route on L3. A protected port can

communicate with an unprotected port. Use the show interfaces command to display configuration.

The following example configures interface gigabitethernet 1/1 as a protected port.

FS(config)#interface gigabitethernet 1/1

FS(config-if)# switchport protected

Command Description
show interfaces Displays the interface information.
N/A

1.37 switchport trunk

Parameter

Description

Defaults

Use this command to specify a native VLAN and the allowed-VLAN list for the trunk port. Use the no form of this
command to restore the default setting.
switchport trunk { allowed vlan { all | [ add | remove | except ] vian-list }| native vlan vian-id}

no switchport trunk { allowed vlan | native vlan }

Parameter Description

Configures the list of VLANSs allowed on the trunk port. vian-list can be a VLAN
or a range of VLANSs starting with the smaller VLAN ID and ending with the
larger VLAN ID and being separated by hyphen, for example, 10 to 20. The
segments can be separated with a comma (,), for example, 1 to 10, 20 to 25,
allowed vlan 30, 33.
vlan-list all means that the allowed VLAN list contains all the supported VLANS;
add means to add the specified VLAN list to the allowed VLAN list;
remove means to remove the specified VLAN list from the allowed VLAN list;
except means to add all the VLANs other than those in the specified VLAN list
to the allowed VLAN list;
native vlan

Configures the native VLAN.
vlan-id

The allowed VLAN list is all, the Native VLAN is VLANT.
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Command Interface configuration mode.
Mode
Usage Guide Native VLAN:

A trunk port belongs to one native VLAN. A native VLAN means that the untagged packets received/sent on the
trunk port belong to the VLAN. Obviously, the default VLAN ID of the interface (that is, the PVID in the IEEE
802.1Q) is the VLAN ID of the native VLAN. In addition, when frames belonging to the native VLAN are sent over
the trunk port, they are untagged.

Allowed-VLAN List:

By default, a trunk port sends traffic to and received traffic from all VLANs (ID 1 to 4094). However, you can
prevent the traffic from passing over the trunk by configuring allowed VLAN lists on a trunk.

Use show interfaces switchport to display configuration.

Configuration The following example removes port 1/15 from VLAN 2.
Examples FS(config)# interface fastethernet 1/15
FS(config-if)# switchport trunk allowed vlan remove 2
FS(config-if)# end
FS# show interfaces fastethernet1/15 switchport
Switchport is enabled
Mode is trunk port
Access vlan is 1,Native vlan is 1

Protected is disabled

Vlan lists is
1,3-4094
Related
Command Description
Commands
show interfaces Displays the interface information.
Configures an interface as a statics access port and
switchport access
assigns it toa VLAN.
Platform N/A

Description
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2 MAC Address Commands

2.1 clear mac-address-table dynamic

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to clear the dynamic MAC address.
clear mac-address-table dynamic [ address mac-addr [ interface interface-id ] [ vlan vian-id 1| { [ interface

interface-id] [ vlan vian-id]}]

dynamic Clears all the dynamic MAC addresses.
address mac-addr Clears the specified dynamic MAC address.
interface interface-id Clears all the dynamic MAC addresses of the specified interface.
Clears all the dynamic MAC addresses of the specified VLAN, in the
vlan vian-id
range from 1 to 4094.
N/A

Privileged EXEC mode.

Use the show mac-address-table dynamic command to display all the dynamic MAC addresses.

The following command clears all the dynamic MAC addresses.

FS# clear mac-address-table dynamic

show mac-address-table dynamic Displays dynamic MAC address.

N/A

2.2 mac-address-learning

Parameter

Description

Defaults

Use this command to enable the port address learning. Use the no or default form of this command to restore
the default setting.

mac-address-learning

no mac-address-learning

default mac-address-learning

N/A N/A

The address learning function is enabled.
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Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Interface configuration mode.
MAC address learning cannot be disabled on the port where the security function is enabled. The security
function cannot be configured on the port where address learning is disabled.

The following example disables the port address learning function.

FS(config-if)# no mac-address-learning

N/A N/A

N/A

2.3 mac-address-learning (global)

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Use this command to enable MAC address learning globally. Use the no or default form of this command to
restore the default setting.

mac-address-learning enable

Use this command to disable MAC address learning globally.

mac-address-learning disable

Use this command to restore MAC address learning globally.

default mac-address-learning

enable Enables MAC address learning globally.
disable

Disables MAC address learning globally.

The mac-address-learning enable command is enabled by default.

Global configuration mode

When this function is enabled, the MAC address is learned in global configuration mode the same as learned in

interface configuration mode.

The following example disables MAC address learning globally.

FS(config)# mac-address-learning disable

N/A N/A
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Platform

Description

N/A

2.4 mac-address-table aging-time

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to specify the aging time of the dynamic MAC address. Use the no or default form of the
command to restore the default setting.

mac-address-table aging-time seconds

no mac-address-table aging-time

default mac-address-table aging-time

Aging time of the dynamic MAC address (in seconds). The time
seconds
range depends on the switch.

The default is 300.

Global configuration mode.

Use show mac-address-table aging-time to display configuration.

The following example sets the aging time of the dynamic MAC address to 500 seconds.

FS(config)# mac-address-table aging-time 500

show mac-address-table aging-time Displays the aging time of the dynamic MAC address.

show mac-address-table dynamic Displays dynamic MAC address.

N/A

2.5 mac-address-table filtering

Parameter

Description

Use this command to configure the filtering MAC address. Use the no or default form of the command to restore
the default setting.

mac-address-table filtering mac-address vlan vian-id

no mac-address-table filtering mac-address vlan vian-id

default mac-address-table filtering mac-address vlan vian-id

mac-address Filtering Address

vlan-id VLAN ID, in the range from 1 to 4094.
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

No filtering address is configured by default.

Global configuration mode.

The filtering MAC address shall not be a multicast address.

The following example configures the filtering MAC address for VLAN 1.
FS(config)#mac-address-table filtering 0000.0202.0303 vlan 3

clear mac-address-table filtering Clears the filtering MAC address.

N/A

2.6 mac-address-table notification

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to enable the MAC address notification function. Use The no or default form of the command
to restore the default setting.

mac-address-table notification [ interval value | history-size value ]

no mac-address-table notification [interval | history-size ]

default mac-address-table notification [ interval | history-size ]

Sets the interval of sending the MAC address trap message, 1 second
interval value

by default.

Sets the maximum number of the entries in the MAC address

history-size value
notification table, 50 entries by default.

By default, the interval is T and the maximum number of the entries in the MAC address notification table is 50.

Global configuration mode.

The MAC address notification function is specific for only dynamic MAC address and secure MAC address. No MAC
address trap message is generated for static MAC addresses. In the global configuration mode, you can use the
snmp-server enable traps mac-notification command to enable or disable the switch to send the MAC address

trap message.

The following example enables the MAC address notification function.
FS(config)# mac-address-table notification

FS(config)# mac-address-table notification interval 40
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Related

Commands

Platform

Description

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

FS(config)# mac-address-table notification history-size 100

snmp-server enable traps Sets the method of handling the MAC address trap message..
show mac-address-table Displays the MAC address notification configuration and the MAC
notification address trap notification table.

Enables the MAC address trap notification function on the specified

snmp trap mac-notification
interface.

N/A

2.7 mac-address-table static

Use this command to configure a static MAC address. Use the no or default form of the command to restore the
default setting.

mac-address-table static mac-addr vlan vian-id interface interface-id

no mac-address-table static mac-addr vlan vian-id interface interface-id

default mac-address-table static mac-addr vlan vian-id interface interface-id

mac-addr Destination MAC address of the specified entry

vlan-id VLAN ID of the specified entry, in the range from 1 to 4094.

interface-id Interface (physical interface or aggregate port) that packets are forwarded to
No static MAC address is configured by default.
Global configuration mode.
A static MAC address has the same function as the dynamic MAC address that the switch learns. Compared with
the dynamic MAC address, the static MAC address will not be aged out. It can only be configured and removed by
manual. Even if the switch is reset, the static MAC address will not be lost. A static MAC address shall not be
configured as a multicast address. Use show mac-address-table static to display the static MAC address.
N/A

show mac-address-table static Displays the static MAC address.

N/A
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2.8 max-dynamic-mac-count

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to set the maximum number of MAC address learned dynamically on the VLAN or interface.
Use the no or default form of this command to restore the default setting.

max-dynamic-mac-count num

no max-dynamic-mac-count

default max-dynamic-mac-count

num Sets the maximum number of MAC addresses.
The maximum number is not set by default.

VLAN configuration mode / Interface configuration mode

This command is used to set the maximum number of MAC addresses learned dynamically on the VLAN or
interface.

If the number of MAC addresses dynamically learned on the VLAN or interface reaches the upper limit, MAC
address learning is disabled on the VLAN or interface.

If the number of MAC addresses reaches the upper limit when this command is configured, the surplus MAC
addresses are not cleared. Instead, they remain and then age. MAC address learning is disabled on the VLAN or
interface.

Use the show mac-address-table max-dynamic-mac-count command to display the maximum number of MAC

addresses learned dynamically on the VLAN or interface.

The following example sets the maximum number of MAC addresses dynamically learned on VLAN 1.
FS#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#vlan 1

FS(config-vlan)#max-dynamic-mac-count 160

The following example sets the maximum number of MAC addresses dynamically learned on interface
GigabitEthernet 0/1.

FS#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#interface GigabitEthernet 0/1

FS(config-if-GigabitEthernet 0/1)#max-dynamic-mac-count 160

N/A N/A

N/A
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2.9 max-dynamic-mac-count exceed-action

Parameter

Description

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to set the action if the dynamic MAC address learned on the VLAN or interface exceeds the
limit. Run the no form of this command to restore the default setting.
max-dynamic-mac-count exceed-action forward | discard

no max-dynamic-mac-count exceed-action forward | discard

Forwards the packets if the dynamic MAC address learned on the
forward

VLAN or interface exceeds the limit.

Discards the packets if the dynamic MAC address learned on the

discard
VLAN or interface exceeds the limit.

VLAN configuration mode / Interface configuration mode

This command is used to set the action if the dynamic MAC address learned on the VLAN or interface exceeds the
limit.
When the command default interface is run in global configuration mode, if there is any layer-2 sub-interface,

the action when MAC address learned dynamically exceeds the limit cannot restore the default settings.

The following example sets the maximum number of MAC addresses dynamically learned on VLAN 1.
FS#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#vlan 1

FS(config-vlan)#max-dynamic-mac-count 160

FS(config-vlan)#max-dynamic-mac-count exceed-action discard
FS(config-vlan)#max-dynamic-mac-count exceed-action discardThe following example sets the maximum
number of MAC addresses dynamically learned on interface GigabitEthernet 0/1.

FS#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

FS(config)#interface GigabitEthernet 0/1

FS(config-if-GigabitEthernet 0/1)#max-dynamic-mac-count 100

FS(config-if-GigabitEthernet 0/1)#max-dynamic-mac-count exceed-action discard

N/A N/A

N/A
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2.10 show mac-address-learning

Use this command to display the MAC address learning.

show mac-address-learning

Description N/A N/A
Defaults N/A

Command Privileged EXEC mode.

Mode

Usage Guide N/A

Configuration The following example displays the MAC address learning.

Examples FS# show mac-address-learning
GigabitEthernet 0/0 learning ability: disable
GigabitEthernet 0/1 learning ability: enable
GigabitEthernet 0/2 learning ability: enable
GigabitEthernet 0/3 learning ability: enable
Commands N/A N/A
Platform N/A
Description

2.11 show mac-address-table

Use this command to display all types of MAC addresses (including dynamic address, static address and filter
address).

show mac-address-table [ address mac-addr] [ interface interface-id ] [ vlan vian-id ]

Description

address mac-addr The MAC address.

interface interface-id The Interface ID.

vlan vian-id The VLAN ID, in the range from 1 to 4094.
Defaults N/A
Command All modes

Mode
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Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

N/A

The following example displays the MAC address.
FS# show mac-address-table address 00d0.f800.1001

Vlan MAC Address Interface

Type

1 00d0.f800.1001 STATIC GigabitEthernet 1/1

FS# show mac-address-table

Vlan MAC Address Type Interface

1 00d0.f800.1001 STATIC GigabitEthernet 1/1

1 00d0.f800.1002 DYNAMIC GigabitEthernet 1/1

1 00d0.f800.1003 OTHER  GigabitEthernet 1/1

1 00d0.f800.1004 FILTER
Field Description
Vlan The interface address.
MAC Address The MAC address.
Type The MAC address type.
Interface The interface corresponding to the MAC address.

Command Description

N/A N/A

N/A

2.12 show mac-address-table aging-time

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to display the aging time of the dynamic MAC address.

show mac-address-table aging-time

N/A N/A
N/A

All modes

N/A

The following example displays the aging time of the dynamic MAC address.
FS# show mac-address-table aging-time

Aging time :300
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Related

Commands

Platform

Description

mac-address-table aging-time Sets the aging time of the dynamic MAC address.

N/A

2.13 show mac-address-table count

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to display the number of address entries in the address table.

show mac-address-table count [ interface interface-id | vlan vian-id ]

interface interface-id Interface ID
vlan vian-id VLAN ID, in the range from 1 to 4094.
N/A

Privileged EXEC mode.

The show mac-address-table count command is used to display the number of entries based on the type of
MAC address entry.

The show mac-address-table count interface command is used to display the number of entries based on the
interface associated with the MAC address entry.

The show mac-address-table count vlan command is used to display the number of entries based on the VLAN

of MAC address entries.

The following example displays the number of MAC address entries.
FS# show mac-address-table count

Dynamic Address Count : 51

Static Address Count : 0

Filter Address Count: 0

Total Mac Addresses  :51

Total Mac Address Space Available: 8139

The following example displays the number of MAC address in VLAN 1.
FS# show mac-address-table count vlan 1

Dynamic Address Count : 7

Static Address Count : 0

Filter Address Count: 0

Total Mac Addresses  :7

The following example displays the number of MAC addresses on interface g0/1.
FS# show mac-address-table interface g0/1
Dynamic Address Count : 10
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Static Address Count: 0
Filter Address Count : 0
Total Mac Addresses  : 10

Related Command Description
Commands show mac-address-table static Displays the static address.
show mac-address-table filtering Displays the filtering address.
show mac-address-table dynamic Displays the dynamic address.
show mac-address-table address Displays all the address information of the specified address.
show mac-address-table interface Displays all the address information of the specified interface.
show mac-address-table vian Displays all the address information of the specified vlan.
Platform N/A
Description

2.14 show mac-address-table dynamic

Use this command to display the dynamic MAC address.

show mac-address-table dynamic [ address mac-add r] | interface interface-id ] [ vlan vian-id ]

Description mac-addr Destination MAC address of the entry
vlan-id VLAN of the entry, in the range from 1 to 4094.
Interface that the packet is forwarded to.
interface-id
It may be a physical port or an aggregate port
Defaults
Command All modes
Mode

Usage Guide N/A

Configuration The following example displays the dynamic MAC address.
Examples FS# show mac-address-table dynamic

Vlan  MAC Address Type Interface

1 0000.0000.0001 DYNAMIC gigabitethernet 1/1
1 0001.960c.a740 DYNAMIC gigabitethernet 1/1
1 0007.95c7.dff9 DYNAMIC gigabitethernet 1/1
1 0007.95cf.eee0 DYNAMIC gigabitethernet 1/1
1 0007.95cf.f41f DYNAMIC gigabitethernet 1/1

1 0009.b715.d400 DYNAMIC gigabitethernet 1/1
1 0050.bade.63c4 DYNAMIC gigabitethernet 1/1
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Related

Commands

Platform

Description

clear mac-address-table dynamic Clears the dynamic MAC address.

N/A

2.15 show mac-address-table filtering

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Parameter

Description

Use this command to display the filtering MAC address.

show mac-address-table filtering [ ddr mac-addr] [ vlan vian-Id ]

mac-addr Destination MAC address of the entry
vlan-id VLAN ID of the entry, in the range from 1 to 4094.
N/A

Privileged EXEC mode.

N/A

The following example displays the filtering MAC address.
FS# show mac-address-table filtering

Vlan MAC Address Interface

Type

1 0000.2222.2222  FILTER Not available

mac-address-table filtering Configures the filtering MAC address.

N/A

2.16 show mac-address-table interface

Use this command to display all the MAC addresses on the specified interface including static and dynamic MAC
address

show mac-address-table interface [ interface-id ] [ vlan vian-id ]

Displays the MAC address information of the specified Interface (physical
interface-id
interface or aggregate port).

vlan-id VLAN ID of the entry, in the range from 1 to 4094..
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

N/A

Privileged EXEC mode.

N/A

The following example displays all the MAC addresses on interface gigabitethernet 1/1.
FS# show mac-address-table interface

gigabitethernet 1/1

Vlan MACAddress Type Interface

1 00d0.f800.1001 STATIC gigabitethernet 1/1
1 00d0.f800.1002 STATIC gigabitethernet 1/1
1 00d0.f800.1003 STATIC gigabitethernet 1/1
1 00d0.f800.1004 STATIC gigabitethernet 1/1

show mac-address-table static Displays the static MAC address.

show mac-address-table filtering Displays the filtering MAC address.

show mac-address-table dynamic Displays the dynamic MAC address.

show mac-address-table address Displays all types of MAC addresses.

show mac-address-table vian Displays all types of MAC addresses of the specified VLAN.
show mac-address-table count Displays the address counts in the MAC address table.
N/A

2.17 show mac-address-table max-dynamic-mac-count

Parameter

Description

Use this command to display the maximum number of dynamic MAC addresses learned on the VLAN or interface.

show mac-address-table max-dynamic-mac-count{ vlan [ vian-id] | interface [ interface-id 1}

Displays the dynamic MAC address learned on all VLANs which are

vlan configured with the maximum number of dynamic MAC address
learning.

vlan-id Displays the dynamic MAC address learned on the specified VLAN.
Displays the dynamic MAC address learned on all interfaces which

interface are configured with the maximum number of dynamic MAC address
learning.

interface-id Displays the dynamic MAC address learned on the specified

interface.
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

N/A

Privileged EXEC mode

N/A

The following example displays the MAC address learned on all VLANs which are configured with the maximum
number of dynamic MAC addresses.

FS#show mac-address-table max-dynamic-mac-count vlan

Vlan Limit ~ MAC count Learning

1 160 6 YES

The following example displays the MAC address learned dynamically on the specified VLAN.

FS#show mac-address-table max-dynamic-mac-count vlan 1

Vlan Limit ~ MAC count Learning

1 160 6 YES
T
Vlan The VLAN ID.
Limit The maximum number of MAC addresses.
MAC count The number of MAC address learned dynamically on the VLAN.
Learning Whether MAC address learning is disabled on the VLAN.

The following example displays the MAC address learned on all interfaces which are configured with the
maximum number of the dynamic MAC address.
FS#show mac-address-table max-dynamic-mac-count interface

Interface Limit  MAC count Learning

GigabitEthernet 0/1 160 6 YES
The following example displays the MAC address learned dynamically on the specified interface.

FS#show mac-address-table max-dynamic-mac-count interface GigabitEthernet 0/1

Interface Limit  MAC count Learning

GigabitEthernet 0/1 160 6 YES

Feld  Desaipn |
Interface The Interface ID
Limit The maximum number of MAC addresses.
MAC count The number of MAC address learned dynamically on the interface.
Learning Whether MAC address learning is disabled on the interface

N/A N/A
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Platform

Description

N/A

2.18 show mac-address-table notification

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to display the MAC address notification configuration and the MAC address notification table.

show mac-address-table notification [ interface [ interface-id] | history ]

interface Displays the MAC address notification configuration on all interfaces.
Displays the MAC address notification configuration on a specific
interface-id
interface.

history Displays the MAC address notification history.

Privileged EXEC mode.

N/A

The following example displays the MAC address notification configuration and the MAC address notification
table.

FS# show mac-address-table notification

MAC Notification Feature: Disabled

Interval between Notification Traps: 1 secs

Maximum Number of entries configured in History Table:1

Current History Table Length: 0

mac-address-table notification Enables MAC address notification.
Enables the MAC address trap notification function on the specified

snmp trap mac-notification
interface.

N/A

2.19 show mac-address-table static

Parameter

Description

Use this command to display the static MAC address.

show mac-address-table static [addr mac-add r] [ interface interface-Id ] [ vlan vian-id ]

mac-addr Destination MAC address of the entry
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

vlan-id VLAN ID of the entry, within the range from 1 to 4094.
interface-id Interface of the entry physical interface or aggregate port
N/A

Privileged EXEC mode.

N/A

The following example displays the static MAC addresses
FS# show mac-address-table static

Vlan MAC Address Interface

Type

1 00d0.f800.1001 STATIC gigabitethernet 1/1
1 00d0.f800.1002 STATIC gigabitethernet 1/1
1 00d0.f800.1003 STATIC gigabitethernet 1/1

mac-address-table static Configures the static MAC address.

N/A

2.20 show mac-address-table vlan

Use this command to display all addresses of the specified VLAN.

show mac-address-table vlan [ vian-id ]

vlan-id VLAN ID of the entry, within the range from 1 to 4094.
N/A

Privileged EXEC mode

N/A

The following example displays all addresses of the specified VLAN.
FS# show mac-address-table vlan 1

Vlan MAC Address Interface

Type

1 00d0.f800.1001 STATIC gigabitethernet 1/1
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Related

Commands

Platform

Description

1 00d0.f800.1002 STATIC gigabitethernet 1/1
1 00d0.f800.1003 STATIC gigabitethernet 1/1

show mac-address-table static Displays static addresses.
show mac-address-table filtering Displays filtered addresses.
show mac-address-table dynamic Displays dynamic addresses.
show mac-address-table address Displays all address information about the specified address.
show mac-address-table interface Displays all address information about the specified interface.
show mac-address-table count Displays the number of addresses in the address table.

N/A

2.21 snmp trap mac-notification

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to enable the MAC address trap notification on the specified interface. Use The no or default
form of the command to restore the default setting.

snmp trap mac-notification { added | removed }

no snmp trap mac-notification { added | removed }

default snmp trap mac-notification { added | removed }

added Notifies when a MAC address is added.

removed Notifies when a MAC address is removed

Interface configuration mode.

Use show mac-address-table notification interface to display configuration.

The following example enables the MAC address trap notification on interface gigabitethernet 1/1.
FS(config)# interface gigabitethernet 1/1

FS(config-if)# snmp trap mac-notification added

mac-address-table notification Enables MAC address notification.
show mac-address-table Displays the MAC address notification configuration and the MAC
notification address notification table.

N/A
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3 Aggregate Port Commands

3.1 aggregate bfd-detect

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to enable BFD on the AP port. Use the no form of this command to restore the default setting.
aggregate bfd-detect ipv4 src_ip dst_ip
no aggregate bfd-detect ipv4

Parameter Description
ipv4 Enables IPv4 BFD when the AP port is configured with an IPv4 address.
src_ip Specifies source IP address, namely, the IP address configured on the AP port.

J Specifies destination IP address, namely, the IP address configured on the
st_ip
peer AP port.

This function is disabled by default.

AP interface configuration mode

If you want to enable BFD on the AP port, you should see corresponding configuration guide for BFD parameter
settings.

Different products vary in support for IPv4 BFD on AP port.

If an AP port supports IPv4 BFD, it is allowed to enable IPv4 BFD at the same time.

If an AP port is enabled with BFD, its member ports in forwarding state create BFD session automatically.

The following example enables BFD on the AP port.

Switch(config)# interface aggregateport 3

Switch(config-if-Aggregateport 3)# ip address 1.0.0.1
Switch(config-if-Aggregateport 3)# aggregate bfd-detect ipv4 1.0.0.1 1.0.0.2

Switch(config-if-Aggregateport 3)# bfd interval 50 min_rx 50 multiplier 3

Command Description
N/A N/A
N/A

3.2 aggregateport capacity mode

Use this command to configure the AP capacity mode. Use the no form of this command to restore the default

setting, Use the no form of this command to restore the default setting,
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

aggregateport capacity mode capacity-mode

no aggregateport capacity mode

Configures the capacity mode.

capacity-mode

The default capacity-mode varies with the device.

Global configuration mode

The system provides several capacity modes for devices that support capacity mode configuration. To restore the

default settings, run no aggregateport capacity mode in global configuration mode.

The following example configures the the capacity mode.

FS# configure terminal

FS(config)# aggregateport capacity mode 256*8

N/A N/A

N/A

3.3 aggregateport hash-header

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to specify the balancing factor acquisition mode for specific tunnel packets, to optimize traffic
balancing. Use the default form of this command to restore the default setting,
aggregateport hash-header {inner | outer}

default aggregateport hash-header

. Specifies the inner layer in the header of tunnel packets as the source for acquiring
inner

the balancing factor.

Specifies the outer layer in the header of tunnel packets as the source for acquiring

outer
the balancing factor.

The default configuration varies with products.

Global configuration mode

Optional. When performing load balancing, use this command to specify the balancing factor acquisition mode
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Configuration

Examples

Related

Commands

Platform

Description

for specific tunnel packets, to optimize traffic balancing.
Use the default form of this command to restore the default acquisition mode.
After configuration, if the show running command does not display the configuration, the configured mode is

the same as the default value.

o The supported configuration options and types of tunnel packets vary with products.

The following example specifies the inner layer in the header of tunnel packets as the source for acquiring the

balancing factor in global configuration mode.
FS# configure terminal

FS(config)# aggregateport hash-header inner

N/A N/A

N/A

3.4 aggregateport load-balance

Parameter

Description

Use this command to configure a global load-balance algorithm for aggregate ports or a load-balance algorithm
for an aggregate port . Use the no form of this command to return the default setting.

aggregateport load-balance { dst-mac | src-mac | src-dst-mac | dst-ip | src-ip | src-dst ip | src-dst-ip-l4port |
enhanced profile profile-name}

no aggregateport load-balance

dst-mac Load balance based on the destination MAC addresses of the incoming packets. For all the
links of an aggregate port, the messages with the same destination MAC addresses are sent
to the same port, and those with different destination MAC addresses are sent to different
ports.

src-mac Load balance based on the source MAC addresses of the incoming packets. For all the links of
an aggregate port, the messages from different addresses are distributed to different ports,
and those from the same addresses are distributed to the same port.

src-dst-ip Load balance based on the source IP address and destination IP address. Packets with
different source and destination IP address pairs are forwarded through different ports. The
packets with the same source and destination IP address pairs are forwarded through the
same links. At layer 3, this load balancing style is recommended.

dst-ip Load balance based on the destination IP addresses of the incoming packets. For all the links
of an aggregate port, the messages with the same destination IP addresses are sent to the
same port, and those with different destination IP addresses are sent to different ports.

src-ip Load balance based on the source IP addresses of the incoming packets. For all the links of an

aggregate port, the messages from different addresses are distributed to different ports, and
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

those from the same addresses are distributed to the same port.

src-dst-mac Load balance based on the source and destination MAC addresses. Packets with different
source and destination MAC address pairs are forwarded through different ports. The packets
with the same source and destination MAC address pairs are forwarded through the same
port.

src-dst-ip-l4por  Load balance based on the source IP address, destination IP address, L4 source port number

t (supported in and L4 destination port number.

global

configuration

mode)

enhanced Load balance based on the packet type

profile

The default load balance mode is src-dst-mac for the L2 AP port and src-dst-ip for the L3 AP port .

Global configuration mode/Interface configuration mode

You can run aggregateport load-balance in interface configuration mode of an AP port on devices that support
load balancing configuration on a specific AP port. The configuration in interface configuration mode prevails. To
disable the load balancing algorithm, run no aggregateport load-balance in interface configuration mode of the

AP port. After that, the load balancing algorithm configured in global configuration mode takes effect.

The following example configures a load-balance algorithm globally based on the destination MAC address.

FS(config)# aggregateport load-balance dst-mac

show aggregateport load-balance Displays aggregate port configuration.

N/A

3.5 aggregateport member linktrap

Parameter

Description

Defaults

Use this command to send LinkTrap to aggregate port members. Use the no form of this command to restore the
default setting.
aggregateport member linktrap

no aggregateport member linktrap

N/A N/A

This function is disabled by default.
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Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Global configuration mode

This function cannot be enabled by running the snmp trap link-status command in interface configuration

mode.

The following example enables the LinkTrap function on the aggregate port members.
FS# configure terminal

FS(config)# aggregateport member linktrap

N/A N/A

N/A

3.6 aggregateport primary-port

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to configure the AP member port as a primary port. Use the no form of this command to
restore the default setting.
aggregateport primary-port

no aggregateport primary-port

Parameter Description

N/A N/A

The AP member port is not a primary port by default.

Interface configuration mode

Only one primary port can be configured for an aggregate port.

The following example configures GigabitEthernet 0/1 as a primary port.
FS(config)# interface GigabitEthernet 0/1

FS(config-if-GigabitEthernet 0/1)# port-group 1 mode active
FS(config-if-GigabitEthernet 0/1)# aggregateport primary-port
FS(config-if-GigabitEthernet 0/1)# end

FS# show interface aggregateport 1

Aggregate Port Informations:
Aggregate Number: 1
Name: "AggregatePort 1"
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Related

Commands

Platform

Description

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Members: (count=1)

Primary Port: GigabitEthernet 0/1
GigabitEthernet 0/1

Link Status: Up Lacp Status: bndl

Command Description
N/A N/A
N/A

3.7 hash-disturb

Use this command to configure HASH disturbance. Use the no form of this command to restore the default
setting.
hash-disturb string

no hash-disturb

string HASH disturbance.
This function is disabled by default.

Enhanced template configuration mode

You can configure this function if you want to balance packets of the same type among multiple devices of the

same type.

The following example configures the HASH disturbance.
FS# configure terminal

FS(config)#load-balance-profile
FS(config-load-balance-profile)#
FS(config-load-balance-profile)#hash-disturb A
FS(config-load-balance-profile)#

N/A N/A

N/A
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3.8 hash-symmetrical

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure HASH symmetry. Use the no form of this command to restore the default setting.
hash-symmetrical {ipv4 | ipv6 }

no hash-symmetrical {ipv4 | ipv6 }

ipv4 Configures HASH symmetry for IPv4 packets.
Ipvé Configures HASH symmetry for IPv6 packets.

This function is enabled by default.

Enhanced template configuration mode

You can configure this function if you want to specify a link for both the uplink and downlink traffic of packets of

the same type.

The following example disables HASH symmetry for IPv6 packets.
FS# configure terminal

FS(config)#load-balance-profile

FS(config-load-balance-profile)#

FS(config-load-balance-profile)#no hash-symmetrical ipv6

N/A N/A

N/A

3.9 interfaces aggregateport

Parameter

Description

Defaults

Command

Use this command to create the aggregate port or enter interface configuration mode of the aggregate port. Use
the no form of this command to restore the default setting.
interfaces aggregateport ap-number

no interfaces aggregateport ap-number

ap-number Aggregate port number.

The aggregate port is not created by default.

Global configuration mode
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Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

3.10 ipv4 field

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

If the aggregate port is created, this command is used to enter the interface configuration mode. Otherwise, this

command is used to create the aggregate port and then enter its interface configuration mode.

The following example creates AP 5 and enters its interface configuration mode.
FS# configure terminal

FS(config)# interfaces aggregateport 5

FS(config-if-Aggregateport 5)# end

N/A N/A

N/A

Use this command to configure the IPv4 load balance mode for a specified profile. Use the no form of this
command to restore the default setting.

ipv4 field [ src-ip ] [ dst-ip ] [ protocol ] [ 14-src-port ] [ 14-dst-port | [ vlan]

no ipv4 field

src-ip Load balance based on the source IP address of thelPv4 packet.

dst-ip Load balance based on the destination IP address of the IPv4 packet.
protocol Load balance based on the protocol type of the IPv4 packet.

14-src-port Load balance based on the L4 source port number of the IPv4 packet.
14-dst-port Load balance based on the L4 destination port number of the IPv4 packet.
vlan Load balance based on the VLAN ID of the IPv4 packet.

The default load balance mode is src-ip and dst-ip.

Load balance profile configuration mode

You need to configure the load balance profile first.

The following example sets the IPv4 load balance mode for profile apl  to src-ip.
FS# configure terminal

FS(config)# load-balance-profile apl

FS(config-load-balance-profile)# ipv4 field src-ip




55860 SERIES SWI

TCHES CLI REFERENCE GUIDE e FS

Related

Commands

Platform

Description

3.11 ipvé field

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuratio

n Examples

Related

Commands

Platform

Description

3.12 12 field

N/A N/A

N/A

Use this command to configure the IPv6 load balance mode for a specified profile. Use the no form of this
command to restore the default setting.

ipv6 field [ src-ip ] [ dst-ip ] [ protocol ] [ 14-src-port ] [ 14-dst-port | [ vlan ]

no ipvé field

src-ip Load balance based on the source IP addresses of the IPv6 packets.

dst-ip Load balance based on the destination IP addresses of the IPv6 packets.
protocol Load balance based on the protocol types of the IPv6 packets.

14-src-port Load balance based on the L4 source port numbers of the IPv6 packets.
14-dst-port Load balance based on the L4 destination port numbers of the IPv6 packets.
vian Load balance based on the VLAN ID of the IPv4 packet.

The default load balance mode is src-ip and dst-ip.

Load balance profile configuration mode

You need to configure the load balance profile first.

The following example sets the load balance mode of IPv6 packets to src-ip.
FS(config)# load-balance-profile apl
FS(config-load-balance-profile)# ipvé field src-ip

N/A N/A

N/A

Use this command to configure the load balance mode of L2 packets for a specified profile. Use the no form of

this command to restore the default setting.
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

12 field [ src-mac ] [ dst-mac ] [vlan]

no 12 field

src-mac Load balance based on the source MAC address of the L2 packet.
dst-mac Load balance based on the destination MAC address of the L2 packets.
vian Load balance based on the VLAN ID of the L2 packet.

The default load balance mode is src-mac, dst-mac, and vlan.

Load balance profile configuration mode

You need to configure the load balance profile first.

The following example sets the load balance mode of L2 packets to src-mac and src-prot.
FS(config)# load-balance-profile apl

FS(config-load-balance-profile)# 12 field src-mac src-port

N/A N/A

N/A

3.13 lacp individual-port enable

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to enable the LACP independent port function. Use the no form of this command to restore
the default setting.
lacp individual-port enable

no lacp individual-port enable

N/A N/A
By default, the LACP independent port function is disabled.

Interface configuration mode

(Optional) Perform this operation when the LACP member port cannot perform LACP negotiation and need to be
changed to a common physical port.
After this function is enabled, the member port becomes an independent port (a common physical port) if LACP

negotiation fails because the port does not receive LACP packets from the peer end within the set time-out
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Configuration

Examples

Related

Commands

Platform

Description

period.

This example shows how to enable the independent port function for GigabitEthernet 0/1.
FS(config)# interface GigabitEthernet 0/1

FS(config-if-GigabitEthernet 0/1)# port-group 1 mode active

FS(config-if-GigabitEthernet 0/1)# lacp individual enable

FS(config-if-GigabitEthernet 0/1)# end

FS# show interface aggregateport 1

Aggregate Port Informations:
Aggregate Number: 1
Name: "AggregatePort 1"
Members: (count=1)
Primary Port: GigabitEthernet 0/1
GigabitEthernet 0/1 Link Status: Up Lacp Status: individual

N/A N/A

N/A

3.14 lacp port-priority

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to set the priority of the LACP AP member port. Use the no form of this command to restore
the default setting.
lacp port-priority port-priority

no lacp port-priority

Parameter Description

port-priority The LACP port priority, in the range from 0 to 65535.

The default is 32768.

Interface configuration mode

N/A

This example sets the LACP port priority of interface Gi0/1 to 4096.
FS(config)# interface gigabitEthernet 0/1
FS(config-if-GigabitEthernet 0/1)# lacp port-priority 4096
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Related

Commands

Platform

Description

Command Description
N/A N/A
N/A

3.15 lacp short-timeout

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to configure the short-timeout mode for the LACP AP member port. Use the no form of this
command to restore the default setting.
lacp short-timeout

no lacp short-timeout

Parameter

Description

N/A N/A

The default is long-timeout mode.

Interface configuration mode

In long-timeout mode, the port sends an LACP packet every 30 seconds. If the packet is not received in 90
seconds, the connection times out.
In short-timeout mode, the port sends an LACP packet every 1 second. If the packet is not received in 3 seconds,

the connection times out.

The following example configures the short-timeout mode for the LACP AP member port.
FS(config)# interface gigabitEthernet 0/1
FS(config-if-GigabitEthernet 0/1)# lacp short-timeout

Command Description
N/A N/A
N/A

3.16 lacp system-priority

Use this command to set the LACP system priority. Use the no form of this command to restore the default
setting.

lacp system-priority system-priority
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

no lacp system-priority

Parameter

Description

system-priority The LACP system priority, in the range from 0 to 65535.

The default is 32768.

Global configuration mode.

The following example sets the LACP system priority to 4096.

FS(config)# lacp system-priority 4096

Description

Command

Enables the LACP on the port and specifies the
port-group key mode { active | passive }
aggregation group ID and operation mode.

lacp port-priority Sets the LACP port priority.

N/A

3.17 load-balance-profile

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to rename a load balance enhanced profile and apply the profile. Use the default form of this
command to restore the default setting.

load-balance-profile profile-name

no load-balance-profile profile-name

no load-balance-profile

Parameter

profile-name Specifies the profile name, which contains up to 31 characters.

The default profile-name is default.

Global configuration mode.

By default, the device is configured with an enhanced profile named default. Use the load-balance-profile

default command to enter the enhanced profile configuration mode. You can change the profile name by using
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the load-balance-profile profile-name command.

Configuration The following example creates a load balance profile named apl.
Examples FS(config)# load-balance-profile apl
Warning: The profile default has been used, and this command will rename it. Continue? [Y/N]:y

FS(config-load-balance-profile)#

Commands N/A N/A
Platform N/A
Description

3.18 port-group

Use this command to assign a physical interface to be a member port of a static aggregate port or an LACP
aggregate port. Use the no form of this command to restore the default setting.

port-group port-group-number

port-group key-number mode { active | passive }

no port-group

Description port-group-number Member group ID of an aggregate port, the interface number of the aggregate
port.
key-number Member group ID of an LACP aggregate port, the interface number of the LACP

aggregate port.

Places a port into an active negotiating state, in which the port initiates

active
negotiations with remote ports by sending LACP packets.
. Places a port into a passive negotiating state, in which the port responds to LACP
passive
packets it receives but does not initiate LACP negotiation.
Defaults By default, the physical port does not belong to any aggregate port.
Command Interface configuration mode.
Mode
Usage Guide All the members of an aggregate port belong to a VLAN or configured to be trunk ports. The ports belonging to

different native VLANs cannot form an aggregate port.

Configuration The following example specifies the Ethernet interface 1/3 as a member of the static AP 3.
Examples FS(config)# interface gigabitethernet 1/3
FS(config-if-GigabitEthernet 1/3)# port-group 3
The following example specifies the Ethernet interface 2/3 as a member of the LACP AP4 and set the aggregation

mode to active.
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FS(config)# interface gigabitethernet 2/3

FS(config-if-GigabitEthernet 2/3)# port-group 4 mode active

Commands N/A N/A
Platform N/A
Description

3.19 show aggregateport

Use this command to display the aggregate port configuration.

show aggregateport aggregate-port-number [ load-balance | summary ]

Description aggregate-port-number Number of the aggregate port.
load-balance Displays the load-balance algorithm on the aggregate port.
summary Displays the summary of the aggregate port.

Defaults N/A

Command Any mode

Mode

Usage Guide If the aggregate port number is not specified, all the aggregate port information will be displayed.

Configuration The following example displays the aggregate port configuration.

Examples FS# show aggregateport 1 summary
AggregatePort MaxPorts SwitchPort Mode Load balance Ports
Ag1 8 Enabled ACCESS dst-mac Gi0/2

Field Description

AggregatePort Indicates AP name.
MaxPorts Indicates the maximum number of ports an AP can support.
SwitchPort Indicates whether the AP is a switch port or not.“Enabled” indicates the AP is a switch

port, while “Disabled” means the AP is not a switch port.

Mode Indicates the AP Mode, which can be ACCESS, TRUNK, TUNNEL, HYBRID, UPLINK,
HOST, or PROMIS. When the AP is not a switch port, nothing is displayed under this
field.

Load balance Indicates load balancing mode of the AP.

Ports Indicates the name of an AP member.
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Related

Commands

Platform

Description

The following example displays the configuration information of load-balance globally.
FS#show aggregateport load-balance

Load-balance : Source MAC and Destination MAC

Hash-elasticity : enable

Algorithm mode

current: 3, default: 0

Hash-disturb(Expert Mode):

current seed: 1, offset 0.

default seed: 0, offset 0.

Field Description

Load-balance Indicates global load balancing mode.
Hash-elasticity Indicates whether Hash elasticity is enabled.
Algorithm mode Indicates Hash load-balancing algorithm mode.
Hash-disturb(Expert Indicates the seed and offset values of Hash disturbance. Not all models are able to
Mode) display this such information.
“Current” stands for the current values, and “default” for the default ones.

aggregateport load-balance Configures a load-balance algorithm of AP.

N/A

3.20 show aggregateport capacity

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to display the AP capacity mode and the AP number.

show aggregateport capacity

N/A N/A
N/A

Any mode

N/A

The following example displays the AP capacity mode and the AP number.
FS# show aggregateport capacity

AggregatePort Capacity Information:

Configuration Capacity Mode: 128*16.
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6&Fs

Related

Commands

Platform

Description

:256*8.
Available Capacity : 128*8.
Total Number: 128, Used: 1, Available: 127.

N/A N/A

Effective Capacity Mode

N/A

3.21 show lacp summary

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to display the LACP aggregation information.

show lacp summary [key-number ]

Parameter

Description

key-number Specifies the aggregation group id to show.

N/A

Any mode.

N/A

The following example displays the LACP aggregation information.
FS(config)# show lacp summary 3

System 1d:32768, 00d0.f8fb.0002

Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs.

A - Device is in active mode. P - Device is in passive mode.
Aggregate port 3:

Local information:

LACP port Oper Port Port
Port Flags State Priority Key Number State
Gi0/1 SA bndl 4096 0x3 0x1 0x3d
Gi0/2 SA bndl 4096 0x3 0x2 0x3d
Gi0/3 SA bndl 4096 0x3 0x3 0x3d
Partner information:

LACP port Oper Port Port
Port Flags Priority Dev ID Key Number  State
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Related

Commands

Platform

Description

Gio0/1 SA 61440 00d0.f800.0002  0x3 Ox1 0x3d
Gi0/2 SA 61440 00d0.f800.0002  0x3 0x2 0x3d
Gi0/3 SA 61440 00d0.f800.0002  0x3 0x3 0x3d

Command Description

Enables the LACP on the port and specifies the aggregation group ID and

port-group key mode

operation mode.

N/A

3.22 show load-balance-profile

Parameter

Description

Defaults

Command Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to display the enhanced profile.

show load-balance-profile [ profile-name]

profile-name Specifies the profile name.

Any mode.
All enhanced profiles are displayed if the profile name is not specified.

The following example displays the enhanced profile ofmodule0.
FS# show load-balance-profile module0

Load-balance-profile: module0

Packet Hash Field:

IPv4: src-ip dst-ip

IPv6: src-ip dst-ip

L2 :src-mac dst-mac vlan

N/A N/A

N/A
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4 VLAN Commands

4.1 add

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to add one or a group Access interface into current VLAN. Use the no or default form of the
command to remove the Access interface.

add interface { interface-id | range interface-range }

no add interface { interface-id | range interface-range }

default add interface { interface-id | range interface-range }

Parameter Description
interface-id Layer-2 Ethernet interface or layer-2 AP port.
range interface-range Range of the Layer-2 Ethernet interface or layer-2 AP port.

All layer-2 Ethernet interfaces are in the VLANT.

VLAN configuration mode.

This command is only valid for the access port.

The configuration of this command is the same as specifying the VLAN to which interface belongs in the interface
configuration mode (that is the switchport access vlan vian-id command). For the two commands of adding the
interface to the VLAN, the command configured later will overwrite the one configured before and take effect.

The configuration of adding the layer-2 AP into current VLAN through this command will only take effect for the

layer-2 AP port, but not for the member port of the layer-2 AP port.

The following example adds the interface GigabitEthernet 0/10 to VLAN20.
FS# configure terminal

SwitchA(config)#vlan 20

SwitchA(config-vlan)#add interface GigabitEthernet 0/10

FS# show interface GigabitEthernet 0/10 switchport

Interface  Switchport Mode Access Native Protected VLAN lists

GigabitEthernet 0/10 enabled ACCESS 20 1 Disabled ALL

The following example adds the interface range GigabitEthernet 0/1-10 to VLAN200.
FS# configure terminal

SwitchA(config)#vlan 200

SwitchA(config-vlan)#add interface range GigabitEthernet 0/1-10

FS# show vlan

SwitchA#show vlan

VLAN Name Status Ports
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Related

Commands

Platform

Description

4.2 name

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

1 VLANOOO1 STATIC Gi0/11,Gi0/12,Gi0/13,Gi0/14,Gi0/15, Gi0/16,Gi0/17,Gi0/18,Gi0/19,Gi0/20,Gi0/21,
Gi0/22, Gi0/23, Gi0/24
200 VLANO0200 STATIC  Gi0/1,Gi0/2,Gi0/3,Gi0/4,Gi0/5, Gi0/6,Gi0/7,Gi0/8,Gi0/9,Gi0/10

The following example adds the AggregatePort10 to VLAN20.

FS# configure terminal

SwitchA(config)#vlan 20

SwitchA(config-vlan)#add interface aggregateport 10

FS# show interface aggregateport 10 switchport

Interface  Switchport Mode Access Native Protected VLAN lists

AggregatePort 10 enabled ACCESS 20 1 Disabled ALL

Command Description
show interface interface-id switchport Displays the layer-2 interfaces.
N/A

Use this command to specify the name of a VLAN. Use the no or default form of this command to restore the
default setting.

name vlan-name

no name

default name

Parameter Description

vlan-name VLAN name

The default name of a VLAN is the combination of “VLAN" and VLAN ID, for example, the default name of the VLAN
2 is“VLAN0002".

VLAN configuration Mode.

N/A

The following example sets the name of VLAN to 10.
FS(config)# vlan 10

FS(config-vlan)# name vlan10
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Related
Command Description
Commands
show vlan Displays member ports of the VLAN.
Platform N/A
Description

4.3 show vlan

Use this command to display member ports of the VLAN.

show vlan [ id vian-id ]

Parameter

Parameter Description
Description

vlan-id VLAN ID
Defaults N/A
Command All modes
Mode

Usage Guide N/A

Configuration The following command displays the status of VLAN 1.

Examples FS(config-vlan)#show vlan id 20
VLAN Name Status Ports
20 VLAN0020 STATIC Gi0/1

Related
Command Description
Commands
name VLAN name.
switchport access Adds the interface to a VLAN.
Platform N/A
Description

4.4 switchport access

Use this command to configure an interface as a static access port and assign it to a VLAN. Use the no or default

form of the command to assign the port to the default VLAN.




55860 SERIES SWITCHES CLI REFERENCE GUIDE e FS

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

switchport access vlan vian-id
no switchport access vlan

default switchport access vlian

Parameter Description

vlan-id The VLAN ID at which the port to be added.

By default, the switch port is an access port and the VLAN is VLAN 1.

Interface configuration mode.

Enter one VLAN ID. The system will create a new one and add the interface to the VLAN if you enter a new VLAN
ID. If the VLAN ID already exists, the command adds the port to the VLAN.

If the port is a trunk port, the operation does not take effect.

FS(config)# interface gigabitethernet 1/1

FS(config-if)# switchport access vlan 2

Command Description

switchport mode Specifies the interface as Layer 2 mode (switch port
mode).

switchport trunk Specifies a native VLAN and the allowed-VLAN list for
the trunkport.

N/A

4.5 switchport hybrid allowed

Parameter

Description

Use this command to add the port to the VLAN or remove the port from the VLAN, Use the no or default form of
this command to restore the default setting.

switchport hybrid allowed vlan { { [ add | only ] tagged viist | [ add ] untagged vlist } | remove vlist }

no switchport hybrid allowed vian

default switchport hybrid allowed vlan

Parameter Description

add Adds the port to the VLAN.

: Adds the port to the VLAN and removes the port from the VLANs not on the
on

v VLAN list.

tagged Adds the port to the VLAN and the VLAN packets going out on the port are
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

tagged with VLAN ID.
Adds the port to the VLAN and the VLAN packets going out on the port are

untagged

not tagged with VLAN ID.
remove Removes the port from the VLAN.
vlist Specifies the VLAN.

By default, the hybrid port is in all VLANs. All VLAN packets (except native VLAN packets) going out on the port are
tagged with VLAN ID. Native VLAN packets are not tagged with VLAN ID.

Interface configuration mode

N/A

The following example adds the hybrid port to VLAN 20 and VLAN 30 and the VLAN packets going out on the port
are not tagged with VLAN ID.

FS(config)# interface gigabitEthernet 0/1

FS(config-if-GigabitEthernet 0/1)# switchport mode hybrid

FS(config-if-GigabitEthernet 0/1)#switchport hybrid allowed vlan untagged 20

FS(config-if-GigabitEthernet 0/1)#switchport hybrid allowed vlan add untagged 30

The following example adds the hybrid port to VLAN 40 and VLAN 50 and the VLAN packets going out on the port
are tagged with VLAN ID,

FS(config)# interface gigabitEthernet 0/1

FS(config-if-GigabitEthernet 0/1)#switchport mode hybrid

FS(config-if-GigabitEthernet 0/1)#switchport hybrid allowed vlan tagged 40

FS(config-if-GigabitEthernet 0/1)#switchport hybrid allowed vlan tagged 50

The following example removes the hybrid port from VLAN 20.

FS(config)# interface gigabitEthernet 0/1

FS(config-if-GigabitEthernet 0/1)#switchport mode hybrid
FS(config-if-GigabitEthernet 0/1)#switchport hybrid allowed vlan remove 20

The following example adds the hybrid port to VLAN 20 and deletes all the other VLANs. The VLAN packets going
out on the port are tagged with VLAN ID.

FS(config)# interface gigabitEthernet 0/1

FS(config-if-GigabitEthernet 0/1)#switchport mode hybrid

FS(config-if-GigabitEthernet 0/1)#switchport hybrid allowed vlan only tagged 20

Command Description
N/A N/A
N/A

4.6 switchport hybrid native

Use this command to configure the native VLAN for the hybrid port. Use the no or default form of this command
to restore the default setting.
switchport hybrid native vlan vian-id

no switchport hybrid native vian
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

default switchport hybrid native vlan

Parameter

Description

vlan-id Configures the native VLAN for the hybrid port.

The defaultis VLAN 1.

Interface configuration mode

Native VLAN packets going out on the hybrid port are not tagged with VLAN ID. Packets not tagged with VLAN ID

coming in on the hybrid port are taken as native VLAN packets.

The following example configures VLAN 20 as the native VLAN for hybrid port GigabitEthernet 0/1.
FS(config-if-GigabitEthernet 0/1)#interface gigabitEthernet 0/1

FS(config-if-GigabitEthernet 0/1)#switchport mode hybrid

FS(config-if-GigabitEthernet 0/1)#switchport hybrid native vlan 20

Command Description
N/A N/A
N/A

4.7 switchport mode

Parameter

Description

Defaults

Command

Mode

Use this command to specify a L2 interface (switch port) mode. You can specify this interface to be an access port
or a trunk port. Use the no or default form of this command to restore the default setting.

switchport mode { access | trunk | hybrid | uplink }
no switchport mode

default switchport mode

Parameter

Description

access Configures the switch port as an access port.
trunk Configures the switch port as a trunk port.
hybrid Configures the switch port as a hybrid port.
uplink Configures the switch port as an uplink port.

By default, the switch port is an access port.

Interface configuration mode.
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Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

If a switch port is an access port, the port can be added only to one VLAN. You can run the switchport access
vlan command to specify the VLAN to which the port belongs.

If a switch port is a trunk port, the port is added to all VLANs by default. You can also run the switchport trunk
allowed command to add the port to or remove the port from a specified VLAN.

If a switch port is an uplink port, the port is added to all VLANs by default. Different from the trunk port, the uplink
port sends packets with a tag carried, that is, the tag of packets from default VLANs will not be deleted. You can
run the switchport trunk allowed command to add the port to or remove the port from a specified VLAN.

If a switch port is a hybrid port, the port is added to all VLANs by default. Different from a trunk port, a hybrid port

can be added to a VLAN in tag or untag mode by running the switchport hybrid allowed command.

The following example configures port 1 as an access port.
FS(config)#int g 0/1

FS(config-if-GigabitEthernet 0/1)#switchport mode access
The following example configures port 1 as a trunk port.
FS(config)#int g 0/1

FS(config-if-GigabitEthernet 0/1)# switchport mode trunk

The following example configures port 1 as an uplink port.

FS(config)#int g 0/1

FS(config-if-GigabitEthernet 0/1)# switchport mode uplink
The following example configures port 1 as a hybrid port.
FS(config)#int g 0/1

FS(config-if-GigabitEthernet 0/1)# switchport mode hybrid

Command Description

switchport access Configures an interface as a statics access port and
assigns it to a VLAN.

switchport trunk Specifies a native VLAN and the allowed-VLAN list for
the trunkport.

N/A

4.8 switchport trunk allowed vian

Use this command to add the trunk/uplink port to the VLAN or remove a trunk/uplink port from the VLAN. Use
the no or default form of the command to restore the default setting.

switchport trunk allowed vlan { all | { add vian-list | remove vian-list | except vian-list | only vian-list } }

no switchport trunk allowed vlan

default switchport trunk allowed vian
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Parameter Description

all Adds the trunk/uplink port to all VLANSs.
add Adds the trunk/uplink port to the VLAN.
remove Removes the trunk/uplink port from the VLAN port.

Removes the trunk/uplink port from the VLAN and adds the port to all the
except other VLANSs.

Adds the trunk/uplink port to the specified VLAN and removes the port from
only the VLANSs not on the VLAN list.
vlan-list Specifies the VLAN.

The trunk/unlink port is in all VLANs by default.

Interface configuration mode.

A trunk/uplink port transmits all VLAN (1-4094) data by default. You can block some VLAN data by configuring this

command. Use the show interfaces command to display configuration.

The following example removes trunk port GigabitEthernet 0/10 from VLAN 2.
FS(config)# interface gigabitEthernet 0/10

FS(config-if-GigabitEthernet 0/10)# switchport mode trunk
FS(config-if-GigabitEthernet 0/10)# switchport trunk allowed vlan remove 2

The following example removes trunk port GigabitEthernet 0/10 from VLAN 2.
FS(config)# interface gigabitEthernet 0/10
FS(config-if-GigabitEthernet 0/10)# switchport trunk allowed vlan except 10

The following example removes uplink port GigabitEthernet 0/10 from VLAN 10.
FS(config)# interface gigabitEthernet 0/10

FS(config-if-GigabitEthernet 0/10)# switchport mode uplink
FS(config-if-GigabitEthernet 0/10)# switchport trunk allowed vlan remove 10

The following example adds uplink port GigabitEthernet 0/10 to all VLANs except VLAN10.
FS(config)# interface gigabitEthernet 0/10

FS(config-if-GigabitEthernet 0/10)# switchport trunk allowed vlan except 10

Command Description
N/A N/A
N/A
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4.9 switchport trunk native vian

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

4.10 vian

Use this command to configure the native VLAN for the trunk/uplink port. Use the no or default form of this

command to restore the default setting.

switchport trunk native vlan vian-id
no switchport trunk native vian

default switchport trunk native vlan

Parameter Description

vlan-id Native VLAN ID.

By default, the native VLAN for the trunk/uplink port is VLAN 1.

Interface configuration mode

After this function is enabled, packets not tagged with VLAN ID are taken as native VLAN packets. Tags are

removed from native VLAN packets going out on the trunk port.

The following example configures VLAN 10 as the native VLAN for trunk port GigabitEthernet 0/10.
FS(config)#interface gigabitEthernet 0/10

FS(config-if-GigabitEthernet 0/10)# switchport mode trunk

FS(config-if-GigabitEthernet 0/10)# switch trunk native vlan 10

The following example configures VLAN 10 as the native VLAN for unlink port GigabitEthernet 0/10.
FS(config)#interface gigabitEthernet 0/10

FS(config-if-GigabitEthernet 0/10)# switchport mode uplink

FS(config-if-GigabitEthernet 0/10)# switch trunk native vlan 10

Command Description
N/A N/A
N/A

Use this command to enter the VLAN configuration mode. Use the no or default form of this command to restore
the default setting.

vlan {vian-id | range vian-range }

no vlan { vian-id | range vian-range }

default vlan { vian-id | range vian-range }
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Parameter Description
vlan-id VLAN ID

Default VLAN (VLAN 1) cannot be removed.
vlan-range VLAN ID range.

The default is static VLAN.

Global configuration mode.

N/A

The following example creates VLAN 10.
FS(config)# vlan 10
FS(config-vlan)#

Command Description
show vlan Displays member ports of the VLAN.
N/A
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5 Super-VLAN Commands

5.1 proxy-arp

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to enable the proxy ARP function for a VLAN. Use the no form of this command to disable this
function. Use the default form of this command torestore the default setting.

proxy-arp

no proxy-arp

default proxy-arp

Parameter Description

N/A N/A

This function is enabled by default.

VLAN configuration Mode.

Super VLAN and sub VLAN must be both enabled with proxy ARP.

The following example enables the proxy ARP function for VLAN 3.
FS(config)# vlan 3
FS(config-vlan)# proxy-arp

The following example disables the proxy ARP function for VLAN 3.

FS(config)# vlan 3

FS(config-vlan)# no proxy-arp

Command Description
show supervlan Displays the super VLAN information.
N/A

5.2 show supervilan

Parameter

Description

Use this command to display the configuration of the super VLAN and its sub VLANSs.
show supervian

show supervlan vian-id

Parameter Description

vlan-id VLAN ID
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

5.3 subvlan

Parameter

Description

N/A

Any mode

N/A

The following example displays the configuration of super VLAN 2.
SwitchA(config-if-range)# show supervlan 2

supervlanid supervlan arp-proxy subvlanid subvlan arp-proxy subvlan ip range

2 ON 10 ON 192.168.196.10 - 192.168.196.50
20 ON 192.168.196.60 - 192.168.196.100
30 ON 192.168.196.110 - 192.168.196.150The

following example displays the configuration of all super VLANs.
SwitchA(config-if-range)# show supervlan

supervlanid supervlan arp-proxy subvlanid subvlan arp-proxy subvlan ip range

2 ON 10 ON 192.168.196.10 - 192.168.196.50
20 ON 192.168.196.60 - 192.168.196.100
30 ON 192.168.196.110 - 192.168.196.150
6 ON 7 ON
8 ON

Command Description
N/A N/A
N/A

Use this command to set the sub VLAN for the super VLAN. Use the no form of this command to disbale this
function. Use the default form of this command to restore the default setting.

subvlan vian-id-list

no subvlan [ vian-id-list ]

default subvlan [ vian-id-list ]

Parameter Description

vlan-id-list Sub VLAN ID of the VLAN. Multiple VLANs are supported.
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Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

No super VLAN is set by default.

VLAN configuration Mode.

Use the no subvlan command to delete all sub VLANSs of this super VLAN.

The following example sets the sub VLAN.
SwitchA(config)#vlan 2
SwitchA(config-vlan)#supervlan

SwitchA(config-vlan)#subvlan 10,20,30

Command

Description

show supervlan Displays the super VLAN information.

N/A

5.4 subvlan-address-range

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to set the IP address range of the sub VLAN. Use the no form of this command to disbale this
function. Use the default form of this command to restore the default setting.

subvlan-address-range start-ip end-ip

no subvlan-address-range

default subvlan-address-range

Parameter Description
start-ip The start IP address of this sub VLAN
end-ip The end IP address of this sub VLAN

No IP address range is set by default.

VLAN configuration Mode.

N/A

The following example sets the IP address range for the sub VLAN.
FS(config)# vlan 2
FS(config-vlan)#subvlan-address-range 192.168.23.1 192.168.23.5
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Related

Commands

Platform

Description

5.5 supervian

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Description

Command

show supervlan Displays the super VLAN information.

N/A

Use this command to set the VLAN as a super VLAN. Use the no form of this command to disbale this function.
Use the default form of this command to restore the default setting.

supervlan

no supervian

default supervian

Parameter

Description

N/A N/A

No super VLAN is set by default.

VLAN configuration Mode.

No physical port can be added to a super VLAN.

The following example configures a Sub VLAN.
FS(config)# vlan 2

FS(config-vlan)#supervlan

Command

Description

show supervlan Displays the super VLAN information.

N/A
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6 Private VLAN Commands

6.1 debug bridge pvlan

Use this command to enable private VLAN debugging. Use the no or default form of this command to restore the

default setting.

debug bridge pvlan
no debug bridge pvlan
Parameter
Parameter Description
Description
N/A N/A
Defaults Debugging is disabled by default.
Command Privileged EXEC mode
Mode
Usage Guide Debugging information includes error and prompt messages appearing during private VLAN configuration.

This command can be used to troubleshoot VLAN and interface configuration failure.

o With private VLAN debugging enabled, all super VLAN configuration and packet processing on SVI is
displayed.

o Debugging information helps troubleshooting and fault location.

Configuration The following example enables private VLAN debugging.
Examples FS# debug bridge pvlan
The following example disables private VLAN debugging.

FS# no debug bridge pvlan

Related

Command Description
Commands

N/A N/A
Platform N/A
Description

6.2 private-vlan

Use this command to configure the private VLAN feature. Use the no or default form of this command to restore
the default setting.

private-vlan { community | isolated | primary }

no private-vlan { community | isolated | primary }

default private-vlan { community | isolated | primary }
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Parameter Description

community Sets the community VLAN.
isolated Sets the isolated VLAN.
primary Sets the primary VLAN.

No private VLAN feature is configured by default.

VLAN configuration mode

N/A

The following example configures the private VLAN feature.

FS(config)#vlan 90

FS(config-vlan)#private-vlan primary

FS(config-vlan)#vlan 91

FS(config-vlan)#private-vlan isolated

FS(config-vlan)#vlan 92

FS(config-vlan)#private-vlan community

The following example disables the private VLAN feature using the no private-vlan command.
FS(config)#vlan 90

FS(config-vlan)#no private-vlan primary

FS(config-vlan)#vlan 91

FS(config-vlan)#no private-vlan isolated

FS(config-vlan)#vlan 92

FS(config-vlan)#no private-vlan community

The following example disables the private VLAN feature using the default private-vlan command.
FS(config)#vlan 90

FS(config-vlan)#default private-vlan primary

FS(config-vlan)#vlan 91

FS(config-vlan)#default private-vlan isolated

FS(config-vlan)#vlan 92

FS(config-vlan)#default private-vlan community

Command Description
N/A N/A
N/A
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6.3 private-vlan association

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to associate the secondary VLAN with the primary VLAN on layer 2. Use the no or default form
of this command to restore the default setting.

private-vlan association { sv/ist | add svlist | remove svlist }

no private-vlan association

default private-vlan association

Parameter Description

svlist The secondary VLAN list

add svlist Adds the associated secondary VLAN.
remove svlist Removes the associated secondary VLAN.

This function is disabled by default.

VLAN configuration Mode.

N/A

The following example associates the secondary VLAN with the primary VLAN on layer 2.
FS(config)# vlan 22

FS(config-vlan)# private-vlan association add 24-26

The following example removes the association between the secondary VLAN with the primary VLAN.

FS(config)# vlan 22

FS(config-vlan)# private-vlan association remove 24

Command Description
show vlan private-vian N/A
N/A

6.4 private-vlan mapping

Use this command to associate the secondary VLAN with the primary VLAN on layer 3. Use the no or default form
of this command to restore the default setting.

private-vlan mapping { sviist | add svlist | remove svlist }

no private-vlan mapping

default private-vlan mapping




55860 SERIES SWITCHES CLI REFERENCE GUIDE

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Parameter Description

svlist Secondary VLAN list.

add svlist Adds the associated secondary VLAN.
remove svlist Removes the associated secondary VLAN.

This function is disabled by default.

Interface configuration mode

N/A

The following example associates the secondary VLAN with the primary VLAN on layer 3.
FS(config)# interface vlan 22
FS(config-if)# private-vlan mapping add 24-26

Command Description
show vlan private-vlan N/A
N/A

6.5 show vlan private-vian

Parameter

Description

Defaults

Command

Mode

Usage Guide

Use this command to display the private VLAN configuration.

show vlan private-vlan [ community | primary | isolated ]

Use this command to display all the private VLANs configuration.

show vlan private-vlan

Parameter Description

primary Displays the primary VLAN information.
community Displays the community VLAN information.
isolated Displays the isolated VLAN information.
N/A

All modes

N/A
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Configuration

Examples

Related

Commands

Platform

Description

The following example displays the private VLAN configuration.

FS# show vlan private-vlan

VLAN Type Status  Routed  Ports Associated VLANs
30 primary inactive Enabled

31 isolated inactive Disabled No Association

90 primary active  Disabled 91-92

91 isolated active Disabled 90

92 community active  Disabled Gi0/1 90

Command Description
N/A N/A
N/A

6.6 switchport mode private-vlan

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Use this command to declare the private VLAN mode of the interface. Use the no or default form of this
command to restore the default setting.

switchport mode private-vlan { host | promiscuous }

no switchport mode

default switchport mode

Parameter Description
host Host mode of the private VLAN
promiscuous Promiscuous mode of the private VLAN

The port is an access port by default.

Interface configuration mode.

Before a port is configured as an isolated port or promiscuous port, and the port mode must be configured as the

host port mode.

The port mode must be configured as the promiscuous mode.

The following example applies the private host mode to the interface.
FS(config)# interface gigabitEthernet0/2

FS(config-if)# switchport mode private-vlan host
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Related

Commands

Platform

Description

The following example applies the promiscuous mode to the interface.
FS(config)# interface gigabitEthernet 0/2

FS(config-if-GigabitEthernet 0/2)#sw mode private-vlan promiscuous

Command

Description

show vlan private-vlan N/A

N/A

6.7 switchport private-vlan association trunk

Parameter

Description

Defaults

Command
Mode

Usage Guide

Configuration
Examples

Related
Commands

Platform
Description

Use this command to associate the trunk port in the private VLAN mode, which is associated with the primary
VLAN and the secondary VLAN. Use the no or default form of this command to restore the default settings.
switchport private-vlan association trunk p_vid s_vid

no switchport private-vlan association trunk

default switchport private-vlan association trunk p_vid s_vid

Parameter Description

p_vid Primary VID.

s_vid Secondary VID

no Deletes the host port from the private VLAN.

By default, it is trunk port.

Interface configuration mode.

The associated PVLAN must be a VLAN pair on which Layer-2 association is performed.
The interface must work in Trunk port mode.

One Trunk port can be associated with multiple PVLAN pairs.

The following example configures a Trunk port, and associates it with a layer 2 port and private VLAN.
FS(config)# interface gigabitEthernet 0/2

FS(config-if)# switchport mode trunk

FS(config-if)# switchport private-vlan association trunk 202 203

show vlan private-vlan N/A

N/A
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6.8 switchport private-vlan host-association

Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

Use this command to associate the primary VLAN, which is associated with the private VLAN mode of the
interface, with the secondary VLAN. Use the no or default form of this command to restore the default setting.
switchport private-vlan host-association p_vid s_vid

no switchport private-vlan host-association

default switchport private-vlan host-association

Parameter Description
p_vid Primary VID.
s_vid Secondary VID

This function is disabled by default.

Interface configuration mode.

Before a port is configured as an isolated port or promiscuous port, and the port mode must be configured as the
host port mode.

Whether a port is configured as an isolated port or community port depends on the s_vid parameter.

p_vid and s_vid must be respectively the IDs of the primary VLAN and secondary VLAN in a PVLAN pair, on which
Layer-2 association is performed.

One host port can be associated with only one PVLAN pair.

The following example associates the secondary VLAN with the primary VLAN on the host port.
FS(config)# interface gigabitEthernet 0/1
FS(config-if)# switchport mode private-vlan host

(

(
FS(config-if)# switchport private-vlan host-association 22 23
FS(config-if)# default switchport private-vlan host-asscioation
(

FS(config-if)# switchport private-vlan host-association 22 25

Command Description
show vlan private-vlan N/A
N/A

6.9 switchport private-vlan mapping

Use this command to configure the secondary VLAN for the promiscuous port. Use the no or default form of this
command to restore the default setting.

switchport private-vlan mapping p_vid { sviist | add svist | remove svlist}
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Parameter

Description

Defaults

Command

Mode

Usage Guide

Configuration

Examples

Related

Commands

Platform

Description

no switchport private-vlan mapping

default switchport private-vlan mapping

p_vid Indicates the primary VLAN ID in a PVLAN pair.
) Indicates the secondary VLAN associated with a promiscuous port. Layer-2
st association mus