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Chapter 1 Preface

1.1 Declaration

This document updates at irregular intervals because of product upgrade or other reasons.

This document is for your reference only.

1.2 Audience

This document is for the following audiences:
o System maintenance engineers

®  Debugging and testing engineers

o Network monitoring engineers
°

Field maintenance engineers



Chapter 2 Basic Configuration Guide

2.1 Configuring System Management
2.1.1 Overview

Function Introduction

Banner function is used for configuring messages on the devices. User can specify any messages to notify other users. Improper

operations might cause critical situation such as service interrupt, in this case, a notification in advance is necessary. (E.g. to notify users

“Don’t reboot”)

Three types of messages are supported by now:

®  MOTD(message-of-the-day). Messages will display on the terminal when user connect to the device.

) login banner. Messages will display on the terminal when user login to the device. “Login mode” is required for displaying this
message. Please reference the section of “Configuring User Management”.

®  exec banner. Messages will display on the terminal when user enter the EXEC mode.

Principle Description

This function displays notification on the terminal to reduce misoperation.
2.1.2 Configuration

Configuring a MOTD Login Banner
step 1 Enter the configure mode
Switch# configure terminal
step 2 Create the notification
User can create a notification (one line or multiple lines) to display on all connected terminals. In the following example, the delimiting
character is #. All characters between two delimiting characters will display on the terminals when user connect the device.
The message length is at most 99 lines with 1023 character in each line.
Switch(config)# banner motd # This is a switch #
step 3 Exit the configure mode
Switch(config)# exit
step 4 Validation
Use the following command to display the configuration:
switch# show running
banner motd AC
This is a switch

AC

Configuring a Login Banner

step 1 Enter the configure mode

Switch# configure terminal

step 2 Create the notification

User can create a notification (one line or multiple lines) to display on all connected terminals. “Login mode” is required for displaying this

message. Please refer to the section of “Configuring User Management”.
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In the following example, the delimiting character is #. All characters between two delimiting characters will display on the terminals

when user connect to the device.
The message length is at most 99 lines with 1023 character in each line.
banner login # admin login #
step 3 Exit the configure mode
Switch(config)# exit
step 4 Validation
Use the following command to display the configuration
switch# show running
banner login AC
admin login

AC

Configuring an Exec Banner
step 1 Enter the configure mode
Switch# configure terminal
step 2 Create the notification
User can create a notification (one line or multiple lines) to display on all connected terminals. In the following example, the delimiting
character is #. All characters between two delimiting characters will display on the terminals when user enter the EXEC mode.
The message length is at most 99 lines with 1023 character in each line.
Switch(config)# banner exec # do not reboot! #
step 3 Exit the configure mode
Switch(config)# exit
step 4 Validation
Use the following command to display the configuration:
switch# show running
banner exec AC
do not reboot!

AC

2.1.3 Application cases

Case 1: mark the usage of the device
Set the MOTD message as “This is a switch of some area/department”, user can see this message when connect to the device. If the user
needs to operate a switch of another department, he can realize that he connected to a wrong device and stop misoperation.
Configuration steps
Switch# configure terminal
Switch(config)# banner motd # This is a switch of IT DEPARTMENT ! | | #
Switch(config)# exit
Configuration files
switch# show running
banner motd AC
This is a switch of IT DEPARTMENT ! | !
AC



2.2 Configuring User Management

2.2.1 Overview

Function Introduction

User management increases the security of the system by keeping the unauthorized users from guessing the password. The user is limited

to a specific number of attempts to successfully log in to the switch.

There are three load modes in the switch.

® In“nologin”mode, anyone can load the switch without authentication.

® In“login”"mode, there is only one default user.

) In “login local” mode, if you want to load the switch you need to have a user account. Local user authentication uses local user
accounts and passwords that you create to validate the login attempts of local users. Each switch has a maximum of 32 local user
accounts. Before you can enable local user authentication, you must define at least one local user account. You can set up local user
accounts by creating a unique username and password combination for each local user. Each username must be fewer than 32
characters. You can configure each local user account with a privilege level; the valid privilege levels are 1 or 4. Once a local user is
logged in, only the commands those are available for that privilege level can be displayed.

There is only one user can enter the configure mode at the same time.

Principle Description

N/A
2.2.2 Configuration

Configuring the user management in login local mode

step 1 Enter the configure mode

Switch# configure terminal

step 2 et username and password

Switch(config)# username testname privilege 4 password 123abc<>
step 3 Enter the configure mode and set user management mode
Switch(config)# line vty 0 7

Switch(config-line)# login local

Switch(config-line)# exit

step 4 Exit the configure mode

Switch(config)# exit

step 5 Validation

After the above setting, login the switch will need a username and password, and user can login with the username and password created
before. This is a sample output of the login prompt.

Username:

After the input the username, a password is required.

Username: testhame

Password:

Authentication succeed:

Password:

Switch#

Configuring the user management in login mode

step 1 Enter the configure mode



Switch# configure terminal

step 2 Enter the configure mode and set password

Switch(config)# line vty 0 7

Switch(config-line)# login

Switch(config-line)# line-password abc

step 3 Exit the configure mode

Switch(config)# exit

step 4 Validation

After the above setting, login the switch will need the line password, and user can login with the password created before. This is a sample
output of the login prompt.

Password:

Configuring Password recovery procedure

If the password is forgotten unfortunately, it can be recovered by following steps.

Step 1 Power on the system. Boot loader will start to run. The follow information will be printed on Console.
CPU:  MPC8247 (HiP7 Rev 14, Mask 1.0 1K50M) at 350 MHz

Board: 8247 (PCl Agent Mode)

2C:  ready

DRAM: 256 MB

In: serial
Out:  serial
Err:  serial

Net:  FCC1 ETHERNET, FCC2 ETHERNET [PRIME]

Press ctrl+b to stop autoboot: 3

Step 2 Press ctrl+b. stop autoboot.

Bootrom#

Step 3 Under boot loader interface, use the following instructions.
Bootrom# boot_flash_nopass

Bootrom# Do you want to revert to the default config file ? [Y|N|E]:
NOTE: Please remember your username and password.

Recovering the password may lead configuration lost or service interrupted; we strongly recommend that user should remember the

username and password.

2.2.3 Application cases
N/A

2.3 Configuring FTP
2.3.1 Overview
Function Introduction

You can download a switch configuration file from a FTP server or upload the file from the switch to a FTP server. You download a switch

configuration file from a server to upgrade the switch configuration. You can overwrite the current startup configuration file with the new
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one. You can upload a switch configuration file to a server for backup purposes. You can use this uploaded configuration for future

downloads to the switch or another switch of the same type.
Principle Description

N/A

2.3.2 Configuration

You can copy configurations files to or from an FTP server. The FTP protocol requires a client to send a remote username and password on

each FTP request to a server.

Before you begin downloading or uploading a configuration file by using FTP, do these tasks:

®  Ensure that the switch has a route to the FTP server. The switch and the FTP server must be in the same network if you do not have a
router to route traffic between subnets. Check connectivity to the FTP server by using the ping command.

® If you are accessing the switch through the console or a Telnet session and you do not have a valid username, make sure that the
current FTP username is the one that you want to use for the FTP download.

®  When you upload a configuration file to the FTP server, it must be properly configured to accept the write request from the user on
the switch.

For more information, see the documentation for your FTP server.

Downloading a configuration file by using FTP in IPv4 network
step 1 Enter the configure mode

Switch# configure terminal

step 2 Set username and password

Switch(config)# ftp username test

Switch(config)# ftp password test

step 3 Exit the configure mode

Switch(config)# exit

step 4 copy the configuration file

Switch# copy mgmt-if ftp://test:test@10.10.10.163/ startup-config.conf flash:/startup-config.conf
step 5 Validation

Use the following command to display the configuration

Switch# show startup-config

Uploading a configuration file by using FTP in IPv4 network #
step 1 Enter the configure mode

Switch# configure terminal

step 2 Set username and password

Switch(config)# ftp username test

Switch(config)# ftp password test

step 3 Exit the configure mode

Switch(config)# exit

step 4 copy the configuration file

Switch# copy flash:/startup-config.conf mgmt-if ftp://test:test@10.10.10.163/startup-config.conf

Downloading a configuration file by using FTP in IPv6 network



Username and password settings are same as IPv4 network.

step 1 copy the configuration file

Switch# copy ftp://root: root@2001:1000::2/startup-config.conf flash:/startup-config.conf
Uploading a configuration file by using FTP in IPv6 network

Username and password settings are same as IPv4 network.

step 1 copy the configuration file

Switch# copy flash:/startup-config.conf mgmit-if ftp://root:root@2001:1000::2 startup-config.conf

2.3.3 Application cases
N/A

2.4 Configuring TFTP
2.4.1 Overview

Function Introduction

You can download a switch configuration file from a TFTP server or upload the file from the switch to a TFTP server. You download a
switch configuration file from a server to upgrade the switch configuration. You can overwrite the current file with the new one. You
upload a switch configuration file to a server for backup purposes; this uploaded file can be used for future downloads to the same or
another switch of the same type.

Principle Description

N/A

2.4.2 Configuration

Before you begin downloading or uploading a configuration file by using TFTP, do these tasks:

Ensure that the workstation acting as the TFTP server is properly configured.

Ensure that the switch has a route to the TFTP server. The switch and the TFTP server must be in the same network if you do not have a
router to route traffic between subnets. Check connectivity to the TFTP server by using the ping command.

Ensure that the configuration to be downloaded is in the correct directory on the TFTP server.

For download operations, ensure that the permissions on the file are set correctly.

During upload operations, if you are overwriting an existing file (including an empty file, if you had to create one) on the server, ensure

that the permissions on the file are set correctly.

Downloading a configuration file by using TFTP in IPv4 network

Switch# copy mgmt-if tftp://10.10.10.163/startup-config.conf flash:/startup-config.conf
Uploading a configuration file by using TFTP in IPv4 network

Switch# copy flash:/startup-config.conf mgmt-if tftp://10.10.10.163/startup-config.conf
Downloading a configuration file by using TFTP in IPv6 network

Switch# copy mgmt-if tftp://2001:1000::2/startup-config.conf flash:/startup-config.conf
Uploading a configuration file by using TFTP in IPv6 network

Switch# copy flash:/startup-config.conf mgmt-if tftp://2001:1000::2/startup-config.conf

2.4.3 Application cases
N/A



2.5 Configuring SCP
2.5.1 Overview

Function Introduction

SCP, which is short for secure copy, is a part of SSH protocol. It is a remote copy technology which is based on SSH protocol. User can
download a switch configuration file from a SCP server or upload the file from the switch to a SCP server. User can download a switch
configuration file from a server to upgrade the switch configuration and overwrite the current file with the new one. User can upload a
switch configuration file to a server for backup purposes; this uploaded file can be used for future downloads to the same or another
switch of the same type.

Principle Description

N/A
2.5.2 Configuration

Before you begin downloading or uploading a configuration file by using SCP, do these tasks:

Ensure that the workstation acting as the SCP server is properly configured.

Ensure that the switch has a route to the SCP server. The switch and the SCP server must be in the same network if you do not have a
router to route traffic between subnets. Check connectivity to the SCP server by using the ping command.

Ensure that the configuration to be downloaded is in the correct directory on the SCP server.

For download operations, ensure that the permissions on the file are set correctly.

During upload operations, if you are overwriting an existing file (including an empty file, if you had to create one) on the server, ensure

that the permissions on the file are set correctly.

Downloading a configuration file by using SCP in IPv4 network

Switch# copy mgmt-if scp://10.10.10.163/startup-config.conf flash:/startup-config.conf
Uploading a configuration file by using SCP in IPv4 network

Switch# copy flash:/startup-config.conf mgmt-if scp://10.10.10.163/startup-config.conf
Downloading a configuration file by using SCP in IPv6 network

Switch# copy mgmt-if scp://2001:1000::2/startup-config.conf flash:/startup-config.conf
Uploading a configuration file by using SCP in IPv6 network

Switch# copy flash:/startup-config.conf mgmt-if scp://2001:1000::2/startup-config.conf
2.5.3 Application cases

N/A

2.6 Configuring Telnet

2.6.1 Overview

Function Introduction

Telnet is a network protocol used on the Internet or local area networks to provide a bidirectional interactive text-oriented
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communications facility using a virtual terminal connection. User data is interspersed in-band with Telnet control information in an 8-bit

byte oriented data connection over the Transmission Control Protocol (TCP). Telnet was developed in 1969 beginning with RFC 15,
extended in RFC 854, and standardized as Internet Engineering Task Force (IETF) Internet Standard STD 8, one of the first Internet
standards. Historically, Telnet provided access to a command-line interface (usually, of an operating system) on a remote host. Most
network equipment and operating systems with a TCP/IP stack support a Telnet service for remote configuration (including systems
based on Windows NT). Because of security issues with Telnet, its use for this purpose has waned in favor of SSH.

Principle Description

N/A

2.6.2 Configuration

Telnet switch with inner port
Example 1 IPv4 Network

Switch# telnet 10.10.29.247
Entering character mode

Escape character is 'A]'.

Switch #

Example 2 IPv6 Network

Switch# telnet 2001:1000::71
Entering character mode

Escape character is 'A]'.

Switch #

Telnet switch with management port
Example 1 IPv4 Network

Switch# telnet mgmt-if 10.10.29.247
Entering character mode

Escape character is 'A]'.

Switch #

Example 2 IPv6 Network

Switch# telnet mgmt-if 2001:1000::2
Entering character mode

Escape character is 'A]'".

Switch #

Configure telnet server

step 1 Enter the configure mode
Switch# configure terminal

step 2 Enable Telnet service
Switch(config)# service telnet enable
step 3 Exit the configure mode

Switch(config)# exit

2.6.3 Application cases
N/A



2.7 Configuring SSH
2.7.1 Overview

Function Introduction

The Secure Shell (SSH) is a protocol that provides a secure, remote connection to a device. SSH provides more security for remote
connections than Telnet does by providing strong encryption when a device is authenticated. SSH supports the Data Encryption Standard
(DES) encryption algorithm, the Triple DES (3DES) encryption algorithm, and password-based user authentication. The SSH feature has an
SSH server and an SSH integrated client, which are applications that run on the switch. You can use an SSH client to connect to a switch
running the SSH server. The SSH server works with the SSH client supported in this release and with SSH clients. The SSH client also works
with the SSH server supported in this release and with SSH servers.

Principle Description

N/A

2.7.2 Configuration

Switch/SSH Server SSH Client

Figure 2-1 SSH system application

Create key for SSH

step 1 Enter the configure mode

Switch# configure terminal

step 2 Create a key

Switch(config)# rsa key a generate

step 3 Create a private key named a.pri with key a and save it to flash
Switch(config)# rsa key a export url flash:/a.pri private ssh2

step 4 Create a private key named a.pub with key a and save it to flash
Switch(config)# rsa key a export url flash:/a.pub public ssh2

step 5 Exit the configure mode

Switch(config)# exit

Import the key

step 1 Enter the configure mode

Switch# configure terminal

step 2 Import the key a.pub we created as importKey
Switch(config)# rsa key importKey import url flash:/a.pub public ssh2
step 3 Create username and password

Switch(config)# username aaa privilege 4 password abc

step 4 Assign the key to user aaa

Switch(config)# username aaa assign rsa key importKey

step 5 Exit the configure mode



Switch(config)# exit

Use SSH to connect

step 1 Download the a.pri key on SSH client

step 2 Connect to the client

[root@test1 tftpbootl# ssh -i a.pri aaa@10.10.39.101
22a@10.10.39.101's password:

Switch#

2.7.3 Application cases
N/A

2.8 Configuring Time&timezone
2.8.1 Overview

Function Introduction

If no other source of time is available, you can manually configure the time and date after the system is restarted. The time remains
accurate until the next system restart. We recommend that you use manual configuration only as a last resort. If you have an outside
source to which the switch can synchronize, you do not need to manually set the system clock.

Principle Description

N/A
2.8.2 Configuration

step 1 Enter the configure mode

Switch# configure terminal

step 2 Configuring time and timezone

Switch(config)# clock set datetime 11:30:00 10 26 2013

Switch(config)# clock set summer-time dst date 6 1 2013 02:00:00 10 31 2013 02:00:00 120
step 3 Exit the configure mode

Switch(config)# exit

step 4 Validation

Use the following command to display the information of time and date:
Switch# show clock detail

13:31:10 dst Sat Oct 26 2013

Time zone: (GMT + 08:00:00) beijing

Summer time starts at beijing 02:00:00 06/01/2013

Summer time ends at dst 02:00:00 10/31/2013

Summer time offset: 120 minutes

2.8.3 Application cases
N/A



2.9 Configuring License
2.9.1 Overview

Function Introduction

License will control the features on the switch; each switch has its own license to avoid the unauthorized user to use the advanced

features. There is one license named Metro Advanced, which could provide some advanced features, such as MPLS, EVPN and so on.
Different switch can’t share the same license. In order to get the license for the specify switch, first generate the unique device

identifier(UDI) for the switch and then send the UDI to vendor to apply the license, at last get the license from vendor and use the license

on the switch.

Principle Description

N/A
2.9.2 Configuration

step 1 Create UDI for the device and send it to remote FTP server

Switch# generate device identifier mgmt-if ftp://test:test@10.10.25.33/device.udi
step 2 Apply license

Send UDI file to vendor, vendor will generate license for customer requirement.
step 3 Use license

Get the license to local from remote FTP server, and reload the system.

Switch# copy mgmt-if ftp://test:test@10.10.25.33/device.lic flash:/device.lic

Switch# reload

NOTE:

You must reload the switch for the license to take effect.

If the switch has more than one license, all the features contain by the licenses can take effect.
step 4 Validation

Use the following command to display the information of the license:

Switch# show license

License files:

flash:/ma.lic:

Created Time: Fri Dec 6 17:22:23 CST 2013

Vendor: switchVendor

Customer: switchCustomer

Device MAC:  00:1E:08:09:03:00

Feature Set: QINQ MVR ERPS MEF ETHOAM
VPWS VPLS HVPLS SMLK TPOAM
OSPF PIM_SM IGMP VRF MPLS
LDP BGP RSVP OSPF_TE EXTEND_ACL
PTP BFD SSM IPV6 OSPF6
PIM_SM6 MVR6 RIPNG TUNNEL_V6



2.9.3 Application cases
N/A

2.10 RPC API Configuration Guide
2.10.1 Overview

Function Introduction

RPC API service allows user to configure and monitor the switch system through Remote Procedure Calls (RPC) from your program.

The service currently supports JSON-RPC over HTTP protocol together with HTTP Basic authentication.

Principle Description

RPC API service uses standard JSON-RPC over HTTP protocol to communicate the switch and your program. User may issue switch CLI
commands through JSON-RPC method: ‘executeCmds’. By default, the CLI mode is in privileged EXEC mode (#).

User could send JSON-RPC request via an HTTP POST request to URL: http://:/command-api. The detailed JSON-RPC request and response

are show below:

JSON-RPC Request

?{?“params”:[ Parameters for command ? {

? “format”:"text”, Expected response format, can be ‘text’ or ‘json’, ? the default format is ‘text’

? “version”:1, The API version ? “cmds”:[ List of CLI commands ? “show run”, CLI command 1 ? “config t”, CLI command 2 ? “vlan database”,
CLI command 3 ? “vlan 1-8", CLI command 4 ? “interface eth-0-1", CLI command 5 ? “switchport mode trunk”, CLI command 6 ? “switchport
trunk allowed vlan add 2", CLI command 7 ? “shutdown”, CLI command 8 ? “end”, CLI command 9 ? “show interface switchport” CLI
command 10 ?]

7}
?],

? “jsonrpc™:“2.0", JSON RPC protocol version. Always 2.0. ? “method”:"executeCmds”, Method to run the switch CLI commands ?

“id":"70853aff-af77-420e-8f3c-fa9430733a19"” JSON RPC unique identifier ? }

JSON-RPC Response
? {7 “jsonrpc”:2.0”, JSON RPC protocol version. Always 2.0. ? “id":"70853aff-af77-420e-8f3c-fa9430733a19", JSON RPC unique identifier ?
“result”:[ Result list of objects from each CLI command executed. ? {

",

? “sourceDetails":"version 5.1.6.fcs!...”, Output information of CLI Command 1. ? The Original ASCII output information returned from CLI
command if this command is successfully executed. ? “errorCode”:-1003, Error code if it is available. ? “errorDesc”:"unsupported
command...”, Error description if it is available. ? “warnings”:“% Invalid...”, Warnings if it is available. ? Formatted JSON object will also be
returned if it is available. 7},

?{}, Output information of CLI Command 2. ? { }, Output information of CLI Command 3. ? { }, Output information of CLI Command 4.7 {},
Output information of CLI Command 5. ? { }, Output information of CLI Command 6. ? { }, Output information of CLI Command 7.7 {},
Output information of CLI Command 8. ? { }, Output information of CLI Command 9. ? { ? “sourceDetails":" Interface name :

eth-0-1Switchport mode : trunk..." ? } Output information of CLI Command 10.?17}

Python Client Example Code
Here is an example code using ‘pyjsonrpc’ library:

import pyjsonrpc
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import json

http_client = pyjsonrpc.HttpClient(
url = "http://10.10.39.64:80/command-api",
username = "username”,

password = "password"

cmds = {}

cmd_list = ["show run", "config t", "vlan database", "vlan 1-8", "interface eth-0-1", "switchport mode trunk", "switchport trunk allowed vlan

add 2", "shutdown", "end", "show interface switchport"]

cmds['cmds'] = cmd_list
cmds['format’] = 'text’

cmds['version'] = 1

try:
response = http_client.call("executeCmds", cmds)
print("json response:");
json_result = json.dumps(response, indent=4)
print(json_result)
except Exception, e:
if e.code == 401:
print "Unauthorized user"
else:
print e.message

print e.data

Error code

Here is a list of JSON-RPC 2.0 error code:

Error Code Description

-32700 Parse error
-32600 Invalid Request
-32601 Method not found
-32602 Invalid param
-32603 Internal error

Here is a list of RPC-API error code:

Error Code Description

-1000 General error

-2001 JSON RPC API Error: unsupported API version

-2002 JSON RPC API Error: must specify ‘params’ with ‘cmds’
in JSON RPC
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-2003 JSON RPC API Error: unsupported command response
format

-3001 Command execution failed: timed out

-3002 Command execution failed: unsupported command

-3003 Command execution failed: unauthorized command

-3004 Command execution failed: the string does not match

any command in current mode

-3005 Command execution failed: can’t convert to JSON
format

-3006 Command execution failed: command list too short

-3007 Command execution failed: command list too long

2.10.2 Configuration

Configuring RPC API service

User could enable the RPC API service by the following steps.
The default port is 80.

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enable RPC API service

Switch(config)# service rpc-api enable

NOTE: Use the following command to disable rpc-api service:
Switch(config)# service rpc-api disable

step 3 Exit the configure mode

Switch(config)# end

Configuring RPC API service with HTTP Authentication

User could configure the HTTP authentication mode of RPC API service.

Currently, only HTTP Basic authentication is supported. User will receive status code: 401 (Unauthorized access) if user provides invalid
user name or password.

step 1 Enter the configure mode

Switch# configure terminal

Step 2 Set the username and password, then enable the rpc-api authentication

Switch(config)# username myuser password mypass

Switch(config)# service rpc-api auth-mode basic

NOTE: Use the following command to disable authentication:

Switch(config)# no service rpc-api auth-mode

NOTE: HTTP authentication settings of RPC API service will take effect after you restart this service or reboot the system.
step 3 Exit the configure mode

Switch(config)# end

step 4 Validation

Switch# show services rpc-api

RPC API service configuration:

Server State :enable



Port :80
Authentication Mode : basic

VRF : default

2.10.3 Application cases
N/A



Chapter 3 Ethernet Configuration Guide

3.1 Configuring Interface
3.1.1 Overview

Function Introduction
Interface status, speed and duplex are configurable.
When the interface is configured as “no shutdown”, it can work normally after cable is connected. When the interface is configured as
“shutdown”, no matter the cable is connected or not, the interface can not work.
If the device supports combo ports, user can choose to enable copper or fiber mode. The two modes of one port can not work together at
same time. The configuration of speed or duplex at combo ports cannot be effective when combo port is working at fiber mode.
The rule of physical port name is as following: interface name format is eth-[slot]-[port]; [slot] is O for single pizza-box switch; when
stacking is enabled, the [slot] number is according to the configuration. The [port] number is begin with 1, and increase from up to down,
from left to right. The following figure shows the interface name of the device:

eth-0-1 eth-0-3 eth-0-23

eth-0-2 eth-0-4 eth-0-24
Figure 3-1 Interface Name
NOET: To get more information about the interface type and number, please refer to the product spec.

Principle Description

N/A
3.1.2 Configuration

Configuring Interface State

step 1 Enter the configure mode
Switch# configure terminal

step 2 Turn on an interface
Switch#(config)# interface eth-0-1
Switch(config-if)# no shutdown
step 3 Shut down an interface
Switch(config-if)# interface eth-0-2
Switch(config-if)# shutdown

step 4 Exit the configure mode
Switch(config-if)# end

step 5 Validation

Use the following command to display the status of the interfaces:
Switch# show interface status

Port Status Duplex  Speed Mode Type

eth-0-1 up a-full a-1000 access 1000BASE_T
eth-0-2 admin down auto auto access 1000BASE_T



Configuring Interface Speed

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the interface configure mode and set the speed
Set speed of interface eth-0-1 to 100M

Switch(config)# interface eth-0-1

Switch(config-if)# speed 100

Switch(config-if)# no shutdown

Set speed of interface eth-0-2 to 1000M

Switch(config-if)# interface eth-0-2

Switch(config-if)# no shutdown

Switch(config-if)# speed 1000

Set speed of interface eth-0-3 to auto

Switch(config-if)# interface eth-0-3

Switch(config-if)# no shutdown

Switch(config-if)# speed auto

step 3 Exit the configure mode

Switch(config-if)# end

step 4 Validation

Use the following command to display the status of the interfaces:

Switch# show interface status

Port Status Duplex  Speed Mode Type

eth-0-1 up a-full 100 access 1000BASE_T
eth-0-2 up a-full 1000 access 1000BASE_T
eth-0-3 up a-full  a-1000 access 1000BASE_T

Configuring Interface Duplex

There are 3 duplex mode supported on the device:

®  full mode: the interface can transmit and receive packets at same time.

° half mode: the interface can transmit or receive packets at same time.

®  auto mode: the interface should negotiate with the other side to decide the duplex mode.

User can choose proper duplex mode according to the network state.
step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the interface configure mode and set the duplex
Set duplex of interface eth-0-1 to full

Switch(config)# interface eth-0-1

Switch(config-if)# no shutdown

Switch(config-if)# duplex full

Set duplex of interface eth-0-1 to half

Switch(config-if)# interface eth-0-2

Switch(config-if)# no shutdown

Switch(config-if)# duplex half



Set duplex of interface eth-0-1 to auto

Switch(config)# interface eth-0-3

Switch(config-if)# no shutdown

Switch(config-if)# duplex auto

step 4 Validation

Use the following command to display the status of the interfaces:

Switch# show interface status

Port Status Duplex  Speed Mode Type
eth-0-1 up full a-1000 access 1000BASE_T
eth-0-2 up half a-100 access 1000BASE_T
eth-0-3 up a-full  a-1000 access 1000BASE_T

3.1.3 Application cases

N/A

3.2 Configuring Layer3 Interfaces
3.2.1 Overview

Function Introduction

3 types of Layer3 interface are supported:

®  VLAN interfaces: Logical interface with layer3 features. Connect different VLANs via IP address on the VLAN interface. VLAN
interfaces can be created and deleted.

®  Routed Ports: Ports are physical ports configured to be in Layer 3 mode by using the no switchport in interface configuration
command.

®  Layer 3 Link Aggregation Ports: Link Aggregation interfaces made up of routed ports.

A Layer 3 switch can have an IP address assigned to each routed port and VLAN interface. All Layer 3 interfaces require an IP address to
route traffic. This section shows how to configure an interface as a Layer 3 interface and how to assign an IP address to an interface.
Principle Description

N/A
3.2.2 Configuration

Configuring Routed Port

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the interface configure mode and set IP address
Switch(config)# interface eth-0-1

Switch(config-if)# no switchport

Switch(config-if)# no shutdown

Switch(config-if)# ip address 1.1.1.1/24

step 3 Exit the configure mode

Switch(config-if)# end



step 4 Validation
Use the following command to display the brief status of the interfaces:
Switch# show ip interface brief
Interface IP-Address Status Protocol
eth-0-1 1.1.1.1 up up
Switch# show ip interface
Interface eth-0-1
Interface current state: UP
Internet address(es):
1.1.1.1/24 broadcast 1.1.1.255
Joined group address(es):
224.0.0.1
The maximum transmit unit is 1500 bytes
ICMP error messages limited to one every 1000 milliseconds
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are always sent
ARP timeout 01:00:00, ARP retry interval 1s

VRRP master of:  VRRP is not configured on this interface

Configuring VLAN Interfaces

This chapter describes configuring VLAN interfaces and using them. Several Virtual LAN (VLAN) interfaces can be configured on a single
Ethernet interface. Once created, a VLAN interface functions the same as any physical interface, and it can be configured and displayed
like any physical interface. Routing protocols, such as, RIP, OSPF and BGP can run across networks using VLAN interfaces.
step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the vlan configure mode and create a vlan

Switch(config)# vlan database

Switch(config-vlan)# vlan 10

Switch(config-vlan)# exit

step 3 Enter the interface configure mode and set switch port attributes

Switch(config)# interface eth-0-2

Switch(config-if)# switchport mode trunk

Switch(config-if)# switchport trunk allowed vlan all

Switch(config-if)# no shutdown

Switch(config-if)# exit

step 4 Enter the vlan interface configure mode and set IP address

Switch(config)# interface vlan10

Switch(config-if)# ip address 2.2.2.2/24

step 5 Exit the configure mode

Switch(config-if)# end

step 6 Validation

Use the following command to display the brief status of the interfaces:

Switch# show ip interface brief
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Interface IP-Address Status Protocol

vlan10 2222 up up

Switch# show ip interface
Interface vlan10
Interface current state: UP
Internet address(es):
2.2.2.2/24 broadcast 2.2.2.255
Joined group address(es):
224.0.0.1
The maximum transmit unit is 1500 bytes
ICMP error messages limited to one every 1000 milliseconds
ICMP redirects are always sent
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are always sent
ARP timeout 01:00:00, ARP retry interval 1s

VRRP master of: VRRP is not configured on this interface

3.2.3 Application cases
N/A

3.3 Configuring Interface Errdisable
3.3.1 Overview

Function Introduction

Errdisable is a mechanism to protect the system through shutdown the abnormal interface. If an interface enters errdisable state, there are
two ways to recovery it from errdisabled state. The first one is to enable errdisable recovery of this reason before errdisable detection; the
interface will be recovered automatically after the configured time. But if errdisable occurred first, then errdisable recovery is enabled, the
errdisable will not be recovered automatically. The secondary one is configuring “no shutdown” command on the errdisabled interface.
The flap of interface link state is a potential error caused by hardware or line problem. The administrator can also configure the detection
conditions of interface link flap to suppress the flap.

Principle Description

N/A
3.3.2 Configuration

Configuring Errdisable Detection

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enable detect link flap errdisable
Switch(config)# errdisable detect reason link-flap

step 3 Exit the configure mode
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Switch(config)# end
step 4 Validation
Use the following command to display the configuration of error disable:

Switch# show errdisable detect

ErrDisable Reason Detection status
bpduguard Enabled
bpduloop Enabled
link-monitor-failure Enabled
oam-remote-failure Enabled
port-security Enabled
link-flap Enabled
monitor-link Enabled
udld Disabled
fdb-loop Disabled
loopback-detection Enabled
reload-delay Enabled

Configuring Errdisable Recovery

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enable errdisable and set recovery interval

Switch(config)# errdisable recovery reason link-flap

Switch(config)# errdisable recovery interval 30

step 3 Exit the configure mode

Switch(config)# end

step 4 Validation

Use the following command to display the configuration of error disable recovery:

Switch# show errdisable recovery

ErrDisable Reason Timer Status
bpduguard Disabled
bpduloop Disabled
link-monitor-failure Disabled
oam-remote-failure Disabled
port-security Disabled
link-flap Enabled
udld Disabled
fdb-loop Disabled
loopback-detection Disabled

Timer interval: 30 seconds

Configuring suppress Errdisable link Flap
step 1 Enter the configure mode

Switch# configure terminal
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step 2 Set link flap condition

Switch(config)# errdisable flap reason link-flap 20 60
step 3 Exit the configure mode

Switch(config)# end

step 4 Validation

Use the following command to display the configuration of error disable flap:

Switch# show errdisable flap

ErrDisable Reason Flaps Time (sec)

link-flap 20 60
Checking Errdisable Status

Administrator can check the interface errdisable status though two commands.

Case 1 Enable errdisable recovery

If link flap errdisable is enabled recovery, the command will display the left time for recovery; Otherwise, will display “unrecovery”.

Switch# show errdisable recovery

ErrDisable Reason Timer Status
bpduguard Disabled
bpduloop Disabled
link-monitor-failure Disabled
oam-remote-failure Disabled
port-security Disabled
link-flap Enabled
udld Disabled
fdb-loop Disabled
loopback-detection Disabled

Timer interval: 300 seconds
Interfaces that will be enabled at the next timeout:

Interface Errdisable Reason Time Left(sec)

eth-0-3  link-flap 25
Case 2 Disalbe errdisable recovery

Switch# show errdisable recovery

ErrDisable Reason Timer Status
bpduguard Disabled
bpduloop Disabled
link-monitor-failure Disabled
oam-remote-failure Disabled
port-security Disabled
link-flap Disabled
udld Disabled
fdb-loop Disabled
loopback-detection Disabled
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Timer interval: 300 seconds
case 3 Display interface brief information to check errdisable state.

Switch# show interface status

Port Status Duplex  Speed Mode Type Description
eth-0-1 up a-full  a-1000 TRUNK  1000BASE_SX
eth-0-2 down auto auto TRUNK  Unknown

eth-0-3 errdisable a-full  a-1000 TRUNK  1000BASE_SX
eth-0-4 down auto auto ACCESS Unknown

3.3.3 Application cases
N/A

3.4 Configuring MAC Address Table
3.4.1 Overview

Function Introduction
MAC address table contains address information for the switch to forward traffic between ports. The address table includes these types of

address:

®  Dynamic address: the source address learnt by the switch and will be aged after aging time if this address is not hit. We only support
IVL learning mode.

®  Static address: the source address manually added by administrators.

Following is a brief description of terms and concepts used to describe the MAC address table:

®  |VL:Independent VLAN Learning: for a given set of VLANS, if a given individual MAC Address is learned in one VLAN, it can't be used
in forwarding decisions taken for that address relative to any other VLAN in the given set.

®  SVL: Shared VLAN Learning: for a given set of VLANSs, if an individual MAC Address is learned in one VLAN, it can be used in
forwarding decisions taken for that address relative to all other VLANs in the given set.

Reference to standard:IEEE 802.1D, IEEE 802.1Q
Principle Description

N/A

3.4.2 Configuration

Configuring Address Aging Time

Eth-0-1

0000.1111.2222

Figure 3- 1Mac address aging
The aging time is not exact time. If aging time set to N, then the dynamic address will be aged after N~2N interval. The default aging time
is 300 seconds.

step 1 Enter the configure mode

24



6 Fs

Switch# configure terminal

step 2 Set dynamic address aging time
Switch(config)# mac-address-table ageing-time 10
step 3 Exit the configure mode

Switch(config)# end

step 4 Validation

Use the following command to display the aging time:
Switch# show mac address-table ageing-time

MAC address table ageing time is 10 seconds

Configuring Static Unicast Address

Eth-0-1

Eth-0-2

0000.AAAA.AAAA

Figure 3-2 Static mac address table

Unicast address can be only bound to one port. According to the picture, Mac-Da 0000.1234.5678 should forward via eth-0-1.

step 1 Enter the configure mode
Switch# configure terminal

step 2 Set static mac address table

Switch(config)# mac-address-table 0000.1234.5678 forward eth-0-1 vlan 1

step 3 Exit the configure mode

Switch(config)# end

step 4 Validation

Use the following command to display the mac address table:
Switch# show mac address-table

Mac Address Table

(*) - Security Entry
Vlan Mac Address Type Ports

1 0000.1234.5678  static eth-0-1

Configuring Static Multicast Address

0000.1234.5678
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Figure 3- 3 Static multicast mac address table

0100.0000.0000

Multicast address can be bound to multi-port. According to the picture, Mac-Da 0100.0000.0000 can forward via eth-0-1 and eth-0-2.

step 1 Enter the configure mode

Switch# configure terminal

step 2 Set static multicast mac address table

Switch(config)# mac-address-table 0100.0000.0000 forward eth-0-1 vlan 1
Switch(config)# mac-address-table 0100.0000.0000 forward eth-0-2 vlan 1
step 3 Exit the configure mode

Switch(config)# end

step 4 Validation

Use the following command to display the mac address table:

Switch# show mac address-table

Mac Address Table

(*) - Security Entry

Vlan Mac Address Type Ports
1 0100.0000.0000 static eth-0-1
eth-0-2

Configuring MAC Filter Address

Eth-0-1

0000.1234.5678

Figure 3- 4 mac address filter

MAC filter will discard these frames whose source or destination address is set to discard. The MAC filter has higher priority than MAC
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address.

step 1 Enter the configure mode

Switch# configure terminal

step 2 Add unicast address to be discarded

Switch(config)# mac-address-table 0000.1234.5678 discard
step 3 Exit the configure mode

Switch(config)# end

step 4 Validation

Use the following command to display the mac address filter:
Switch# show mac-filter address-table

MAC Filter Address Table

Current count 01
Max count 1128
Left count 1127

Filter address list :

0000.1234.5678

3.4.3 Application cases
N/A

3.5 Configuring VLAN
3.5.1 Overview

Function Introduction

VLAN (Virtual Local Area Network) is a switched network that is logically segmented the network into different broadcast domain so that
packets are only switched between ports that are designated for the same VLAN. Each VLAN is considered as a logical network, and
packets send to stations that do not belong to the same VLAN must be forwarded through a router.

Reference to standard: IEEE 802.1Q

Principle Description

Following is a brief description of terms and concepts used to describe the VLAN:

[ ) VID: VLAN identifier
® LAN: Local Area Network
) VLAN: Virtual LAN

®  PVID:PortVID, the untagged or priority-tagged frames will be assigned with this VID
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Tagged Frame: Tagged Frame is inserted with 4 Bytes VLAN Tag, show in the picture below:

8 7 6 5§ 4 3 2 1

7 OCTETS PREAMBLE 100000 0O 1 |frstoctet
SFD /
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6 OCTETS DESTINATION ADDRESS
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20CTETS | LENGTH/TYPE = 82.1QTagType |5 | VLAN IDENTIFIER (VID, 12 085) s 0c0nd octel

QTag Prefx /
20CTETS | 7AG CONTROL INFORMATION
20CTETS | MAGCLIENT LENGTH/TYPE 2 ~ .
! MAC CLIENT DATA - Tag Control Information (informative)

42-15000CTETS Jdbocrvcrcrecmmmmmeme s )

4 OCTETS FRAME CHECK SEQUENCE

Figure 3- 5 Tagged Frame
Trunk Link: Both tagged and untagged frames can be transmitted on this link. Trunk link allow for multiple VLANSs to cross this link, show

in the picture below:

] vLAN tagged frame

1 VLAN untagged frame

Switch 1 Switch 2

Figure 3-6 Trunk link
Access Link: Only untagged frames can be transmitted on this link. Access link is at the edge of the network, where end stations attach,

show in the picture below:

Switch 1 VLAN unaware device

Figure 3-7 Access link

3.5.2 Configuration

Configuring Access Port

. ? Eth-0-1
§ [ 1 VLAN untagged frame
Switch 1 VLAN unaware device

Figure 3-8 Access link
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Access port only receives untagged or priority-tagged frames, and transmits untagged frames.
step 1 Enter the configure mode
Switch# configure terminal
step 2 Enter the vlan configure mode and create vlan
Switch(config)# vlan database
Switch(config-vlan)# vlan 2
Switch(config-vlan)# exit
step 3 Enter the interface configure mode, set the switch port mode and bind to the vlan
Switch(config)# interface eth-0-1
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 2
step 4 Exit the configure mode
Switch(config-if)# end
step 5 Validation
Use the following command to display the information of the switch port interface:
Switch# show interface switchport interface eth-0-1

Interface name: eth-0-1

Switchport mode: access

Ingress filter: enable

Acceptable frame types: vlan-untagged only

Default Vlan: 2

Configured Vlans: 2
Use the following command to display the vlan brief information:
Switch# show vlan brief
VLANID Name State STPID Member ports

(u)-Untagged, (t)-Tagged

1 default ACTIVE O eth-0-2(u) eth-0-3(u)
eth-0-4(u) eth-0-5(u)
eth-0-6(u) eth-0-7(u)
eth-0-8(u) eth-0-9(u)
eth-0-10(u) eth-0-11(u)
eth-0-12(u) eth-0-13(u)
eth-0-14(u) eth-0-15(u)
eth-0-16(u) eth-0-17(u)
eth-0-18(u) eth-0-19(u)
eth-0-20(u) eth-0-21(u)
eth-0-22(u) eth-0-23(u)
2 VLANO0002 ACTIVE 0 eth-0-1(u)
Configuring Trunk Port
Trunk port receives tagged, untagged, and priority-tagged frames, and transmits both untagged and tagged frames. If trunk port receives
an untagged frame, this frame will be assigned to the VLAN of the trunk port's PVID; if a frame send out from the trunk port and the

frame’s VID is equal to the trunk port’s PVID, this frame will be send out without VLAN tag.
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¥ Eth-0-1 Eth-0-2

VLAN unaware device Switch 1 Switch 2 VLAN unaware device

Figure 3-9 Trunk link
Network topology is shown in the picture above. The following configuration steps are same for Switch1 and Switch2.
step 1 Enter the configure mode
Switch# configure terminal
step 2 Enter the vlan configure mode and create vlan
Switch(config)# vlan database
Switch(config-vlan)# vlan 10,20
Switch(config-vlan)# exit
step 3 Enter the interface configure mode, set the switch port mode and bind to the vlan
Set eth-0-1's switch port mode as trunk, set native vlan as 10, and allow all VLANs on this interface:
Switch(config)# interface eth-0-1
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport trunk allowed vlan all
Switch(config-if)# switchport trunk native vlan 10
Switch(config-if)# exit
Set eth-0-2's switch port mode as access, and bind to vlan 10:
Switch(config)# interface eth-0-2
Switch(config-if)# switchport mode access
Switch(config-if)# switchport access vlan 10
Switch(config-if)# exit
step 4 Exit the configure mode
Switch(config-if)# end
step 5 Validation
Use the following command to display the information of the switch port interface:
Switch# show interface switchport
Interface name: eth-0-1
Switchport mode: trunk
Ingress filter: enable
Acceptable frame types: all
Default Vlan: 10
Configured Vlans: 1 10 20
Interface name: eth-0-2
Switchport mode: access
Ingress filter: enable
Acceptable frame types: vlan-untagged only
Default Vlan: 10
Configured Vlans: 10

Use the following command to display the vlan brief information:
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Switch# show vlan brief
VLANID Name State STPID Member ports
(u)-Untagged, (t)-Tagged

1 default ACTIVE 0 eth-0-1(t) eth-0-3(u)
eth-0-4(u) eth-0-5(u)
eth-0-6(u) eth-0-7(u)
eth-0-8(u) eth-0-9(u)
eth-0-10(u) eth-0-11(u)
eth-0-12(u) eth-0-13(u)
eth-0-14(u) eth-0-15(u)
eth-0-16(u) eth-0-17(u)
eth-0-18(u) eth-0-19(u)
eth-0-20(u) eth-0-21(u)
eth-0-22(u) eth-0-23(u)

10 VLANOO10 ACTIVE 0 eth-0-1(t) eth-0-2(u)

20 VLAN0020 ACTIVE 0 eth-0-1(t)

3.5.3 Application cases
N/A

3.6 Configuring Voice VLAN
3.6.1 Overview

Function Introduction

With the development of the voice technology, the use of IP Phone/IAD(Integrated Access Device) is becoming more and more
widespread in broadband community. Voice and data traffics are usually present in the network at the same time, therfore, voice traffics
need higher priority to improve the performance and reduce the packet loss rate.

The traditional method to improve the quality of voice traffic is using ACL to separate the voice packets, and using QoS to ensure the
transmit quality.

The voice VLAN feature can identify the voice packets by source mac, which makes the conguration more convenient.

Principle Description

N/A
3.6.2 Configuration

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the vlan configure mode and create vlan
Switch(config)# vlan database

Switch(config-vlan)# vlan 2

Switch(config-vlan)# exit

step 3 Set the cos of voice vlan (Optional)
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The default cos is 5.

Switch(config)# voice vlan set cos to 7

step 4 Set the voice vlan and create a mac entry for it

Switch(config)# voice vlan 2

Switch(config)# voice vlan mac-address 0055.0000.0000 ffff.ff00.0000 description test
step 5 Enter the interface configure mode and enable voice vlan

Switch(config)# interface eth-0-1

Switch(config-if)# switchport mode trunk

Switch(config-if)# switchport trunk allowed vlan all

Switch(config-if)# voice vlan enable

Switch(config-if)# interface eth-0-2
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport trunk allowed vlan all
step 6 Validation
Send packet to eth-0-1, the format of the packet is as below (priority in Vlantagis0) :
0x0000: 0000 0a02 0001 0055 0000 0011 8100 0002 ........ Koo
0x0010: 0800 aadd aadd aadd aadd aadd aadd aadd ...............
0x0020: aadd aadd aadd aadd aadd aadd aadd aadd ................
0x0030: aadd aadd aadd aadd aaddaadd ...

Receive packet from eth-0-2, the format of the packet received is as below (priority in Vlantagis5) :.

0x0000: 0000 0a02 0001 0055 0000 0011 8100 a002 ........ Keween..
0x0010: 0800 aadd aadd aadd aadd aadd aadd aadd ...............
0x0020: aadd aadd aadd aadd aadd aadd aadd aadd —...............
0x0030: aadd aadd aadd aaddaaddaadd ...

3.6.3 Application cases
N/A

3.7 Configuring VLAN Classification
3.7.1 Overview

Function Introduction

VLAN classification is used to define specific rules for directing packets to selected VLANs based on protocol or subnet criteria. Sets of

rules can be grouped (one group per interface).

VLAN classification rules have 3 types: mac based, ip based and protocol based. MAC based vlan classification rule will classify packets to

specified VLAN according to the source MAC address of incoming packets; IP based vlan classification rule will classify packets according

to the source IP address of incoming packets; And protocol based vlan classification rule will classify packets according to the layer3 type

of incoming packets. The following layer3 types can be supported: ARP, IP(v4), MPLS, Mcast MPLS, PPPoE, RARP.

Different types of vlan classification rules can be added to same vlan classification group. VLAN classification group can only be applied on

switchport. Only one type of vlan classification rules can take effect on one switchport.
Principle Description

N/A
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3.7.2 Configuration

Eth-0-1

Eth-0-2

Eth-0-3

Figure 3- 10 vlan classification

In this configuration example, three VLAN classifier rules are created:

Tags

Eth-0-6

Rule 1 is mac based rule, it will classify the packets with MACSA 2222.2222.2222 to vlan 5;

Rule 2 is ip based rule, it will classify the packets sourced from IP adress 1.1.1.1 to vlan 5;

Rule 3 is protocol based rule, it will classify all arp packets to vlan 5.

Add rule 1, rule2, rule3 to group 31. Then apply group 31 to 3 interfaces: eth-0-1, eth-0-2, eth-0-3. These 3 interfaces have different vlan

classification type. eth-0-1 is configured to ip based vlan class, this means only ip based rules can take effect on this interface. eth-0-2 is

configured to mac based vlan class, this means only mac based rules can take effect on this interface. eth-0-3 is configured to protocol

based vlan class, this means only protocol based rules can take effect on this interface.

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the vlan configure mode and create vlan
Switch(config)# vlan database

Switch(config-vlan)# vlan 5

Switch(config-vlan)# vlan 6

Switch(config-vlan)# exit

step 3 Create vlan classifier rule and add the rules to the group
Switch(config)# vlan classifier rule 1 mac 2222.2222.2222 vlan 5
Switch(config)# vlan classifier rule 2 ip 1.1.1.1 vlan 5

Switch(config)# vlan classifier rule 3 protocol arp vlan 5

Switch(config)# vlan classifier group 31 add rule 1
Switch(config)# vlan classifier group 31 add rule 2
Switch(config)# vlan classifier group 31 add rule 3

step 4 Apply the vlan classifier group on the interface
interface eth-0-1:

Switch(config)# interface eth-0-1

Switch(config-if)# switchport access vlan 6
Switch(config-if)# switchport access allowed vlan add 5
Switch(config-if)# vlan classifier activate 31 based ip

Switch(config-if)# exit
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interface eth-0-2:

Switch(config)# interface eth-0-2

Switch(config-if)# switchport access vlan 6
Switch(config-if)# switchport access allowed vlan add 5
Switch(config-if)# vlan classifier activate 31 based mac
Switch(config-if)# exit

interface eth-0-3:

Switch(config)# interface eth-0-3

Switch(config-if)# switchport access vlan 6
Switch(config-if)# switchport access allowed vlan add 5
Switch(config-if)# vlan classifier activate 31 based protocol
Switch(config-if)# exit

interface eth-0-6:

Switch(config)# interface eth-0-6
Switch(config)#switchport mode trunk
Switch(config-if)# switchport trunk allowed vlan add 5
Switch(config-if)# exit

step 5 Exit the configure mode

Switch(config)# end

step 6 Validation

Verify the VLAN classifier rules:

Switch# show vlan classifier rule

vlan classifier rule 1 mac 2222.2222.2222 vlan 5

vlan classifier rule 2 ip 1.1.1.1 vlan 5

vlan classifier rule 3 protocol arp vlan 5

Verify the VLAN classifier group:

Switch# show vlan classifier group

vlan classifier group 31 add rule 1

vlan classifier group 31 add rule 2

vlan classifier group 31 add rule 3

Verify the VLAN classifier interface:

Switch# show vlan classifier interface group

vlan classifier group 31 on interface eth-0-2, based mac
vlan classifier group 31 on interface eth-0-1, based ip

vlan classifier group 31 on interface eth-0-3, based protocol

3.7.3 Application cases
N/A

3.8 Configuring VLAN Mapping
3.8.1 Overview

Function Introduction
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6 Fs

Service-provider business customers often have specific requirements for VLAN IDs and the number of VLANSs to be supported. The VLAN

required by different customers in the same service-provider network might overlap, and traffic of customers through the infrastructure
might be mixed. Assigning different VIDs to each customer to mapping their own’s would bring the traffic from different customers
separate. Using the VLAN translation feature, service providers can use a series of VLANs to support customers who have their own VLANSs.
Customer VLAN IDs are translated, and traffic from different customers is segregated within the service-provider infrastructure, even when
they appear to be on the same VLAN.

802.1Q tunneling expands VLAN space by using a VLAN-in-VLAN hierarchy and tagging the tagged packets, and the maximal VLAN
number can reach 4096 x 4096 . Using the 802.1Q tunneling feature, service providers can use a single VLAN to support clients which
have multiple VLANs. The ISP usually builds a VLAN model to monitor whole VLAN of backbone network by using GARP or GVRP and
accelerate network convergence speed by using STP. Using 802.1Q tunneling as initial solution is right at first, but it can cause
expansibility problem as clients increased. Some clients hope to bring their own VLAN ID which will face two problems. Firstly, the first
client’s VLAN tag may clash with the other clients. Secondly, the usable tags may be severely limited for the service-provider. The core

network will have limits on the 4096 numbers VLAN, if the clients are permitted to use their respective VLAN ID by their own manner.

Customer A
WLANS 1-20,100

Customer A
WLANS 1-20,100

*, Tunnel port

. VLAN 30 ISP /" Tunnel port

L VLAN 30
Tunnel port "™~ )
VIAN:30 Trunk port .~ =

Trunk port
Tunnel port *, Tunnel port
VLAN 50,7 “, VLAN 50
Trunk

sesemmsmsssssnes Asymmetric link

Customer B Customer B
VLANS 60-80,100 VLANS 60-80,100

Figure 3- 11 QinQ Tunnel

Using 802.1Q tunneling, the client’s VLAN tag is encapsulated in the public VLAN tag and packets with two tags will traverse on backbone
network. The client’s VLAN tag will be shield and only the public VLAN tag will be used to transmit. By separating data stream, the client’s
VLAN tag is transmitted transparently and different VLAN tags can be used repeatedly. Therefore, using 802.1Q tunneling expands the
available VLAN tags. Two types of 802.1q tunneling are supported: basic 802.1Q tunneling and selective 802.1Q tunneling. Basic 802.1Q
tunneling is founded on tagging on ports and all dates will be encapsulated a common VLAN tag of the same port, so this type has great
limitations in practical applications. While selective 802.1Q tunneling can separate data stream and encapsulate different VLAN tags base
on different data.

Principle Description

N/A
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3.8.2 Configuration

Configuring VLAN Translation

C-VLAN 10

S5-VLAN 2

Eth-0-2

C-VLAN 20

Figure 3- 12 vlan mapping

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the vlan configure mode and create vlan
Switch(config)# vlan database

Switch(config-vlan)# vlan 2,3

Switch(config-vlan)# exit

step 3 Create evc and set dot1q mapped vlan
Switch(config)# ethernet evc evc_c1

Switch(config-evc)# dot1q mapped-vlan 2

Switch(config)# ethernet evc evc_c2

Switch(config-evc)# dot1q mapped-vlan 3

step 4 Create vlan mapping table and bind the vlan and evc
Switch(config)# vlan mapping table vm
Switch(config-vlan-mapping)# raw-vlan 10 evc evc_c1
Switch(config-vlan-mapping)# raw-vlan 20 evc evc_c2
Switch(config-vlan-mapping)# exit

step 5 Enable vlan translation on the interface and apply the vlan mapping table
Switch(config)# interface eth-0-1

Switch(config-if)# switchport mode trunk

Switch(config-if)# switchport trunk vlan-translation
Switch(config-if)# switchport trunk vlan-translation mapping table vm

Switch(config-if)# switchport trunk allowed vlan add 2,3

Switch(config-if)# interface eth-0-2

Switch(config-if)# switchport mode trunk

Switch(config-if)# switchport trunk allowed vlan add 2,3

Switch(config-if)# exit

step 6 Exit the configure mode

Switch(config)# end

step 7 Validation

Use the following command to display the information of the switch port interface:
Switch# show interface switchport interface eth-0-1

Interface name : eth-0-1

S-VLAN 3
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Switchport mode : trunk
VLAN traslation :enable
VLAN mapping table :vm
Ingress filter :enable

Acceptable frame types  :all
Default Vlan 1
Configured Vlans 1 2 3
Use the following command to display the information of the vlan mapping table:

Switch# show vlan mapping table

Table Name EVC Name Mapped VLAN Raw VLAN
vm evc_cl 2 10
evc_c2 3 20

Configuring 802.1q Tunneling  (Basic 802.1Q tunneling)

Eth-0-1

S-VLAN 11C-VLAN 10

Eth-0-2

Figure 3- 13 QinQ Tunnel

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the interface configure mode, set the switch port mode
Switch(config)# interface eth-0-1

Switch(config-if)# no shutdown

Switch(config-if)# switchport mode dot1qg-tunnel

step 3 Exit the configure mode

Switch(config-if)# end

step 4 Validation

5-VLAN 11 C-VLAN 20

This example shows how to configure a switchport to basic dot1g-tunnel port. You can use show the configuration on the switchport:

Switch# show interface switchport interface eth-0-1

Interface name : eth-0-1
Switchport mode : dot1g-tunnel(basic)
Ingress filter :enable

Acceptable frame types :all
Default Vlan 21

Configured Vlans 1

Configuring 802.1q Tunneling  (Selective 802.1Q tunneling, Add one tag for incoming untagged packet.)
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| CVLAN 10

| C-VLAN 30-40 Eth-0-1

| Untagged Eth-0-2

| Out of raw VLAN

Figure 3- 14 QinQ Tunnel

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the vlan configure mode and create vlan
Switch(config)# vlan database

Switch(config-vlan)# vlan 2,3,20,30

Switch(config-vlan)# exit

step 3 Create evc and set dot1q mapped vian

Switch(config)# ethernet evc evc_c1

Switch(config-evc)# dot1q mapped-vlan 2

Switch(config)# ethernet evc evc_c2

Switch(config-evc)# dot1q mapped-vlan 3

Switch(config)# ethernet evc evc_c3

Switch(config-evc)# dot1g mapped-vlan 20

Switch(config)# ethernet evc evc_c4

Switch(config-evc)# dot1g mapped-vlan 30

Switch(config-evc)# exit

step 4 Create vlan mapping table and bind the vlan and evc
Switch(config)# vlan mapping table vm
Switch(config-vlan-mapping)# raw-vlan 10 evc evc_c1
Switch(config-vlan-mapping)# raw-vlan 30-40 evc evc_c2
Switch(config-vlan-mapping)# raw-vlan untagged evc evc_c3
Switch(config-vlan-mapping)# raw-vlan out-of-range evc evc_c4
Switch(config-vlan-mapping)# exit

step 5 Enable vlan translation on the interface and apply the vlan mapping table
eth-0-1:

Switch(config-if)# switchport mode dot1g-tunnel
Switch(config-if)# switchport dot1g-tunnel type selective
Switch(config-if)# switchport dot1g-tunnel vlan mapping table vm
Switch(config-if)# switchport dot1g-tunnel allowed vlan add 2,3,20,30
eth-0-2:

Switch(config-if)# switchport mode trunk

Switch(config-if)# switchport trunk allowed vlan add 2,3,20,30
step 6 Exit the configure mode

Switch(config-if)# end

step 7 Validation

This example shows how to configure a switchport to selective dot1g-tunnel port:

\ S-VLAN 2 | C-VLAN 10

| S-VLAN 3 | C-VLAN 30-40

| S-WLAN 20 | untagged

[ S-VLAN 301 Out of raw VLA
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Switch# show interface switchport interface eth-0-1
Interface name: eth-0-1
Switchport mode: dot1g-tunnel(selective)
VLAN mapping table: vm
Ingress filter: enable
Acceptable frame types: all
Default Vlan: 1
Configured Vlans: 1 2 3 20 30
Use the following command to display the information of the vlan mapping table:

Switch# show vlan mapping table

Table Name EVC Name Mapped VLAN Raw VLAN
vm evc_cl 2 10
evc_c2 3 30-40
evc_c3 20 untagged
evc_c4 30 out-of-range

Configuring 802.1q Tunneling  (Selective 802.1Q tunneling, Add two tags for incoming untagged packet.)

| CVLAN 10

\ C-VLAN 30-40 Eth-0-1

| Untagged Eth-0-2

‘ Out of raw VLAN

Figure 3- 15 QinQ Tunnel

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the vlan configure mode and create vlan
Switch(config)# vlan database

Switch(config-vlan)# vlan 2,3,10,20,30
Switch(config-vlan)# exit

step 3 Create evc and set dot1q mapped vlan
Switch(config)# ethernet evc evc_c1
Switch(config-evc)# dot1q mapped-vlan 2
Switch(config-evc)# exit

Switch(config)# ethernet evc evc_c2
Switch(config-evc)# dot1q mapped-vlan 3
Switch(config-evc)# exit

Switch(config)# ethernet evc evc_c3
Switch(config-evc)# dot1q mapped-double-vlan 10 20
Switch(config-evc)# exit

Switch(config)# ethernet evc evc_c4

Switch(config-evc)# dot1g mapped-vlan 30

| S-VLAN 2 | C-VLAN 10

| S-VLAN 31 C-VLAN 30-40

| S-WLAN 20 | untagged

[ S-VLAN 301 0ut of raw VLA
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Switch(config-evc)# exit
step 4 Create vlan mapping table and bind the vlan and evc
Switch(config)# vlan mapping table vm
Switch(config-vlan-mapping)# raw-vlan 10 evc evc_c1
Switch(config-vlan-mapping)# raw-vlan 30-40 evc evc_c2
Switch(config-vlan-mapping)# raw-vlan untagged evc evc_c3
Switch(config-vlan-mapping)# raw-vlan out-of-range evc evc_c4
Switch(config-vlan-mapping)# raw-vlan 10 20 egress-vlan untag
Switch(config-vlan-mapping)# exit
step 5 Enable vlan translation on the interface and apply the vlan mapping table
eth-0-1:
Switch(config)# interface eth-0-1
Switch(config-if)# switchport mode dot1qg-tunnel
Switch(config-if)# switchport dot1g-tunnel type selective
Switch(config-if)# switchport dot1g-tunnel vlan mapping table vm
Switch(config-if)# switchport dot1g-tunnel native inner-vlan 10
Switch(config-if)# switchport dot1g-tunnel allowed vlan add 2,3,20,30
Switch(config-if)# exit
eth-0-2:
Switch(config)# interface eth-0-2
Switch(config-if)# switchport mode trunk
Switch(config-if)# switchport trunk allowed vlan add 2,3,20,30
Switch(config-if)# exit
step 6 Exit the configure mode
Switch(config)# end
step 7 Validation
This example shows how to configure a switchport to selective dot1g-tunnel port:
Switch# show interface switchport interface eth-0-1

Interface name: eth-0-1

Switchport mode: dot1g-tunnel(selective)

VLAN mapping table: vm

Ingress filter: enable

Acceptable frame types: all

Default Vlan: 10

Configured Vlans: 1 2 3 20 30

Use the following command to display the information of the vlan mapping table:

Table Name EVC Name Mapped VLAN Raw VLAN
vm evc_cl 2 10
evc_c2 3 30-40
evc_c3 20(10) untagged
evc_c4 30 out-of-range
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3.8.3 Application cases
N/A

3.9 Configuring Link Aggregation
3.9.1 Overview

Function Introduction

This chapter contains a sample configuration of Link Aggregation Control Protocol (LACP) . LACP is based on the 802.3ad IEEE
specification. It allows bundling of several physical interfaces to form a single logical channel providing enhanced performance and
redundancy. The aggregated interface is viewed as a single link to each switch. The spanning tree views it as one interface. When there is
afailure in one physical interface, the other interfaces stay up and there is no disruption. This implementation supports the aggregation of
maximum 16 physical Ethernet links into a single logical channel. LACP enables our device to manage link aggregation group between
other devices that conform to the 802.3ad protocol. By using the LACP, the switch learns the identity of partners supporting LACP and the
capabilities of each port. It then dynamically groups ports with same properties into a single logical bundle link.

Reference to standard IEEE 802.3ad.

Principle Description

N/A

3.9.2 Configuration

Configure dynamic lacp

Eth-0-1
Eth-0-2
T |
Eth-0-3
Aggregation link .
Switch 1 Switch 2

Figure 3- 16 Dynamic LACP

The configurations of Switch1 and Switch2 are as below:
step 1 Enter the configure mode

Switch# configure terminal

step 2 Set the global attributes of LACP

Set the dynamic lacp mode of aggregation groups.
Switch1 configuration:

Switch(config)# port-channel 1 lacp-mode dynamic
Switch2 configuration:

Switch(config)# port-channel 1 lacp-mode dynamic
step 3 Enter the interface configure mode and add the interface to the channel group
Switch(config)# interface eth-0-1

Switch(config-if)# no shutdown

Switch(config-if)# channel-group 1 mode active
Switch(config-if)# exit

Switch(config)# interface eth-0-2

Switch(config-if)# channel-group 1 mode active
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Switch(config-if)# no shutdown
Switch(config-if)# exit
Switch(config)# interface eth-0-3
Switch(config-if)# channel-group 1 mode active
Switch(config-if)# no shutdown
Switch(config-if)# exit
step 4 Exit the configure mode
Switch(config)# end
step 5 Validation
Use the following command to display the information of the channel-group:
Switch# show channel-group summary
port-channel load-balance hash-arithmetic: xor
port-channel load-balance hash-field-select:
macsa

Flags: s-suspend T - standby

D - down/admin down  B-inBundle

R - Layer3 S - Layer2

w - wait U-inuse
Mode:  SLB - static load balance

DLB -dynamic load balance

SHLB - self-healing load balance

RR  -round robin load balance
Aggregator Name Mode Protocol Ports

1 1 !
T T T

agg1(sv) SLB LACP(Dynamic) eth-0-1(B) eth-0-2(B) eth-0-3(B)

Use the following command to display the information of the interface agg:
Switch1# show interface agg1
Interface agg1
Interface current state: UP
Hardware is AGGREGATE, address is cce3.33fc.330b (bia cce3.33fc.330b)
Bandwidth 3000000 kbits
Index 1025, Metric 1, Encapsulation ARPA
Speed - 1000Mb/s , Duplex - Full , Media type is Aggregation
Link speed type is autonegotiation, Link duplex type is autonegotiation
Input flow-control is off, output flow-control is off
The Maximum Frame Size is 1534 bytes
VRF binding: not bound
Label switching is disabled
No virtual circuit configured
ARP timeout 01:00:00, ARP retry interval 1s
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 2 bits/sec, 0 packets/sec
13 packets input, 1184 bytes

Received 0 unicast, 0 broadcast, 0 multicast
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0 runts, 0 giants, 0 input errors, 0 CRC

0 frame, 0 overrun, 0 pause input

0 input packets with dribble condition detected
20 packets output, 2526 bytes

Transmitted 0 unicast, 0 broadcast, 0 multicast

0 underruns, 0 output errors, 0 pause output

Configure channel-group

Eth-0-1 Eth-0-1
Eth-0-2 Eth-0-2
i =¥ d
| | t 3
Eth-0-3 U/ Eth-0-3
Aggregation link
Switch 1 Switch 2

Figure 3-17 LACP

The configurations of Switch1 and Switch2 are as below:

step 1 Enter the configure mode

Switch# configure terminal

step 2 Set the global attributes of LACP

Set the system priority of this switch. This priority is used for determining the system that is responsible for resolving conflicts in the
choice of aggregation groups. A lower numerical value has a higher priority. Set the load balance mode. In this case we choose source
MAC address for load balance.

Switch1 configuration:

Switch(config)# lacp system-priority 2000

Switch(config)# port-channel load-balance hash-field-select macsa

Switch2 configuration:

Switch(config)# lacp system-priority 1000

Switch(config)# port-channel load-balance hash-field-select macsa

step 3 Enter the interface configure mode and add the interface to the channel group
Switch(config)# interface eth-0-1

Switch(config-if)# no shutdown

Switch(config-if)# channel-group 1 mode active

Switch(config-if)# exit

Switch(config)# interface eth-0-2

Switch(config-if)# channel-group 1 mode active

Switch(config-if)# no shutdown

Switch(config-if)# exit

Switch(config)# interface eth-0-3

Switch(config-if)# channel-group 1 mode active

Switch(config-if)# no shutdown

Switch(config-if)# exit

step 4 Exit the configure mode

Switch(config)# end
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step 5 Validation
Use the following command to display the information of the channel-group:
Switch# show channel-group summary
port-channel load-balance hash-arithmetic: xor
port-channel load-balance hash-field-select:
macsa

Flags: s-suspend T - standby

D - down/admin down  B-inBundle

R - Layer3 S - Layer2

w - wait U-inuse
Mode:  SLB - static load balance

DLB - dynamic load balance

SHLB - self-healing load balance

RR  -round robin load balance
Aggregator Name Mode Protocol Ports

agg1(sv) SLB LACP eth-0-1(B) eth-0-2(B) eth-0-3(B)

Use the following command to display the information of the interface agg:
Switch1# show interface agg1
Interface agg1
Interface current state: UP
Hardware is AGGREGATE, address is cce3.33fc.330b (bia cce3.33fc.330b)
Bandwidth 3000000 kbits
Index 1025, Metric 1, Encapsulation ARPA
Speed - 1000Mb/s , Duplex - Full , Media type is Aggregation
Link speed type is autonegotiation, Link duplex type is autonegotiation
Input flow-control is off, output flow-control is off
The Maximum Frame Size is 1534 bytes
VRF binding: not bound
Label switching is disabled
No virtual circuit configured
ARP timeout 01:00:00, ARP retry interval 1s
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 2 bits/sec, 0 packets/sec
13 packets input, 1184 bytes
Received 0 unicast, 0 broadcast, 0 multicast
0 runts, 0 giants, 0 input errors, 0 CRC
0 frame, 0 overrun, 0 pause input
0 input packets with dribble condition detected
20 packets output, 2526 bytes
Transmitted 0 unicast, 0 broadcast, 0 multicast
0 underruns, 0 output errors, 0 pause output

Configuring Static-channel-group
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Figure 3- 18 Static Agg
The configurations of Switch1 and Switch2 are as below:
step 1 Enter the configure mode
Switch# configure terminal
step 2 Enter the interface configure mode and add the interface to the channel group
Switch(config)# interface eth-0-1
Switch(config-if)# no shutdown
Switch(config-if)# static-channel-group 1
Switch(config-if)# exit
Switch(config)# interface eth-0-2
Switch(config-if)# static-channel-group 1
Switch(config-if)# no shutdown
Switch(config-if)# exit
Switch(config)# interface eth-0-3
Switch(config-if)# static-channel-group 1
Switch(config-if)# no shutdown
Switch(config-if)# exit
step 3 Exit the configure mode
Switch(config)# end
step 4 Validation
Use the following command to display the information of the channel-group:
Switch1# show channel-group summary
port-channel load-balance hash-arithmetic: xor
port-channel load-balance hash-field-select:
macsa

Flags: s-suspend T - standby

D - down/admin down  B-inBundle

R - Layer3 S - Layer2

w - wait U-inuse
Mode:  SLB - static load balance

DLB -dynamic load balance

SHLB - self-healing load balance

RR  -round robin load balance
Aggregator Name Mode Protocol Ports

agg1(sv) SLB Static eth-0-1(B) eth-0-2(B) eth-0-3(B)

Use the following command to display the information of the interface agg:

Switch1# show interface agg 1
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Interface agg1
Interface current state: UP
Hardware is AGGREGATE, address is cce3.33fc.330b (bia a876.6b2¢.9c01)
Bandwidth 3000000 kbits
Index 1025, Metric 1, Encapsulation ARPA
Speed - 1000Mb/s , Duplex - Ful, Media type is Aggregation
Link speed type is autonegotiation, Link duplex type is autonegotiation
Input flow-control is off, output flow-control is off
The Maximum Frame Size is 1534 bytes
VRF binding: not bound
Label switching is disabled
No virtual circuit configured
ARP timeout 01:00:00, ARP retry interval 1s
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 140 bits/sec, 0 packets/sec
0 packets input, 0 bytes
Received 0 unicast, 0 broadcast, 0 multicast
0 runts, 0 giants, 0 input errors, 0 CRC
0 frame, 0 overrun, 0 pause input
0 input packets with dribble condition detected
1080 packets output, 60614 bytes
Transmitted 0 unicast, 0 broadcast, 0 multicast

0 underruns, 0 output errors, 0 pause output

3.9.3 Application cases
N/A

3.10 Configuring Flow Control
3.10.1 Overview

Function Introduction

Flow control enables connected Ethernet ports to control traffic rates during congestion by allowing congested nodes to pause link
operation at the other end. If one port experiences congestion and cannot receive any more traffic, it notifies the other port to stop
sending until the condition clears. When the local device detects any congestion at its end, it can notify the link partner or the remote
device of the congestion by sending a pause frame. You can use the flowcontrol interface configuration command to set the interface’s
ability to receive and send pause frames to on, off. The default state for ports is receive off and send off. In auto-negotiation link, local

device’s flow control ability can be notified to link partner by link up/down.
NOTE: Flow control send/receive on ability only works on full duplex link

Principle Description

N/A
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3.10.2 Configuration

Eth-0-1 100M FULL Eth-0-1
Eth-0-2 100M FULL Eth-0-2 "=l
Switch 1 Switch 2

Figure 3- 19 Flow control

Configuring Flow Control Send

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the interface configure mode and enable flowcontrol send
Switch(config)# interface eth-0-1

Switch(config-if)# flowcontrol send on

step 3 Exit the configure mode

Switch(config-if)# end

step 4 Validation

Use the following command to display the information of flow control:

Switch# show flowcontrol

Port Receive FlowControl Send FlowControl  RxPause TxPause
admin oper admin oper

eth-0-1 off off on on 0 0

eth-0-2 off off off off 0 0

eth-0-3 off off off off 0 0

Use the following command to display the information of flow control on specified interface:

Switch# show flowcontrol eth-0-1

Port Receive FlowControl Send FlowControl  RxPause TxPause
admin oper admin oper
eth-0-1 off off on on 0 0

Configuring Flow Control Receive

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the interface configure mode and enable flowcontrol send
Switch(config)# interface eth-0-1

Switch1(config-if)# flowcontrol receive on

step 3 Exit the configure mode

Switch(config-if)# end

step 4 Validation

Use the following command to display the information of flow control:
Switch1# show flowcontrol

Port Receive FlowControl Send FlowControl ~ RxPause TxPause

admin oper admin oper
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eth-0-1 on on off off 0 0
eth-0-2 off off off off 0 0
eth-0-3 off off off off 0 0

Use the following command to display the information of flow control on specified interface:

Switch1# show flowcontrol eth-0-1

Port Receive FlowControl Send FlowControl ~ RxPause TxPause
admin oper admin oper
eth-0-1 on on off off 0 0

3.10.3 Application cases
N/A

3.11 Configuring Storm Control
3.11.1 Overview

Function Introduction

Storm control prevents traffic on a LAN from being disrupted by a broadcast, a multicast, or a unicast storm on one of the physical
interfaces. A LAN storm occurs when packets flood the LAN, creating excessive traffic and degrading network performance.

Storm control uses one of these methods to measure traffic activity:

®  Bandwidth as a percentage of the total available bandwidth of the port (Level mode).

®  Traffic rate in packets per second of the port (PPS mode).

PPS = Packets per second

Principle Description

N/A
3.11.2 Configuration

Configuring Bandwidth Percentage Storm Control

Unicast level 0.1
Multicast level 1
Broadcast level 10

Figure 3- 20 Percentage Storm Control

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the interface configure mode, and set the storm control level
User can set different level for Unknown unicast/multicast/broad cast packets:
Switch(config)# interface eth-0-1

Switch(config-if)# storm-control unicast level 0.1
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Switch(config-if)# storm-control multicast level 1
Switch(config-if)# storm-control broadcast level 10
step 3 Exit the configure mode

Switch(config-if)# end

step 4 Validation

Switch# show storm-control interface eth-0-1

Port ucastMode ucastlevel  bcastMode bcastLevel mcastMode mcastLevel

eth-0-1 Level 0.10 Level 10.00 Level 1.00

Configuring Packets per-Second Storm Control

Unicast PPS 1000
Multicast PPS 10000
Broadcast PPS 100000

Figure 3- 21 PPS Storm Control

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the interface configure mode, and set the storm control pps
User can set different pps for Unknown unicast/multicast/broad cast packets:
Switch(config)# interface eth-0-1

Switch(config-if)# storm-control unicast pps 1000

Switch(config-if)# storm-control multicast pps 10000

Switch(config-if)# storm-control broadcast pps 100000

step 3 Exit the configure mode

Switch(config-if)# end

step 4 Validation

Switch# show storm-control interface eth-0-1

Port ucastMode ucastlevel  bcastMode bcastLevel mcastMode mcastLevel

eth-0-1  PPS 1000 PPS 100000 PPS 10000

3.11.3 Application cases
N/A

3.12 Configuring Loopback Detection

3.12.1 Overview

Function Introduction

The loopback in the networks would cause the device continued to send broadcast, multicast and unknow unicast packets. It will waste

the resource of network even paralysis the whole network. To detect the loopback in the layer 2 network rapidly and avoid to effect the

whole network, system need to provide a detection function to notice the user checking the network connection and configuration, and
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control the error interface when the network appears loopback.

Loopback Detection can detects whether the interface of device exists loopback. When enable loopback detection on a interface, device
will send detection packets from this interface by periodically. If the device receives detection packets sent from the interface, this
interface is considered that there is a loop existed and the device can send alarm information to network management system.
Administraitors discover loopback problem througt alarm information and resolve the problem to avoid longtime network abnormal. In
addition, the device can control the specific interface and configured Trap according the requirement, and disable the interface to quickly
reduce the impact in the network of loopback to the minimum.

Principle Description

N/A

3.12.2 Configuration

Enable Loopback Detect

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the interface configure mode, and enable Loopback Detect

Switch(config)# interface eth-0-1

Switch(config-if)# loopback-detect enable

step 3 Exit the configure mode

Switch(config-if)# end

step 4 Validation

By default, loopback detection is disable. When the interface enable loopback detection, system send the detection packets to detect the
loopback. Default detection packets transmission interval is 5 second.

Use the following command to display the loopback detection states:

Switch# show loopback-detect

Loopback detection packet interval(second): 5

Loopback detection recovery time(second): 15

Interface Action Status

eth-0-2 shutdown NORMAL

Configuring Loopback Detect packet interval

The network is changing all the time, therefor the loopback detection is an continued process. The interface sent loopback detection
packets in a certain interval of time, the packets transimission time is loopback detection packets sending period.
The device send the lopback detection packets time interval range is 1 to 300 seconds.The loopback status recover period default is 3
times of the interface send interval.

step 1 Enter the configure mode

Switch# configure terminal

step 2 set the packet interval of Loopback Detect

Switch(config)# loopback-detect packet-interval 10

step 3 Exit the configure mode

Switch(config)# end

step 4 Validation

Use the following command to display the packet interval of Loopback Detect:

Switch# show loopback-detect packet-interval

Loopback detection packet interval(second): 10
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Configuring Loopback Detect action
If a loopback is detected on the interface and loopback is enabled on this interfac, the system can configure an action to send alarm,
shutdown the interface, block the interface or other action.
After loopback detection is enabled on an interface, the interface sends loopback detection packets at intervals. When a loopback is
detected on the interface, the system performs an action to minimize the impact on the entire network.
step 1 Enter the configure mode
Switch# configure terminal
step 2 Enter the interface configure mode, and set the action of Loopback Detect
Switch(config)# interface eth-0-1
Switch(config-if)# loopback-detect action shutdown
step 3 Exit the configure mode
Switch(config)# end
step 4 Validation
Use the following command to display the information of Loopback Detect on the interface:
Switch# show loopback-detect interface eth-0-1
Interface Action Status
eth-0-1 shutdown NORMAL
Configuring specify VLAN Loopback Detection
specify the VLAN IDs of loopback detection packets on an interface After loopback detection is enabled on an interface, system send
untagged loopback detection packets by default. It means the device dosen’t detect any specify vlan loopback packets. When interface is
configured Tagged mode in vlan, the loopback detection packets sent by this interface will be discard on the link, and interface won't
receive the loop packets which is sent by itself. So we should specify the VLAN IDs of loopback detection packets on an interface.
After the loopback-detect packet vlan command is executed on an interface, the interface sends an untagged loopback detection packet
and the loopback detection packets with the specified VLAN tags. The specified VLANs exist and the interface has been added to the
VLANSs in tagged mode. If you run the loopback-detect packet vlan command multiple times in the same interface view, multiple VLAN IDs
are specified. You can specify a maximum of eight VLAN IDs
step 1 Enter the configure mode
Switch# configure terminal
step 2 Enter the interface configure mode, and set the specify vlan of Loopback Detect
Switch(config)# interface eth-0-1
Switch(config-if)# loopback-detect packet vlan 20
step 3 Exit the configure mode
Switch(config-if)# end
step 4 Validation
Use the following command to display the configuration of Loopback Detect:
Switch# show running-config interface eth-0-1
Building configuration...
!
interface eth-0-1
loopback-detect enable

loopback-detect packet vlan 20
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3.12.3 Application cases

N/A

3.13 Configuring Layer 2 Protocols Tunneling
3.13.1 Overview

Function Introduction

Customers at different sites connected across a service-provider network need to run various Layer 2 protocols to scale their topology to
include all remote sites, as well as the local sites. STP must run properly, and every VLAN should build a proper spanning tree that includes
the local site and all remote sites across the service-provider infrastructure.

When Layer 2 protocol tunneling is enabled, edge switches on the inbound side of the service-provider infrastructure encapsulate Layer 2
protocol packets with a new Layer 2 header and send them across the service-provider network. Core switches in the network do not
process these packets but forward them as normal packets. Layer 2 protocol packets pass the service-provider infrastructure and reach
customer switches on the outbound side of the service-provider network. The new Layer 2 header will be stripped when the Layer 2
protocol packets are sent to customer switches. Layer 2 protocol tunneling can be used independently or can enhance 802.1Q tunneling.
Principle Description

N/A
3.13.2 Configuration

Tunnel Designed Layer2 Protocol Packets

Figure 3-22 L2 protocol tunnel

The designed Layer2 protocol packets include STP BPDU, LACP slow proto, DOT1X EAPOL, CFM.

In this example, one link is between Switch1 and Switch2. Switch1 eth-0-1 and Switch2 eth-0-1 are configured tunnel port. Switch1
eth-0-2 and Switch2 eth-0-2 are configured uplink port. If protocol packets are received on port eth-0-1 of Switch1, packets should be
added new Layer 2 header and sent out from uplink port. The new Layer 2 header will be as follows: MAC da should be tunnel dmac; MAC
sa should be switch route-mac; VLAN ID should be tunnel vid; VLAN priority (cos) should be Layer 2 Protocol cos; Ethertype should be
OXFFEE. When the packets with new Layer 2 header are received on port eth-0-2 of Switch2, new Layer 2 header will be stripped and the
packets will be sent to port eth-0-1 of Switch2.

step 1 Enter the configure mode

Switch# configure terminal

step 2 Enter the vlan configure mode and create vlan

Switch(config)# vlan database

Switch(config-vlan)# vlan 2-4

Switch(config-vlan)# exit

step 3 Create evc and set dot1q mapped vlan

52



















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































	Chapter 1 Preface
	1.1Declaration
	1.2Audience

	Chapter 2 Basic Configuration Guide
	2.1 Configuring System Management
	2.1.1 Overview
	2.1.2 Configuration
	2.1.3 Application cases

	2.2 Configuring User Management
	2.2.1 Overview
	2.2.2 Configuration
	2.2.3 Application cases

	2.3 Configuring FTP
	2.3.1 Overview
	2.3.2 Configuration
	2.3.3 Application cases

	2.4 Configuring TFTP
	2.4.1 Overview
	2.4.2 Configuration
	2.4.3 Application cases

	2.5 Configuring SCP
	2.5.1 Overview
	2.5.2 Configuration
	2.5.3 Application cases

	2.6 Configuring Telnet
	2.6.1 Overview
	2.6.2 Configuration
	2.6.3 Application cases

	2.7 Configuring SSH
	2.7.1 Overview
	2.7.2 Configuration
	2.7.3 Application cases

	2.8 Configuring Time&timezone
	2.8.1 Overview
	2.8.2 Configuration
	2.8.3 Application cases

	2.9 Configuring License
	2.9.1 Overview
	2.9.2 Configuration
	2.9.3 Application cases

	2.10 RPC API Configuration Guide
	2.10.1 Overview
	2.10.2 Configuration
	2.10.3 Application cases


	Chapter 3 Ethernet Configuration Guide
	3.1 Configuring Interface
	3.1.1 Overview
	3.1.2 Configuration
	3.1.3 Application cases

	3.2 Configuring Layer3 Interfaces
	3.2.1 Overview
	3.2.2 Configuration
	3.2.3 Application cases

	3.3 Configuring Interface Errdisable
	3.3.1 Overview
	3.3.2 Configuration
	3.3.3 Application cases

	3.4 Configuring MAC Address Table
	3.4.1 Overview
	3.4.2 Configuration
	3.4.3 Application cases

	3.5 Configuring VLAN
	3.5.1 Overview
	3.5.2 Configuration
	3.5.3 Application cases

	3.6 Configuring Voice VLAN
	3.6.1 Overview
	3.6.2 Configuration
	3.6.3 Application cases

	3.7 Configuring VLAN Classification
	3.7.1 Overview
	3.7.2 Configuration
	3.7.3 Application cases

	3.8 Configuring VLAN Mapping
	3.8.1 Overview
	3.8.2 Configuration
	3.8.3 Application cases

	3.9 Configuring Link Aggregation
	3.9.1 Overview
	3.9.2 Configuration
	3.9.3 Application cases

	3.10 Configuring Flow Control
	3.10.1 Overview
	3.10.2 Configuration
	3.10.3 Application cases

	3.11 Configuring Storm Control
	3.11.1 Overview
	3.11.2 Configuration
	3.11.3 Application cases

	3.12 Configuring Loopback Detection
	3.12.1 Overview
	3.12.2 Configuration
	3.12.3 Application cases

	3.13 Configuring Layer 2 Protocols Tunneling
	3.13.1 Overview
	3.13.2 Configuration
	3.13.3 Application cases

	3.14 Configuring MSTP
	3.14.1 Overview
	3.14.2 Configuration
	3.14.3 Application cases

	3.15 Configuring MLAG
	3.15.1 Overview
	3.15.2 Configuration
	3.15.3 Application cases

	3.16 Configuring PORT-XCONNECT
	3.16.1 Overview
	3.16.2 Configuration
	3.16.3 Application cases


	Chapter 4 IP Service Configuration Guide
	4.1 Configuring Arp
	4.1.1 Overview
	4.1.2 Configuration
	4.1.3 Application cases

	4.2 Configuring Arp proxy
	4.2.1 Overview
	4.2.2 Configuration
	4.2.3 Application cases

	4.3 Configuring DHCP Client
	4.3.1 Overview
	4.3.2 Configuration
	4.3.3 Application cases

	4.4 Configuring DHCP Relay
	4.4.1 Overview
	4.4.2 Configuration
	4.4.3 Application cases

	4.5 Configuring DHCP server
	4.5.1 Overview
	4.5.2 Configuration
	4.5.3 Application cases

	4.6 Configuring DNS
	4.6.1 Overview
	4.6.2 Configuration
	4.6.3 Application cases


	Chapter 5 IP Routing Configuration Guide
	5.1 Configuring IP Unicast-Routing
	5.1.1 Overview
	5.1.2 Configuration
	5.1.3 Application cases

	5.2 Configuring RIP
	5.2.1 Overview
	5.2.2 Configuration
	5.2.3 Application cases

	5.3 Configuring OSPF
	5.3.1 Overview
	5.3.2 Configuration
	5.3.3 Application cases

	5.4 Configuring Prefix-list
	5.4.1 Overview
	5.4.2 Configuration
	5.4.3 Application cases

	5.5 Configuring Route-map
	5.5.1 Overview
	5.5.2 Configuration
	5.5.3 Application cases

	5.6 Configuring Policy-Based Routing
	5.6.1 Overview
	5.6.2 Configuration
	5.6.3 Application cases

	5.7 Configuring BGP
	5.7.1 Overview
	5.7.2 Configuration
	5.7.3 Application cases

	5.8 Configuring ISIS
	5.8.1 Overview
	5.8.2 Configuration
	5.8.3 Application cases


	Chapter 6 Multicast Configuration Guide
	6.1 Configuring IP Multicast-Routing
	6.1.1 Overview
	6.1.2 Configuration
	6.1.3 Application cases

	6.2 Configuring IGMP
	6.2.1 Overview
	6.2.2 Configuration
	6.2.3 Application cases

	6.3 Configuring PIM-SM
	6.3.1 Overview
	6.3.2 Configuration
	6.3.3 Application cases

	6.4 Configuring PIM-DM
	6.4.1 Overview
	6.4.2 Configuration
	6.4.3 Application cases

	6.5 Configuring IGMP Snooping
	6.5.1 Overview
	6.5.2 Configuration
	6.5.3 Application cases

	6.6 Configuring MVR
	6.6.1 Overview
	6.6.2 Configuration
	6.6.3 Application cases


	Chapter 7 Security Configuration Guide
	7.1 Configuring Port Security
	7.1.1 Overview
	7.1.2  Configuration
	7.1.3  Application cases

	7.2 Configuring Vlan Security
	7.2.1 Overview
	7.2.2 Configuration
	7.2.3 Application cases

	7.3 Configuring Time-Range
	7.3.1 Overview
	7.3.2 Configuration
	7.3.3 Application cases

	7.4 Configuring ACL
	7.4.1 Overview
	7.4.2 Configuration
	7.4.3 Application cases

	7.5Configuring Extern ACL
	7.5.1 Overview
	7.5.2 Configuration
	7.5.3 Application cases

	7.6 Configuring IPv6 ACL
	7.6.1 Overview
	7.6.2 Configuration
	7.6.3 Application cases

	7.7 Configuring Port-Group
	7.7.1 Overview
	7.7.2 Configuration
	7.7.3 Application cases

	7.8 Configuring Vlan-Group
	7.8.1 Overview
	7.8.2 Configuration
	7.8.3 Application cases

	7.9 Configuring dot1x
	7.9.1 Overview
	7.9.2 Configuration
	7.9.3 Application cases

	7.10 Configuring Guest VLAN
	7.10.1 Overview
	7.10.2 Configuration
	7.10.3 Application cases

	7.11 Configuring ARP Inspection
	7.11.1 Overview
	7.11.2 Configuration
	7.11.3 Application cases

	7.12 Configuring DHCP Snooping
	7.12.1 Overview
	7.12.2 Configuration
	7.12.3 Application cases

	7.13 Configuring IP source guard
	7.13.1 Overview
	7.13.2 Configuration
	7.13.3 Application cases

	7.14 Configuring Private-vlan
	7.14.1 Overview
	7.14.2 Configuration
	7.14.3  Application cases

	7.15 Configuring AAA
	7.15.1 Overview
	7.15.2 Configuration
	7.15.3 Application cases

	7.16 Configuring TACACS+
	7.16.1 Overview
	7.16.2 Configuration
	7.16.3 Application cases

	7.17 Configuring Port Isolate
	7.17.1 Overview
	7.17.2 Configuration
	7.17.3 Application cases

	7.18 Configuring DdoS
	7.18.1 Overview
	7.18.2 Configuration
	7.18.3 Application cases

	7.19 Configuring Key Chain
	7.19.1 Overview
	7.19.2 Configuration
	7.19.3 Application cases

	7.20 Configuring Port-Block
	7.20.1 Overview
	7.20.2 Configuration
	7.20.3 Application cases


	Chapter 8 Device Management Configuration Guide
	8.1 Configuring STM
	8.1.1 Overview
	8.1.2 Configuration
	8.1.3 Application cases

	8.2 Configuring syslog
	8.2.1 Overview
	8.2.2 Configuration
	8.2.3 Application cases

	8.3 Configuring mirror
	8.3.1 Overview
	8.3.2 Configuration
	8.3.3 Application cases

	8.4 Configuring Device Management
	8.4.1 Overview
	8.4.2 Configuration
	8.4.3 Application cases

	8.5 Configuring Bootrom
	8.5.1 Overview
	8.5.2 Configuration
	8.5.3 Application cases

	8.6 Configuring Bootup Diagnostic
	8.6.1 Overview
	8.6.2 Configuration
	8.6.3 Application cases

	8.7 Configuring SmartConfig
	8.7.1 Overview
	8.7.2 Configuration
	8.7.3 Application cases

	8.8 Reboot Logs
	8.8.1 Overview
	8.8.2 Configuration
	8.8.3 Application cases


	Chapter 9 Network Management Configuration Guide
	9.1 Configuring Network Diagnosis
	9.1.1 Overview
	9.1.2 Configuration
	9.1.3 Application cases

	9.2 Configuring NTP
	9.2.1 Overview
	9.2.2 Configuration
	9.2.3 Application cases

	9.3 Configuring Phy Loopback
	9.3.1 Overview
	9.3.2 Configuration
	9.3.3 Application cases

	9.4 Configuring L2 ping
	9.4.1 Overview
	9.4.2 Configuration
	9.4.3 Application cases

	9.5 Configuring RMON
	9.5.1 Overview
	9.5.2 Configuration
	9.5.3 Application cases

	9.6 Configuring SNMP
	9.6.1 Overview
	9.6.2 Configuration
	9.6.3 Application cases

	9.7 Configuring SFLOW
	9.7.1 Overview
	9.7.2 Configuration
	9.7.3 Application cases

	9.8 Configuring LLDP
	9.8.1 Overview
	9.8.2 Configuration
	9.8.3 Application cases


	Chapter 10 Traffic Managem
	10.1 Configuring QoS
	10.1.1 Overview
	10.1.2 Configuration
	10.1.3 Application cases


	Chapter 11 IPv6 Service Co
	11.1 Configuring IPv6 over IPv4 Tunnel
	11.1.1 Overview
	11.1.2 Configuration
	11.1.3 Application cases

	11.2 Configuring ND
	11.2.1Overview
	11.2.2 Configuration
	11.2.3 Application cases

	11.3Configuring DHCPv6 Relay
	11.3.1Overview
	11.3.2 Configuration
	11.3.3 Application cases


	Chapter 12 IPv6 Security C
	12.1 DHCPv6 Snooping Configuration
	12.1.1 Overview
	12.1.2 Configuration
	12.1.3 Application cases


	Chapter 13 IPv6 Routing Co
	13.1 Configuring IPv6 Unicast-Routing
	13.1.1 Overview
	13.1.2 Configuration
	13.1.3 Application cases

	13.2 Configuring OSPFv3
	13.2.1 Overview
	13.2.2 Configuration
	13.2.3 Application cases

	13.3 Configuring RIPng
	13.3.1 Overview
	13.3.2 Configuration
	13.3.3 Application cases

	13.4 Configuring Ipv6 Prefix-list
	13.4.1 Overview
	13.4.2 Configuration
	13.4.3 Application cases


	Chapter 14 IPv6 Multicast Configuration Guide
	14.1 Configuring IPv6 Multicast-Routing
	14.1.1 Overview
	14.1.2 Configuration
	14.1.3 Application cases

	14.2 Configuring MLD
	14.2.1 Overview
	14.2.2 Configuration
	14.2.3 Application cases

	14.3 Configuring PIMv6-SM
	14.3.1 Overview
	14.3.2 Configuration
	14.3.3 Application cases

	14.4 Configuring PIMv6-DM
	14.4.1 Overview
	14.4.2 Configuration
	14.4.3 Application cases

	14.5 Configuring MLD Snooping
	14.5.1 Overview
	14.5.2 Configuration
	14.5.3 Application cases

	14.6 Configuring MVR6
	14.6.1 Overview
	14.6.2 Configuration
	14.6.3 Application cases


	Chapter 15 VPN Configuration Guide
	15.1 Configuring VPN
	15.1.1 Overview
	15.1.2 Configuration
	15.1.3 Application cases

	15.2 Configuring IPv4 GRE Tunnel
	15.2.1 Overview
	15.2.2 Configuration
	15.2.3 Application cases


	Chapter 16 reliability configuration guide
	16.1 reliability configuration guide 
	16.1.1 Overview
	16.1.2 Configuration
	16.1.3 Application cases

	16.2 Configuring EFM OAM
	16.2.1 Overview
	16.2.2 Configuration
	16.2.3 Application cases

	16.3 Configuring CFM
	16.3.1 Overview
	16.3.2 Configuration
	16.3.3 Application cases

	16.4 Configuring CPU Traffic
	16.4.1 Overview
	16.4.2 Configuration
	16.4.3 Application cases

	16.5 Configuring CPU Traffic Protect
	16.5.1 Overview
	16.5.2 Configuration
	16.5.3Application cases

	16.6 Configuring G.8031
	16.6.1 Overview
	16.6.2 Configuration
	16.6.3 Application cases

	16.7 Configuring G8032
	16.7.1 Overview
	16.7.2 Topology
	16.7.3 Configuration of single ring
	16.7.4 Configuration of multiple rings - Non-virtual-cha
	16.7.5 Configuration of multiple rings - Virtual-channel
	16.7.6 Linkage between G8032 and CFM

	16.8 Configuring UDLD
	16.8.1 Overview
	16.8.2 Configuration
	16.8.3 Application cases

	16.9 Configuring ERPS
	16.9.1 Overview
	16.9.2 Configuration
	16.9.3 Application cases

	16.10 Configuring Smart Link
	16.10.1 Overview
	16.10.2 Configuration
	16.10.3 Application cases

	16.11 Configuring Multi-Link
	16.11.1 Overview
	16.11.2 Configuration
	16.11.3 Application cases

	16.12 Configuring Monitor Link
	16.12.1 Overview
	16.12.2 Configuration
	16.12.3 Application cases

	16.13 Configuring VRRP
	16.13.1 Overview
	16.13.2 Configuration
	16.13.3 Application cases

	16.14 Configuring Track
	16.14.1 Overview
	16.14.2 Configuration
	16.14.3 Application cases

	16.15 Configuring IP BFD
	16.15.1 Overview
	16.15.2 Application cases

	16.16 Configuring IP BFD
	16.17 Configuring VARP
	16.17.1 Overview
	16.17.2 Configuration
	16.17.3 Application cases


	Chapter 17 DataCenter Configuration Guide
	17.1 Configuring VXLAN
	17.1.1 Overview
	17.1.2 Configuration
	17.1.3 Application cases

	17.2 Configuring NVGRE
	17.2.1 Overview
	17.2.2 Configuration
	17.2.3 Application cases

	17.3 Configuring GENEVE
	17.3.1 Overview
	17.3.2 Configuration
	17.3.3 Application cases

	17.4 Configuring Overlay
	17.4.1 Overview
	17.4.2 Configuration
	17.4.3 Application cases

	17.5 Configuring Prioprity-based Flow Control
	17.5.1 Overview
	17.5.2 Configuration
	17.5.3 Application cases

	17.6 Configuring OVSDB
	17.6.1 Overview
	17.6.2 Configuration
	17.6.3 Application cases

	17.7 Configuring EFD
	17.7.1 Overview
	17.7.2 Configuration
	17.7.3 Application cases


	Chapter 18 MPLS Configuration Guide
	18.1 Configuring LDP
	18.1.1 Overview
	18.1.2 Configuration
	18.1.3 Application cases

	18.2 Configuring MPLS
	18.2.1 Overview
	18.2.2 Configuration
	18.2.3 Application cases

	18.3 Configuring VPLS
	18.3.1 Overview
	18.3.2 Configuration
	18.3.3 Application cases
	18.3.4 Overview
	18.3.5 Configuration
	18.3.6 Application cases

	18.4 Configuring MPLS QoS
	18.4.1 Overview
	18.4.2 Configuration
	18.4.3 Application cases

	18.5 Configuring L3VPN
	18.5.1 Overview
	18.5.2 Configuration
	18.5.3 Application cases



