S$3950-4T12S Switch
Web Management Guide

Model: S3950-4T12S

6&Fs

WEB MANAGEMENT GUIDE



A}
$3950-4T12S SWITCH WEB MANAGEMENT GUIDE 6 FS

Contents
1. Web Login Configuration 1
1.1 HTTP Configuration 1
1.1.1 Management [P/ ROULE CONFIGUIATION.............c.cvoieieeeeeceeetceee ettt ettt ettt et et et e ettt eae e et ese s et et ess s esesens et etesessesesensseneneeeeeesens 1
1. 1.2 USEI CONFIGUIALION. ........oueeitieitititctctetctetete ittt sttt et ae e tes et ettt et eses e st seseseseb et es et e s eseseses et et et esesesesesesebebesesesesesesesesesebebesesesesesesesesesesesens 1
TL3 HTTP CONFIGUILION. ...ttt ettt ettt ettt et et et et et et ettt ettt et et et et et et et et et s et et et et e s et e s et et ettt et et et et esesasasas s s esasesesesasans 1
T 1A HTTPS CONFIGUIALION. .........vivivieieiecictcectetetcect ettt ettt et ettt et et ettt te b et et et et et et ete s et et et et et et et et esesesesete s et et eset et et et esetetetetetesetesesetesesesesesesetesesa 1
T TS WED LOGIN. ...ttt ettt ettt et et a e e a et e st et et e e s et e st es s es e st es e et e st et e s ensea et ensea et ess et eatene et et ete et et et e et eatete et ensete et ensaaetenseteneens 1
1.2 Introduction of Web Interface 2
1.2 TOP CONEIOI BAX ...ttt ettt ettt et et e e et e st et et eae et et e e e et essete et e st et e et ens et e s enseae s en s et et ens et ensessetensete et essessasensereseneens 4
T.2.2 NAVIGATION BAT ...ttt ettt ettt et et e s e ebe b eseebassese e s e st ese e s es s et e b e s s esess e st e b esseseeb e st et e seneese s eseebe s eneebenseneeseneereas 5
1.2.3 CONFIGUIAtION DISPIAY ATCA..........o.oieiieieeeeeeeeeee ettt ettt ettt ettt e e et et et e et et et eae et e st et e et e st es e s e et et e s eas et et ess et enseaeesenseteesessesesensanensan 6
T2 4 BOTEOM ATttt sttt ettt ettt e st ta s e ettt et st e st s ettt ettt et sttt eaenceees 6
1.2.5 CONFIGUIALION ATEQ..........oueiveeieiieeeteee ettt ettt ettt et et ae s et et eae et e s eteae et et es e s et et ese st esesese et et esess et et eseasesesene et et esess et et essasasesesesesesessaseseneneaes 7
1.3 Device Summary, 7
T.3.T INEEITACE PANCL.......o.ee ettt b ettt h s b et s et e et s st ettt ettt es et ranes 8
1.3.2 DVICE INFOIMATION. .. .....ouieieteice ittt e et ce st s st e et s e e a e e e e s e e st e e s e 2 e e e e e et s s e bt s et s a e st es et et s sananseenen 8
1.3.3 DBVICE IMIONITON ...ttt ettt etttk a et b et b ket e b st t bbbkt ebeae e seenese e eaenes 9
2. Ethernet Status Configuration 10
2.1 Ethernet Status 10
2.1, BASIC INFOIMATION.........oouiiieiiieieieiiieiici ettt s s s s s s s s s s s s s s s s s s e s e s s s s s s s s s es e s e s s s e s e s et eses s eses s esesesesnsnsesesssesesnsnsnsens 10

2.1.2 Interface Attribute Configuration... .
2.2 Ethernet Stats 12
2.2.1 BASIC INFOIMATION.. ..ottt ss et s s s s s s s s s s s s s s s s s s s e s e s e s e s e s s seses s eseses s s esssesesesesesesesesesesssnsnsesesssesesnsnsnsees 12
3. Link Aggregation Configuration 16
3.1 Basic Information 16
3.1.1 Basic Information (S5800-8TF12S, S3950-ATT12S).........oruiuiiuiuieeeeeceeeeeceeeeeceeees e saes e asasessesessssssssasesssasasssssssssasssssssesasasssssensssnsssnssanaraes 16
3.2 Link Aggregation Global Configuration 17
3.2.1 Global Configuration (S5800-8TF12S, S3950-ATT2S).......c.cceeuiiieieiiieteteeieet ettt ettt ettt et teae et e st sse s esess s esebes s s esesass s esessasesesesseseseseseas 18
3.3 Link Aggregation Configuration 20
3.3.1 User Configuration Add LINK AQGreQation.............ooueioueeeiieieeeeeeeeeeee ettt ettt ettt ettt et easete s eee et et ete et e s eseesensesesensereseneesenes 20
3.3.2 User Configuration Edit LINK AQQIEGAtION..............c.ooviiiuiiieieeeeeeeeeeeeeeee ettt ettt ettt ea et et e et eesese et eae et e s ens et eesessesensessesensenssaensanea 22
3.3.3 Delete A LINK AGGI@GAtION.........oo.oieiieeeeeeeeeeeee ettt ettt ettt e et e e et et et et e et ee et e et et et eee e e et et e ee et eeeeseneeae et eaeeae et eneeneneeneeaeananea 23
4. Storm Control 24
4.1 Storm Control 24
417 BaSIC INFOIMALION ... ..ottt sttt et e bbb s e bt s b s e e s b s s s b st s e an s e b s s s s bt s s nees s ssnseses 24
4.1.2 Storm Control AtLHDULE CONFIGUIATION...........oouiiieeeee ettt ettt et et e et et et e e et et ee et et e et e et ee et eeeee et eaeee et sae e e e eae e eaeeaeanan 24
4.1.3 UnKnown UniCast STOMM CONTIOL...........ouiiiiriiiieieiei ettt ettt st a e st s e et e s e e s s an b e s snseeaesesnneas 26
4.1.4 BroadCast STOMMN CONTIOL. .. ..........ouiiieiriiciete ettt ettt st et e et eeh et h st e e e et e e e b e s ea et e st ses st eseeeneen 26
4.1.5 MUITICAST STOMMN CONTIOL. .......oiiiiietei ittt b et s e et s e s e s A E e st s e bt A s e st s et ea e se s et e s e tetaesananta 27
5. Flow Control 28
5.1 Flow Control Display 28
5.2 Edit Flow Control 29
6. Port Isolate 31
6.1 Global Configuration 31

6.1.1 CUITENT POITISOIAtION IMOTE. ..........ocvieiiecece ettt ettt et st et et ese e e s eseae et et essss et et ess st eseseee et et esessesesensasesesene e esns 31



A}
$3950-4T12S SWITCH WEB MANAGEMENT GUIDE 6 FS

6.2 Port Isolate Configuration 32
6.2.1 Port Isolate Group INFOIMELION.............c.c.cuiviieiiieeeieeeeeeetee ettt ettt ettt ettt ettt ettt ettt et et et et et et et et et et et et et et et et esesesesene 32
6.2.2 JOIN The POt ISOIATION GIOUP..........coouiiiieieieiececeeeeeee ettt ettt ettt et a et et e e et et et e s s e et et et et et es e st et etes st et esese et eseaeaseseaeee s eaeaeneas 32
6.2.3 REMOVE The POIT ISOIATION GIOUP........c..oiuiieiieiieiee ettt ettt ettt e et e e e e e et et et e e e e e et eet et e e e eaeseseat et et eeaeeasereeseseesaeeaeens 34
6.2.4 MOdify the POIt ISOIAtION GIOUP............cooiiviieeiieieeeeeeeeeeee et ettt ettt ettt et et e et eae et et es e et ene et e et esteae et ens et et ensesensenseaessessarensaneeneneas 35
6.2.5 Refresh the POrt ISOIAation GIOUP.............ccoiiiuiiiiieiei ettt st b et s st s et et e s e s st eseseneen 36
7. Port Detect 37
7.1 Parameter Configuration 37
71,7 BASIC INFOIMATION. . ..ottt st a st s s s s s s s e s e s s es e s es e s e s es e s eseseseeeeeseeeseseseseses e s e s eseseeeseseeesesesesesesesesesesnsesesesesesene 37
7.1.2 Modify Parameter CONfIGUIATION............c.coiiiieieeiieietice ettt ettt ettt et ettt et et e st s et et se e b et ese s esetess st essss s et essssesesessesesessssesns 38
7.2 Detect Configuration 39
7.2.1 Modify EFror RECOVEIY FUNCLION. .. ......c.ioiiiiiiiiictcicit ettt ettt ettt ettt ettt st ss s e s et s st s et etese e s et es s s esesess s eseseesesesessasesesesnsesas 40
8.VLAN 41
8.1 VLAN a1
8.1.1 Basic Information..... WA

8.1.2 Add or Delete VLAN.... .42
BLT.3 IMOMIfY VAN ...ttt s st b s s s s et o4 s st s s s s s et bbb s et s bbbt s s e st s e 43
8.2 VLAN Interface 45
8.2.1 VLAN INterface INFOMMATION. ........cocviuiiiiitieiicicieeceet ettt ettt ettt et ettt et e as s et e e st e s et sss s eseseas s esese st esesess s esesessesetessssesesees 45
B22 AAA VLAN IF ..ottt ettt ettt et ettt et a s et e et e s et e s s e s et e st s et eaess et et es s st e s esese s e s esess et et et easesetess s e b et sas et ebeseasesebese s esesnas 46
8.2.3 DI VLAN IF ... oottt ettt ettt ettt et h ettt e bt e b et et et et e b e b ebeb e s et esetet et et e s esesesebebes et et et etesebebeseaeseses et et et esesesebeseseseseb et ebebetesesesenenas 47
8.3 Acess/Trunk Port 47
8.3.1 Acess /Trunk Port Basic INOMMATION..............c.iuiuiiiiiicicicicietet ettt ettt ettt ettt b bbbt e bt e b et e b e b e b e b ebebebeses et et et eseseaesesebeseseseseseee 47
8.3.2 ACCesS/TruNK POrt MOTIfICATION. ... ......cuiuiiiieict ettt ettt et s sttt et canenseenen 48
9. VLAN Classifier 51
9.1 VLAN Classifier Rules 51
9.1.7 AAd VLAN CIASSIfIEr RUIES. ..ottt s sttt b et b st s et es s b et s bt s b s s s s b s snseses s 51
9.1.2 Delete VLAN ClasSifier RUIES..............coiiieiiiiieiiieteteie ettt a ettt b st s ss st b s se s s s ses bbbt e s s s ses s e 53
9.2 VLAN Classifier Groups 54
9.2.1 A VLAN CIASSIfIEF GIOUPS.........oeeeeeeeeeee ettt ettt e e ettt e et e et e ee e et et et e et e eeeeeteeteaeeaesaeeaeeete s e et eeaeeateatesseeseeaeseeeesensesesaesaeeaeeasensesaeas 54
9.2.2 Delete VLAN CIaSSIfIEI GIOUS..........c.oouoieieeeeeeeeeeeeeeee ettt et et e e et et et et et e ea e e et eae et et e eaeeueeateaseaseeaesaeeee et eeseseeeaseaeessesesaesaeeasenneneas 55
9.3 VLAN Classifier Usage 56
9.3.T Add VLAN CUASSIfIEr USAQE.........ooueeeieeeeieeieeeeeeeeetee ettt ettt ettt ettt e et et et e et entete et e st eae et ess et estens et entese et esseseesensesesenseaessensesenseneasenes 56
9.3.2 Delete VLAN ClasSifIer USAQE...........c.coooieviuieeieieeeeceeeceee ettt ettt e et et es s s et et ese et et ese s esesess s eseseae et et esess et et essstesesensesesesessesesensseseseneesesens 57
10. MAC 59
10.1 MAC Address Table 59
10.2 MAC Aging Time 60
10.3 MAC Learning 61
10.4 Static MAC Table. 62
10.5 Blackhole MAC Table 64
10.6 Port Security 66
10.7 Static Security MAC 68
11. Spanning Tree 70
11.1 STP Information 70
11.2 STP Global 72
11.3 STP Interface 74

11.4 MST Region 77




A}
$3950-4T12S SWITCH WEB MANAGEMENT GUIDE 6 FS

12. ERPS 80
12.1 ERPS Configuration 80
12.1.1 CONFIGUIE ERPS IMOTE..........coovieieieieieieteieeee et s s s s s s s s s s s s s s s s s s s s s s s s s s s s et s s e s et ese s s e s es et esesesnsnsnsnsnsssnes 80
12.1.2 Add the ERPS DOM@IN........cocuiiuiuiieiriiieietri ettt ettt sttt st ae e e s es s e s e s e e e e ea st e e s e e e st e e e e es e e e s et st e e s e et s s e s s e aea et eaessaesesennsenen 81
12.1.3 A thE ERPS RING.......uiuitiiiiiiieiietete ettt sttt st s e s s et b s s bbbt s s s s s s s et e s s et es b se s s b b nsebesssnsneas 83
12.1.4 MOify the ERPS RING.........ouiiiiiiiiieieiiieteisi ettt ettt sttt et b st s s s st b b e e bbbt s st s s se s s s s sesaes 85
12.1.5 REMOVE the ERPS RING.......oiiiiiiiiitiiiceeee ettt ettt ettt et ettt et et ae s e s eseae e s e b ss b e s et e s st e s etese s ebess b et eses s s esesess s esesnssesne 87
12.7.6 MOify the ERPS DOMAIN..........coouiiiieieiieeeeeeeeeeeeee ettt ettt ettt e st et a et e et st et ea e s e st ee et et eseaeas et et et e s et et es et eseees st et seess et eaeanasns 87
12.1.7 RemMOVE the ERPS DOMAIN..........cuouiiiiiiiiriecieieeieie sttt sttt s et s e e s et s e s et s e es e et s s e s sae e s eseanseseas 89
12.1.8 Refresh the ERPS DOM@IN. ..ottt et st s et e et st s et e st s et et saesennen 90
12.2 ERPS Status 20
12.2.1 ERPS SEatus INFOIMETION.........c.ooiuiiiiiiciciei ettt et s b s e bt s et a e s et a et a et e et n s s e snsesen 90
13. Mirror 92
13.1 Mirror Configuration 92
13.1.1 Add Mirror Sessions.. .93
13.1.2 Modify Mirror.. .95
13.1.3 DEIETE MIITON. ... ...ttt ettt E e s s e e s e 22 oA e bt s e o2t s e e e e e e e b e s e et a et e s esessee s s esesessaeee 97
13.2 Global Configuration 98
13.2.1 Configure Destination Port FOrwarding FUNCHION..................cooouiuiiiiiiieiieeceeeeeeee ettt ettt ettt ettt ee s eseeean e 98
13.3 Escape MAC for Remote Mirror 929
13.3.1 Add ESCAPe MAC fOr REMOLE IMITTON ...ttt ettt ettt et et a et et et e esentete et eas et e et ess et et enses e s ess et et essesensensesensareesensanenan 99
13.3.2 Delete EScape MAC TOr REMOTE MIITOT. ..ottt sttt sttt es b s e ae s e s ea s e s ses et eanaeseenen 100
14. Multicast 102
14.1 IGMP Snooping 102
14.1.1 IGMP SNooping GIODal CONFIGUIATION...............o.iieieeeeeeeee ettt ettt et e e et et e et e e e et e e eae e eaeee e eaeeeeaeeaes 102
14.1.2 IGMP SN0OPING VLAN CONTIGUIATION ...ttt ettt et et et e et et e et et e et et e et eeeee et eaeee et eae et eeeeaeeeeaeeaeanan 104
14.1.3 IGMP SNOOPING INFOIMATION..........oouiiieiieiiee ettt ettt et et et e e e s et e e et et e et ee e et ee s et et eeeee et enseae et enseeenseeeaseneeeeenens 105
15.Q0S 110
15.1 Global Configuration 110
T5.1.7 CUITENT QOS STATUS.......eiiitictetetet ettt ettt ettt ettt ettt ettt e b e s e s e b et et s e s e 2 e e e s e s e b e s e b e s e e s a2 e S e 2 b e s s ee e s e e e e e e e e e e s s e e e ee et ee e s e s s st et e es st ee s e s 110
15.2 Interface Configuration 111
15.2.7 Interface CONFIGUIAION VIEW............cuouiiiiieieieieeeeeeeeeeeeeee ettt ettt a et s e st et et et et e se s et es s et et e s et et et ess et eseseaseseaessanas

15.2.2 Interface Attribute Configuration
15.3 Port Policer

15.3.1 Port Policer View....
15.3.2 MOAIfY POIT POIICET. .. ...ttt ettt ettt ettt e s et et ae st e e e s s et et et ese s et eseas et et esens et esess s eseeeaseseseenneas 114
15.4 Traffic Shaping 117
15.4.1 Traffic Shaping View....
15.4.2 Modify Traffic Shaping
15.5 Congestion Manage

15.5.1 CONGESTION IMANAGE VIEW.........ooviiiieieeieeeeeeeeeeeee ettt et ettt e et e ettt e e e et e eteete e st et et e eteeteess e st eeteeseesseasesseseeseessessesseseeteeseessenseeseaseans 120
15.5.2 MOdify CONGESTION IMBNAGE. ..ottt ettt ettt et et e et et e e et e et et et e et ee et et e ea et ee e et e st et e ese e eae s eseese s enseae e enseaeaeeneaes 120
15.6 Port Rate Limit 122
15.6.1 POIt RATE LIMIT VIEW. ... ...iiiiiiiiiiiiietctetcttet ettt bbbttt b bbb b4t bt b bbb bbbttt ettt b bbb bttt et s s enee 122
15.6.2 MOify POt RAEE LIMIt.........ccooviuieieicrieiiceeteecceeetce ettt ettt ettt ettt ee et et ese s et et ese s et esessesetessesesesessssesessssesesesesesesessssesenenseseseneanas 123
16. ACL 126

16.1 Access Control List 126




A}
$3950-4T12S SWITCH WEB MANAGEMENT GUIDE 6 FS

16.1.7 ACL CONFIGUIALION. ......c.oiuiiiieeieeceeeeee ettt ettt ettt e et et eee et e s s eee et et et e et e st et s s ensese et eas et st ess et ensens et et ese et et ese et enseseetensesessensesennan 126
TB.1.2 ACL RUIES........oc ettt ettt 2 e e e oo e e e 2222 e e e e e e e e S e 2ee 2o s e e ee e 2 e s et bt e s e e e e s e s e et es st e et et 128
16.2 Class Map. 132
T6.2.T ClASS M@ ...ttt ettt e et et e et e et e e et e et et e eeeeeeueeee et e e eeeseetestemse s eeeeeeteatemseaeeeeeesemsemsenseeeseeseeteasesaeeeeeet et entesaesaeeneensenaeaaens 133
16.2.2 Class MAP IMACR ACL..........oueeeeeeeeeee ettt ettt ettt et e e e e et e et et e e e e e eae e et et e e e eaeeae e et et et e eaesaeeesesseseeaesaseeeentesessesaeeaeennenaens 134
16.3 Policy Map 137
TB.3.1 POICY MMAP........ooeeeeeeeeceeceteee ettt ettt ettt ettt et et s e e s et e et et et et e st et et e s sasesesese et et et ess et et eseatesesese et et esess et et ensssesesees et et esessesesenessesesensaea 137
16.3.2 POIICY MAP MAtCR ClIass IMAP..........oeeuieieeeeeeeeee ettt ettt et e et e e e et e e et et et et e et et et eae et et et e eseatere s eatese et eeeesessenneneneas 139
16.3.3 POlICY MAP APPIY INTEITACE. ...ttt ettt ettt ettt et et e e e et e e e ete s eeeea et ereeseseeeeeaenseneaes 142
17. Reboot/Save 145
17.1 Page Overview 145
17.2 Save Configuration 145
17.3 Reboot Switch 145
17.4 Recovery Switch 146
18. System Configuration 147
18.1 Base Settings 147
18.2 Thermal Sensor 148
18.3 Base Information 149
18.4 Date&Time 149
18.5 Time Zone Name 150
19. Load Configuration 151
19.1 Load Configuration 151
19.1.1 Load the CONFIGUIATION FILES..........c.oouieeeeeeeeeeeeeeee ettt ettt et et et e et et e e et et e et et e e et eeeee et e e ee et ete et eeeeae e eaeeaeanas 151
19.1.2 Refresh the Load CONfIQUIAtION PAGE..............c.oou oottt ettt ettt e e et et e ettt eee et e e ee et e e ee e e eae et eaeeaeanas 152
19.1.3 DOWNIoad the CONFIGUIATION FIIES............c.o oottt ettt ettt et ettt e et et e e et et eee e et eue et eeeeae e e e eeenenns 152
20. File Management 154
20.1 Memory Usage 154
20.2 File Management 154
21. Log Management 158
21.1 Search Log Management, 158
21.1.1 Search Log Information by Level

21.1.2 Search Log INformation DY IMOTUIE................cooieiioeeeeee ettt ettt ettt e ete e et e ea et eaeee et et e eaeaeanans 159
21.2 Refresh Log Information 159
21.3 Clear Log Information 160
22, SNMP Configuration 161
22.1 SNMP Basic Configuration 161
2210 ENADIE SNMP .. ...ttt ettt a bt s s et s At b s s s b st b A b s st s b s s b s e s 161
22.2 SNMP Group Configuration 162
22.2.1 Add SNMP Group

22.2.2 DEIELE SNIMP GIOUP........c.eieieeeeeeeeeee ettt et ettt e e e et et et et e ee e e et e a e e et et et e et e seteme et et e eaeeeeeetemsenseseesaeeatensetesaeeusertensessesaesaeas 162
23.SNMP Trap Configuration 163
23.1 SNMP Trap Basic Configuration 163
23.T.T ENADBIE SINIMIP THAP.......eeeee ettt ettt et ettt et et et et e et e et e e et e e e e e et e et ee et eu e e e et et e s eatee et e e ee et eaeee et eeeeeeeeaeeaeaneuenan 163

23.2 Trap Server Configuration
23.2.1 Create Target SNMP Trap Server
23.2.2 Delete SNMP Trap Server.............




A}
$3950-4T12S SWITCH WEB MANAGEMENT GUIDE 6 FS

24. Worm Intercept 166
24.1 Worm intercept Configuration 166
24.1.1 CUrrent Worm INterCePt INFOMMI@TION. ... .......oiiiiiiee ettt ettt ettt et et e et e et e s et et eaees et eaeeseaseseeaeeseaeeseneesenans 166
24.1.2 Add WOIM INTEICEPL RUIE..........ooeeeeeeeeeeeceeeece ettt ettt ettt et e s et eae s et et ese et et et esteseseness et et ess s esesenssesenensesasesesseseseneas 166
24.1.3 Delete Worm INTErCePt INFOIMATION.............ooiieeeeeeeeeee ettt et ettt e ee et e e et et e et eeeea et e e ee et e e eae et e e eee et eaees et eeeeeeeaaea 168
24.1.4 Clear the Defense Attack PACKEt StAtiSTICS...............ccveviieieieieeeeeeetetete ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt esesesesns 169
24.1.5 Refresh WOIM INTEICEPT PAGE.............ouiiiieeeieeeeeeeeeeeeeeeee ettt ettt ettt e et et a et et e s st et et et e st et e e e st et et ee et et es e s et ea et esseseaean s esaaens 169
25. DDosS Intercept 171
25.1 DDoS Intercept Page 171
25.2 DDoS Intercept Setting 172
26. ARP Intercept 173
27. Currently Sessions 174
27.1 Current Sessions Information 174
27.2 Delete Current Sessions. 175
28. User Management 176
28.1 Add User 176
28.2 Edit User 177
28.3 Delete User 177
28.4 Refresh 178
29.IP Routing 179
29.1 IPv4 Route 179
29.1.7 CUITent ROULING INFOIM@LION...........oiviviiiicececccecececee ettt ettt ettt ettt et et e e st et e e e e st et et e st et et e s et eaese s et et ens et eseenesesesens 179
29.2 IPv4 Static 180
29.2.1 IPV4 STatic ROULE INFOIMETION.........c.ouiiiiiiiiiiciicetei ettt ettt s bt s bbb s st es s senaesa 180
29.2.2 Add IPVA STATIC ROULE. ..ottt ettt ettt ettt b s s s s s s b s s bbb st s st a st s b s s s b st s b nsnses s s 180
29.2.3 Delete IPVA STATIC ROUTE. ... ...cuiuiuiuiiiieiiteietetcietcieeei ittt ettt et e s s s et et eseses e s e s s s e s eses e s eseseseaeseeeseeeseseses et e s e s eseseseeesesesesesesesesaesasaesnsesesesene 182
29.2.4 MOIfY IPVA STAtIC ROULE. ........c.oiviiviieeececeeee ettt ettt ettt ettt es et eae et e et eae et ess et e et eas et et ensese s ese et e st essesenseseeasssene et enseseeseneeteesensans 182
30. Ping 184
31. Traceroute 186
31.1 Traceroute 186

31.2 Implement Tracert Ping Test 186




$3950-4T12S SWITCH WEB MANAGEMENT GUIDE 6 FS

1. Web Login Configuration

1.1 HTTP Configuration

Switch configuration can be conducted not only through command lines and SNMP but also through web browser, the switches support
the HTTP configuration, the abnormal packet timeout configuration, and so on.

1.1.1 Management IP/ Route Configuration

Before web network management client can access switch by HTTP, user should configure the management IP and route by CLI on switch.

management ip address 10.10.38.2/23 Configure the management IP

management route add gateway 10.10.39.254 Configure the management route

1.1.2 User Configuration

User should add logging user by CLI before access switch by HTTP.

username admin password admin add logging username and password

1.1.3 HTTP Configuration

Switches support to control the HTTP access, only when the HTTP service is enabled can HTTP exchange happen between switch and PC,
when the HTTP service is closed, HTTP exchange stops, if you want to open HTTP service, please follow the following steps by CLI on
switch:
(1) Use tftp or ftp to copy web image to the flash:

copy mgmt-if tftp://192.168.0.1/weblmage.bin flash:/weblmage.bin
(2) Load web image:

http server load flash:/weblmage.bin
(3)  Enable HTTP service for web network management :

service http enable

1.1.4 HTTPS Configuration

In order to improve the security of communications, switches support not only the HTTP protocol but also the HTTPS protocol.
HTTPS is a security-purposed HTTP channel and it is added to the SSL layer under HTTP.

service https enable Enable HTTPS service for web network management

1.1.5 Web Login

After configuration by CLI on switch, you can follow the following steps to login web page:

(1)  Open IE browser, input address field with URL (universal resource locator) address of the switch.

(2)  Enter username and password which user created with CLI(default is admin/admin), the login page is shown as the figure 1.
(3)  Enter the main page.
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Figure 1 Web login page

1.2 Introduction of Web Interface

The web network management divided four categories: Monitor, Configuration, Maintenance, Network.
The structure of the monitor page is slightly different from that of the other three pages.

(1) Monitor
The Web monitor page appears after login, as shown in figure 2.

GFS [ss0mizs

Device Information

18% 42%

Figure 2 Web monitor page

The whole monitor page consists of the top control bar, the configuration display area and the bottom area.

(2)  Configuration
If you click “Configuration” in the top control bar, as shown in figure 3.
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Configuration

[ Ethernet Status
) Link Aggregation

%% Storm Control

]

Flow Control

PortIsolate

iz}

Port Detect

o)

& VIAN

B2 VLAN Classifier

MAC

m | o

Spanning Tree

2 ERPS

@

Mimar
£, Mubticast
& qos

[ AcL

The whole configuration page consists of the top control bar, the navigation bar, the configuration area and the bottom area.

Ethernet Status Etheret Stats

Ethernet Status

Refresh
O Interface Name Status
O ethot down
O etho2 down
0 eth0s down
O ethos down
O ethos down
O et down
O etho7 down
O ethos down
O ethoo down
O etho-10 down
O etho-11 down
O etho12 down
O etho-1s down
O etho1a down
O etho-ts down
O etro16 down

(3) Maintenance
If you click “Maintenance” in the top control bar, as shown in figure 4.

Duplex

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

Speed(vbit/s)

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

auto

Figure 3 Web configuration page

Mode

Type

1000BASE T

1000BASE T

1000BASE.T

1000BASE T

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Description

Operation

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Load Configuration

[21 Fle Management

[5] Log Mansgement
SNMP
SNMP Trap

) Worm Intercept
DOGS Intercept

2 ARP intercept
CGurrently Sessians

User Management

The whole maintenance page consists of the top control bar, the navigation bar, the configuration area and the bottom area.

(4)  Network

Save configuration to startup-conflg

Save configuration to startup-config

Reboot the switch

Reboot the switch

Restore factory configuration 1o startup-confiy

Restore factory configuration to startup-config

Figure 4 Web maintenance page

If you click “Network” in the top control bar, as shown in figure 5.
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® 1P Routing Prs Rauting Tabie Informatian Pvd Static Route Information

IPvd Routing Table Information

S .

Destination Mask rotocal Naxthop Outgoing Interface

Traceroute

Figure 5 Web network page

The whole network page consists of the top control bar, the navigation bar, the configuration area and the bottom area.

1.2.1 Top Control Bar

6':5 53950-4T125 b Comlictiration M 1 Fh

Network

Figure 6 Top control bar

+ Parameter usage

I I S

Monitor Display interface panel,basic information and monitor of the device
Configuration Including switch port common configuration and layer-2 protocol, etc
Maintenance Including switch system configuration and some security configuration, etc

Network Including IP route configuration, ping and trace route function

Click the Save button will jump to “Maintenance -> Reboot/Save”, then click "save” button,
Save write the current settings to the configuration file of the device, it is equivalent to the
execution of the write command

Username Display the current web login user

After you click "logout”, you have to enter the username and the password again if you

Logout want to continue the web function
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1.2.2 Navigation Bar

Figure 7 Navigation control bar

For example, to browse the flux of the current port, you have to click “Ethernet Status” and then “Interface State” configure.

www.fs.com
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B Ethernet Status Ethernet Status Ethernet Stats
& Link Aggregation
Ethernet Status
¥ Storm Control
Refresh
[ Flow Control
Portlsolate (O Interface Name Status Duplex
o D O etho-1 down auto
L viaN O ethoz down auto
88 VLAN Classifier O eth-03 down auto
= mMAC O ethoa down auto
2 Spanning Tree O ethos down auto
£ ERPS O ethos down auto
Mirror 0 ethor down auto
& Multicast O ethos - auto
@ qos O ethoa down sito
Bad O etho-10 down auto
O etho11 down auto
O etho-12 down auto
O eth-0-13 down auto
O etho-14 down auto
O etho-15 down auto

1.2.3 Configuration Display Area

Configuration

Specd(Mbit/s) Mode Type Description
avto access 10008ASE_T
auto access 1000BASE_T
auto access 1000BASE_T
auto access 10008ASE T
auto access Unknown
auto access Unknown
auto access Unknown
auto access. Unknown
auto access Unknown
auto access Unknown
auto access Unknown
auto access Unknown
auto access Unknown
auto access Unknown
auto access Unknown

Figure 8 Interface state configure

The configuration display area shows the state and configuration of the device, as shown in figure 9.

Monitor

Interface Panel

s3s50-4T125.

Device Information

§3050-4T125

53950-4T125

FSOS, 531155

DL e e
. U (GESIGNG GOGDENGD GOSN

al B Optical WActve W

FSOS-83050-4T125-v5.3.11.¢51_testbin

flash:/boot/FSOS-Weblmage bin Serial Number E202MT207018

713 MAC Address 00:1E08:1CT3:55

10 Uptime 1 days, 19 hours, 54 minutes
or 1

Figure 9 Configuration display area

1.2.4 Bottom Area

The bottom area shows the company copyright information, as shown in figure 10.

Figure 10 Bottom control bar

Auto refresh | Manual ¥

Operation

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

O Refresh

&rs
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1.2.5 Configuration Area

Ethernet Status Ethernet Stats

Ethernet Status

Refresh

Interface Name

eth-0-1

eth-0-2

eth-0-3

eth-0-4

eth-0-5

cth-0-6

eth-0-7

eth-0-8

eth-0-9

eth-0-10

eth-0-11

eth-0-12

eth-0-13

eth-0-14

O0Digjoioig;(o/0|00i0joi{0!oi{go

eth-0-15

Status

down

down

down

down

down

down

down

down

down

down

down

down

down

down

down

Duplex

auto
auto
auto
auto
auto
auto
auto
aute
auto
auto
auto
auto
auto
auto

auto

Speed(Mbit/s)
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto
auto

auto

Mode

access

access

access

access

access

access

access

access

access

access

access

access

access

access

access

Type

1000BASE_T

1000BASE T

1000BASE_T

1000BASE T

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unlknown

Unknown

Unknown

Description Operation
Edit
Edit
Edit
Edit
edit
Edit
edit
Edit
Edit
edit
Edit
£dit
Edit
Edit

Edit

Figure 11 Configuration area

The configuration area is to show the content that is selected in the navigation area, the configuration area always contains one or
more buttons, and their functions are listed in the following table.

» Parameter usage

S -

Refresh

Apply

New
Network
Delete

Back

1.3 Device Summary

Edit

Refresh the content shown in the current configuration area

Apply the modified configuration to the device, the application of the configuration does
not mean that the configuration is saved in the configuration file, to save the configuration,
you have to click “ Save ” on the top control bar

Creates a list item, for example, you can create a VLAN item or a new user

Including IP route configuration, ping and trace route function

Deletes an item in the list

Go back to the previous-level configuration page

Modified configuration to the device

If you click “Monitor” in the top control bar, the device summary page appears, as shown in figure 12.

interface Panel

Figure 12 Device summary

This chapter describes all components of logon homepage, including device panel, device information and device monitor.
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1.3.1 Interface Panel

Click “Monitor” to check interface panel status on switch, the configuration page is shown as the figure 13.

Monitor Auto refresh | Manual ¥ | O Refresh
Interface Panel
sasso.smizs
: 1 (=1
. T TR o . . e
Pt L TR T T Tl T T T e T T T TR I

i Electrical

Figure 13 Interface panel

Based on type of the switch connected, the display area of web interface panel can intuitively display information of the various interfaces
of this switch, the contents displayed including: Interface amount.
Operating statuses of interfaces: including activated state and interface type.

+ Parameter usage

S -

Auto refresh Refresh the page in specified time

1.3.2 Device Information

Click "Monitor” to check device information status on switch, the configuration page is shown as the figure 14.

Device Information
Product ID $3950-4T125 Image Name FSOS-53950-4T125-15.3.11.65._testbin
flashi/boot/FSOS-Weblmage bin Serial Number E202MT207018

00:1E:08:1C:73:55

§3950-4T128 BootRo:

10 Uptime 1 days, 19 hours, 57 minutes

FS0S, 531105 EPLD Version 11
Figure 14 Device information panel

» Parameter usage

I T

Product ID The hardware product of the switch
Location Indicate the location of the switch
Device Name Indicate the host name of the switch
Contact Indicate the contact of the switch
Software The software version of the switch
Image Name The name of the boot image
BootRom Version Indicate the Boot Rom version of the switch
Hardware Version Indicate the hardware version of the switch
EPLD Version Indicate the EPLD version of the switch
Serial Number Indicate the serial number of the switch
MAC Address The system mac of the switch

Uptime Indicate the uptime of the switch
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PWR 1 Indicate the current status of power 1

PWR 2 Indicate the current state of power 2

1.3.3 Device Monitor

Click "Monitor” to check device monitor status on switch, the configuration page is shown as the figure 15.

Usage Temperature Fan

CPU Usage Memory Usage

7% 42% I

Figure 15 Device summary panel

» Parameter usage

I T

CPU Usage Indicate the CPU usage of the switch
Memory Usage Indicate the software memory usage of the switch
Temperature Indicate the current temperature of the switch

FAN Specify the fan number and ID
Status Indicate the current work status of each fan

Speed Rate Indicate the current work speed rate of the switch
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2. Ethernet Status Configuration

If you click "Configuration->Ethernet Status” in the top control bar, the ethernet status configuration list page appears, as shown in figure
1.

Configuration

[ Ethernet Status Ethernet Status Ethernet Stats

# Link Aggregation
Ethernet Status
¥ Storm Control

= Refresh
@) Fiow Control
PO O Interface Name Status Duplex Speed(Mbit/s) Mode Type Description Operation
e O etho-i down auto auto access 1000BASE T edit
in O ethoz down auto auto sccess 1000BASE_T Edit
95 VLAN Classifier O ethoz down auto auto sccess 1000BASE T edit
2 Mac O ethos down auto auto access 1000BASE T edit
92 Spanning Tree O ethos down auto auto access Unknown edit
& ERPS O etho6 down auto auto access Unknown edit
Mirror O eth-0-7 down auto auto access Unknown Edit
&% Multicast 0 eth-08 dowin auto auto access Unknown Edit
® qos O eth-0-9 down suto st sooess: Unknown Edit
% Aa 0 etho-0 down auto auto sccess Unknown edit
O etho-11 down auto auto access Unknown edit
O ethoiz down auto auto access Unknown edit
O etho-1z down auto auto access Unknown edit
O etho-1a down auto auto access Unknown edit
O etho-is down auto auto access Unknown edit

Figure 1 Ethernet status configuration list

This chapter describes the interface configuration function of the switch.

2.1 Ethernet Status

This section mainly describes how to configure and view interface connection.
2.1.1 Basic Information

If you click "Ethernet Status -> Ethernet Status” to check each interface status on switch, the configuration page is shown as the figure 2.

Ethernet Status

Refresh
O Interface Name Status Duplex Speed(Mbit/s) Mode Type Description Operation
0O eth-0-1 down auto aute aceess 1000BASE T Edit
0O eth-0-2 down auto auto access 1000BASE T Edit
O eth-0-3 down auto auto access 1000BASE_T Edit
O eth-04 down auto auto access 1000BASE_T Edit
0O «th-0-5 down auto aute access Unknown Edit
O «th-0-6 down aute aute access Unknown Edit
O eth-0-7 down auto auto access Unknown Edit
O eth-0-8 down auto auto access Unknown Edit
O «th-0-9 down auto auto access Unknown Edit
O «th-0-10 down auto auto aceess Unknown Edit
O eth-0-11 down auto aute access Unknown Edit
O eth-0-12 down auto auto access Unknown Edit
O eth-0-13 down auto auto access Unknown Edit
O «th-0-14 down auto auta access Unknown Edit
O «th-0-15 down auto aute access Unknown Edit

Figure 2 Basic information

» Parameter usage
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Interface Name Display the number of interface
Status The operating status (up or down) on interface
Duplex Display the current duplex configuration on the interface
Speed(M bit/s) Display the current speed configuration on the interface
Mode Display the switch port mode of interface
Type Display the media type of interface
Description Description about the interface
Operation Display that interface configuration properties can be edited

2.1.2 Interface Attribute Configuration

f you want to modify the configuration to interface attribute, you can follow the following steps:

) Please click “Edit” button or select a check box for one or more interfaces and click the “Edit” button.
(2)  Select “Up/Down” in the “Admin Status” radio box.

(3) Select “L2 mode/L3 mode” in the “L2/L3 Mode" radio box.

(4)  Select “Trunk/Access” in the “Mode” radio box.

(5) Select “Enable/Disable” in the “Jumbo frame” radio box.

(6) Select speed configure in the “Speed” drop-down box.

(7)  Enterinterface description in the “Description” text box.

(8)  After that, click “Apply” to apply all the changes made.

Ethernet Status Ethernet Stats

Ethernet Status

< -

O Interface Name Status Duplex SpeediMbit/s) Mode Type Description Operation
eth-0-1 down auto auto access 1000BASE_T Edit
O eth-0-2 down auto auto access 1000BASE T Edit
O eth-0-3 down auto auto access 1000BASE T Edit
O eth-0-4 down auto auto access 1000BASE_T Edit
O eth-0-5 down auto auto access Unknown Edit
0 eth-06 down aute auto access Unknawn Edit
O eth-07 down auto auto access Unknown Edit
O eth-0-8 down auto auto access Unknown Edit
O eth-0-9 down auto auto access Unknown Edit
O eth-0-10 down aute auto access Unknown Edit
O eth-0-11 down aute auto access Unknown Edit
0O eth-0-12 down aute auto access Unknown Edit
O eth-0-13 down auto auto access Unknown Edit
O eth-0-14 down aute auto access Unknown Edit
O eth-0-15 down auto auto access Unknown Edit

Figure 3 Interface status operation



$3950-4T12S SWITCH WEB MANAGEMENT GUIDE 6 FS

Interface Management

Interface Name eth-0-1

Interface Current Status Down

= Admin Status @ Up () Down

= L2/L3 Mode (@ L2 mode () L3 mode

* Mode (O Trunk @ Access

= Jumboframe (0) Enable (@ Disable

= Speed @ Auto O 10M (O 100M () 1000M O10G6

Description

Figure 4 Interface attribute configuration

» Parameter usage

S -

Interface Name Display the number of interface
Interface Current Status The Current status (up or down) on interface
Admin Status The operating status (up or down) on interface
L2/L3 Mode Display the L2/L3 mode of interface
Mode Display the switch port mode of interface
Jumboframe Specific set of machines that you manage and configure
Speed(M bit/s) Display the current speed configuration on the interface
Description Description about the interface

2.2 Ethernet Stats
This section mainly describes how to show interface stats.
2.2.1 Basic Information

If you click “Ethernet Status -> Ethernet Stats” to view statistics information for each interface, statistics on interface is accounted after
device start up completed, show as the figure 5.
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@ Link Aggregation
X Storm Control

Flow Control
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Port Detect

=

VIAN

28

VIAN Classifer

MAC
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Spanning Tree

&

ERPS

Mirror

B

o

Multicast

£

Qos

=

AcL

Interface Name

eth-0-1

eth-0-2

eth-0-3

eth-0-4

eth-0-5

eth-0-6

eth-0-7

eth-0-8

eth-0-9

eth-0-10

eth-0-11

eth-0-12

Ethemet Status

Ethemnet Stats

Interface Name
eth-0-1
eth-0-2
eth-0-3
eth-0-4
eth-0-5
cth-06
eth-0-7
eth-0-8
eth-0-9
eth-0-10
eth-0-11
eth-0-12
eth-0-13
eth-0-14

eth-0-15

Ethernet Stats

Refresh

Output Packets

0
0

0

Output Packets

0

1795

Output Bytes

0

0

0

Input Packets

0

0

0

Figure 5 Ethernet stats page

Output Bytes

0

658765

Figure 6 Statistics on interface

Input Packets

0

Input Bytes

o

o

0

If you want to clear the ethernet stats, please click “Clear Stats” button, shown as the figure 7.

Input Bytes

0

Operation

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit
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Ethernet Status Ethernet Stats

Ethernet Stats

Refresh

Interface Name Output Packets Out \put Bytes Operation
tips X
eth-0-1 0 o Edit
eth-0-2 0 o Edit
Are you sure to Clear Statistics?
eth-0-3 0 0 Q eyous Edit
eth-0-4 0 o Edit
eth-0-5 0 ) Edit
eth-0-6 0 o o 0 Edit
eth-0-7 0 o o ) Edit
eth-0-8 [} o o 0 Edit

Figure 7 Interface detail clear stats

Choose one interface to enter the interface statistics detail page, shown as the figure 8.

Interface Name:eth-0-4
ltem Statistics
Received Statistics

Packets Input

Bytes Input

5 Minute Input Rate({packets/sec)
5 Minute Input Rate (bits/sec)
Unicast Packet

Broadcast Packst

Multicast Packet

Runts

Giants

Input Errors

CRC

Frame

L= B =~ MUV ==- R 101 <=~ S = S =~ RO =-- R <= RO R - S -~ U == I 1 <=~ -

Pause

Sent Statistics

Packets Output

Bytes Output

5 Minute Output Rate{packets/sec)
5 Minute Output Rate (bits/sec)
Unicast Packet

Broadcast Packet

Multicast Packet

Qutput Errors

L= T <=~ RS =~ RV -=~ U =:- R <=~ R R = R - M =}

Pause

Figure 8 Detail statistics on interface
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+ Parameter usage

Interface Name
Output Packets
Output Bytes
Input Packets
Input Bytes
5 Minute Input Rate(packets/sec)
5 Minute Input Rate(bits/sec)
Unicast Packets
Broadcast Packets
Multicast Packets
Runts
Giants
Input Errors

CRC
Frame
Overrun
Pause
5 Minute Output Rate(packets/sec)
5 Minute Output Rate(bits/sec)
Unicast Packet
Broadcast Packet
Multicast Packet
Under runs
Output Errors

Pause

Display the number of interface

Total packets sent on this interface

Total bytes including frame characters sent on this interface

Total packets received on this interface

Total bytes including frame characters received on this interface

Input rate in 5 minute on this interface(packets/sec)
Input rate in 5 minute on this interface(bits/sec)
Total unicast packets received on this interface

Total broadcast packets received on this interface
Total multicast packets received on this interface
Total runts error packets received on this interface
Total giants packets received on this interface
Total input error packets received on this interface
Total CRC error packets received on this interface
Total frame packets received on this interface
Total overrun packets received on this interface
Total pause packets received on this interface
Output rate in 5 minute on this interface(packets/sec)
Output rate in 5 minute on this interface(bits/sec)
Total unicast packets transmitted on this interface
Total broadcast packets transmitted on this interface
Total multicast packets transmitted on this interface
Total under runs packets transmitted on this interface
Total output error packets transmitted on this interface

Total pause packets transmitted on this interface

6 Fs
| em [ Descripton |
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3. Link Aggregation Configuration

3.1 Basic Information

If you click "Configuration -> Llink aggregation" in the top control bar, the link aggregation configuration list page appears, as shown in
figure 1.

1 Ethernet Status Glabal

% Link Agaregation |

Storm Control

Global

Load Balance Mode (] Destination MAC Address
3Ty Control [ Source MAC Address

3 Port Isolate 1P Address

2 Port Detect

i VLAN

] VLAN Classifier
1 MAC

= Spanning Tree

ERPS

7l Mimor

£ Multicast

(] VXLAN VNI

Figure 1 Link aggregation

This chapter describes the link aggregation configuration function and view the link aggregation information of the switch.
3.1.1 Basic Information (S5800-8TF12S, $3950-4T12S)

The link aggregation function of device S3950-4T12S is different from that of other devices. If you click "Configuration -> Llink
aggregation" in the top control bar, the link aggregation configuration list page appears, as shown in figure 2.

GFS Eun=)

Configuration

[ Ethernet Status Global Link Aggregation

@ Link Aggregation
Global

u

Storm Control
*Load Balance Mode O Destination IP Address

@ Flow Control O Destination MAC Address
&) Port Isolate O Destination Port
oo @ Source and Destination IP Address
(O Source and Destination MAC Address
& VIAN ~ y
O Source And Destination Port
53 VLAN Classifier O Source IP Address
Sl O Source MAC Address

O Source Port

5 Spanning Tree

ERPS

Mirror

£ Multicast
& Qos

@ AcL

Figure 2 Link aggregation
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3.2 Link Aggregation Global Configuration

If you click "Llink aggregation -> Global" in the title bar, the link aggregation global configuration page appears, as shown in figure 3.

£ Ethemnet Status

@ Link Agaregation| 1

¥ Storm Control

Global

1 Flow Control
Port isolate
Port Detect

4 VIAN
VLAN Classifier

= MAC

3 spanning Tree

£ ERPS

3 Mirror

% Multicast

Figure 3 Link Aggregation global configuration information

» Parameter usage

S -

Destination MAC address
Source MAC address
Destination IP address
Source IP address
IP Protocol Type
Destination Port
Source Port
Inner Destination MAC address
Inner Source MAC address
Inner Destination IP address
Inner Source IP address
Inner IP Protocol Type
Inner Destination Port
Inner Source Port
NvGRE VSID

VxLAN VN

Load balancing according to destination MAC
Load balancing according to source MAC
Load balancing according to destination IP
Load balancing according to source IP
Load balancing according to IP protocol
Load balancing according to destination port
Load balancing according to source port
Load balancing according to destination MAC of inner layer message
Load balancing according to source MAC of inner layer message
Load balancing according to destination IP of inner layer message
Load balancing according to source IP of inner layer message
Load balancing according to IP protocol of inner layer message
Load balancing according to the destination port of inner layer message
Load balancing according to the source port of inner layer message
Load balancing according to Negre's VSID

Load balancing according to VSID of Vxlan

If you want to configure the link aggregation global configuration, you can perform the following steps:
(1) You can select the check box in the left column of the load balancing mode you want to configure.
(2)  Then click the “Apply " button to configure the load balancing mode.

The operation is shown in figure 4.
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Global Link Aggregation

[ Ethernet Status

4 Link Aggregation

I Storm Control

(@) Flow Control

£ Port ksolate

Y

Port Datact

L VIAN

52 VLAN Classifier

= MAC

£ Spanning Tree

& ERPS

B

3 Mirror

% Multicast

Global

* Load Balance Mode | (B Destination MAC Address

Saurce MAC Address
Destination IP Address

8 source IP Address

1P Protocal Type

Destination Port

) Source Port

() Inner Destination MAC Address

) inner Source IP A

Inner Source MAC Address

inner Destination IP Addre:

tacol Type

inner Destination Port

Inner Source Port

() NVGRE VSID

Figure 4 Link Aggregation global configuration

3.2.1 Global Configuration (S5800-8TF12S, S3950-4T12S)

If you click "Llink aggregation -> Global" in the title bar, the link aggregation global configuration page appears, as shown in figure 5.

) Ethernet Status

@ Link Aggregation

& Storm Control
Flow Control
) Port Isolate
Port Detect
L VAN

B2 VLAN Classifier
& MAC

2 Spanning Tree
£ ERPS

Mirror

£ Multicast

& Qos

@ AcL

» Parameter usage

S -

Destination IP address

Global Link Aggregation

Global

* Load Balance Mode

O Destination IP Address
O Destination MAC Address

O Destination Port

® Source and Destination IP Address
(O Source and Destination MAC Address
O Source And Destination Port

O Source IP Address

O Source MAC Address

O Source port

Configuration

Destination MAC address

Destination Port

Source and Destination IP address

Source and Destination MAC
address

Figure 5 Load balance mode configuration

Load balancing according to destination IP
Load balancing according to destination MAC
Load balancing according to destination port

Load balancing according to source IP address and destination IP address

Load balancing according to source MAC address and destination MAC address
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Source and Destination Port Load balancing according to source port and destination port
Source IP address Load balancing according to source IP
Source MAC address Load balancing according to source MAC
Source Port Load balancing according to source port

If you want to configure the link aggregation global configuration, you can perform the following steps:
(1) You can select the radio box in the left column of the load balancing mode you want to configure.
(2)  Then click the “Apply " button to configure the load balancing mode.

The operation is shown in figure 6.

) Ethernet Status Global Link Aggregation

@0 Link Aggregation
Global
& Storm Control

*Load Balance Mode O D n 1P Address

flaw Sonen! O Destination MAC Address

& PortIsolate O Destination Port

Fort Dot ® Source and Destination IP Address
O Source and Destination MAC Address

A O Source And Destination Port

B2 VLAN Classifier O Source P Address

= maC O Source MAC Address

5 Spanning Tree

£ ERPS
Mirror
£ Multicast
& Qos

@ AcL

Figure 6 Link Aggregation global configuration
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3.3 Link Aggregation Configuration

If you click "Llink aggregation -> Link aggregation” in the title bar, the link aggregation configuration page appears, as shown in figure 7.

) Ethernet Status Global

@ Link Aggregation 1

1 Storm Cantrol

Link Aggregation

Add Refresh
(i Fiow Control

& Port Isolate [ Link Aggregation Name Protocal Group State Ports In Bundle Pons P
() Port Detect O sgg10 Static e B , =
L VIAN
B8 VLAN Classifier
& Mac
¥ Spanning Tree
ERPS

& Mirror

& Multicast

Figure 7 Link aggregation configuration information

» Parameter usage

S -

Link Aggregation Name Display the name of link aggregation interface

Protocol Display link aggregation protocol mode

Group State Display the group state of link aggregation interface
Ports in Bundle Display the current ports number in bundle
Ports Display the link aggregation member ports

Operation Modify the configuration of this link aggregation group

3.3.1 User Configuration Add Link Aggregation

If you click “Add”, you can add link aggregation, as shown in figure 8, and then the link aggregation configuration page appears, as shown
in figure 9.

Global Link Aggregation

Link Aggregation

Add

O Link Aggregation Name

O agglo

Refresh

Protocol Group State

Static L2

Figure 8 Add link aggregation operation

Ports In Bundle

o

Ports

Operation

Edit
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I Ethernet Status
@ Link Aggregation
Storm Control

[ Flow Control

) Port lsolate

() Port Detect

L VIAN

HE VLAN Classifier
& Mac
& Spanning Tree
&3 ERPS

& Mirror

& Multicast

« Parameter usage

Static Link Aggregation

* LAG Name

= LAG Member Port

AGG
Ceth-0-1  [Jeth-0-2  [Jeth-0-3
eth-0-6 eth-0-7  [Jeth-08
Oeth-0-11  CJeth-0-12  [Jeth-0-13
Cleth-0-16  Jeth-0-17  [Jeth-0-18
Cleth-0-21  (Jeth0-22 [Jeth-0-23
[Deth-0-26 [Jeth-0-27 [eth-0-28
Cleth-0-31  [eth-0.32 (Jeth-0-33
eth-0-36  (Jeth-0-37  [Jeth-0-38

Figure 9 Link aggregation configuration

Cleth-0-4
(Jeth-0-9
Cleth-0-14
Ceth-0-19
Cleth-0-24
Deth-0-29
(Cleth-0-34

[ eth-0-39

Deth-0-5
[Ceth-0-10
Ceth-0-15
Deth-0-20
Cleth-0-25
Ceth-0-30
Ceth-0-35

Ceth-0-40

e T e

LAG Name

LAG Member Port

Display the member port of link aggregation interface

Display the name of link aggregation interface

If you want to add link aggregation, you can perform the following steps:

(1) Fill LAG name.
(2) Select LAG member port.

(3)  Click "Apply” button to apply all the changes made.

The operation is shown in figure 10, and the entry of the link aggregation configuration success table is shown in figure 11.

Static Link Aggregation

# LAG Name

* LAG Member Port

eth-0-6

eth-0-11
Jeth-0-16
Ceth-0-21
Jeth-0-26

eth-0-31

[CJeth-0-36

Figure 10 User configuration add link aggregation

eth-0-7
eth-0-12
Oeth-0-17
Jeth-0-22
eth-0-27
eth-0-32
[Jeth-0-37

Back

Deth-0-3

Deth-0-8

Deth-0-13
Deth-0-18
Deth-0-23
Jeth-0-28
Deth-0-33

Deth-0-38

Deth-0-4

Deth-0-9

eth-0-14
Jeth-0-19
Deth-0-24
eth-0-29
Jeth-0-34

Deth-0-39

Deth-0-5

Deth-0-10
eth-0-15
Oeth-0-20
Ceth-0-25
Jeth-0-30
Jeth-0-35

[Deth-0-40



$3950-4T12S SWITCH WEB MANAGEMENT GUIDE 6 FS

Global Link Aggregation
Link Aggregation
m Refresh
O Link Aggregation Name Protocol Group State Ports In Bundle Ports Operation
| O aggl Static L2 0 2 Edit

Figure 11 New link aggregation information

3.3.2 User Configuration Edit Link Aggregation

If you click “Edit”, you can edit link aggregation, as shown in figure 12, and then the link aggregation configuration page appears, as
shown in figure 13.

Global Link Aggregation

Link Aggregation
O Link Aggregation Name Protocol Group State Ports In Bundle Ports Operation
O aggt Static L2 0 2

Figure 12 Edit link aggregation operation

Static Link Aggregation

# LAG Name AGG 1
= LAG Member Port D eth-0-1 eth-0-2 Deth-0-3 Ceth-0-4 [ eth-0-5
eth-0-6 eth-0-7 [Jeth-0-8 [Jeth-0-9  [Jeth-0-10

Oeth-0-11  eth-0-12 [Jeth-0-13 [Jeth-0-14 ([Jeth-0-15
(Jeth-0-16 [Jeth-0-17 [Jeth-0-18 [Jeth-0-19 [Jeth-0-20
(Jeth-0-21 [Jeth-0-22 [Jeth-0-23 [Jeth-0-24 [Jeth-0-25
(Jeth-0-26 [Jeth-0-27 [Jeth-0-28 [Jeth-0-29 [Jeth-0-30

Jeth-0-31  [Jeth-0-32 ([Jeth-0-33 [Jeth-0-34 [Jeth-0-35

(Jeth-0-36  [Jeth-0-37 (Jeth-0-38 [Jeth-0-39 [Jeth-0-40

Apply Back

Figure 13 Link aggregation configuration edit
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« Parameter usage

T i

LAG Name Display the name of link aggregation interface

LAG Member Port Display the member port of link aggregation interface

If you want to edit link aggregation, you can perform the following steps:

(1) Select LAG member port.

(2)  Click "Apply” button to apply all the changes made.

The operation is shown in figure 14, and the entry of the link aggregation configuration success table is shown in figure 15.

Static Link Aggregation

* LAG Name AGG 1

1
# LAG Member Port [ eth-0-1 eth-0-2 eth-0-3 [Jeth-0-4  [Jeth-0-5

(Jeth-0-6  [Jeth-0-7 [Jeth-0-8 [Jeth-0-9  [Jeth-0-10
(Jeth-0-11 [Jeth-0-12 [Jeth-0-13 [Jeth-0-14 [Jeth-0-15

(Jeth-0-16 [Jeth-0-17 [Jeth-0-18 [Jeth-0-19 [Jeth-0-20

2
Apply Back

Figure 14 User edit a link aggregation configuration

Global Link Aggregation

Link Aggregation

Add Refresh
O Link Aggregation Name Protocol Group State Ports In Bundle Ports Operation
|D agg1 Static L2 0 2 Edit

Figure 15 New link aggregation information

3.3.3 Delete A Link Aggregation
If you want to delete the specified link aggregation, you can perform the following steps:

(1) You can select the check box in the left column of the link aggregation you want to delete.
(2)  Thenclick the “Delete " button to delete the link aggregation.

Global Link Aggregation

Link Aggregation P

Add Refresh

[ Link Aggregation Name Protocol Ports Operation
Tips %
1 agm Static 1 Edit
O aggl0 Static 2 Edit

@ e you sure to delete the selected aggregate

group data?

Cancel

Figure 16 Delete a link aggregation
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4, Storm Control

4.1 Storm Control
This section mainly describes how to configure and view interface storm control.
4.1.1 Basic Information

If you click “Configuration -> Storm Control” to check each interface storm control on switch, the configuration page is shown as the
figure below.

GFS [ssoamzs]

Storm Control
[ Ethernet Status

Refresh

@ Link Aggregation
3¢ Storm Control O Interface Name Unicast Mode Unicast Value Broadcast Mode Broadcast Value Multicast Mode Multicast Value Operation
[ Flow Control O eth-0-1 disable disable disable Edit
Port Isolate O eth-0-2 disable disable disable Edit
[ Port Detect O eth-0-2 disable disable disable Edit
b VIAN O eth-0-4 disable disable disable Edit
B VLAN Classifier O eth-05 disable disabl disabls Edit
& mAc 0O eth0s disable disable disable Edit
= pnng i O etho7 disable disable disable Edit
&
ERPS O eth-08 disable disable disable Edit
Mirror
O eth-0-9 disable disable disable Edit
£ Multicast
O eth-0-10 disable disable disable Edit
@ qos
d eth-0-11 disable disable disable Edit
[ ACL
O eth-0-12 disable disable disable Edit
O eth-0-13 disable disable disable Edit
O eth-0-14 disable disable disable Edit
O eth0-15 disable disable disable Edit
O eth-0-16 disable disable disable Edit

Figure 1 Storm control basic information

» Parameter usage

S -

Interface Name Display the name of interface

Unicast Mode Display the unicast storm control mode

Unicast Value Display the unicast storm control value.Level: 0.00-100.00, PPS: 0-1000000000
Broadcast Mode Display the broadcast storm control mode
Broadcast Value Display the broadcast storm control value. Level: 0.00-100.00, PPS: 0-1000000000
Multicast Mode Display the multicast storm control mode
Multicast Value Display the multicast storm control value. Level: 0.00-100.00, PPS: 0-1000000000

Operation Display that interface entries can be edited

4.1.2 Storm Control Attribute Configuration

In the Storm Control basic information page, If you choose one interface, and then click the “Edit” button, the operation is shown in figure
2. and then the interface storm control attribute configuration page appears, as shown in figure 3.
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[ Ethernet Status

@ Link Aggregation

"

Storm Control

Flow Control

Port Isolate

Port Detect

=

VIAN

VLAN Classifier

o8

o

MAC

m

Spanning Tree

ERPS

(&

Mirror
& Multicast
& Qos

[ ACL

Storm Control

O Interface Name Unicast Mode Unicast Value Broadeast Mode Broadcast Value
eth-0-1 disable disable
eth-0-2 disable disable
O eth03 disable disable
O eth04 disable disable
O eth05 disable disable
O eth06 disable disable
O eth07 disable disable
O eth08 disable disable
O eth09 disable disable
O eth0-10 disable disable
O eth0-11 disable disable
O eth012 disable disable
O eth013 disable disable
O eth014 disable disable
O eth015 disable disable
O eth0-16 disable disable

Figure 2 Select the interface

Configuration

Multicast Mode

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

Multicast Value

Operation

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

edit

Edit

edit

Edit

edit

Edit

Edit

[ Ethernet Status
% Link Aggregation
¥ Storm Control
Flow Control
Port Isolate
Port Datect

L VIAN

88 VLAN Classifier
= MAC

% Spanning Tree
£ ERPS

Mirror

£ Multicast

2 qos

@ AcL

Storm Control

Interface Name eth-0-1,6th-0-2

* Unicast Mode @Dissble  OPPS  Olevel
Unicast Value

» Broadcast Mode @Dissble  OPPS  Olevel
Broadcast Value

* Mukticast Mode @Dissble  OPPS  Olevel

Multicast Value

Figure 3 Interface storm control attribute configuration

» Parameter usage

S -

Interface Name Display the name of interface

Unicast Mode Enter the unicast storm control mode

Unicast Value Enter the unicast storm control value. Level: 0.00-100.00, PPS: 0-1000000000

Broadcast Mode Enter the broadcast storm control mode

Multicast Mode Enter the multicast storm control mode

Broadcast Value Enter the broadcast storm control value. Level: 0.00-100.00, PPS: 0-1000000000
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Multicast Value Enter the multicast storm control value. Level: 0.00-100.00, PPS: 0-1000000000

4.1.3 Unknown Unicast Storm Control

GFS [sssoms

Storm Control
[ Ethernet Status

Interface Name

% Link Aggregation

3% Storm Control
* Unicast Mode @Disable  OPPS  Olevel

Flow Control

Port Isolate

@Dissble  OPPS  Olevel

Port Detect

VAN
88 VLAN Classifier * Multicast Mode @Disable  OPPS  Olevel
=R Multicast Value
%2 Spanning Tree
o
£ ERPS
Mirror
£ Multicast
8 aos

[ ACL

Figure 4 Setting the unknown unicast storm control

Through the radio buttons in the “Unicast Mode” bar, you can choose Disable/PPS/level. When you choose the PPS or level, in the “Unicast
Value” bar, you can enter the value of the unicast packets. The legal threshold range for each port is given behind the threshold.Then click
apply to apply all the changes made.

4.1.4 Broadcast Storm Control

GFS [ssmoms

Storm Control
[ Ethernet Status

Interface Name

@ Link Aggregation
3% Storm Control

* Unicast Mode @Disable  OPPS  Olevel
Flow Control

Port Isolate

@Disable  OPPS  OlLevel

Port Detect
L VIAN Broadcast Value
88 VLAN Classifier * Multicast Mode @Disable  OPPS  Olevel
=R Multicast Value
%2 Spanning Tree
o
£ ERPS
Mirror
£ Multicast
8 aos

[ ACL

Figure 5 Setting the broadcast storm control

Through the radio buttons in the “Broadcast Mode” bar,you can choose Disable/PPS/level. When you choose the PPS or level, in the
“Broadcast Value” bar, you can enter the value of the Broadcast packets. The legal threshold range for each port is given behind the
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threshold.Then click apply to apply all the changes made.

4.1.5 Multicast Storm Control

GFS [ssssourizs]

Configuration

Storm Control
[ Ethernet Status

Interface Name.
@ Link Aggregation

3% Storm Control

* Unicast Mode @Disable  OPPS  Olevel
[@ Fiow Control
= Unicast Val
(@ Port Isolate
» Broadcast Mode Disable  OPPS  Olevel
{2 Port Detect * L - ©
Ll VIAN Broadcast Value
88 VLAN Classifier * Muhticast Mode @Dissble  OPPS  Olevel
= mac Multicast Value
% Spanning Tree
£ ERPS
Mirror
£ Multicast
& Qqos
@ AcL

Figure 6 Setting the multicast storm control

Through the radio buttons in the “Multicast Mode” bar, you can choose Disable/PPS/level. When you choose the PPS or level, in the
“Multicast Value” bar, you can enter the value of the Multicast packets. The legal threshold range for each port is given behind the
threshold.Then click apply to apply all the changes made.
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5. Flow Control

If you click “Configuration -> Flow Control” in the top control bar, the flow control page appears, as shown in figure 1.

Configuration

[F] Ethernet Status
@ Link Aggregation
& Storm Control
Flow Control
& Port Isolate
1 Port Detect
& VIAN

58 VLAN Classifier
& MAC

2 Spanning Tree
% ERPS

) Mirror

£ Multicast

2 Qos

[ AL

Flow Control Display

Refresh

Interface Name

eth0-1

eth0-2

eth0-3

eth-0-4

eth0-5

eth-0-6

eth-0-7

eth-0-8

eth-0-9

eth-0-10

eth-0-11

eth-0-12

eth-0-13

eth-0-14

eth0-15

eth-0-16

Qiainigi00iei2i18iR i 8:0/0i010 (3

Receive Admin

Receive Operation

Send Admin

Send Operation

Figure 1 Flow control page

This section mainly describes how to configure and view flow control.

5.1 Flow Control Display

If you click “Configuration -> Flow Control”, the flow control display page appears, as shown in figure 2.

Flow Control Display

O

0O 0o o o

(]
O
O

O
O

Refresh

Interface Name

eth-0-1

eth-0-2

eth-0-3

eth-0-4

eth-0-5

eth-0-6

eth-0-7

eth-0-8

eth-0-9

eth-0-10

eth-0-11

eth-0-12

Receive Admin

off

off

off

off

off

off

off

off

off

off

off

off

Receive Operation

off

off

off

off

off

off

off

off

off

off

off

off

Send Admin

off

off

off

off

off

off

off

off

off

off

off

off

Send Operation

off

off

off

off

off

off

off

off

off

off

off

off

Figure 2 Flow control display

This figure displays all interface name and their receiving and sending status.
« Parameter usage

T T .

Interface Name

Display the name of Interface

RxPause

0

0

RxPause

TxPause

0

0

Txpause

0

4

0

Operation

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Operation

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit
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Receive admin Display Receive configuration
Receive oper Display Receiving status
Send admin Display Send configuration
Send oper Display Send status
RxPause Display receive statistics
TxPause Display Send statistics
Operation Display that flow control table entries can be edited

5.2 Edit Flow Control

You can choose the check box in the left-hand column of flow control display page, then click "Edit” button, or directly click the “Edit”
button in the right-most “Operation” bar, the operation is shown in figure 3, then port configuration page appears, as shown in figure 4.

Flow Control Display

2 Sefeeh

O Interface Name Receive Admin Receive Operation Send Admin Send Operation RxPause TxPause Operation
O eth-0-1 off off off off 0 o Edit
| [E@] eth-0-2 off off off off 0 0 .
[J eth-0-3 off off off off 0 0 Edit
[ eth-0-4 off off off off 0 0 Edit
O eth-0-5 off off off off 0 0 Edit
0 eth 06 off off off off 0 0 Edit
[J eth-0-7 off off off off 0 0 Edit
[ eth-0-8 off off off off 0 0 Edit

Figure 3 Edit flow control operation

Flow Control Configuration

Interface Name eth-0-2
Receive O On @ Off
Send O On @ Off

Apply Back

Figure 4 Port configuration list
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« Parameter usage

T i

Receive Receive status of current port flow control

Send Send status of current port flow control

If you want to modify the sending and receiving status of flow control on the current port, such as enable flow control receive function
and disable flow control send function, you can follow the following steps:

(1) Click the “On” button in the line of “Receive” function.

(2)  Click the “Down” button in the line of “Send” function.

(3)  Click the “Apply” button to modify the sending and receiving status of the current port.

The operation is shown in figure 5, modify the sending and receiving status of flow control on the current port configuration success table
entry is shown in figure 6.

Flow Control Configuration

Interface Name ath-0-2

Receive 1 () Off

Send oo 5
3 Apply | Back

Figure 5 Edit flow control operation

Flow Control Display

Refresh

[ Interface Name Receive Admin Receive Operation send Admin Send Operation RxPause TxPause Operation
0O eth-0-1 off off off off 0 0 Edit
0 eth-02 on off off off 0 0 Edit
0 eth-0-3 off off off off 0 0 Edit

Figure 6 New flow control information
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6. Portlsolate

If you click “Configuration->Port Isolate” in the top control bar, the port isolate configuration list page appears, as shown in figure 1.

% Ethermet Status Globe Port Isolate

@) Link Aggregation

Global
5 Storm Control
Port salate Made CIEReTY

Flows Gontrol

i]

Port Isolate
=) Port Detect
= VLAN

B0 VLAN Classifier
O mAc

%5 Spanning Tree
2 ERPS

1@ Mirror

S Mutticsst

8 0os

77 AcL

Figure 1 Port isolate configuration list
This chapter describes how to configure port isolation and view port isolation group information.
6.1 Global Configuration

Port isolation provides two modes of operation, layer 2 isolation mode and layer 2 & 3 full isolation mode.
6.1.1 Current PortIsolation Mode

If you click “Port Isolate -> Global” in the title bar, the port isolation mode information page appears, as shown in figure 2.

%] Ethernet Status 2 Global Part Isolate

@8 Link Aggregation
Global

¥ Storm Control

* Port Isolate Mode @ L2 O Al

Apply

[ Flow Control

[ Port Isolate |4

Figure 2 Port isolation mode information

» Parameter usage

I T

Port Isolate Mode Display the mode of port isolation

If you want to modify the mode of port isolation, please select layer 2 isolation mode or layer 2 & 3 full isolation mode, and then click the

“Apply” button, the operation shown in figure 3.
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Global
[

N

Figure 3 Select the isolation mode

6.2 Port Isolate Configuration

Through the port isolate configuration function, you can add ports to the isolation group, or remove ports from the isolation group, or
modify the isolation group that ports join.

6.2.1 PortIsolate Group Information

If you click “Port Isolate -> Port Isolate” in the title bar, the port isolate group information page appears, as shown in figure 4.

7 Ethernet Status Global 2

W Link Aggregation

Port Isolate
¥ Storm Control
Refresh

[@ Flow Control
& Port Islate : ] Interface Name Port Isolate Group Operation
) Port Detect 0 eth-01 F
L 0] eth-0-2 Edit
15 VLAN Classifier 0 eth-0-3 Edit
& MAC O eth-0-4 Edit
%5 Spanning Tree ] eth-0-5 Edit

ERPS [] eth-0-6 Edit
E Miror O eth-0-7 Edit
3 Multicast O] eth-0-8 Edit

i [ eth-0-9 Edit
@ AcL

| eth-0-10

Figure 4 Port isolate group information

« Parameter usage

T i

Interface Name Display the name of interface

Port Isolate Group Display Specify the port isolate group

6.2.2 Join the Port Isolation Group

If you first select the port to join the port isolation group, and then click “Edit” button, you can add ports to a port isolation group, the
operation is shown in figure 5. And then configure the port to join the isolation group page to appear, as shown in figure 6.

Global Port Isolate

Port Isolate

2 Reteh
([ Interface Name Port Isolate Group Operation
0 eth-0-1 Edit
[ eth-0-2 Edit
[J eth-0-3 Edit
eth-0-4 Edit
th0'5 1 Edit
eth-0-6 Edit

Figure 5 Add port to join the isolation group operation
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Port Isolate Management

Interface Name eth-0-4,eth-0-5,eth-0-6

Port Isolate Enable (O Enable (@) Disable
Port Isolate Group

Figure 6 Add port to join the isolation group

« Parameter usage

I T

Interface Name Display the ports to be added to the port isolation group
PortIsolate Enable Set whether port isolation is enabled
Port Isolate Group Set the number to join the port isolation group

If you want to add ports to the port isolation group, you can follow the following steps:

(1)  Enable portisolate in the “Port Isolate Enable” radio box.

(2)  Enterthe portisolation group ID in the “Port Isolate Group” textbox.

(3)  Click the “Apply” button.

The operation is shown in figure 7, the port successfully joined the isolation group's table entry information is shown in figure 8.

Port Isolate Management

Interface Name eth-0-4,eth-0-5,eth-0-6

Port Isolate Enable (@ Enable ]| () Disable

. 1

3 Apply Back

Figure 7 Port join the isolation group operation

Port Isolate Group

Global Port Isolate
Port Isolate
Refresh
[ Interface Name Port Isolate Group Operation
[ eth-0-1 Edit
0 eth-02 i
[ eth-0-3 Edit
0 eth-04 n bast
[ eth-0-5 1 Edit
0 eth-0-6 1 Edit

Figure 8 New port isolation group information
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6.2.3 Remove the Port Isolation Group

If you select the port of the isolation group first, and then click “Edit” button, you can remove ports from the isolation group, the operation
is shown in figure 9. And then the page that configured the port to be removed from the isolation group appears, as shown in figure 10.

Global Port Isolate
Port Isolate
Refresh

(] Interface Name Port Isolate Group Operation
eth-0-1 Edit

(J eth-0-2 Edit

(] eth-0-3 Edit

(] eth-0-4 1

Figure 9 Configure the port to remove the isolation group operation

Port Isolate Management

Interface Name eth-0-4
Port Isolate Enable @ Enable () Disable
Port Isolate Group 11

Apply Back

Figure 10 Remove port isolation group information

» Parameter usage

S -

Interface Name Display the ports on which the isolation group will be removed
Port Isolate Enable Set whether port isolation is enabled
Port Isolate Group Set the number to join the port isolation group

If you want to remove ports from the isolation group, you can disable port isolate in the “Port Isolate Enable” radio box, and then click the
“Apply” button, the operation is shown in figure 11, the port was successfully removed from the isolation group is shown in figure 12.

Port Isolate Management

Interface Name eth-0-4

Port Isolate Enable (O Enable | @ Disable|

Port Isolate Group

2 Apply Back

Figure 11 Port removal isolation group operation
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Global Port Isolate
Port Isolate
Refresh
[ Interface Name Port Isolate Group Operation
[ eth-0-1 Edit
[ eth-0-2 Edit
[ eth-0-3 Edit
[ eth-0-4 Edit

Figure 12 Port isolation group information

6.2.4 Modify the Port Isolation Group

If you select the port of the isolation group first, and then click “Edit” button, you can modify the ports to join the port isolation group, the
operation is shown in figure 13. And then the modify port isolation group configuration page appears, as shown in figure 14.

Global Port Isolate
Port Isolate
Refresh
[ interface Name Port lsolate Group Operation
(] eth-0-1 Edit
(] eth-0-2 Edit
[ eth-0-3 Edit
[ eth-0-4 Edit
7] eth-0-5 1

Figure 13 Configure the modify port isolation group operation

Port Isolate Management

Interface Name eth-0-5
Port Isolate Enable @ Enable () Disable
Port Isolate Group 11

Apply Back

Figure 14 Modify port isolation group information

» Parameter usage

S -

Interface Name Displays the port to modify the isolation group

Port Isolate Enable Set whether port isolation is enabled

Port Isolate Group Set the number to join the port isolation group
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If you want to modify the port isolation group id, you can modify the port isolation group id in the “Port Isolate Group” textbox, and then
click the “Apply” button to modify port isolation group, the operation is shown in figure 15, the isolation group id of the port was modify
successfully is shown in figure 16.

Port Isolate Management

Interface Name eth-0-5
Port Isolate Enable I (® Enable| () Disable
Port Isolate Group 2 12

3 Apply | Back

Figure 15 Modify the port isolation group operation

Global Port Isolate

Port Isolate
Refresh
O Interface Name Port Isolate Group Operation

] eth-0-1

Figure 16 Port isolation group information

6.2.5 Refresh the Port Isolation Group

If you want to refresh the port isolation group configuration information, you can click “Refresh” button. The operation is shown in figure
17.

Global Port Isclate

Port Isolate

[0 Interface Name Port Isolate Group Operate

[Deth-0-1 Edit

Figure 17 Refresh the port isolation group configuration information
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7. Port Detect

If you click “Configuration -> Port Detect” in the top control bar, the port detect page appears, as shown in figure 1.

Params Configuration

[ Ethernet Status

Link-flap
@ Link Aggregation
Counts | 10 “Seconds | 10
% Storm Control
Flow Control Fod-loop
Port Isolate
“Count | 10 Exclude-vian
Port Detect
L VIAN Recovery time
88 VLAN Classifier «Seconds | 300
& MAC
Gl seaioniiss Detect Configuration
ERPS
= Reason Detect Recovery
N Bpduguard Disabled Dissbled ¥
e Bl Fblaop Disabled ¥ Disabled ¥
& qos
Bpduloop Disabled Disabled ¥
[4 ACL
Link-flap Disabled Disabled ¥
Link-monitor-failure Disabled Disabled ¥
udid Disabled ¥ Disabled ¥
Loopback-detection Disabled Disabled ¥
Monitor-fink Disabled NA
Oam-remote-failure Disabled Disabled

Figure 1 Port detect page
Port detect can detect the link error status of the port.

7.1 Parameter Configuration

7.1.1 Basic Information
If you click “Configuration -> Port Detect”, the parameter configuration list appears, as shown in figure 2.

Params Configuration

Link-flap

* Counts 10 * Seconds 10
Fbd-loop

* Count 10 Exclude-vian

Recovery time

* Seconds 300

Figure 2 Parameter configuration list

» Parameter usage

S -

Link-flap Display Link flapping detection
Counts Display the number of link flapping detection

Seconds Display the link flapping detection period in seconds
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Fdp-loop
Count
Exclude-vlan
Recovery time

Seconds

7.1.2 Modify Parameter Configuration

=

AGEGS S
uph wWwN =

)
)
)
)
5)
6)

Display FDB for check function
The number of FDB drifts detected during the period
Set the list of VLAN that FDB does not detect
Interval to recover from error state

Display the number of intervals to recover from an error state

If you want to modify parameter configuration, you can follow the following steps:

Enter the number of times to modify link flapping detection in the “counts” text box.
Enter the link flapping detection period in the “Seconds” text box.

Enter the number of FDB drifts to be detected during the period in the “Count” text box.
Set the list of VLAN not detected by FDB in the “Exclude-vlan” text box.

Set the number of time intervals to recover from the error state in the “Seconds” text box.
Click the “Apply” button to modify parameter configuration.

NOTE: The items with the asterisk symbol “*" are ones where you must enter values.

The operation is shown in figure 3, modify parameter configuration success table entry is shown in figure 4.

Params Configuration

| 1 * Seconds > | 60 |

b ecuevan g [2 |

Link-flap
+ Counts | 50
Fbd-loop

* Count | 20
Recovery time

* Seconds | 500

| s

Detect Configuration
Reason
Bpduguard
Fdb-loop
Bpduloop
Link-flap
Link-monitor-failure
Udld
Loopback-detection
Monitor-link
Oam-remote-failure
Reload-delay

Port-security

Detect

Enabled

Disabled

Enabled

Enabled

Enabled

Disabled

Enabled

Enabled

Enabled

Enabled

Enabled

Recovery

Disabled ¥
¥ Disabled ¥
Disabled ¥
v Disabled ¥
Disabled ¥
w Disabled ¥
Disabled ¥
N/A
Disabled ¥
N/A

Disabled ¥

Figure 3 Parameter configuration operation
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Params Configuration

Link-flap
* Counts 50
Fbd-loop
* Count 20

Recovery time

* Seconds 500

7.2 Detect Configuration

* Seconds 60

Exclude-vian 2

Figure 4 New parameter configuration

If you click “Configuration -> Port Detect”, the detect configuration list appears, as shown in figure 5.

Detect Configuration

o) Ethernet Status Reason

@ Link Aggregation Bpduguard

2 Storm Control Fdb-loop

[ Flow Control Bpduloop

£ Port Isolate Link-flap

) Port Detect link:moiitor fitiors
L VIAN

udid

B VIAN Classifier
Loopback-detection

E Mac

Monitor-link

% Spanning Tree
Oam-remote-failure

Detect

Enabled

Disabled

Enabled

Enabled

Enabled

Disabled

Enabled

Enabled

Enabled

Recovery

Disabled ¥

Disabled

Disabled

Disabled

Disabled

- Disabled

Disabled

MfA

Disabled ~

Figure 5 Detect configuration list

You can enable or disable error recovery for specific reasons in this list.

» Parameter usage

S -

Bpduguard

Fdb-loop
bpduloop
link-flap
link-monitor-failure
udid
loopback-detection
monitor-link
oam-remote-failure
Reload-delay

Port-security

Display Enable recovery from BPDU guard error state
Display Enable FDB loop recovery function
Display enable BPDU loopback error status recovery function
Display the function of link flapping error recovery
Display enable link monitoring error recovery
Display enable UDLD error recovery function
Display enable loopback detection error status recovery function
Display enable link monitoring recovery function
Display enable recovery from OAM error
Display enable reload delay function

Display enable port binding error recovery
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7.2.1 Modify Error Recovery Function

If you want to modify enable or disable error recovery function, such as enable fdb-loop and link-flap error recovery function, you can
follow the following steps:

(1) Select the enable of the drop-down box of the recovery bar corresponding to fdb-loop.

(2)  Select the enable of the drop-down box of the recovery bar corresponding to link-flap.

(3)  Click the “Apply” button to modify error recovery function.

The operation is shown in figure 6, modify error recovery function success table entry is shown in figure 7.

Detect Configuration

Reason Detect Recovery
Bpduguard Enabled Disabled ¥
Fdb-loop Disabled ¥ 1
Bpduloop Enabled Disabled ~ ~
Link-flap Enabled ¥ 2
Link-monitor-failure Enabled Disabled ¥

udld Disabled ¥ Disabled ¥
Loopback-detection Enabled Disabled ~ ~
Menitor-link Enabled N/A
Oam-remote-failure Enabled Disabled ¥
Reload-delay Enabled N/A

Port-security Enabled Disabled ~ ~

Figure 6 Modify error recovery function operation

Detect Configuration

Reason Detect Recovery
Bpduguard Enabled Disabled  ~
|rabtoop Disabled _~ Enabled__~ |
Bpduloop Enabled Disabled  ~
[uinkfep Enabled ¥ Enabled  ~ |
Link-monitor-failure Enabled Disabled  ~
Udid Disabled ¥ Disabled  ~
Loopback-detection Enabled Disabled ¥

Monitor-link Enabled N/A
Oam-remote-failure Enabled Disabled  ~
Reload-delay Enabled N/A
Foftseesdly Eruitiiod Disabled ¥
Apply

Figure 7 New detect configuration list
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8. VLAN

8.1 VLAN

VLAN (Virtual Local Area Network) means logically dividing a LAN (Local Area Network) into many different subsets, and each subset will
form its own broadcast domain. In short, VLAN is a telecommunication technology dividing a physical LAN into many broadcast domains.
The hosts in VLAN can directly communicate with each other, while VLANs can not directly intercommunicate. Therefore, the broadcast
message is limited in a VLAN. The network security is improved.

If you click “Configuration ->VLAN" in the top control bar, the VLAN configuration list page appears, as shown in figure 1.

GFS [sosoarizs)

Configuration

[ Ethemet Status VLAN Summary VLAN Interface Access/Trunk Port

9 Link Aggregation

VLAN Summary

¥ Storm Control

sei
[ Flow Control
Port lsolate VLANID Status MAC Learning Action Limit Member Port Description Operation
B eth-0-1(u) eth-0-2(u) eth-0-3(u) eth-0-4(u) eth-0-5(u) eth-0-6(u) eth-0-7 (u) eth-0-8(u) eth-0- -

(2 e ! Acive Bk sl i 0(u) eth-0-10(u) eth-0-11(u) eth-0-12(u) eth-0-13(u) eth-0-T4(u) eth-0-15(u) eth-0-16(u) defaut Edit

£ VAN

85 VLAN Classifier Total 1 records. 10 v -

& MAC

%2 Spanning Tree

£ ERPS

Mirror

£ Multicast

@ Qos

@ AcL

Figure 1 VLAN configuration list

This section describes VLAN configuration function and viewing VLAN information of the switch.
8.1.1 Basic Information
If you click “VLAN > VLAN Summary” in the title bar, the VLAN summary page appears, as shown in figure 2.

VLAN Summary VLAN Interface Access/Trunk Port

VLAN Summary

VLAN ID Status MAC Learning Action Limit Member Port Description Operation
eth-0-1(u) eth-0-2(u) eth-0-3(u) eth-0-4(u) eth-0-5(u) eth-0-6{u} eth-0-7(u) eth-0-8(u) eth-0-
! e Fnable foy S 3(u) cth-0-10(u) eth-0-11(u) cth-0-12(u) eth-0-13(u) eth-0-14(u) eth-0-15(u) cth-0-16(u) defule -
Total 1 records. 10 v g

Figure 2 VLAN summary information

» Parameter usage

S -

VLANID Display the number of interface
Status Display the status of VLAN
Replace DSCP Display the replace DSCP of VLAN

MAC Learning Display the MAC learning status of VLAN
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Action Display the action mode of VLAN
Limit Display the mac-limit maximum of VLAN
Member Port Display the member port of VLAN
Description Description about the VLAN
Operate Display that interface entries can be edited

8.1.2 Add or Delete VLAN

If you click “VLAN add/delete” button, you can add add/delete VLAN , the operation is shown in figure 3. And then the add VLAN & VLAN
range settings page appears, as shown in figure 4.

VLAN Summary VLAN Interface Access/Trunk Port
VLAN Summary
VLAN Add/Delete Refresh
VLAN ID Status MAC Learning Action Limit Member Port Description Operation
1 i Enable Eorward N/A eth-0-1(u) eth-0-2(u) eth-0-3(u) eth-0-4{u) eth-0-5(u) eth-0-6{u) eth-0-7(u) eth-0-8(u) eth-0- default Edit

9(u) eth-0-10(u} eth-0-11(u) eth-0-12{u) eth-0-13(u) eth-0-14{u) eth-0-15(u) eth-0-16(u)

Total 1 records. 0 v +

Figure 3 Add or delete VLAN operation

Add/Delete VLAN & VLAN Range Settings

Configure Mode | Single v
VLAN ID
Description

Add Delete Back

Figure 4 Add/Delete VLAN & VLAN range settings

« Parameter usage

T i

Configure Mode Display specify VLAN add mode
VLANID Display the number of interface (rang 2-4994)
Description Description about the VLAN
Operate Display that interface entries can be edited

If you want to add/delete VLAN, you can follow the following steps:
(1) Select the configure mode.

(2) EnterVLANID.

(3) Enter Description.
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(4)  Click the “Add"/"Delete” button to apply all the changes made.
The operation is shown in figure 5, VLAN configuration success table entry is shown in figure 6.

Add/Delete VLAN & VLAN Range Settings

Configure Mode | Single v 1
VLAN ID 10 2
Description vlan10 3

4 Add Delete Back

Figure 5 Add VLAN & VLAN range settings configuration

VLAN Summary VLAN Interface Access/Trunk Port
VLAN Summary
VLAN Add/Delete Refresh
VLAN ID Status MAC Learning ~ Action Limit Member Port Description Operation

eth-0-1(u) eth-0-2(u) eth-0-3(u) eth-0-4(u) eth-0-5(u) eth-0-6(u)

eth-0-7(u) eth-0-8(u) eth-0-9(u) eth-0-10(u) eth-0-11(u) eth-0-12(u)
! Active Fnable Forward A &th-0-12(u) eth-0-14(u) eth-0-15{u) eth-0-16(u) eth-0-17(u) eth-0- default Fdit

18(u) eth-0-19(u) eth-0-20(u)

10 Active Enable Forward N/A N/A vlan10 Edit

Figure 6 New VLAN information

8.1.3 Modify VLAN

If you want to modify a VLAN, please click “Edit” button, the operation shown in figure 7, VLAN detailed configuration page appears, as
shown in figure 8.

VLAN Summary VLAN Interface Access/Trunk Port
VLAN Summary
VLAN Add/Delete Refresh
VLAN ID Status MAC Learning Action Limic Member port Description Operation
: . eth-0-1(u) eth-0-2(u) eth-0-3(u) eth-0-4(u) eth-0-5(u) eth-0-6(u) eth-0-7(u) eth-0-8(u) sth-0- :
1 le V, 3 it
Bt Fiigble Fo A 9(u) eth-0-10(u) eth-0-11{u) eth-0-12(u) eth-0-13(u) eth-0-14(u) eth-0-15(u) eth-0-16(u) defat Edle
10 Active Enable Forward N/A N/A Vian10 Edit
Total 2 records. 10 v e

Figure 7 Modify VLAN operation
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VLAN Detailed Configuration

VLAN ID 10

Member Port

VLAN State @ Enable (O Disable

Replace DSCP Disable

Mac Learning @ Enable () Disable

Mac Limit Action () Discard @) Forward () Warn
Mac Limit Max Number 0

Description vlan10

Apply Back

Figure 8 VLAN detailed configuration

« Parameter usage

I I S

VLANID Display the number of interface
Member Port Display the member port of VLAN
VLAN Status Display the status of VLAN
Replace DSCP Display the replace DSCP of VLAN

MAC Learning Display the MAC learning status of VLAN
Mac Limit Action Display the action mode of VLAN
Mac Limit Max Number Display the mac-limit maximum of VLAN
Description Description about the VLAN

=

you want to modify a VLAN detail, you can follow the following steps:
Choose VLAN state.
Choose MAC Learning.
Choose Mac Limit Action.
Modify the mac-limit maximum of VLAN.
Modify the description about the VLAN.
Click the “Apply” button to apply all the changes made.
e operation is shown in figure 9.

AAAAA,\
O hAh WN =
o=

—
>
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VLAN Detailed Configuration

VLAN ID 10
Member Port

| viaN state Ofnable  @Disable] 1
Replace DSCP Disable

|Mac Learning OFnable @ Disable| 2

|Mac Limit Action @Discard  QForward  Qwam | 3
Mac Limit Max Number 6000 4
Description vianfg| | | 5

6 Apply Back

Figure 9 Modify VLAN detailed configuration

8.2 VLAN Interface

VLAN interface: a logical interface with three layers of characteristics, through the configuration of VLANIF interface IP address, VLAN
visits.VLAN interfaces can be created and deleted.
Through the VLAN interface configuration function, you can add/modified/delete the VLAN interface on switch.

8.2.1 VLAN Interface Information

If you click “VLAN -> VLAN Interface” in the title bar, the VLAN Interface page appears, as shown in figure 10.

Configuration

7 Ethemet Status VLAN Summary VLAN Interface Access/Trurk Port

% Link Aggregation
VLAN IF Interface
5 Storm Control

Add Refresh
i Flow Control
i Partisolate [ VLAN Interfacs Name 1Pvd Address Operation
Vianif1 10.1010.0/24 Edit

T Port Detect

& VAN

55 VLAN Classifier

=l MAC

3 Spanning Tree
ERPS

2 Mirror

A Multicast

" Qos

7 ACL

Figure 10 VLAN interface

» Parameter usage

S -

VLAN interface Name Display Layer 3 VLAN interface name

IPv4 Address Set the IP address of an interface
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Operate Display that interface entries can be edited

8.2.2 Add VLANIF

If you click “New” button, you can add a VLAN IF, the operation is shown in figure 11. and then the VLAN Interface Management page
appears, as shown in figure 12.

VLAN Summary VLAN Interface Access/Trunk Part

VLAN IF Interface

Add Refresh

[J VLAN Interface Name 1Pv4 Address Operation

Vlanifi 10.10.10.1/24 Edit

Figure 11 Add VLAN IF operation

VLAN Interface Management

VLAN Interface ID

IPv4 Address

MASK ‘ 0.0.0.0(0) v

Apply Back

Figure 12 VLAN interface management

» Parameter usage

S -

VLAN interface ID Display Layer 3 VLAN interface name
IPv4 Address Set the IP address of an interface
Mask IP subnet mask

If you want to add the VLAN IF, you can follow the following steps:

(1) EnteraVLAN id in the “VLAN interface ID” textbox, but you should first create a VLAN which you want to use.
(2)  EnterIP address in the “IPv4 Address” textbox.

(3)  Select the destination address mask in the “mask ” dropdown box.

(4)  Click the “Apply” button to apply all the changes made.

The operation is shown in figure 13, route configuration success table entry is shown in figure 14.

VLAN Interface Management

VLAN Interface ID 10 1
2

IPv4 Address 192 . 168 = 8 . 110

MASK 255.255.255.0(24) = 3

4 Apply

Back
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Figure 13 Add VLAN IF configuration

VLAN Summary VLAN Interface Access/Trunk Port

VLAN IF Interface

Add Refresh
[0 VLAN Interface Name 1Pv4 Address Operation
Vlanift 10.10.10.1/24 Edit
O Vlanif1o 192.168.1.110/24 Edit

Figure 14 New VLAN IF information

8.2.3 Delete VLANIF

If you want to delete the specified VLAN IF, you can follow the following steps:

(1) select this specified VLAN IF which you want to delete.

(2) click “Delete” button.

(3) confirm the selected delete VLAN IF and page appears as shown in figure 15, if you click “Confirm” button, you can delete this VLAN IF.

VLAN Summary VLAN Interface Access/Trunk Port

VLAN IF Interface

€D o e

(O VLAN Interface Name 1Pv4 Address Operation
Vlanift 10.10:10:1/24 Edit
Vlanif10 192.168.1.110/24 Edit
tips X

@ e you sure to delete selected VLAN Interface?

Figure 15 Delete VLAN IF

8.3 Acess/Trunk Port

8.3.1 Acess /Trunk Port Basic Information

If you click “VLAN > Access/Trunk Port” in the title bar, the access/trunk port page appears, as shown in figure 16.

e ANSumay VANt 2

@ Link Aggregation
Access/Trunk Port

1 Storm Control
Refresh

[ Flow Control

3 Port lsolate [ Interface Name Mode Ingress Filtering PVID Add VLAN Operation
£ Port Detect O eth-0-1 access enable 1 1 Edit

b VLAN |4 [ eth-0-2 access enable 1 1 Edit

Figure 16 Access/Trunk port information

» Parameter usage

S -

Interface Name Display the name of interface
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Indicate VLAN membership mode for an interface
Access: set the port as an Access VLAN interface. The port transmits tagged or untagged
frames on a single VLAN only
Trunk: specify an interface as VLAN Trunk interface. A trunk is a direct link between two
switches, so the interface transmits tagged frames marked the source VLAN. Note that
frames belonging to the interface's default VLAN are also transmitted as untagged frames

Mode

Determine how to process the tagged frame, which is not included in this VLAN. (Default:
Enable)
Ingress filtering only affects tagged frames. If ingress filtering is disabled and the interface
Ingress Filtering receives a tagged frame which is not included in this VLAN, these frames will be flooded to
all other ports within this VLAN
If ingress filtering is enabled and the interface receives a tagged frame, which is not
included in this VLAN, then the frame will be dropped

PVID Display the native VLAN ID of interface

If the displayed link type is Trunk, VLAN ID or list is allowed to pass through the interface
If the displayed link type is Access, the VLAN ID that the interface belongs to, and the
tagged or untagged frames received on the interface will be tagged with the VLAN ID
(default: 1)

AddVLAN

Operate Display that interface entries can be edited

8.3.2 Access/Trunk Port Modification

If you want to modify the configuration to specify access/trunk port, please click “Edit” button in the operation bar, or you can follow the
following steps:

(1) Select this interface which you want to edit.

(2)  Click “Edit” button.

the operation is shown in figure 17. and then the access/trunk port modification page appears, as shown in figure 18.

VLAN Summary VLAN Interface Access/Trunk Port

Access/Trunk Port

. Sefh

[ Interface Name Mode Ingress Filtering PVID Add VLAN Operation
1 ethrCM trunk enable 1 1 Edit

0 eth-02 access enable 1 1 Edit

0 eth-0-3 access enable 1 1 Edit

0 eth-0-4 access enable 1 1 Edit

0 eth-0-5 access enable 1 1 Edit

0 eth-0-6 access enable 1 1 Edit

0 eth-07 access enable 1 1 Edit

O eth-08 access enable 1 1 Edit

Figure 17 Access/Trunk port edit operation
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Access/Trunk Port Modification

* Interface Name eth-0-1

# Interface Mode access

* PVID 1

+ Permit VLAN 1

» Parameter usage

Figure 18 Access/Trunk port modification

S -

Interface Name

Interface Mode

Ingress Filtering

PVID

Permit VLAN

Operate

Display the name of interface

Indicate VLAN membership mode for an interface
Access: set the port as an Access VLAN interface. The port transmits tagged or untagged
frames on a single VLAN only
Trunk: specify an interface as VLAN Trunk interface. A trunk is a direct link between two
switches, so the interface transmits tagged frames marked the source VLAN. Note that
frames belonging to the interface's default VLAN are also transmitted as untagged frames

Determine how to process the tagged frame, which is not included in this VLAN. (Default:
Enable)

Ingress filtering only affects tagged frames. If ingress filtering is disabled and the interface
receives a tagged frame which is not included in this VLAN, these frames will be flooded to
all other ports within this VLAN
If ingress filtering is enabled and the interface receives a tagged frame, which is not
included in this VLAN, then the frame will be dropped

Display the native VLAN ID of interface

If the displayed link type is Trunk, VLAN ID or list is allowed to pass through the interface
If the displayed link type is Access, the VLAN ID that the interface belongs to, and the
tagged or untagged frames received on the interface will be tagged with the VLAN ID
(default: 1)

Display that interface entries can be edited

If you want to modify an access/trunk port, you can follow the following steps:

(1) Modify PVID in the “PVID”" textbox.

(2)  Modify Permit VLAN in the “Permit VLAN" textbox.
(3)  Click the “Apply” button to modify the specify static route.

The operation is shown in figure 19.

NOTE: When the port mode is trunk, you can select the progress filtering able or disable.
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= Access/Trunk Port Modification
7 Ethernet Status

Interface Name )1

% Link Aggregation

3 Storm Control

Flow Cantrol Interface Mode

& Port Isolate

1 |pvD 1
Y Port Detect
& VAN 2 |- permit VIAN
VLAN Classifier 1

2 MAC
%2 Spanning Tree
ERPS

@ Mirror

Multicast
4 Qos

7 ACL

Figure 19 Modify an access/trunk port configuration
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9. VLAN Classifier

If you click “Configuration -> VLAN Classifier” in the top control bar, the VLAN classifier configuration page appears, as shown in figure 1.

e FS [sseso-amizs

VLAN Ciassifier Rules
7] Ethemet Status

W Link Aggregation m Refresh
5 Storm Cantrol O Ruleid Rule Type Rule Content viD
7 Flow Control

| Portsolate

) Part Detect
£ VIAN
88 VLAN Classifier

2 MAC

8 Spanning Tree

ERPS
& Mirror

- VLAN Classifier Groups
£ Multicast

& aos «<» S

7 ACL [ Group D Rule 1

Figure 1 VLAN classifier list

This section mainly describes how to configure and view VLAN classifier.
9.1 VLAN Classifier Rules

If you click “Configuration -> VLAN Classifier”, the VLAN classifier rules list appears, as shown in figure 2.

VLAN Classifier Rules

Add Refresh

O Rule ID Rule Type Rule Content VID

Figure 2 VLAN classifier rules List

« Parameter usage

I I S

RuleID Display the ID of Rule
Rule Type Display the Type of Rule, including IP, MAC and protocol
Rule Content Display the IP address of the current rule
VID Display the VLAN ID of interface.

9.1.1 Add VLAN Classifier Rules

If you click “Add” in the VLAN classifier rules list, you can add a VLAN classifier rule, the operation is shown in figure 3, then VLAN classifier
rule settings page appears, as shown in figure 4.
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VLAN Classifier Rules.

1 Add Refresh

) Rule ID

Vlan Classifier Rule Settings

Rule ID

Rule Type IP

IP Address

Vlan ID

Apply

» Parameter usage

Rule Type Rule Content

Figure 3 Add VLAN classifier rules operation

Back

Figure 4 VLAN classifier rule settings list

vID

S -

Rule D
Rule Type
IP Address

VLANID
IP
MAC

protocol

Display the ID of Rule
Display the Type of Rule, including IP, MAC and protocol
IP address for which classification rules need to be set

Display the VLAN ID of interface

IP-based VLAN are classified based on the source IP address of incoming packets

MAC-based VLAN are classified based on the source MAC address of incoming packets

Protocol-based VLAN are classified based on Layer 3 protocol type incoming packets

If you want to add a VLAN classifier rule, you can follow the following steps:

) EnteraruleID in the range of 0-4095.

(1
(2
(3
(4
(5

) Select IP/ MAC/ protocol from the “Rule Type” drop-down box.
) Enter avalid IP address in the “IP Address” text box.

) Enter the VLAN ID in the range of 1- 4094.

) Click the “Apply” button to add a VLAN classifier rule.

The operation is shown in figure 5, add a VLAN classifier rule configuration success table entry is shown in figure 6.
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Vlan Classifier Rule Settings

Rule ID 3 1
2

Rule Type 1P hd

IP Address 192 . 168 = R} 3

Vlan ID 3 4

5 -

Figure 5 Add VLAN classifier rule configuration

VLAN Classifier Rules

O Rule D Rule Type Rule Content vID

| o 3 ip 192.168.1.3 3

Figure 6 New VLAN classifier rule information

9.1.2 Delete VLAN Classifier Rules

If you want to delete the specified VLAN classifier rule, you can follow the following steps:
(1) Choose the check box in the left-hand column of the specified VLAN classifier rule.
(2)  Click “Delete” button.

(3) Itwill appear tips page to note you to confirm the operation, if you click “Confirm” button, it will delete this VLAN classifier rule;

If you click “cancel” button, you will cancel delete this VLAN classifier rule operation, as shown in figure 7.

VLAN Classifier Rules
4 Ethemet Status

% Link Aggregation

¥ Storm Control Rule Type Rule Content VID

Flow Control P 192,168.1.3

3 Port Isolate
tips
Port Detect VLAN Classifier Groups
L wan &
0 2 et
88 VLAN Classifier
[] Group 1D
I MAC
Spanning Tree
ERPS

3 Mirror
Multicast
Qos

ACL
Figure 7 Delete VLAN classifier rule operation

Delete a VLAN classifier rule configuration success table entry is shown in figure 8.
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VLAN Classifier Rules

ule ID Rule Type Rule Content

Figure 8 Delete VLAN classifier rule information

9.2 VLAN Classifier Groups

If you click “Configuration -> VLAN Classifier”, the VLAN classifier groups list appears, as shown in figure 9.

VLAN Classifier Groups

Figure 9 VLAN classifier groups list

9.2.1 Add VLAN Classifier Groups

If you click “Add” in the VLAN classifier groups list, you can add a VLAN classifier group, the operation is shown in figure 10, then the VLAN
classifier groups settings page appears, as shown in figure 11.

VLAN Classifier Groups

Ele,

Figure 10 Add VLAN classifier group operation
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Vlan Classifier Group Settings

Group ID

Rule ID

Apply Back

Figure 11 VLAN classifier group settings list

» Parameter usage

S -

Group ID Set the ID of Group

Rule ID Set the ID of Group

If you want to add a VLAN classifier group, you can follow the following steps:

(1)  Enteragroup ID in the range of 0-31.

(2)  Enterarule ID in the range of 0- 4095, the rule ID must exist in the VLAN classifier rules list.
(3) Click the “Apply” button to add a VLAN classifier group.

NOTE: Different types of VLAN classifier rules can be added to the same VLAN classification group.

The operation is shown in figure 12, add a VLAN classifier group configuration success table entry is shown in figure 13.

Vlan Classifier Group Settings

Group ID 1 1

Rule ID ‘ 3 =

3 Apply Back

Figure 12 Add VLAN classifier group operation

VLAN Classifier Groups

B Group ID Rule ID

e1 1

@1 2

81

Figure 13 New VLAN classifier group information

9.2.2 Delete VLAN Classifier Groups

If you want to delete a specified VLAN classifier group, you can follow the following steps:

(1) Choose the check box in the left-hand column of the specified VLAN classifier group.

(2)  Click “Delete” button.

(3) It will appear tips page to note you to confirm the operation, if you click “Confirm” button, it will delete this VLAN classifier group;
If you click “cancel” button, you will cancel delete this VLAN classifier group operation, as shown in figure 14.
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tips

VLAN Classifier Groups

2

Group ID R

1 1

=)

Are you sure to delete selected Classifier Group?

' ;

Figure 14 Delete VLAN classifier group operation

Delete a VLAN classifier group configuration success table entry is shown in figure 15.

VLAN Classifier Groups

Group ID Rule ID
1 1

1 2

Figure 15 Delete VLAN classifier group

9.3 VLAN Classifier Usage

If you click “Configuration -> VLAN Classifier”, the VLAN classifier usage list appears, as shown in figure below.

VLAN Classifier Usage

m Refresh

Interface Group ID Based Type

1 1 2

1 1 2

Figure 16 VLAN classifier usage list

9.3.1 Add VLAN Classifier Usage

If you click “Add” in the VLAN classifier usage list, you can add a VLAN classifier usage, the operation is shown in figure 17, then VLAN
classifier usage settings page appears, as shown in figure 18.

VLAN Classifier Usage

et

Interface Group ID Based Type

1 1 2

1 1 2

Figure 17 Add VLAN classifier usage operation

Vlan Classifier Usage Settings

Interface eth-0-1 v
Group ID 1 w
Based Type ip v

Apply Back

Figure 18 VLAN classifier usage settings list

« Parameter usage
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I T

Interface Select an interface to apply VLAN classification
Group ID Select a Group ID exist in the VLAN Classifier Groups list
Base Type Choose what type of interface to base on, including IP mac and protocols

If you want to add a VLAN classifier usage, you can follow the following steps:

(1) Select port from the “Interface” drop-down box.

(2)  Selecta group ID from the drop-down box, the group ID has been created in the VLAN classifier groups list.

(3)  SelectIP /MAC/protocol from the “Based Type” drop-down box.

(4)  Click the “Apply” button to add a VLAN classifier usage.

The operation is shown in figure 19, add a VLAN classifier usage configuration success table entry is shown in figure 20.

Vlan Classifier Usage Settings

Interface eth-0-5 v ‘ 1
Group ID 1 v 2
Based Type ip v 3

4 Apply Back

Figure 19 Add VLAN classifier usage operation

VLAN Classifier Usage

O Interface Group ID Based Type
[: 1 1 2

81 1 2

O eth-05 1 [

Figure 20 New VLAN classifier usage information

9.3.2 Delete VLAN Classifier Usage

If you want to delete a specified VLAN classifier usage, you can follow the following steps:
(1) Choose the check box in the left-hand column of the specified VLAN classifier usage.
(2)  Click “Delete” button.

(3) Itwill appear tips page to note you to confirm the operation, if you click “Confirm” button, it will delete this VLAN classifier usage;
If you click “cancel” button, you will cancel delete this VLAN classifier usage operation, as shown in figure 21.

tips X
Add Refresh
© GroupID R
. 1 1 @ Areyou sure to delete selected Classifier Interface?
91 2

L

VLAN Classifier Usage

Add Refresh

2

@ Interface Group ID Based Type
81 1 2
) 1 1 2
! 1 .

Figure 21 Delete VLAN classifier usage operation

Delete a VLAN classifier usage configuration success table entry is shown in figure 22.
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VLAN Classifier Groups

@ Group ID Rule ID
21 1

@1 2

Figure 22 Delete VLAN classifier group
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10. MAC

If you click “Configuration->MAC” in the top control bar, the MAC configuration list page appears, as shown in figure 1.

GFS [osoams)

Configuration

[ Ethernet Status MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Blackhole MAC Table Port Security Static Security MAC

i Link Aggregation
Mac Address Table Information
& Storm Control

MACType | Al v MAC Address s VLAN
[@ Fiow Control
) Port Isolate Interface Type | All v Interface Name | All v Query
{3 Port Detect
MAC Address VIAN Interface Entry Type

& VIAN

88 VLAN Classifier
& MAC

%2 Spanning Tree
2 ERPS

(B} Mirror

&% Multicast

& qos

[@ AcL

Figure 1 MAC configuration list

Ethernet switch uses information of MAC address list to address and forward the message quickly in link data layer, this article describes
the configuring methods of MAC address.

10.1 MAC Address Table

MAC address table allows checking MAC address forwarding table of switch, if switch learns a MAC address and its relevant interface
number, it will create an entry in forwarding table, these entries are used in forwarding packets. if the destination address of inbound
trafficis in the database, the packets will be directly forwarded to related interface, or they will be forwarded to all interfaces.

If you click “Configuration > MAC > MAC Address Table” page to open the page as shown in following figure 2, which displays the address
listinformation of switch.

GFS [osoams)

Configuration

[ Ethernet Status MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Blackhole MAC Table Port Security Static Security MAC

i Link Aggregation
Mac Address Table Information
& Storm Control

MACType | Al v MAC Address s VLAN
[@ Fiow Control
) Port Isolate Interface Type | All v Interface Name | All v Query
{3 Port Detect
MAC Address VIAN Interface Entry Type

& VIAN

88 VLAN Classifier
& MAC

%2 Spanning Tree
2 ERPS

(B} Mirror

&% Multicast

& qos

[@ AcL

Figure 2 MAC address table page

« Parameter usage
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I T

MAC Address The MAC addresses in the address table
VLAN VLAN ID that corresponds to the above MAC address
Interface Interface that corresponds to the above MAC address
Entry Type The methods that switch discovers MAC address, which includes Dynamic, Security or Static

=

you want to view MAC address information for a MAC address table, you can follow the following steps:
) Select MAC address type in the “MAC type” drop-down box.

Enter the MAC address to be queried in the “MAC address” text box.

Enter the VLAN number to be queried in the “VLAN" text box.

Select interface type in the “Interface type” drop-down box.

Select interface name in the “Interface name” drop-down box.

Click "Query” button, display the MAC address table information.

o~~~ o~~~
OOV WN =
2222

MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Blackhole MAC Table Port Security Static Security MAC
Mac address table information 1 2
MAC Type All v Mac addr VLAN
|n r v | Name a1 v 6
MAC address 4 VIAN 5 Interface Entry Type

0000.0000.0001 1 eth-0-1 static

Total: 1 records. 0 v -

Figure 3 MAC address table information

10.2 MACAging Time

Use MAC aging time to set the remaining time of the learned MAC address in MAC address forwarding table, if exceeds this time, the
switch will discard the MAC address forwarding records.
If you click “Configuration > MAC > MAC Global Configuration” page to view the configuration of MAC aging time, as shown in figure 4.

5 Erhernst Stitus. MAC Address Table MAC Global Configuration MAC Leaming tatic MAC Toble Blackhole MAC Table Port Sccurity Static Security MAC

@ Link Aggregation
MAC Glabal Configuration

B Storm Control

= Aging Time

() Port Detect

& VIAN

BB VLAN Classifier

= mac

% Spanning Trea
ERPS
Mirror
Multicast
Qos

Figure 4 MAC aging time page
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« Parameter usage

T i

Aging Time Enter MAC address aging time(Range:0, 10~1000000 seconds; default: 300 seconds)

If you want to configure MAC aging time, please enter the aging time for mac address in the “Aging time” text box, then click"Apply”
button, the operation is shown in figure 5.

MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Blackhole MAC Table Port Security Static Security MAC

MAC Global Configuration

Aging Time 500

Figure 5 MAC aging time configuration

10.3 MAC Learning

If you click “Configuration -> MAC -> MAC Learning” to check each interface MAC learning on switch, the configuration page is shown as
the figure 6.

GFS [sssosrizs]

Configuration

[ Ethemet Status MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Blackhole MAC Table Port Security Static Security MAC

& Link Aggregation
IMAC Learning
& Storm Control
Refresh
Flow Control

& Port lsolate (O Interface Name MAC Learning Opreation
e O etho1 Enable Edit
1 vian O etho2 Enable Edit
93 VLAN Classifier O etho3 Enable Edit
o mac O ethoa Enable Edit
B2 Spanning Tree eth-05 Enable Edit
panning
42 ERPS O eth-05 Enable Edit
Mirror O eth-07 Enable Edit
&% Multicast O etho8 Enable Edit
R Qos O ethoo Enable Edit
A
Lt O etho-10 Enable Edit
O etho11 Enable Edit
O etho-12 Enable Edit
O etho-13 Enable Edit
O etho-14 Enable Edit
O etho1s Enable Edit

Figure 6 MAC learning page

« Parameter usage

T e

Interface Name Display the name of interface
MAC Learning Display the current MAC learning status on interface
Operation Display that MAC learning status can be edited

If you want to modify the MAC learning, you can follow the following steps:
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(1)  Click “Configuration -> MAC -> MAC Learning” to enter the basic information page.

(2)  Choose one or more interface click “Edit” button to enter the interface attribute configuration page.
(3)  Select “Enable/Disable” in the “MAC learning” radio box.

(4)  After that, click “Apply” to apply all the changes made.

i tion

MAC Learning

Spanning Tree eth-0-5 Enabl

ERPS th-0-6 Enable dit
Mirror eth-0-7 Enable

Multicast S Erakie

Qos

ACL

Figure 7 Interface MAC learning configuration

MAC Port Study
7 Ethernet Status

% Link Aggregation

Port Isolate

Port Detect
VLAN
VLAN Classifier
& MAC
Spanning Tree
ERPS
Mirror
% Multicast

Qos

Figure 8 MAC learning configuration

10.4 Static MAC Table

After the MAC address is bound to the assigned interface, the crated static MAC table entry will not be aging in the address table, if the
address is discovered by another interface, it will be neglected and not be written into address table, the address will not be learned by
other interfaces unless the static address is deleted manually from address table.

If you click “Configuration > MAC > Static MAC Table” page to open the page as shown in following figure 9, which displays the
information of static address table of switch.
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@ Ethernet Status MAC Address Table MAC Globsl Configuration MAC Learning Static MAC Table Blackhole MAC Table Port Security

#% Link Aggregation
Static MAC Table

1 Storm Control

B MAC Address s VAN
7 Flow Contral

£ Port Isolate Interface Name | Al - Quary

£ PortDatact m

1L VAN

= O MAC Address VLAN interface
33 VLAN Classifier

2 mac

f2 Spanning Tree

% ERPS

& Mirror

S Multicast
& qos

B AL

Figure 9 Static MAC table page

» Parameter usage

S -

=

)

o~~~ o~~~
OOV WN =
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MAC Address The MAC addresses in the address table
VLAN VLAN ID that corresponds to the above MAC address
Interface Interface that corresponds to the above MAC address
Entry Type The methods that switch discovers MAC Static address

you want to add the static MAC address, you can follow the following steps:

Entry Type

Click “New” button to add a static MAC address, the configuration page is shown as the figure 10.

Enter the MAC address to be added in the “MAC address” text box.
Enter the VLAN number to be added in the “VLAN" text box.
Select interface type in the “Interface type” drop-down box.

Select interface name in the “Interface name” drop-down box.
After that, click “Apply” to apply all the changes made.

MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Blackhole MAC Table Port Security

Static MAC Table

Mac address Vian
Interface Type | Al v interface Name | Al

Deite

1 @ MACaddress VIAN Interface

Figure 10 Add static MAC address

Static Security MAC

Entry Type



$3950-4T12S SWITCH WEB MANAGEMENT GUIDE

6 Fs

Static MAC Table

# Mac address

= VLAN

Interface Type

Ethernet

Interface Name

eth-0-1

6 Apply | Back

Figure 11 Static MAC address configuration

If you want to delete the static MAC address, you can follow the following steps:

(1)  Click “Configuration -> MAC -> Static MAC Table” to enter the basic information page.
(2)  Choose the check box in the left-hand column of static MAC to be deleted, then click “Delete” button to delete static MAC entry.
3

It will appear tips page to note you to confirm the operation, if you click “Apply” button, it will delete the configuration for static
MAC address table; if you click “cancel” button, you will cancel the delete configuration operation.

)

MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Blackhole MAC Table Port Security

Static MAC Table

Mac address

Interface Type Al

[ |
2

MAC address

®  0000.0000.0001

Total: 3 records.

10.5 Blackhole MAC Table

Vian
tips p ¢

VIAN
@ e you sure to delete selected MAC address?

Apply Cancel

3

Figure 12 Delete static MAC address

If you click “Configuration > MAC > Blackhole MAC Table” page to open the page as shown in following figure 13, which displays the
information of blackhole address table on switch.
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GFS (o=

G Ethemet Status MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Blackhole MAC Table Bort Security Static Security MAC
" Link Aggregation
Blackhole MAC Table

i Storm Control

1] Flow Cantrol aid

& Port Isolate m

) Port Detact

e ) MAC Address Entry Typ:

L VIAN

33 VLAN Classifier
2 Mac

i Spanning Tree
& ERPS

31 Miror

A Multicast

@& aos

7 ACL

Figure 13 Blackhole MAC table page

« Parameter usage

MAC Address The Blackhole MAC addresses in the address table

Entry Type The methods that switch discovers MAC Static address

If you want to add a blackhole MAC adress, you can follow the following steps:

(1)  Click “New" button to add a blackhole MAC address, the configuration page is as shown in following figure 14.
(2)  Enter the blackhole MAC address information to be added in configuration page.

(3)  After that, click “Apply” to apply all the changes made.

MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Blackhole MAC Table Port Security Static Security MAC

Blackhole MAC Table

:

0 MAC Address Entry Type

Figure 14 Add blackhole MAC address
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Blackhole MAC Table

* Mac address 2

- =

Figure 15 Blackhole MAC address configuration

If you want to delete the blackhole MAC address, you can follow the following steps:

M
@)

@)

Click "Configuration -> MAC -> Blackhole MAC Table” to enter the basic information page.

Choose the check box in the left-hand column of blackhole MAC to be deleted, then click “Delete” button to delete blackhole MAC
entry.

It will appear tips page to note you to confirm the operation, if you click “Apply” button, it will delete the configuration for blackhole
MAC address table; if you click “cancel” button, you will cancel the delete configuration operation.

MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Port Security Static Security MAC
Blackhole MAC Table
Mac address Query
Delete
L 2 .
tips x
MAC address Entry Type
@ 0000.0000.0002 discard

@) Ave you sure to delete selected MAC address?

o

3

Total: 1

Figure 16 Delete blackhole MAC address

10.6 Port Security

If you click "Service Management -> MAC -> Port Security” to check each interface port security on switch, the configuration page is
shown as the figure below 17.
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Configuration

« Parameter usage

] Ethernet Status
& Link Aggregation
¥ Storm Control
Flow Control
Port Isolate
Port Detect

& VAN

83 VLAN Classifier
= MAC

2 Spanning Tree
£ ERPS

Mirror

£ Multicast

& aos

@ AL

MAC Address Table MAC Global Configuration

Port Security
Interface Name
eth-0-1
eth-02
eth-03
eth-04
eth-05
eth-06
eth-07
cth-08
eth-09
eth-0-10
eth-0-11
eth-0-12
eth-0-13
eth-0-14
eth-0-15

eth-0-16

MAC Learning Static MAC Table Blackhole MAC Table Port Security

Port Security Interface Protect Mode

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

Figure 17 Port security page

Static Security MAC

Maximum MAC addresses

Opreation

Edit

Edit

Edit

Edit

Edit

edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

edit

Edit

Edit

I T

Interface Name

Port Security

Interface Protect Mode

Maximum MAC addresses

Operation

Display the name of interface

Display the current port security status on interface
Display the current protect mode on interface
Display the maximum MAC addresses number on interface

Display that port security status can be edited

If you want to modify the port security, you can follow the following steps:

1)

~ e~ e~~~ —~
auUuhwN
2222

Click "Configuration -> MAC -> Port Security” to enter the basic information page.

Choose one interface click “Edit” button to enter the interface attribute configuration page, shown as the figure 18.
Select “Disable/Enable” in the “Port security” radio box.

Select “Protect/Restrict/Shutdown” in the “Interface protect mode” radio box.
Enter max MAC learn in the “Max MAC entries learned” text box.

After that, click “Apply” to apply all the changes made.

Static MAC Table Blackhole MAC Table 1 Static Security MAC

MAC Address Table

Port Security
Interface Name
eth-0-1
eth-0-2
eth-0-3
eth-0-4
eth-0-5
eth-0-6
eth-0-7
eth-0-8
eth-0-9

eth-0-10

MAC Global Configuration

MAC Learning

Port Security

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

Interface Protect Mode

Figure 18 Port security information

Maximum MAC addresses

Opreation

=

Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit

Edit
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Port Security

Interface Name eth-0-1
| Port Security @ Disable (O Enable 1
| Interface Protect Mode @ Protect () Restrict (O) Shutdown 2
| = Max MAC Entries Learned 1 3

4 Apply Back

Figure 19 Port security configuration

10.7 Static Security MAC

Static security MAC table lists the information of the static security MAC address among the switch interfaces.
If you click “Configuration > MAC > static security MAC"” page to open the page as shown in following figure 20, which displays the
information of static security address table of switch.

MAC Learning Static MAC Table Blackhole MAC Table

(7] Ethernet Status MAC Address Table MAC Glabal ¢

@ Link Agaregation
Static Security MAC Table
X Storm Control

(@ Flow Control

(& Portisolate intertace Name | All v
(21 Port Detect e )

4 VLAN
MAC Address VAN Interface Entry Type
E5 VLAN Classifier
& MAC
% Spanning Tree
& ERPS
() Mirror
F Multicast
& oos

@ AcL

Figure 20 Static security MAC page

» Parameter usage

S -

MAC Address The MAC addresses in the address table
VLAN VLAN ID that corresponds to the above MAC address
Interface Interface that corresponds to the above MAC address

Entry Type The methods that switch discovers MAC Static address
If you want to add the static security MAC address, you can follow the following steps:
(1)  Click “New" button to add a static MAC address, the configuration page is shown as the figure 21.
(2)  Enter the MAC address to be added in the “MAC address” text box.
(3)  Enter the VLAN number to be added in the “VLAN" text box.
(4)  Selectinterface type in the “Interface type” drop-down box.
(5)  Selectinterface name in the “Interface name” drop-down box.
(6) Afterthat, click “Apply” to apply all the changes made.
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MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Blackhole MAC Table Port Security

Static Security MAC Table

Mac address

Interface Type | All

o

1
MAC address

Static Security MAC Table

Vian

v Interface Name | All

VIAN Interface

Figure 21 Add static security MAC address

I VLAN | ?
| Interface Type Ethernet = | 4
Interface Name

eth-0-1 - ‘ 5

[ -

Static Security MAC

.

Entry Type

Figure 22 Static security MAC address configuration

If you want to delete the static security MAC address, you can follow the following steps:

(1)  Click "Configuration -> MAC -> Static Security MAC Table” to enter the basic information page.

(2)  Choose the check box in the left-hand column of static MAC to be deleted, then click “Delete” button to delete static MAC entry.

(3) It will appear tips page to note you to confirm the operation, if you click “Apply” button, it will delete the configuration for static
security MAC address table; if you click “cancel” button, you will cancel the delete configuration operation.

MAC Address Table MAC Global Configuration MAC Learning Static MAC Table Blackhole MAC Table Port Security

Static Security MAC Table

Mac address

Interface Type Al

@[

@ MAC address

@  0000.0000.0003

Total: 1 records.

Vian

tips x

VIAN
@ e yousure to delete selected MAC address?

Cancel

Figure 23 Delete static security MAC address

Static Security MAC
1

:

Entry Type

security
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11. Spanning Tree

Spanning Tree Protocol (STP) is used to decrease link failure in network and provides protection for network by preventing loop circuit. It
is easy to generate unconscious loop broadcast storm in complex network construction. It is disabled by default. To enable this function,
you must enable STP/RSTP/MSTP function on each switch connected to network. The switch supports three versions of Spanning Tree
Protocol: STP, RSTP and MSTP.

If you click "Configuration -> Spanning Tree” the top control bar, the STP configuration page appears, as shown in figure 1.

Configuration

T Ethemnet Status STB Information

# Link Aggregation
STP Information(RSTP MODE)

Port lsolate

Port Detect

L VLAN

VLAN Classifie:

MAC

il

Spanning Tree
ERPS

£ Mirror

£ Multicast

Qos

Acl Prioity Information

Figure 1 STP information

11.1 STP Information

If you click “Spanning Tree -> STP Information” the top control bar, the STP Information page appears, as shown in figure 2, Priority
information is shown in figure 3, and ports information is shown in figure 4.

2| TP Information Global Configuration STP Ports MST Region

STP Information(MSTP MODE)

32768 (0x8000)

[l Ethernet Status
&9 Link Aggregation

3 Storm Control 001e.0813.26cc

[ Flow Control 2sec

20
{5 Port Isolate =
15 sec
[4 Port Detect

0

L VIAN 32768

BE VLAN Classifier 32768 (0x8000)

= 001e.0813.26cc
= MAC

2 Spanning Tree il

£ ERPS

2 sec

20 sec

15 sec

B Mirror 500 sec

Figure 2 Global information
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« Parameter usage

T i

Root ID Priority Display the priority of the switch which is selected as root
Root ID Address Display the address of the switch which is selected as root
Root ID Hello Time Display the hello time interval of the switch which is selected as root
Root ID Max Age Display the max age of the switch which is selected as root
Root ID Forward Delay Display the root id forward delay of the switch which is selected as root
CIST Root Path Cost Display the CIST Root Path Cost
CIST Bridge Priority Display the CIST Bridge Priority
Bridge ID Priority Display the bridge ID priority of the switch
Bridge ID Address Display the bridge ID address of the switch
Bridge ID Hello Time Display the hello time interval of the switch
Bridge ID Max Age Display the max age interval of the switch
Bridge ID Forward Delay Display the forward delay of the switch
Bridge ID Aging Time Display the of aging time the switch
Edgeport bpdu-filter Display the enable status of edgeport bpdu-filter
Edgeport bpdu-guard Display the enable status of edgeport bpdu-guard

Prierity Information

Instance Path Cost Priority

1 1] 32768
Figure 3 Priority information

» Parameter usage

S -

Instance Display the Instance Id
Path Cost Display the path cost of the instance
Priority Display the priority of the instance
Ports Information
Instance Interface Part Role STP Status Path Cast Priority.Numbsr Type

Figure 4 Ports information
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« Parameter usage

T i

Instance Instance number
Interface Interface number for instance operation
Port Role Interface status
STP Status Display this interface's status on the spanning tree
Path Cost The port's internal path cost in this instance
Priority.Number The port's internal priority in this instance and port number
Type Link type

11.2 STP Global

If you click “Spanning Tree -> Global Configuration” in the title bar, the global configuration page appears, as shown in figure 5.

4 Ethemet Status STP Information

STP Ports MST Region

# Link Aggregation
Global Configuration

51 Storm Control

.51 ()nable @ Disable
[ Flow Control
£ Port isolate Advanced Configuration
=3 * BPDU Guard @Enable (O Disabl
B mor Dy uar @ Enable O Disable
AL VIAN * BPDU Filter () Enable @ Disable
28 VLAN Classifier + Working Mode RSTP -
= MAC

* Patheost Standard dotit -
%2 Spanning Tree| 1
T Max Age ]
& Mirror * Max Hops 20
& Multicast

* Hello Time 2
& qos
T ACL Forward Time

Figure 5 STP global settings

» Parameter usage

S -

STP Enable or disable STP on this switch(default: disable)
Nexthop Set specify nexthop IP address
BPDU Guard Enable or disable bpdu guard in global
BPDU Filter Enable or disable bpdu filter in global

Specify types of spanning tree adopted on this switch
Working Mode STP: select this parameter to set global spanning tree protocol on switch (STP)
RSTP: select this parameter to set global rapid spanning tree protocol on switch (RSTP)
MSTP: select this parameter to set global multiple spanning tree protocol on switch (MSTP)

Pathcost Standard Choose the standard of path cost calculation. The options are as follow: dot1t, dot1d-1998
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Max-age ensures that the old information will not be endlessly circled within the network's
redundant path, and thus stop the valid transmission of the new information. The value is
set by the root bridge to confirm that the spanning tree configuration value of the switch

accords with the other devices on the bridge LAN. If the value is
timeout, while the switch has not received the BPDU packet from root bridge, the switch
starts to send its BPDU to all the other switches to ask for becoming the root bridge. If the
switch has the minimal bridge identifier, it will become root bridge. User can set the value
from 6-40seconds, the default is 20 seconds

Max Age

Set the device hops among the devices within spanning tree regions before the BPDU
packets are discarded by the switch. The number of hop will be reduced one when each
Max Hops packet passes through the switch until the hop count to zero. At this point, the switch will
discard the BPDU packet, and interface information in packet will be time-out. Value ranges
from 6 to 40, default is 20

Interval for root bridge's broadcast “hello” message.”hello” message is used to detect

Hello Time whether the network topology is normal or not
Forward Time The setting range is 4-30 seconds (default: 15sec). Each interface on the switch needs to
wait double of forward-delay time when the blocked status changes to forwarding status
Instance Select instance number for the root types needed to configure.

Bridge priority is used in selecting the root device. The device with the highest priority (the
smaller value the higher priority) becomes the STP root device. However, if all devices have
Priority the same priority, the device with the lowest MAC address will then become the root device
(note that lower numeric values indicate higher priority) .Default value: 32768; Range:
0~61440; Step Length: 4096

If you want to configure STP global configuration, you can perform the following steps:

(1) Select the configuration items that need to be modified according to the actual needs. The configuration items that do not need to
be modified can keep the default value.

(2)  Select MSTP in the working mode drop-down box.

(3)  After selecting the configuration, you can click "Apply" to complete the configuration.

(4)  You can view the configuration in STP information on STP information page.

The operation is shown in figure 6.

Global Configuration

= STP @ Enable (O Disable

Advanced Configuration

* BPDU Guard (© Enable @ Disable

* BPDU Filter: (O Enable @ Disable

* Working Mode MSTP if 1
* Pathcost Standard dotlt v

= Max Age 20

* Max Hops: 20

* Hello Time: 2
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= Forward Time: 15
Instance

* Instance o

* Priority: 32768

Figure 6 Add STP global configuration

11.3 STP Interface

You can configure properties for a specific interface, including port priority, path cost, protection type, and edge port. For ports of the
same media type, different priorities or path overhead can be used to indicate the preferred path. Different link types indicate
point-to-point connection or shared media connection, while different edge ports indicate that connected devices can support fast
forwarding.

If you click “Spanning Tree -> STP Ports” in the title bar, the STP interface page appears, as shown in figure 7.

[ Ethernet Status STP Information Global Configuration 2 MST Region

& Link Aggregation
Ports Status
3 Storm Control

Interface Name Edgeport Bpdu Guard Bpdu Filter Root Guard Loop Guard sTP Operation
9
[@) Flow Control
eth-0-1 disable disable disable disable disable enable Edit
[ Port Isolate
= eth-0-2 disable disable disable disable disable enable Edit
] Port Detect
eth-0-3 disable disable disable disable disable enable Edit
& VIAN
= " eth-0-4 disable disable disable disable disable enable Edit
82 VLAN Classifier
O MAC eth-0-5 disable disable disable disable disable enable Edit
= Spanning Tree 1 eth-0-6 disable disable disable disable disable enable Edit
s ERPS eth-0-7 disable disable disable disable disable enable Edit
& Mirror eth-0-8 disable disable disable disable disable enable Edit
£ Multicast eth-0-9 disable disable disable disable disable enable Edit
% QOS eth-0-10 disable disable disable disable disable enable Edit
[ AcL eth-0-11 disable disable disable disable disable enable Edit
Figure 7 STP interface

« Parameter usage

I I S

Interface Name Interface name
Edgeport Display this port is enabled edgeport or not
Bpdu Guard Display this port is enabled bpdu guard or not
Bpdu Filter Display this port is enabled bpdu filter or not
Root Guard Display this port is enabled root guard or not
Loop Guard Display this port is enabled loop guard or not
STP Display this port is enabled STP or not

If you want to edit the parameters of STP interface "eth-0-1", you can perform the following steps:
Click "Edit" corresponding to "eth-0-1" in the interface list, as shown in figure 8, and the configuration page is shown in figure 9.
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MST Region

Bpdu F

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

ilter Root Guard

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

Loop Guard

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

disable

Figure 8 STP Settings based on interface operation

STP Information Global Configuration STP Ports
Ports Status
Interface Name Edgeport Bpdu Guard
eth-0-1 disable disable
eth-0-2 disable disable
eth-0-3 disable disable
eth-0-4 disable disable
eth-0-5 disable disable
eth-0-6 disable disable
eth-0-7 disable disable
eth-0-8 disable disable
eth-0-9 disable disable
eth-0-10 disable disable
eth-0-11 disable disable
Edit Spanning Tree Ports
Interface eth-0-1
= STP ® Enable @ Disable
* Edge port: @® Enable @ Disable
* Bpdu Guard ® Ensble @ Disable
* Bpdu Filter @ Enable @ Disable
* Root Guard @® Enable  © Disable
* Loop Guard Enable @ Disable
* Instance: o
= Priority 128
= Path Cost 4

« Parameter usage

Detail Information

Figure 9 STP settings based on interface

Back

STP

enable

enable

enable

enable

enable

enable

enable

enable

enable

enable

enable

Operation

Edit

Edit

Edit

Edit

Edit.

Edit

Edit

e T e

Interface
STP
Edgeport
Bpdu Guard
Bpdu Filter
Root Guard
Loop Guard
Instance
Priority

Path Cost

Current configuration interface
Enable or disable STP on port
Set a port as an edgeport and to enable rapid transitions
Enable or disable the BPDU Guard feature on a port
Enable or disable the BPDU Guard Filter on a port

Enable or disable the Root Guard on a port
Enable or disable the Loop Guard on a port

Instance id you want to add this port to.

The port internal priority in this instance

The port internal path cost in this instance

If you want to configure the STP interface, you can perform the following steps:
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(1) Select the configuration items that need to be modified according to the actual needs. The configuration items that do not need to
be modified can keep the default value.

(2)  Use the radio buttons to select “STP”, “Edge port” & “Bpdu Guard” as enabled.

(3)  Click "Submit” button to apply all the changes made.

The operation is shown in figure 10.

= STP @ Enable | © Disable
= Edge port: 1 @ Enable | @ Disable
* Bpdu Guard @® Enable | @ Disable
* Bpdu Filter () Enable @ Disable
* Root Guard () Enable @ Disable
* Loop Guard Enable * Disable
* Instance: o

= Priority 128

* Path Cost 2000

2 Detail Information Back

Figure 10 Parameters of editing STP interface

If you want to view the STP interface "eth-0-1" information, you can perform the following steps:
(1) You can click the "Detailed Information" button directly on the page of editing STP interface "eth-0-1",the specified interface detail
STP configuration information is shown as the figure below.

Detailed Information

Interface Role State Path Cost Priority.Part Number Type

No data~

Interface Information

port link down
port link down
port link down
128

4

disable
disable
disable
disable

disable

enable

0000000000000000

Figure 11 Display STP Interface Details

« Parameter usage

T i

Interface Instance number

Role Interface status

Display this interface's status on the spanning tree:
Discarding: port receives STP configuration messages, but does not forward packets
Learning: port does not forward packets, and starts to learn MAC address
Forwarding: port forwards packets, and continues learning addresses

State
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I T

This interface’s internal path cost

Path Cost
Priority.Number This interface’s internal priority and port number
Type Link type, point-to-point or shared

« Parameter usage

Port status in instance

Port Status
Port Role Port role in instance
Port Link Type Port Link Type in instance
Port Priority Port internal priority in instance
Port Path Cost Port internal path cost in instance
Edgeport Port in instance is enabled edgeport or not
Bpdu Guard Port in instance is enabled bpdu guard or not
Bpdu Filter Port in instance is enabled bpdu filter or not
Root Guard Port in instance is enabled root guard or not
Loop Guard Port in instance is enabled loop guard or not
STP Enable Portin instance is enabled stp or not

Designated Bridge Port’s designated bridge in instance

11.4 MST Region

If you click “Spanning Tree -> MST Region” in the title bar, The MST region page appears, as shown in figure 12.

STP Information Global Configuration STP Ports MST Region

Region

= Region Name

Apply

Instance ID

@ Instance ID VLAN

o

Figure 12 STP Region Information

« Parameter usage
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I T

Region Name Specify MST domain name joined by the switch
Instance ID Display the MST instance ID currently configured on switch.
VLAN Display VLAN ID mapped to specified MST instance

If you want to add MSTP instance:, you can perform the following steps:
If you click “Add” , you can add MSTP instance, as shown in figure 13, and then the MSTP instance configuration page appears, as shown in
figure 14.

Region
= Region Name 122
Apply
Instance ID
Add
@ Instance ID VLAN
0 1-2, 10, 100, 200, 300, 400

Figure 13 Add CIST operation

Add Instance

# Instance

* VLAN list

Apply Back

Figure 14 Add CIST

If you want to add CIST, you can perform the following steps:

(1) Select the instance number needed to & in Instance bar, fill in VLAN list.

(2) Click “Apply” button to apply all the changes made.

The operation is shown in figure 15, and the entry of CIST configuration success table is shown in figure 16.
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Add Instance

= Instance 1

# VLAN list 1

2 Apply Back

Figure 15 Add CIST configuration

Instance ID
[ Instance ID VLAN
0 2,10, 100, 200, 300, 400

||]1 1

Figure 16 New CIST information
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12. ERPS

If you click “Configuration->ERPS” in the top control bar, the ERPS configuration list page appears, as shown in figure 1.

Tl Ethemet Status ERPS Configuration ERPS Status

% Link Aggregation
ERPS Configuration Information

3 Storm Control
= RPS Mods defaut

1] Fiow Cantrol

& PortIsolate

3 Part Detect

ERPS Configuration Information

J VIAN

] VIAN Classifier

= Mac a o Name Pri-VLAN Sub-VLAN Mtp Instance Hello Interval Fail Incerval Operation
3 Spanning Tree
& ERPS

1 Mirror
& Multicast
Qos

@ AG

Figure 1 ERPS configuration list

In network planning and practical networking applications, ring network is mostly used to provide high reliability. ERPS technology can
improve the availability and durability of Ethernet rings and converge within 50ms of link interruption. This chapter describes the
configuration of ERPS.

12.1 ERPS Configuration

With the ERPS configuration feature, you can select the working mode of ERPS, add/remove/modify ERPS domain, and
add/remove/modify ERPS ring.

12.1.1 Configure ERPS Mode

If you click “ERPS -> ERPS Configuration” in the title bar, the ERPS mode configuration information page appears, as shown in figure 2, and
the ERPS domain configuration information page appears, as shown in figure 4.

[ Ethernet Status ERPS Configuration ERPS Status

@ Link Aggregation 2
ERPS Configuration Information
¥ Storm Control

ERPS mode default v

(] Flow Control
[ Port Isolate Apply
(41 Port Detect

ERPS Configuration Information
L VIAN
92 VLAN Classifier
o MAC @ ID Name Pri-Vlan Sub-Vian Mstp Instance Hello interval Fail interval Operate
T Shannine The o1 fs 100 200 0 40 400 Edit
Z: ERPS| 1 o2 yx 300 400 00 30 300 Edit

Figure 2 ERPS mode configuration information

« Parameter usage

S -

ERPS mode Display the working mode of ERPS, which supports RRPP protocol compatibility
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If you want to modify the working mode of ERPS, please select the working mode from the “ERPS mode” dropdown box, and then click

the “Apply” button, the operation is shown in figure 3.

ERPS Configuration Information

ERPS mode default v

detault

7
Figure 3 Select the working mode of ERPS
12.1.2 Add the ERPS Domain
ERPS Configuration Information
Add Refresh
@ I Name Pri-Vlan Sub-Vlan Mstp Instance Hello interval

Figure 4 ERPS domain configuration information

» Parameter usage

Fail interval Operate

S -

ID Display the ERPS domain ID
Name Display the ERPS domain name

Pri-Vlan Display the primary control VLAN for ERPS
Sub-Vlan Display a sub control VLAN for ERPS

Mstp Instance Display an MSTP instance

Hello interval Display the Hello message delivery period

Fail interval Display the Fail message delivery period

Operate Display that ERPS domain table entries can be edited

If you click “Add” button, you can add an ERPS domain, the operation is shown in figure 5, and then the ERPS domain configuration page

appears, as shown in figure 6.

ERPS Configuration Information

Add Refresh

Figure 5 Add ERPS domain operation
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ERPS Domain Configuration

Domain ID
Domain Name
Primary VLAN
Sub VLAN
Mstp Instance
Hello Interval
Fail Interval

Ring List [3 New £ Modify 1/ Delete

Figure 6 Add ERPS domain

« Parameter usage

T i

ID Set the ERPS domain ID
Name Set the ERPS domain name
Pri-Vlan Set the primary control VLAN for ERPS
Sub-Vlan Set a sub control VLAN for ERPS
Mstp Instance Set an MSTP instance
Hello interval Set the Hello message delivery period
Fail interval Set the Fail message delivery period
Ring List Display ERPS ring list information
If you want to add an ERPS domain, you can follow the following steps:
(1) Enter an ERPS domain ID in the “ID” textbox.
(2)  Enter an ERPS domain name in the “Name” textbox.
(3)  Enteran ERPS primary control VLAN in the “Pri-Vlan” textbox.
(4)  Enter an ERPS sub control VLAN in the “Sub-Vlan” textbox.
(5)  Enteran MSTP instance in the “Mstp Instance” textbox.
(6)  Enter the Hello message delivery period in the “Hello interval” textbox, but the parameters are optional, and if not configured, the

default value is 1 second.

(7)  Enter the Fail message delivery period in the “Fail interval” textbox, but the parameters are optional, and if not configured, the
default value is 3 second.

(8)  Click the “Submit” button.

The operation is shown in figure 7, the ERPS domain configured the successful table entry information is shown in figure 8.
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ERPS Domain Configuration

Domain ID | 1

Domain Name

Primary VLAN € | 3
|Sub VLAN | 4
Mstp Instance 5
Hello Interval t 6
Fail Interval 7/
Ring List [3 New £ Modify W Delete

Figure 7 Add ERPS domain configuration

ERPS Domain Configuration

Domain 1D 1

Domain Name fs

Primary VLAN 100

Sub VLAN 200

Mstp Instance o

Hello Interval 40

Fail Interval 400

Ring List 4+ New fodify

Figure 8 New ERPS domain information

12.1.3 Add the ERPS Ring

In the ERPS domain configuration page, if you click “New” button, you can add an ERPS ring, the operation is shown in figure 9, and then
the ERPS ring configuration page appears, as shown in figure 10.

ERPS Domain Configuration

[==]

Figure 9 Add ERPS ring operation
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ERPS Ring Configuration

Ring ID

Ring Lewvel ® Primary () Sub

Ring Edge Mode ® None () Edge () Assistant-edge

Ring Mode () Master (O Transit (O Vpls

Ring Primary Interface b4
Ring secondary Interface v
Ring Vpls Interface v
Ring Edge Interface v
Ring Common Interface v
Ring Srpt ® Enable Disable

Ring Status () Enable (@ Disable

Figure 10 Add ERPS ring

« Parameter usage

I I S

Ring ID Specifies the ERPS ring ID
Ring Level Specifies that the ERPS ring is the primary ring or sub ring
Ring Edge Mode Specifies the edge mode of the ERPS ring
Ring Mode Specifies the node mode for the ERPS ring
Ring Primary Interface Select the primary interface of the ERPS ring
Ring secondary Interface Select the secondary interface of the ERPS ring
Ring Vpls Interface Select the VPLS interface for the ERPS ring

Al e Select the edge interface of the ERPS ring

Ring Common Interface Select the common interface of the ERPS ring
Ring Srpt Enable or disable SRPT message delivery
Ring Status Enable or disable the ERPS ring

If you want to add a primary ring primary node, you can follow the following steps:
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Enter an ERPS ring ID in the “Ring ID” textbox.

Select the ERPS ring is the primary ring in the “Ring Level” radio buttons.

Select the edge mode of the ERPS ring to be none in the “Ring Edge Mode” radio buttons.
Select the node mode of the ERPS ring as master in the “Ring Mode” radio buttons.

Select the primary interface of the ERPS in the “Ring Primary Interface” dropdown box.
Select the secondary interface of the ERPS in the “Ring secondary Interface” dropdown box.
Select the Vpils interface of the ERPS in the “Ring Vpls Interface” dropdown box.

Enable ERPS ring function in the “Ring Status” radio buttons.

Click the “Submit” button.

NN S e~ S~~~ o~
OVOoONOULD WN =
PR LS sl

The operation is shown in figure 11, the ERPS ring configured the successful table entry information is shown in figure 12.
* Ring ID I 1 I 1
Ring Level ® Primary Sub 2
Ring Edge Made I- None Edge Assistam-e:qel 3
Ring Mode I-- Master Transit Vpls I 4
Ring Primary Interface | eth-0-15 v | 5
Ring secondary Iﬁter‘acel eth-0-16 v | 6
Ring Vpls Interface | eth-0-17 v | 7
Ring Edge Interface
ERing Common Interface
Ring Srpt

Back
Figure 11 Add ERPS ring configuration

ERPS Ring Configuration

= Ring ID

Ring Level

Ring Edge Mode

Ring Mode

Ring Primary Interface

Ring secondary Interface

Ring Vpls Interface

Ring Edge Interface

ERing Common Interface

Ring Srpt

Ring Status ® Enable Disable

Figure 12 New ERPS ring information

12.1.4 Modify the ERPS Ring

In the ERPS domain configuration page, if you click “Modify” button, you can modify an ERPS ring configuration, the operation is shown in
figure 13, and then the ERPS ring configuration page appears, as shown in figure 14.
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ERPS Domain Configuration

[==]

Figure 13 Modify ERPS ring operation

* Ring ID

Ring Level @ Primary Sub

Ring Edge Mode ¢ None Edge Assistant-edge
Ring Mode ® Master Transit Vpls

Ring Primary Interface eth-0-15

Ring secondary Interface | =th-0-16
Ring Vpls Interface eth-0-17
Ring Edge Interface

ERing Common Interface

Ring Srpt ® Enable Disable

Ring Status @ Enable (& Disable

Figure 14 ERPS ring configuration

» Parameter usage

S -

Ring ID
Ring Level
Ring Edge Mode
Ring Mode
Ring Primary Interface
Ring secondary Interface
Ring Vpls Interface
Ring Edge Interface
Ring Common Interface
Ring Srpt

Ring Status

Display the ERPS ring ID
Display the level of the ERPS ring
Display the edge mode of the ERPS ring
Display the node mode for the ERPS ring
Display the primary interface of the ERPS ring
Display the secondary interface of the ERPS ring
Display the VPLS interface for the ERPS ring
Display the edge interface of the ERPS ring
Display the common interface of the ERPS ring
Display the status of ERPS ring SRPT message delivery

Display the status of ERPS ring function
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By selecting enable or disable the ERPS ring feature in the “Ring Status” radio buttons, and then click “Submit” button, you can modify the
configuration of the ERPS ring, the operation is shown in figure 15.

* Ring ID

Ring Level
Ring Edge Mode one

Ring Mode

Ring Primary Interface
Ring secondary Interface
Ring Vpls Interface

Ring Edge Interface

ERing Common Interface

Ring Srpt

Ring Status 1 | ® Enable Disable
2 Ba[k

Figure 15 Modify ERPS ring configuration

12.1.5 Remove the ERPS Ring

In the ERPS domain configuration page, if you “Delete” button, you can delete an ERPS ring, the operation is shown in figure 16, and then
the delete ERPS ring successful page appears, as shown in figure 17.

ERPS Domain Configuration

=]

Figure 16 Delete ERPS ring operation

ERPS Domain Configuration

Figure 17 ERPS domain configuration

12.1.6 Modify the ERPS Domain

In the ERPS domain information display page, if you click “Edit” button, you can modify an ERPS domain configuration, the operation is
shown in figure 18, and then the ERPS domain configuration page appears, as shown in figure 19.
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ERPS Configuration ERPS Status

ERPS Configuration Information

ERPS mode default b

ERPS Configuration Information

@ o Name Pri-Vlan Sub-Vlan Mstp Instance Hello interval Fail interval Operate

B1 fs 100 200 o] 40 400 Edit

Figure 18 Modify ERPS domain configuration operation

ERPS Domain Configuration

Submit

Figure 19 ERPS domain configuration

« Parameter usage

T i

Domain ID Display the ERPS domain ID
Domain Name Display the ERPS domain name
Primary Vlan Set the primary control VLAN for ERPS
Sub Vlan Set a sub control VLAN for ERPS
Mstp Instance Set an MSTP instance
Hello interval Set the Hello message delivery period
Fail interval Set the Fail message delivery period
Ring List Display ERPS ring list information

If you want to modify the configuration of the ERPS domain, you can follow the following steps:

1)  Enteran ERPS primary control VLAN in the “Pri-Vlan” textbox.

2)  Enteran ERPS sub control VLAN in the “Sub-Vlan” textbox.

3) Enteran MSTP instance in the “Mstp Instance” textbox.

4)  Enter the Hello message delivery period in the “Hello interval” textbox, but the parameters are optional, and if not configured, the
default value is 1 second.

(5)  Enter the Fail message delivery period in the “Fail interval” textbox, but the parameters are optional, and if not configured, the
default value is 3 second.

(6)  Click the “Submit” button.

The operation is shown in figure 20, the table entry information that ERPS domain successfully modified is shown in figure 21.

(
(
(
(
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ERPS Domain Configuration

a— | 4

Figure 20 Modify ERPS domain configuration

ERPS Domain Configuration

Figure 21 ERPS domain configuration information

12.1.7 Remove the ERPS Domain

If you want to delete the specified ERPS domain, you can follow the following steps:

(1) Select this specified ERPS domain which you want to delete.

(2)  Click “Delete” button.

(3) It will appear tips page to note you to confirm the operation, as shown in figure 22, if you click “Confirm” button, it will delete the
ERPS domain, the table entry that ERPS domain successfully deleted is shown in figure 23; if you click “Cancel” button, you will
cancel the delete operation.

ERPS Configuration ERPS Status

ERPS Configuration Information

ERPS mode default

ERPS Configuration Information

configuration data?
add Refresh 3

2 D Name Pri-Vlan tterval Fail interval Operate

Tips x

o Are you sure to delete the selected ERPS

fs 300 400 0 30 300 Edit

Figure 22 Delete ERPS domain
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ERPS Configuration ERPS Status

ERPS Configuration Information

ERPS mode default

«<
ERPS Configuration Information

D Name Pri-Vlan

Sub-Vlan

Mstp Instance

Hello interval Fail interval

Figure 23 ERPS domain configuration information

12.1.8 Refresh the ERPS Domain

Operate

if you want to refresh the ERPS domain configuration information, you can click “Refresh” button. The operation is shown in figure 24.

ERPS Configuration ERPS Status

ERPS Configuration Information

ERPS mode default

ERPS Configuration Information

Add
ID Name Pri-Vlan
1 100
2 ¥X 300

Sub-Vlan

200

400

Mstp Instance

0

00

Hello interval Fail interval
40 400
30 300

Figure 24 Refresh the ERPS domain configuration information

12.2 ERPS Status

This section describes the state information and statistics of the ERPS domain.

12.2.1 ERPS Status Information

If you click “ERPS -> ERPS Status” in the title bar, the ERPS status information page appears, as shown in figure 25.

Operate
Edit

Edit


http://122.193.33.45:20080/web_erps_status.cgi?sessionId=1145357504&lang=en
http://122.193.33.45:20080/web_erps_status.cgi?sessionId=1145377319&lang=en
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[ Ethernet Status ERPS Configuration ERPS Status | 2

@ Link Aggregation
ERPS Status Information
¥ Storm Control

Flow Control

&
[ Port Detect
&

Statistics

VLAN
25 VLAN Classifier
o MAC

2 Spanning Tree
& ERPS | 1

Figure 25 ERPS status information

» Parameter usage

S -

ERPS Domain Display the domain ID information for the ERPS domain

If you want to view the status of different ERPS domains, please select the ERPS domain ID in the “ERPS Domain” dropdown box, and then
click the "View” button, the operation is shown in figure 26, the state information for the ERPS domain is shown in figure 27.

ERPS Configuration ERPS Status

ERPS Status Information

ERPS Domain 1 ¥,

E=1

Statistics

Figure 26 View ERPS status operation

ERPS Configuration ERPS Status

ERPS Status Information

ERPS Domain 1 L View

Clear Statistics

Statistics

ERPS ring ID: 1

ERPS ring level: primary

ERPS ring 1 node mode: transit

ERPS ring 1 node state: link down

ERPS ring 1 primary interface name: eth-0-15 stateiunblock
Sent:

total packets:0

Figure 27 ERPS status information
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If you want to clear the ERPS domain's statistics, please click the “Clear Statistics” button, the operation is shown in figure 28.

ERPS Configuration ERPS Status

ERPS Status Information

ERPS Domain 1 v View
Statistics
ERPS ring ID: 1

ERPS ring level: primary
ERPS ring 1 node mode: transit

ERPS ring 1 node state: link down

ERPS ring 1 primary interface name: eth-0-15 state:unblock

Sent

Figure 28 Clear ERPS statistics operation

13. Mirror

If you click “Configuration -> Mirror” in the top control bar, the mirror configuration list page appears, as shown in figure 1.

Configuration

7] Ethemet Status Mirror Configurstio Global Canfiguration Escape MAC for Remote Mirror

% Link Aggregation
Mirror Configuration
I Storm Control

1] Flow Cantrel
) Port Detect
4 VLAN

35 VLAN Classifier

= MAC

2 Spanning Tree
&3 ERPS

& Mirror

7 Multicast
Qos.

T ACL

Figure 1 Mirror list
This section mainly describes how to configure and view Mirror.

13.1 Mirror Configuration

If you click “Mirror -> Mirror Configuration” in the title bar, the mirror configuration information page appears, as shown in figure 2.
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T Ethemet Status 2 Global Configuration Escape MAC for Remote Mirror

“ Link Aggregation

Mirror Configuration

51 Storm Control

(i1 Flow Control

3 Port Isolate (] Session ID Type Source Port TX Source Port RX Source Port Both Source VLAN TX Source VLAN RX Source VLAN Both Destination Operation
(3 Port Defect

& VIAN

88 VLAN Classifier

& MAC

22 Spanning Tree

& ERPS

:

Figure 2 Mirror configuration page

» Parameter usage

S -

Session ID Display the session ID of mirror
Type Display the destination type of mirror,including local/Remote port Mirroring
Source PORT TX Display mirroring of the receiving direction of a port
Source PORT RX Display mirroring of the sending direction of a port
Source PORT BOTH Display mirroring of the sending and receiving direction of a port
Source VLAN TX Display mirroring of the receiving direction of a VLAN
Source VLAN RX Display mirroring of the sending direction of a VLAN
Source VLAN BOTH Display mirroring of the sending and receiving direction of a VLAN
Destination Display mirrored destination port
Operation Display that mirror configuration table entries can be edited

13.1.1 Add Mirror Sessions

If you click “Add” in the mirror configuration list, you can add a mirror session, the operation is shown in figure 3. then mirror session
settings page appears, as shown in figure 4.

Mirror Configuration Global Configuration Escape MAC for Remote Mirror

Mirror Configuration

Seiteh

[ Session ID Type Source Port TX Source Port RX Source Port Both Source VLAN TX Source VLAN RX Source VLAN Both Destination Operation

Figure 3 Add mirror sessions operation
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Mirror Session Settings

Session ID 1 v
Source Port v
Direction b
Source VLAN

Direction v
Destination Type remote *

Destination VLAN

Destination Port eth-0-1 w
Apply Back

Figure 4 Mirror sessions settings list

« Parameter usage

I O

Session ID Display the session ID of mirror
Source Port Display the source port of mirror
Direction Display the direction of source port
Source VLAN Display the source vlan of mirror
Direction Display the direction of source vlan
Direction Type Display the type of the mirror target (remote or local)
Direction VLAN Display mirroring target VLAN (remote support only)
Direction port Display the destination port of mirror

If you want to add a mirror session, you can follow the following steps:
(1)  Selecta session ID.

(2)  Selecta source port for configuration mirroring.

(3)  Select the direction of source port.

(4)  Select the destination type of mirror.

(5)  Enter the destination VLAN of mirror.

(6) Select the destination port of mirror.

(7)  Click the “Apply” button to add a mirror session.

NOTE:

(1) The items with the asterisk symbol “*” are ones where you must enter values.

(2) A mirroring session is a collection of mirroring sources and a mirroring purpose, for a mirroring session to work, you need to
configure a mirroring destination and at least one mirroring source.

The operation is shown in figure 5, add a mirror session configuration success table entry is shown in figure 6.
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Mirror Session Settings

) 1

Session ID 1 -

Source Port eth-0-7 R | -

Direction % v | 3

Source VLAN

Direction v

4

Destination Type remote v

Destination VLAN 2 5
Destination Port eth-0-11 v 6

Mirror Configuration

Mirror Configuration

[ Session ID

O

13.1.2 Modify Mirror

Figure 5 Add mirror session configuration

Global Configuration Escape MAC for Remote Mirror
Refresh
Type Source Port TX Source Port RX Source PortBoth  Source VLAN TX Source VIANRX  Source VLAN Both  Destination
eth-0-11
Remote N/A eth-0-7 N/A N/A N/A N/A
(vlan2)

Figure 6 New mirror session information

Operation

Edit

You can click the “Edit” button in the rightmost operation bar to modify the mirror information of the session, this operation is shown in
figure 7, and then port mirror configuration page appears, as shown in figure 8.

Mirror Configuration

Mirror Configuration

Add

O session ID

o1

Global Configuration Escape MAC for Remote Mirror
Refresh
Type Source Port TX Source Port RX Source Port Both  Souree VLAN TX Source VLAN RX  Source VLAN Both  Destination
eth-0-11
Remote N/A eth-0-7 N/A N/A N/A N/A
(vlan2)

Figure 7 Edit mirror session operation

Operation
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Mirror Session Settings

Session ID 1
Source Info

Port receive only eth-0-7
Port trasmit only N/A
Port both direction N/A
VLAN receive only N/A
VLAN trasmit only N/A
VLAN both direction N/A

Mirror Session Information

Source Configuration

Source Port eth-0-1 v
Direction both v
Add Delete

Figure 8 Port mirror configuration page

« Parameter usage

I T

Port receive only Display port only receive packets
Port transmit only Display port only transmit packets
Port both direction Display port both transmit and receive packets
VLAN receive only Display VLAN only receive packets
VLAN transmit only Display VLAN only transmit packets
VLAN both direction Display VLAN both transmit and receive packets

If you want to modify the specified mirror, such as add a source port to receive and send packets in a mirroring session, and then modify
the destination port in this mirroring session, you can follow the following steps:
(1)  Selecta new source port.

(2)  Select the direction of receiving and sending packets.

(3)  Click the "Add" button to add a source port to the mirroring session.

(4)  Selecta new destination port.

(5)  Click the "Apply" button to modify the destination port in this mirroring session.

NOTE: The items with the asterisk symbol “*” are ones where you must enter values.

The operation is shown in figure 9, modify specified mirror success table entry is shown in figure 10 and figure 11.
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Mirror Session Information

Source Configuration

Source Port , eth-0-8 - | |
Direction | both - l 2
3 Delete
Source VLAN
Direction both -
Add Delete
Destination Configuration
Destination Type
Destination VLAN 2
Destination Port ':-mrn—m - 4

Delete
Figure 9 Edit mirror session operation
Mirror Session Settings
Session ID 1
Source Info
Port receive only eth-0-7
Port trasmit only N/A
eth-0-8
N/A
VLAN t N/A
VLAN both direction N/A

Figure 10 Modified mirroring session information

Mirror Configuration

O Session ID Type Source Port TX Source Port RX Source Port Both  Source VLAN TX Source VLANRX  Source VLAN Both  Destination Operation
eth-0-20

o1 Remote N/A eth-0-7 eth-0-8 N/A N/A N/A Edit
(vlan 2)

Figure 11 Modified mirroring session information

13.1.3 Delete Mirror

If you want to delete the specified mirror, you can follow the following steps:

(1)  Choose the check box in the left-hand column of the specified mirror.

(2)  Click “Delete” button.

(3) It will appear tips page to note you to confirm the operation, if you click “Confirm” button , it will delete this mirror; if you click
“cancel” button, you will cancel delete this mirror operation, as shown in figure 12.
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Mirror Configuration 5

B

Session ID Type Source Port TX Source Port RX Source Port Both  Source VIANTX  Source VIANRX  Source VLAN Both  Destination Operation
P P
1 eth-0-20
1 Remote N/A eth-0-7 eth-0-8 N/A N/A N/A Edit
(Vlan2)

Figure 12 Delete mirror operation

Delete a mirror configuration success table entry is shown in figure 13.

Mirror Configuration Global Configuration Escape MAC for Remote Mirror

Mirror Configuration

[ Session ID Type Source Port TX Source Port RX Source Port Both Source VLAN TX Source VLAN RX Source VLAN Both  Destination Operation

Figure 13 Delete mirror information

13.2 Global Configuration

If you click “Mirror -> Global configuration” in the title bar, the global configuration information page appears, as shown in figure14.

% Ethernet Status

@ Link Aggregation
Glabal Configuration

i Storm Cantrol

Dest port forwarding enable (Enable @ Disable
[ Flow Control
Apply

[ Port Isolate

() Port Detect

& VAN

EE VLAN Classifier

& MAC

T Spanning Tree
i ERPS

B Mimor

S Multicast

4 QoS

7] Act

Figure 14 Global configuration list

« Parameter usage

I I S

Dest port forwarding enable Display whether the normal forwarding function of dest port is enabled globally

13.2.1 Configure Destination Port Forwarding Function

If you want to configure destination port forwarding function, such as enable destination port forwarding function, you can click the
“Enable” button and then click the “Apply” button.
The operation is shown in figure 15.
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Mirror Configuration Global Configuration Escape MAC for Remote Mirror

Global Configuration

* Dest port forwarding enable 1| ® Enable () Disable
2 Apply

Figure 15 Configure forwarding function operation

13.3 Escape MAC for Remote Mirror

If you click “Mirror -> Escape MAC for Remote Mirror” in the title bar, the escape MAC for remote mirror page appears, as shown in
figure1é6.

(o]

Ethernet Status Mirrer Configuration Global Configuration 2]  Escape MAC for Remote Mimror

o6 Link Aggregation
Escape MAC for Remote Mirror
¥ Storm Control

Mac Address

[#] Flow Control

(= Port Isolate Mask
| Port Detect

& VLAN

(] Mac Address Mask

(==}

o VLAN Classifier

N

MAC

% Spanning Tree
& ERPS
F].

& Multicast

£ Qos

[ ACL
No Data

Figure 16 Escape MAC for remote mirror list

« Parameter usage

S -

Mac Address Displays the Escape MAC address of the remote mirror

13.3.1 Add Escape MAC for Remote Mirror

If you want to add escape MAC for remote mirror, you can follow the following steps:

(1) Enteravalid MAC address.

(2)  Enter a valid Mask address.

(3)  Click the “Add” button to add escape MAC for remote mirror.

The operation is shown in figure 17, add escape MAC for remote mirror success table entry is shown in figure 18.
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Mirror Configuration Global Configuration Escape MAC for Remote Mirror

Escape MAC for Remote Mirror

Mac Address )| aebb . d0co . 5987

Mask EN i . fiff . ffff

* e

Figure 17 Add escape MAC for remote mirror operation

Mirror Configuration Global Configuration Escape MAC for Remote Mirror

Escape MAC for Remote Mirror

Mac Address

Mask
Add Refresh
(] Mac Address Mask
|[ ] aeb6.d0c9.5987 iR 1A

Figure 18 New escape MAC for remote mirror

13.3.2 Delete Escape MAC for Remote Mirror

If you want to delete the specified escape MAC for remote mirror, you can follow the following steps:
(1) Choose the check box in the left-hand column of the specified escape MAC for remote mirror.

(2)  Click “Delete” button.
(3) It will appear tips page to note you to confirm the operation, if you click “Confirm” button, it will delete this escape MAC for remote
mirror; if you click “cancel” button, you will cancel delete this escape MAC for remote operation, as shown in figure 19.

Mirror Configuration Global Configuration Escape MAC for Remote Mirror

Escape MAC for Remote Mirror

Mac Address

Mask . .
2
[0 Mac Address Mask
1 b6.d0c9.5987 hiiifiiigi]
o€ c 0 Are you sure to delete selected MAC?

Cancel

Figure 19 Delete escape MAC for remote mirror operation

Delete escape MAC for remote mirror success table entry is shown in figure 20.
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Escape MAC for Remote Mirror

Mac Address

Mask

[J Mac Address Mask

Figure 20 Delete escape MAC for remote mirror
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14. Multicast

If you click “Network ->IP Routing” in the top control bar, the multicast configuration list page appears, as shown in figure 1.

Configuration

[ Etharet Statiss IGMP Snoaping GMP Snooping Information

% Link Aggregation
IGMP Snooping Global
52 Storm Control

Flaw Control
5 Port Isolate L 9
Port Detect o

% Spanning Tree
IGMP Snooping Vian
ERPS

(& Miror

o

Multicast Vian D

Qos

1 ACL

Discard Unkanwn

Figure 1 Multicast configuration list

This chapter describes multicast configuration function and viewing multicast information of the device.

14.1 IGMP Snooping
The multicast configuration capabilities include IGMP snooping global configuration and IGMP snooping VLAN configuration.
14.1.1 IGMP Snooping Global Configuration

If you click “Multicast-> IGMP Snooping” in the title bar, the IGMP snooping global configuration page appears, as shown in figure 2.

IGMP Snooping IGMP Snooping Information

[ Ethernet Status 2

L IGMP Snooping Global
@ Link Aggregation

S Sionm Control = IGMP Snaoping Disable .
¥ Storm Controf
[ Flow Control * Max Member Number 200
= Portlsolate
= TCN Querier Count 5
(1 Port Detect
L VLAN = TCN Querier Interval 100
85 VLAN Classifier
=
2 MAC
%2 Cpanning Tree IGMP Snooping Vlan
42 ERPS * Vlan Mode All Vlan v
# Mirror
e * Vian ID

;

Figure 2 IGMP snooping global configuration
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« Parameter usage

T i

IGMP Snooping Set the IGMP snooping global stats
Max Member Number Set the IGMP snooping global max member number
TCN Querier Count Set the IGMP snooping tcn querier count

TCN Querier Interval Set the IGMP snooping tcn querier interval
If you want to configure parameters of IGMP snooping global, you can follow the following steps:
(1) Select the IGMP snooping global stats in the “lIGMP Snooping” dropdown box.
(2)  Enter the maximum number of IGMP members in the "Max member number" text box.
(3)  Enter tcn querier count in the "TCN Querier Count” textbox.
(4)  Enter tcn querier interval in the "TCN Querier Interval” textbox.
(5)  Click the "Apply” button.
(6)  Click the “Apply” button to confirm configure IGMP snooping global parameters.
The operation is shown in figure 3, IGMP snooping globally configured the successful table entry is shown in figure 4.

IGMP Snocping IGMP Snooping Information

IGMP Snooping Global

* IGMP Snooping | Enable v 1

= Max Member Number | 2000 | 2
* TCN Querier Count | 5 | 3
= TCN Querier Interval | 100 | 4

o)

IGMP Snooping IGMP Snooping Information

IGMP Snooping Global

= IGMP Snooping Enable
tips X
= Max Member Number 2000
* TCN Querier Count 5 o Are you sure to configure?
= TCN Querier Interval 100 6

Apply Cancel
Apply

Figure 3 IGMP snooping global configuration operation

IGMP Snooping IGMP Snooping Information

IGMP Snooping Global
IGMP Snooping Enable

Max Member Number 200

5

TCN Querie:

TCN Querier Interva 100

Figure 4 IGMP snooping global configuration information
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14.1.2 IGMP Snooping VLAN Configuration
If you click "Multicast-> IGMP Snooping” in the title bar, the IGMP snooping VLAN configuration page appears, as shown in figure 5.

IGMP Snooping Vlan

= Vian Mode All Wlan v
* Vian ID

+ IGMP Snooping Enable v
* Discard Unkonwn Disable v
* Report Suppression Disable v
# Fast Leave Disable v
= Version 2

* Last Member Query Interval 1000

Figure 5 IGMP snooping VLAN configuration

« Parameter usage

T T .

Vian Mode Set the IGMP snooping VLAN mode(all VLAN or single VLAN )
Vlan ID Set the IGMP snooping VLAN id on single VLAN mode
IGMP Snooping Set the IGMP snooping VLAN stats
Discard Unknown Set the IGMP snooping VLAN discard unknown stats
Report Suppression Set the IGMP snooping VLAN report suppression stats
Fast Leave Set the IGMP snooping VLAN fast leave stats
Version Set the IGMP snooping VLAN version
Last Member Query Interval Set the IGMP snooping VLAN last member query interval
If you want to configure parameters of IGMP snooping VLAN, you can follow the following steps:
(1) Select the IGMP snooping VLAN mode in the "Vlan Mode” dropdown box.
(2)  Enter the IGMP snooping VLAN id in the "Vlan ID" textbox.
(3)  Select the IGMP snooping VLAN state in the "IGMP Snooping” dropdown box.
(4)  Select the IGMP snooping discard unknown stat in the "Discard Unknown” dropdown box.
(5)  Select the IGMP snooping report suppression stat in the "Report Suppression” dropdown box.
(6) Select the IGMP snooping VLAN fast leave stat in the "Fast Leave” dropdown box.
(7)  Enter the IGMP snooping VLAN version in the "Version” textbox.
(8)  Enter the IGMP snooping VLAN last member query interval in the “Last Member Query Interval” textbox.
(9) Click the “Apply” button.
(10) Click the “Apply” button to confirm configure IGMP snooping VLAN parameters.

The operation is shown in figure 6, IGMP snooping VLAN configured the successful table entry is shown in figure 7.
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IGMP Snooping Vlan

* Vlan Mode | All Vian v | 1
= Vlan ID | 1 | 2
* IGMP Snooping | Enable v | 3
* Discard Unkonwn | Disable r | 4
* Report Suppression | Disable v | 5
* Fast Leave | Disable v | 6
* Version | 1 | 7
* Last Member Query Interval |‘ 2000] | 8
I Apply I 9
IGMP Snooping Vlan
= Vlan Mode All Vlan v
* Vian ID 10
* IGMP Snooping Enable tips -
* Discard Unkonwn Disable
As b i 7
* Report Suppression Disable o s o
= Fast Leave Disable
Cancel
= Version 1
* Last Member Query Interval 2000
Apply
Figure 6 IGMP snooping VLAN configuration operation
IGMP Snooping IGMP Snooping Information
IGMP Snooping Global
GMP Snooping Enable
Max Memb: 200
TCN Querier Count 5
TCN Querier Interval 100
IGMP Snooping Vlan
Last Member Query
VLAN Snooping Enable Discard Unkown Report Suppression Fast Leave Version Operate
Interval
1 Enabled Enabled Enabled Disabled il 1000 Edit
2 Enabled Enabled Enabled Disabled 1 1000 Edit

Figure 7 IGMP snooping VLAN configuration information

14.1.3 IGMP Snooping Information

If you click “Multicast-> IGMP Snooping Information” in the title bar, the IGMP snooping global information page, IGMP snooping groups
information page and IGMP snooping VLAN information page appears, as shown in figure 8, figure 9 and figure 10.
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7] Ethernet Status
& Link Aggregation

*{ Storm Control

Flow Control

m

Port Isolate

Port Detect

=

VLAN

5 VLAN Classifier

oo
aE

MAC

8|

S Spanning Tree

&

ERPS

Mirror

] s

« Parameter usage

IGMP Snooping IGMP Snooping Information 2

IGMP Snooping Global

IGMP Snooping Disable
Max Member Number 200
TCN Querier Count 5

TCN Querier Interval 100

IGMP Snooping Vian

VLAN Snooping Enable Discard Unkown Report Suppression  Fast Leave Version
1 Disabled Enabled Enabled Disabled 1
2 Disabled Enabled Enabled Disabled 1
100 Disabled Enabled Enabled Disabled 1
200 Disabled Enabled Enabled Disabled 1

Figure 8 IGMP snooping global information

Last Member Query

Interval

1000

1000

1000

1000

Operate

Edit

Edit

Edit

Edit

T e

IGMP Snooping
Max Member Number
TCN Querier Count

TCN Querier Interval

IGMP Snooping Groups

WVLAN

» Parameter usage

Display the IGMP snooping global stats

Interface Group Address Expire Time

No Data~

Figure 9 IGMP snooping groups information

Display the IGMP snooping global max member number
Display the IGMP snooping tcn querier count

Display the IGMP snooping tcn querier interval

S -

VLAN
Interface
Group Address

Expire Time

Display the VLAN ID for joining the IGMP snooping group

Display the VLAN member port that have joined the IGMP snooping group

Displays the IGMP snooping group address

Display the expire time for the IGMP snooping group table entry
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IGMP Snooping Vlan

VLAN Snooping Enable Discard Unkown Report Suppression Fast Leave Version Last Member Query Interval ~ Operation
1 Enabled Disabled Enabled Disabled 1 1000 Edit
2 Enabled Disabled Disabled Disabled 1 1000 Edit

Figure 10 IGMP snooping VLAN information

« Parameter usage

T i

Vlan Mode Display the IGMP snooping VLAN mode
Vlan ID Display the IGMP snooping VLAN id on single VLAN mode
IGMP Snooping Display the IGMP snooping VLAN stats
Discard Unknown Display the IGMP snooping VLAN discasrd unknown stats
Report Suppression Display the IGMP snooping VLAN report suppression stats
Fast Leave Display the IGMP snooping VLAN fast leave stats
Version Display the IGMP snooping VLAN version
Last Member Query Interval Display the IGMP snooping VLAN last member query interval
Operation Display that IGMP snooping VLAN table entries can be edited

If you want to modify the configuration to specify IGMP snooping VLAN, please click “Edit” button, the operation shown in figure 11,
modify the specified IGMP snooping VLAN page appears, as shown in figure 12.

IGMP Snooping Vlan

VLAN Snooping Enable Discard Unkown Report Suppression Fast Leave Version Last Member Query Interval ~ Operation

1 Enabled Disabled Enabled Disabled 1 1000 Edit

2 Enabled Disabled Disabled Disabled 1 1000
Figure 11 Modify IGMP snooping VLAN operation

IGMP Snooping Vlan

= Vlan ID 2

= |IGMP Snocping Enable v
* Discard Unkonwn Enable v
= Report Suppression Enable v
= Fast Leave Disable v
= Version 1

* Last Member Query Interval 1000

Apply Exit

Figure 12 Modify IGMP snooping VLAN
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« Parameter usage

T i

Vlan Mode Display the IGMP snooping VLAN mode(all VLAN or single VLAN )
VianID Set the IGMP snooping VLAN id on single VLAN mode
IGMP Snooping Set the IGMP snooping VLAN stats
Discard Unknown Set the IGMP snooping VLAN discasrd unknown stats
Report Suppression Set the IGMP snooping VLAN report suppression stats
Fast Leave Set the IGMP snooping VLAN fast leave stats
Version Set the IGMP snooping VLAN version
Last Member Query Interval Set the IGMP snooping VLAN last member query interval

=

you want to modify parameters configuration of IGMP snooping VLAN, you can follow the following steps:
Select the IGMP snooping VLAN stat in the “lIGMP Snooping” dropdown box.
Select the IGMP snooping discard unknown stat in the “Discard Unknown” dropdown box.
Select the IGMP snooping report suppression stat in the “Report Suppression” dropdown box.
Select the IGMP snooping VLAN fast leave stat in the “Fast Leave” dropdown box.
Enter the IGMP snooping VLAN version in the “Version” textbox.
Enter the IGMP snooping VLAN last member query interval in the “Last Member Query Interval” textbox.
Click the “Apply” button to configure IGMP snooping VLAN parameters.
Click the “Apply” button to confirm configure IGMP snooping VLAN parameters.
e operation is shown in figure 13.

—~ o~ o~~~ o~ —~ —~
ONOULTDA WN =
oS

—
>

IGMP Snooping Vian

* Vlan ID

* IGMP Snooping | Enablz v | 2 |

* Discard Unkonwn | Enable v | 2

= Report Suppression | Enable v | 3

= Fast Leave | Disable > | 4

= Version | 2 | 5

* Last Member Query Interval || 3000 | | 6
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IGMP Snooping Vlan

* Vlen ID

= IGMP Snooping

* Discard Unkonwn

* Report Suppression

= Fast Leave

= Version

* Last Member Query Interval

Enable
Enable
Enable

Disable

3000

tips X

o Are you sure to configure?

8

cnel

Exit

Figure 13 Modify IGMP snooping VLAN
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15. QOS

Quality of Service (QoS) can be used to give certain traffic priority over other traffic. Without QoS, all traffic in a network has the same
priority and chance of being delivered on time. If congestion occurs, all traffic has the same chance of being dropped. With QoS, specific
network traffic can be prioritized to receive preferential treatment. In turn, a network performs more predictably, and utilizes bandwidth
more effectively.

If you click “Configuration ->QOS" in the top control bar, the QOS configuration list page appears, as shown in figure 1.

GFS [sms0ams]

[ Ethernet Status Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Management Port Rate Limit

% Link Aggregation
Global Configuration
Storm Control
QOS Enable O Enable @ Disable

B

Flow Control

Port Isolate

B B

Port Detect

VIAN

VLAN Classifier

0|88

MAC

i

Spanning Tree
£ ERPS

Mirror

£ Multicast

8 qos

[ ACL

Figure 1 QOS list

15.1 Global Configuration
This section is used to enable or disable QOS global.
15.1.1 Current QOS Status

If you want to check QOS status on switch, you can click “QOS-> Global Configuration” in the title bar, the global configuration page
appears, as shown in figure 2.

e‘ FS [ssss04rizs)

Configuration

[ Ethernet Status Global Configuration interface Configuration Port Policer Traffic Shaping Congestion Management Port Rate Limit
@ Link Aggregation
Global Configuration

5 Storm Control
QOS Enable QEnable @ Disable

[@ Flow Control
2
[ Port Isolate
(3 Port Detect

& VIAN

B8 VLAN Classifier
2 maC

2 Spanning Tree
£ ERPS

Mirror

£ Multicast

8 qos

@ AcL

Figure 2 Global configuration
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« Parameter usage

T i

Enable Enable QOS globally

Disable Disable QOS globally

If you want to change QOS status, please click to turn on or off, after that, click “Apply” to enable or disable QOS globally, the operation is
shown in figure 3.

) Ethernet Status Glabal Configuration Interface Configuration Port Policer Traffic Shaping Congestion Manage Port rate limit

Link Aggregation

Global Configuration
H Storm Control

QOSEnable 1| OEnable @ Disable

1] Flow Control - .
: |
3 Port Isolate J
| Port Detect
4 VIAN

A5 VLAN Classifier
= Mac

5 Spanning Tree
: ERPS

3 Mirror

£ Multicast

& qos

7 ACL

Figure 3 Change QOS status operation

15.2 Interface Configuration
This section mainly describes how to view and configure QOS property on interface.
15.2.1 Interface Configuration View

If you click “QOS -> Interface Configuration” in the title bar, the QOS interface configuration page appears, as shown in figure 4.

Configuration

G Ethernet Status Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Management Port Rate Limit

@ Link Aggregation
QoS Interface Configuration
& storm Control

Refresh

Flow Control

& Portlsolate (O Interface Name Trust Status Pr—

{1 Port Detect 0 ethi0ct i Edit

& VIAN 0 eth-02 cos Edit

B2 VLAN Classifier O eth-0-3 cos Edit

= mac O eth0a cos Edit

2 Spanning Tree eth-05 cos Edit

panning o

£ ERPS 0 etho6 cos st

M O etho7 cos Edit

% Multicast O ethos - P

! qos O ethoo cos Edit

7 ACL

i O etho-10 cos Edit
O ethon1 cos Edit
O etho12 cos Edit
O etho13 cos Edit
O etho-14 cos Edit
0 eth-0-15 cos Edit

Figure 4 QOS interface configuration

» Parameter usage



$3950-4T12S SWITCH WEB MANAGEMENT GUIDE 6 FS

I T

Interface Name Display the number of interface
Replace COS Display enable or disable replace the cos field in packets on egress
Replace DSCP Display enable or disable replace the dscp field in packets on egress
Trust Status Display the trust type on port
Operation Display that interface entries can be edited

15.2.2 Interface Attribute Configuration

If you want to enter the interface attribute configuration page, you can follow the following steps:

(1) Select this specified Interface which you want to configure.

(2)  Click “Edit” button.

The operation is shown in figure 5. and then the interface QOS configuration page appears, as shown in figure 6.

§ Ethemet Status Global Configuration Interface Configuration Port Polices Traffic Shaping Congestion Management Port Rate Limit
i Link Aggregation
QoS Interface Configuration

£ Storm Control
L . e
(il Flow Control
& Port Isolate [ Interface Name Trust Status Operation
() Port Detect 1 Gl = Eae
L4 VLAN O eth0-2 cos Edit
BS VLAN Classifier [ eth-0-3 cos Edit
& MAC O eth-0-4 Cos Edit
¥ Spanning Tree O eth-0-5 cos L o
& ERPS [ eth-0-6 cos Edit
@ Mirror O eth-0-7 cos Edit
&% Multicast O eth-0-8 cos e
& nos 0O eth-0-9 cos Edit
@ AcL .

O eth-0-10 cos Edit

6 FS [sseco-arrias

7 Ethernet Status Global Configuration Interface Configuration Port Policer Traffic Shaping Cangestion Management Port Rate Limit
@ Link Aggregation

Interface Security Configuration
¥ Storm Control

Interface Name eth-0-
[ Flow Control
£ Port Isolate
() Port Detect Trust Status cos v
i VIAN
85 VLAN Classifier
& MAC
% Spanning Tree
4 ERPS
@ Mirror
& Multicast

R qos

Figure 6 Interface QOS configuration

« Parameter usage

S -

Interface Name Display the number of interface
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I T

Trust Set trust type on port

If you want to modify the trust status, you can follow the following steps:

(1) Select the Trust type in the “Trust Status” dropdown box.

(2)  Click the “Apply” button to apply all the property.

The operation is shown in figure 7, trust status configuration success table entry is shown in figure 8.

Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Manage Port rate limit

Interface Security Configuration

Interface Name: eth-0-1

+ Trust Status: 1‘ | IP-PREC \/‘ ‘

2 G

Figure 7 Modify the trust status configuration

Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Management Port Rate Limit

QoS Interface Configuration

Refresh

[ Interface Name Trust Status Operation
O eth-0-1 IP-PREC Edit
O eth-0-2 cos Edit
O eth-0-3 cos Edit
O eth-0-4 cos Edit
O eth-0-5 cos Edit
O eth-0-6 cos Edit
O eth-0-7 cos Edit
O eth-0-8 cos Edit
O eth-0-9 cos Edit
O eth-0-10 cos Edit

Figure 8 Trust status configuration information

15.3 Port Policer

This section mainly describes how to view and configure port policer for an interface matching all traffic transmitted and received in
different direction.

15.3.1 PortPolicer View

If you click “QOS -> Port Policer” in the title bar, the QOS port policer configuration page appears, as shown in figure 9.
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GFS [ss0anz]

) Ethernet Status Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Management Port Rate Limit

% Link Aggregation
Port Policer
34 Storm Control
Mode @ View Port Policer () Cenfigure Port Policer

Flow Control

3 Portlsolate Panel S5 oo v e s

21 Port Detect m
- = Lo Lo [l ]
B2 VLAN Classifier = use 100/1000 BASE-X
& MAC
Settings Direction Input Direction Qutput

2 Spanning g Tree

Color Mode lor Aw Color Mode A
42 ERPS
Mirr CR CIR
£ Multicast cas ces
R aos

Type B Typs E8S
@ AcL

PBS PBS

Type ER Type ER

Figure 9 QOS port policer configuration

« Parameter usage

e T e

Direction Choose the direction to limit the traffic entering the interface
Color Mode Choose color aware or color blind mode policer
CIR Commit Information Rate with the range of 0 to 10,000,000 kbps
CBS Commit Burst Size with the range of 0 to 8,000,000 bytes
Type Choose EBS
EBS Excess Burst Size with the range of 0 to 8,000,000 bytes
Type Choose PIR
PIR Peak Information Rate with the range of 0 to 10,000,000 kbps
PBS Peak Burst Size with the range of 0 to 8,000,000 bytes
Type Choose EIR
EIR Excess Information Rate with the rang of 0 to 10,000,000 kbps
EBS Excess Burst Size with the range of 0 to 8,000,000 bytes
Drop Color Drop color configuration includes yellow and red
Use L3 Length Use layer 3 length for policing

15.3.2 Modify Port Policer

If you want to modify the port policer configuration, please click “Configure Congestion” button, the operation is shown in figure 10. and
then the port policer configure page appears, as shown in figure 11.
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Configuration

[ Ethernet Status
® Link Aggregation
#{ Storm Control
Flow Control
Port Isolate
Port Detect

& viAN

B8 VLAN Classifier
o MAC

2 Spanning Tree
4 ERPS

Mirror

& Multicast

& Qos

@ acL

Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Management Port Rate Limit
Port Policer
Mode O View Port Policer | ® Configure Port Policer |
Feliel, 53 o s sk 1>
av: ave save ava av: mva
o il HEC i
6Fs
-
o ssssoamis
- s
Settings Direction Dinput Direction
Color Mode OColor Aware @ Color Blind Color Mode
- cR - ar
ces cas
Type Qess Type
S ES
Type OPR Type
PR PIR
pas pBS
Type OFR Type

save 7ave

T00/1000 BASEX.

(O output

O Color Aware @ Color Blind

Oees

OPR

OFER

Configuration

[ Ethernet Status
® Link Aggregation
¥ Storm Control
Flow Control
Port Isolate
Port Detect

L VIAN

B8 VLAN Classifier
(=R

2 Spanning Tree
£ ERPS

Mirror

& Multicast

@ qos

@ AcL

« Parameter usage

Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Management Port Rate Limit

Port Policer
Mode (O View Port Policer @ Configure Port Policer
Panel -
Wv: dave save mave
GFs
o LA
Settings Direction Oinput Direction
Color Mode OColor Aware @ Color Blind Color Mode
*CR *CR
cas ces
Type OFes Type
EBS EBS
Type OPR Type
PR PIR
pes pBs
Type OER Type

Figure 11 Port policer configure

TO0/1000 BASEX.

O output

O Color Aware @ Color Blind

fol::3

OPR

oerR

e T e

Direction

Color Mode

Choose the direction to limit the traffic entering the interface

CIR
CBS
Type

EBS

Choose color aware or color blind mode policer

Commit Information Rate with the range of 0 to 10,000,000 kbps

Commit Burst Size with the range of 0 to 8,000,000 bytes

Choose EBS

Excess Burst Size with the range of 0 to 8,000,000 bytes
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Type Choose PIR
PIR Peak Information Rate with the range of 0 to 10,000,000 kbps
PBS Peak Burst Size with the range of 0 to 8,000,000 bytes

Type Choose EIR
EIR Excess Information Rate with the rang of 0 to 10,000,000 kbps
EBS Excess Burst Size with the range of 0 to 8,000,000 bytes

Drop Color Drop color configuration includes yellow and red
Use L3 Length Use layer 3 length for policing

If you want to modify the port policer, you can follow the following steps:
Choose one port to display the configuration information.
Choose the direction to limit the traffic entering the interface.
Choose color aware or color blind mode policer.
Commit Information Rate with the range of 1 to 10,000,000 kbps.
Commit Burst Size with the range of 0 to 16,000 bytes.
Choose type of EBS or PIR or EIR.
Configure parameters of QoS on port.
Choose drop color configuration includes yellow and red.
Choose whether use layer 3 length for policing.

) Click the “Apply” button to apply all the property.

he operation is shown in figure 12, port policer configuration success table entry is shown in figure 13.

N s~~~ o~ —~
Voo NOOULDWN =
O oo o=

—

Figure 12 Modify the port policer configuration
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15.4 Traffic Shaping

This section mainly describes how to view and configure shaping for a queue of a port in absolute value mode.

15.4.1 Traffic Shaping View

Figure 13 Port policer configuration information

If you click “QOS ->Traffic Shaping” in the title bar, the QOS traffic shaping configuration page appears, as shown in figure 14.

Configuration

[ Ethernet Status Global Configuration

@ Link Aggregation
Traffic Shaping

¥ Storm Control

Mode
Flow Control
Port Isolate vl
Port Detect
& VIAN
88 VLAN Classifier
2 MAC

Settings
% Spanning Tree
£ ERPS
Mirror
£ Multicast

R Qos

[ ACL

« Parameter usage

Interface Configuration

Port Policer Traffic Shaping

Congestion Management

@ View Traffic Shaping O Configure Traffic Shaping

wN
=15
L e
]

Queue CR

Queue 0

Queue 1

Queve2

Queue 3

Queved

Queue s

Queue &

Queve 7

vz e save 7AvE

10/100/1000 BASET

PIR

Figure 14 QOS traffic shaping configuration

w2 ave

VAYIESAYD

10071000 BASEX.

T i

Queues

The id of queue for port. The range of queue id is from 0 to 7
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CIR The value for commit information rate with the range of 0 to 10,000,000

The value for peak information rate with the range of 0 to 10,000,000. If this value is

PIR omitted, it will be same as cir

15.4.2 Modify Traffic Shaping

If you want to modify the Traffic Shaping configuration, please click “Configure Congestion” button,the operation is shown in figure 15.
And then the traffic shaping configure page appears, as shown in figure 16.

[ Ethernet Status Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Management Port Rate Limit

@ Link Aggregation
Traffic Shaping
¥ Storm Control

Mode O View Traffic Shaping @ Configure Traffic Shaping
Flow Control
Port Isolate pangl e

Port Detect
con
L VIAN < (=13
- U

88 VLAN Classifier

0071000 BASE X

= MAC
Settings Queue R FIR
%2 Spanning Tree ¢
Lo ERPS Queue 0
L Queue1
£ Multicast
Queue 2
8 Qos
[ AcL Queue 3
Queue 4
Queue’s
Queue 6
Queue 7

Figure 15 Traffic shaping configure operation

Configuration

[ Ethernet Status Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Management Port Rate Limit

@ Link Aggregation
Traffic Shaping
¥ Storm Control

Mode O View Traffic Shaping @ Configure Traffic Shaping
Flow Control
Port Isolate pangl e

Port Detect
con
L VIAN < (=13
- U

88 VLAN Classifier

0071000 BASE X

= MAC
Settings Queue R FIR
%2 Spanning Tree ¢
Lo ERPS Queue 0
L Queue1
£ Multicast
Queue 2
8 Qos
[ AcL Queue 3
Queue 4
Queue’s
Queue 6
Queue 7

Figure 16 Traffic shaping configure

» Parameter usage
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Queues The id of queue for port. The range of queue id is from 0 to 7

CIR The value for commit information rate with the range of 0 to 10,000,000

The value for peak information rate with the range of 0 to 10,000,000. If this value is

PIR omitted, it will be same as cir

If you want to modify the traffic shaping, you can follow the following steps:

(1) Choose one port to display the configuration information.

(2)  Modify Queue Settings.

(3) Click the “Apply” button to apply all the property.

The operation is shown in figure 17, traffic shaping configuration success table entry is shown in figure 18.

w Port policer Traffic Shaping Congestion Management Port Rate Limit

) Link Aggregation

3% Storm Control
Mode O View Taaffc Shaping @ Configure Taffc Shaping
[ Flow Control

) PortIsolate oari
(21 Port Detect

& VIAN

B8 VIAN Classifier

& mac

e settings Quese  CR =
% ERPS Queueo

@ Mirror
£ Multicast
& aos

[ AcL Queves

Queus 4

Queves

Queue

Queue 7

Port Shape

Figure 17 Modify the traffic shaping configuration

Settings Quous  CIR FIR

Cueue 0 100000 200000

Cweue 1
Caeue 2
Cruweuie 3
Crseuie 4
Chspuie 5
Chseue 6
Cmpzue 7

Port Shape

Figure 18 Traffic shaping configuration information
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15.5 Congestion Manage
This section mainly describes how to view and configure the WDRR scheduling weight and class for each queue.
15.5.1 Congestion Manage View

If you click “QOS ->Congestion Manage” in the title bar, the QOS congestion manage configuration page appears, as shown in figure 19.

[ Ethernet Status Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Management Port Rate Limit

# Link Aggregation
Congestion Management
5 Storm Control
Mode ® View Congestion Management O Configure Congestion Management
[ Flow Control

) Portisolate Panel

(21 Port Detect P m_
on
b VIAN GFs
L
B s

25 VLAN Classifier - use

e

& mac

2 Spanning Tree Setings.
% ERPS

@ Mirror

£ Multicast L ‘

& qos

[ AcL

Figure 19 QOS congestion manage configuration

» Parameter usage

S -

Queues The id of queue for port. The range of queue id is from 0 to 7
Class The class level of queue with the range of 0 to 7
DRR Weight The value of DRR weight with the range of 1 to 100

15.5.2 Modify Congestion Manage

If you want to modify the congestion manage configuration, please click “Configure Congestion” button,the operation is shown in figure
20. and then the congestion manage configure congestion page appears, as shown in figure 21.
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[ Ethernet Status
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[ Flow Control
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() Port Detect

& vian

E2 VIAN Classifier
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= Spanning Tree
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@ Mirror
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Traffic Shaping Congestion Management Port Rate Limit

Global Configuration Interface Configuration Port Poficer
Congestion Management
Mode O View Congestion Management | @ Configure Congestion Management |
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Figure 20 Congestion manage configure operation

@

@ Link Aggregation
1 Storm Control
[ Flow Control

) Port Isolate

() Port Detect

L vian

B8 VLAN Classifier
(=R

= Spanning Tree
% ERPS

& Mimror
& Multicast
f aos

[ AcL

Congestion Management

Port Policer

Traffic Shaping Congestion Management Port Rate Limit

Mode (O View Congestion Management @ Configure Congestion Management

Panel o mmw

Settings

« Parameter usage

I T S

The id of queue for port. The range of queue id is from 0 to 7

Queues
Class

DRR Weight

* Queues
- Queveso
- Queses
- Queues2
- Queuess
- Quees s
- Queues’s
- Queues 6
- Queves?

1Av2 dave save Tave Java ave  save Tava

107100/1000 BASET. 0011000 BASEX

DRR Weight (1~100)

1

1

1

Figure 21 Congestion manage configure

The class level of queue with the range of 0 to 7

The value of DRR weight with the range of 1 to 100

If you want to modify the congestion manage, you can follow the following steps:

(1) Choose one port to display the configuration information.

(2)  Modify Class Settings.

(3)  Modify DRR Weight Settings.
(4)  Click the “Apply” button to apply all the property.
The operation is shown in figure 22, congestion manage configuration success table entry is shown in figure 23.
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@ Link Aggregation
3 Stomm Control
[2 Flow Control

) Port Isolate

Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Management
Congestion Management
Mode O View Congestion Management @ Configure Congestion Management

Configuration

Port Rate Limit
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Figure 22 Modify the congestion manage configuration
Settings
Class " Queues  DRA Weight (1-1001
1] - COueues 0 1
1 > Co=ues 1 ao
2 - Chosues 2 1
3 . Queuss3 | 1
4 - Queuesd | 1
5 - Ouswes 5 | 1

15.6 Port Rate Limit

Figure 23 Congestion manage configuration information

This section mainly describes how to view and configure port rate limit.

15.6.1 Port Rate Limit View

If you click “QOS ->Port rate limit” in the title bar, the port rate limit configuration page appears, as shown in figure 24.
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] Ethernet Status Global Configuration Interface Configuration Port Policer Traffic shaping Congestion Management Port Rate Limit

% Link Aggregation
Port Rate Limit
3 Storm Control
Refresh

[ Flow Control
[ Port Isolate O interface Name. Input Output
(1 Port Detect O etho-)
& vian O etho2
£2 VLAN Classifier O eth-0-3
& Mac O ethos
= Spanning Tree i
AR O etho-6
LR O eth-0-7
& Multicast
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Figure 24 Port rate limit configuration

« Parameter usage

Operation

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

I T

Interface Name Display the number of interface
Input Input speed limit, range 8-10 million, unit kbps
Output Output speed limit, range 8-10 million, unit kbps
Operation Display that static routing table entries can be edited

15.6.2 Modify Port Rate Limit

Follow the following steps, you can enter the port rate limit configuration page:

(1) Select this specified Interface which you want to configure.

(2)  Click "Edit” button.

The operation is shown in figure 25. and then the port rate limit configure page appears, as shown in figure 26.

Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Manage Port rate limit

Port rate limit

Refresh

[(interface Name Input Output

[Jeth-0-2

[eth-0-3
[eth-0-4
[Ceth-0-5
[Ceth-0-6
Ceth-0-7
[Jeth-0-8
[Teth-0-9

[eth-0-10

Figure 25 Port rate limit configure operation

Operation

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit
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Global Configuration Interface Configuration Port Policer Traffic Shaping Congestion Management Port Rate Limit

Port Rate Limit Configuration

Interface Name  ath-0-1

Input @ Disabled o Rate limit
Rate limit 0
Output @ Disabled O Rate fimit
Rate limit 0

Back

Figure 26 Port rate limit configuration

« Parameter usage

T i

Interface Name Display the number of interface
Input Input speed limit, range 8-10 million, unit kbps
Output Output speed limit, range 8-10 million, unit kbps

If you want to modify the port rate limit, you can follow the following steps:

(1) Choose Disbale or Rate limit in the “Input” radio button.

(2)  Enterrate in the “Rate limit” textbox.

(3)  Choose Disbale or Rate limit in the “Output” radio button.

(4)  Enterrate in the “Rate limit” textbox.

(5) Click the “Apply” button to apply all the property.

The operation is shown in figure 27, port rate limit configuration success table entry is shown in figure 28.

Global Configuration Interface Configuration Port Palicer Traffic Shaping Congestion Management Port Rate Limit

Port Rate Limit Configuration

Interface Name | th-0-1

[input O Disabled @ Rate fimit_| 1

Rate limit 1000 | 2
Output O Disabled @ Rate limit 3
| Rate limit 1000 | 4

s (@]

Figure 27 Modify the port rate limit configuration
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Global Configuration

Port Rate Limit

Refresh

O Interface Name

Interface Configuration

Input

Port Policer

Traffc Shaping Congestion Management Port Rate Limit

Output

O eth-0-1

1000 kbps

1000 kbps

0 eth02

O eth03

O eth0-4

O eth05
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O eth07
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O eth09

O eth-0-10
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O eth0-13

O eth-0-14
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Figure 28 Port rate limit configuration information
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16. ACL

If you click “Configuration -> ACL" in the top control bar, the ACL configuration list page appears, as shown in figure 1.

ACLRules

Current ACL Name: Tvpe

Figure 1 ACL information

16.1 Access Control List

If you click “ACL -> Access Control List” in the top control bar, the access control list configuration list page appears, as shown in figure 2.

7 Ethernet Status 2 Class Map Policy Map
Link Aggregation
ACL
¥ Storm Control
Flow Control
3 Port Isolate [ Name Type Operation
Part Detect
L viAN
VLAN Classifier
= MAC
Spanning Tree
ERPS
& Mirror
%, Multicast
ACL Rules
Qos
Current ACL Name: Type:
1

Figure 2 Access control list information

16.1.1 ACL Configuration

ACL provide two basic configuration functions, creating and removing ACL.
If you want to create an ACL, here are the steps:

If you click the “Create” button, you can create ACL. The operation is shown in Figure 3, and then the ACL configuration page appears, as
shown in Figure 4.
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ACL
[ Name Type
acl mac
@ a ip

Figure 3 ACL creation process

Create Access List

* ACL Name

Figure 4 ACL create page

» Parameter usage

Operation

Editorial Rules

Editorial Rules

S -

ACL Name Enter the acl name

Type Select the acl type

If you want to configure ACL, perform the following steps:

(1) Inthe “ACL name” text box, enter ACL name.

(2)  Select the type in the “type " drop-down box.

(3)  Click "Create " button.

(4)  Confirm the submission configuration and click the “Create ” button.

The operation is shown in figure 5, and the ACL configuration success entry is shown in figure 6.

Create Access List

ACL Name 1| al |

2e -]

3 i
tips x
0 ~ g
Figure 5 Create ACL configuration
ACL
Name Type Operation

@ act mac Editorial Rules

| @ al ip Editorial Rules

Figure 6 New ACL information

If you want to delete the ACL, here are the steps:

) Click the checkbox to select ACL which are need to be deleted as the figure below.

(1
(2) Click "Delete” button.
(3

) After clicking “Delete”, the page as shown in figure 7 appears, and if you click the “Confirm” button, you can delete it.
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Access Control List Class Map Policy Map

ACL

=

Name . Operation
tips X
acl Editorial Rules

1 [#] aci2 Editorial Rules

@ Areyousure to delete selected ACL?
ACL Rules

Current ACL Name: - Type: m
g - Cancel
Add

Sequence Number ACL Entry

Figure 7 Delete ACL

16.1.2 ACL Rules

ACL rules provides two basic configuration functions: creating and deleting ACL rules.

If you want to create an ACL rules, here are the steps:

Click the blue "Editorial Rules" to select the ACL,choose MAC type as shown in figure 8,choose IP type as shown in figure 9, click "Add" to
enter the ACL Rules configuration page, as shown in figure 10. Access different configuration pages depending on the type of ACL
selected.The MAC type is shown in figure 11 and the IP type is shown in figure 12.

ACL

Name Type Operation

acl mac Editorial Rules

al ip Editorial Rules

ACL Rules

Current ACL Name:act Type:mac

Sequence Number ACL Entry

Figure 8 Select MAC type ACL

ACL

Name Type Operation

ac’l mac Editorial Rules

acl2 ip Editorial Rules

ACL Rules

Current ACL Name: Type:

Sequence Number ACL Entry

Figure 9 Select IP type ACL
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ACL Rules

Current ACL Name:

Type:

ACL Entry

Figure 10 Add ACL operation

ACL Add Rule

« Parameter usage

Figure 11 MAC ACL add rule

e T e

Sequence Number

Action

Source Mac Address

Source Mac Address Mask

The serial number of the filter in the MAC ACL. If this field is not displayed, it can be
generated automatically

Select the action of mac ACE
Enter the source MAC address

Enter the source MAC address wildcard bits

Dest Mac Address Enter the destination MAC address
Dest Mac Address Mask Enter the destination MAC address wildcard bits
Vian Enter VLAN-ID, the range is 1 to 4094
Cos Enter CoS, therangeisOto 7

Inner Vlan Enter Inner VLAN-ID, the range is 1 to 4094

Inner Cos Enter Inner CoS, the range is 0 to 7

Protocol Select the protocol type which including ARP, RARP or Ether type
Type Select the L2 type including ETH2, SNAP, SAP
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Access Control List

ACL Add Rule

Access List Name

Type

Sequence Number

Action

IP Protocol

Source IP Address

Source IP Address Wildcard Mask

Dest IP Address

Diest IP Address Wildcard Mask

DSCP

Routed

Option

» Parameter usage

Class Map Policy Map
acl2
ip v
Permit v
ANY v

Figure 12 IP ACL add rule

S -

Sequence Number

Action
IP Protocol
IP Protocol Num
Source IP Address
Source IP Address Mask
Dest IP Address

Dest IP Address Mask

The sequence number of the filter in IP ACL. An auto-generated sequence number will be
assigned to the filter if this field is not presented

Select the action of IP ACE
Select IP protocol of IP ACE
Enter IP protocol number, the range is 0 to 255
Enter the destination MAC address
Enter the destination MAC address wildcard bits
Enter VLAN-ID, the range is 1 to 4094

Enter CoS, therangeisO0to 7
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Source Port Type Select source port type

Source Port Num Enter source port number

Source Port Range Enter source port range
Dest Port Type Select destination port type
Dest Port Num Enter destination port number
Dest Port Range Enter destination port range
ICMP Type Enter ICMP type, the range is 1 to 255
ICMP Code Enter ICMP code, the range is 1 to 255
IGMP Type Select IGMP type.
DSCP Enter DSCP
Fragments Select fragments
Routed Select routed
option

Select option

The parameters that need to be configured are configured according to the actual requirements, the non-demanding parameters can be
left unconfigured.If you want to configure ACL rules, perform the following steps:
(1) Enter VLAN in the “VLAN " text box.

(2) Selectarp in the “Protocol ” drop-down box.
(3)  Click the submit to complete the configuration.
The operation is shown in figure 13, and ACL Rules is successfully configured as shown in figure 14.

ACL Add Rule

nterior Vian

Figure 13 Add ACL rules
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ACL Rules

Current ACL Name: Type:

Sequence Numbe ACL Ent

Figure 14 New ACL rules information

If you want to delete the ACL rules, here are the steps:
Click on the blue "Editorial Rules" to select the current ACL, as shown in figure 15.

ACL
Name Type Operation
acl mac Editorial Rules
a1 ip Editorial Rules
ACL Rules
Current ACL Name:act Type:mac
Sequence Number ACL Entry

Figure 15 Select current ACL

If you want to delete the configuration, perform the following steps:

(1)  Click the checkbox to select ACL rules which are need to be deleted as the figure below.
(2)  Click "Delete” button.
3

) After clicking “Delete”, the page as shown in figure 16 appears, and if you click the “Confirm” button, you can delete it.

Access Control List Class Map Policy Map

ACL

Name . Operation
tips X
act Editorial Rules
acl2 Editorial Rules

@ ~reyousure to delete selected entry?
ACL Rules

Current ACL Name: 21 Type: miac

2
3 Cancel

Sequence Number ACL Entry

[E]e TS

Figure 16 Delete ACL rules

16.2 Class Map

If you click “ACL -> Class Map” in the title bar, the class map page appears, as shown in figure 17.
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(5] Etbernet Status Access Control st Gl Msp Fobcy Map
“ Link Aggregation

Class Map
Storm Control

(5] Flow Control

() Port Detect

% Multicast
b on Class Map Match ACL
Clags Map Hame Ty

01 Access List Hame

[ ACL

Figure 17 Class map page

16.2.1 Class map

Class map provide two basic configuration functions, creating and removing class map.

If you want to create an class map, here are the steps:

If you click the "Create" button, you can add class map, the operation is shown in figure 18, and then the class map configuration page
appears, as shown in figure 19.

Class Map

Type Operation

Figure 18 Add class map operation

Create Class Map

« Class Map Name.

Type match any -

Lok

Figure 19 Add class map

» Parameter usage

I O

Class Map Name Enter the class map name

Type Select the class map type

f you want to configure class map, perform the following steps:
) Enter class map name in the “class map name” text box..
) Select the type of create class map in the “type " drop-down box.
) After that, click Create to apply all the changes made.
(4)  Click “Create " button.
(5)  Confirm the submission configuration and click the “Create ” button.
The operation is shown in figure 20, and the class map configuration success table entry is shown in figure 21.

|
(1
(2
(3
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Create Class Map

Figure 20 Add class map configuration

Class Map

(] Name Type

Figure 21 New class map

If you want to delete the class map, here are the steps:
) Click the checkbox to select class map which are need to be deleted as the figure below.

(1
(2)  Click “Delete” button.
(3)  After clicking “Delete”, the page as shown in figure 22 appears, and if you click the “Confirm” button, you can delete it.

Access Control List Class Map Policy Map

Class Map

el 2
] Name

Operation

tips X
1 al Match
Class Map Match ACL

Class Map Name: Type:

Figure 22 Delete class map

16.2.2 Class Map Match ACL

Class map match ACL provide two basic configuration functions, creating and removing class map match ACL.
If you want to create an class map match ACL, here are the steps:
Click "Match" in blue to select the current class map matching ACL, as shown in figure 23, and click "Add" to enter the class map match

ACL configuration page, as shown in figure 24, class map match ACL the configuration page is shown in figure 25.
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Access Control List Class Map Policy Map
Class Map
O Mame Type
0 at match-any

Class Map Match ACL

Class Map Name: Type:

Add

[J Access List Name: Type

Figure 23 Select current class map

Class Map Match ACL

Class Map Name: a1 Type: match-

Add

) Access List Name Type

Figure 24 Add class map match ACL

Class Map Match ACL

Class Map Name: Type:

O Name Type

Q e mac

Figure 25 Class map match ACL configuration page

» Parameter usage

Operation

I O

Name acl name

Type acl type

If you want to configure class map match ACL, perform the following steps:

(1)  Click the checkbox to select ACL which are need to be matched to the current Class map.

(2)  Click “Submit " button.
(3)  Confirm the submission configuration and click the "Submit " button.

The operation is shown in figure 26, the class map match ACL configuration success table entry is shown in figure 27.
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Access Control List

Class Map Match ACL

Class Map Name:

g Bt

Name

acl

1 acl2

Class Map Match ACL

Class Map Name:

[0 Access List Name

O act

Class Map Policy Map

Type: mat

tips X

@  ~re you sure to add selected AcL?

[ D] -

Figure 26 Class map match ACL configuration

Type: ma

Type

match-any

Figure 27 New class map match ACL

If you want to delete the class map match ACL, here are the steps:
Click on the blue "Match" and select the current Class map, as shown in figure 28.

Class Map

) Name

Class Map Match ACL

Class Map Name:

Access List Name

acl

Type:

Type

match-any

Figure 28 Select current Class map

If you want to delete the configuration, perform the following steps:
) Click the checkbox to select class map match ACL which are need to be deleted as the figure below.

(1
(2) Click “Delete” button.
(3

) After clicking “Delete”, the page as shown in figure 29 appears, and if you click the “Confirm” button, you can delete it.
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Access Control List Class Map Policy Map
Class Map
(] Name Operation
tips X
0O a1 Match

Class Map Match ACL

- Tt @ Areyou sure to delete selected entry?

@ -

[0 Access List Name

1 [ oo

Cancel

Figure 29 Delete class map match ACL

16.3 Policy Map

If you click “ACL -> Policy Map” in the title bar , the Policy Map page appears, as shown in Figure 30.

| Ethemet Status Access Control st Class Map poiicy Map
Link Aggregation

Storm Control

Flew Contral

ERPS
Mirror
Multics:
Q08 Policy Map Match Class Map
— Class Map Uistin Poicy Map:
1 act

Figure 30 Policy map

16.3.1 Policy Map

Policy map provide two basic configuration functions, creating and removing policy map.

If you want to create an policy map, here are the steps:

If you click the "Create" button, you can add the policy map, the operation is shown in Figure 31, and then the policy map configuration
page appears, as shown in Figure 32.
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Policy Map

[ Policy Map Name Operation

Figure 31 Add policy map operation

Create Policy Map

* Policy Map Name

Figure 32 Add policy map

» Parameter usage

- N = ;-

Policy Map Name Enter the policy map name

If you want to configure policy map, perform the following steps:

(1) Enter name in the “policy map name” text box

(2)  After that, click Create to “Create” all the changes made.

(3)  Click “Create " button.

(4)  Confirm the submission configuration and click the “Create " button.

The operation is shown in figure 33, and the policy map configuration success table entry is shown in figure 34.

Create Policy Map

1
Policy Map Name| = &7

Figure 33 Add policy map configuration

Policy Map

Create

[ Policy Map Name Operation

O a7 Match

Figure 34 New policy map

If you want to delete the policy map, here are the steps:

(1)  Click the checkbox to select policy map which are need to be deleted as the figure below.

(2)  Click "Delete” button.

(3)  After clicking “Delete”, the page as shown in figure 35 appears, and if you click the “Confirm” button, you can delete it.



h ]
$3950-4T12S SWITCH WEB MANAGEMENT GUIDE 6 FS

Policy Map

@[]

[ Policy Map Name Operation

tips x
1 a? Match
Policy Map Match Class Map

Class Map List in Policy Map: O #eyousure

[ Class Map Name

Operation

Figure 35 Delete policy map

16.3.2 Policy Map Match Class Map

Policy map match class map provides two basic configuration functions, namely creating and deleting policy map match class map.

If you want to create an policy map match class map, here are the steps:

Click the blue "Matching" to select the current strategy classification, as shown in figure 36, click "Add" to enter the policy map match class
map configuration page, as shown in figure 37, policy map match class map configuration page is shown in figure 38.

Policy Map

Policy Map Match Class Map

Class Map List in Policy Map

Class Map Name Operatiar

Policy Map Apply Interface

Figure 36 Select policy map

Policy Map Match Class Map

Class Map List in Policy Map:

[J Class Map Name Operation

Figure 37 Add button
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Policy Map Match Class Map

Pelicy Map Name:

Figure 38 Policy map match class map configuration page

« Parameter usage

e T e

Class Map Name Select the existed class map
Policer Select the peolicer or not
Color Mode Select the color mode
Policer Mode Select the policer mode
CIR Enter CIR (Commit Information Rate) with the range of 1 to 10,000,000 kbps
CBS Enter CBS(Commit Burst Size) with the range of 0 to 16,000 bytes
EBS Enter EBS(Excess Burst Size) with the range of 0 to 16,000 bytes
PIR Enter PIR(Peak Information Rate) with the range of 1 to 10,000,000 kbps
PBS Enter PBS (Peak Burst Size) with the range of 0to 16,000 bytes
Drop color Select the drop color
Redirect to Select the redirection interface
Monitor Select the monitor session

If you want to configure an policy map match class map, here are the steps:

(1)  Select name in the “class map name” drop-down box.

(2)  Select no police in the “Policer” drop-down box.

(3)  Click the “submit ” to complete the configuration, as shown in the figure 39.
(4)  Click “Submit " button.

The operation is shown in figure 39.
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Policy Map Match Class Map

Policy Map Name:

w

Figure 39 Configuration example

If you want to view the configuration, follow these steps:
(1)  Click "Particulars" to view the detailed configuration, the operation process is shown in figure 40, the detailed configuration is
shown in figure 41.

Policy Map Match Class Map

Class Map List in Policy Map:

Class Map Name Operation
class-default

Figure 40 View detailed information process

Information
POLICY-MAP-NAME: c1

CLASS-MAP-NAME: class-default

Figure 41 Detailed information

If you want to delete the policy map match class map, here are the steps:
Click the blue "Match" to select the current Strategy classification, as shown in the figure 42.
Policy Map

([ Policy Map Name Operation

Policy Map Match Class Map

Class Map List in Policy Map:

[ Class Map Name Operation

O class-default Particulars

Policy Map Apply Interface

Interface service with Policy Map: =7

] Interface Name Direction

Figure 42 Select policy map

If you want to delete the configuration, perform the following steps:


http://192.168.1.119/javascript:;
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(1) Click the checkbox to select policy map match class map which are need to be deleted as the figure below.
(2)  Click “Delete” button.
(3)  After clicking “Delete”, the page as shown in figure 43 appears, and if you click the “Confirm” button, you can delete it.
Policy Map
] Policy Map Name Operatior

0 a7 Match

Policy Map Match Class Map

Class Map List in Policy Map: tips

] Cla p Name {} Are you sure to delete selected Class Mag Soerition
1 Llass'uc\du\\ Particulars

Policy Map Apply Interface

Interface service with Policy Map:

] Interface Name Direction

Figure 43 Delete policy map match class map

16.3.3 Policy Map Apply Interface

Policy map apply interface provide two basic configuration functions, creating and removing policy map apply interface.

If you want to create an policy map apply interface, here are the steps:

Click "Match" in blue to select the current policy category, as shown in figure 44, click "Add" to go to the policy map apply interface
configuration page, as shown in figure 45, and the class map list in the policy map apply interface configuration page is shown in figure
46.

Access Control List Class Map Policy Map

Policy Map

[ Policy Map Name

D«

Policy Map Match Class Map

Operation

Class Map List in Policy Map:
Add Delete

[ Class Map Name Operation

class-default Particulars

Policy Map Apply Interface

Interface service with Policy Map: =

[ Interface Name Direction

Figure 44 Select policy map

icy Map Apply Interface

2 with Policy Map:
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Figure 45 Add policy map apply interface operation

Policy Map Apply Interface

Policy Map Name: a7

Interface Name b

Direction Input hd

Figure 46 Policy map apply interface configuration page

« Parameter usage

I T S

Interface Name Select the interface name

Direction Select the direction

If you want to check the configuration policy map apply interface, please perform the following steps:

(1)  Select the interface in the “Interface Name” drop-down box.

(2)  Selectdirection in the “Direction” drop-down box.

(3)  After that, click “Submit " to complete the configuration.

The operation is shown in figure 47, the policy map apply interface configuration success table entry is shown in figure 48.

Policy Map Apply Interface

Policy Map Mame: a7

Interface Name eth-0-1 -

Direction Input v 2

Figure 47 Add policy map apply interface operation

Interface service with Policy Map: 27

(O Interface Name Direction

O eth-01 input

Figure 48 View policy map apply interface

If you want to delete the policy map apply interface, here are the steps:
Click the blue "Match" to select the current Strategy classification, as shown in the figure 49.
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Access Control List Class Map Policy Map

Policy Map

O Policy Map Name

0 a7

Policy Map Match Class Map

Class Map List in Policy Map: 27

[ Class Map Name

class-default

Policy Map Apply Interface

Interface service with Policy Map: =

[J Interface Name

If you want to delete the configuration, perform the following steps:

Direction

Operation

Operation

Particulars

Figure 49 Select policy map

(1)  Click the checkbox to select policy map apply interface which are need to be deleted as the figure below.

(2) Click “Delete” button.

(3)  After clicking “Delete”, the page as shown in figure 50 appears, and if you click the “Confirm” button, you can delete it.

Policy Map Match Class Map

Class Map List in Policy Map:
Add
[ Class Map Name

O class-default

Policy Map Apply Interface

Interface service with Policy Map: a7

o«

O Interface Name

1 eth-0-1

tips

@ e you sure to delete selected Interface?

Direction

input

Operation

Particulars
Cancel

Figure 50 Delete policy map apply interface
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17. Reboot/Save

If you want to restart the switch or save the current configuration under the web page, you should click "Maintenance" in the top control
bar. Then click “Reboot/Save” in the navigation bar, the correspond page appears.

17.1 Page Overview

Save configuration ta startup-config

SNMP Trap

o Worr Intercapt

DDeS

[ ARPIn

& Curre

User Management

Figure 1 Reboot/Save page

« Parameter usage

I I S

Save configuration to

) Save current configuration to startup-confi
startup-config 9 p g

Save system configuration before

Save current configuration to startup-config before reboot
reboot

Restore Factory configuration to

startup-config Restore switch by using startup-config

17.2 Save Configuration

Click “Save” button to save current configuration to startup-config.

Save configuration to startup-config

Save configuration to startup-config

Figure 2 Save config

17.3 Reboot Switch

Click “Reboot” button to reboot the switch, but if you want to save the current configuration before reboot, choose “Save system
configuration before reboot” at first.
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Reboot the switch

Reboot the switch

\Save system configuration before reboot

Figure 3 Reboot switch

17.4 Recovery Switch

Click “Recovery” button to recovery switch configuration with startup-config.

Restore factory configuration to startup-config

Restore factory configuration to startup-config

Figure 4 Recovery switch
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18. System Configuration

If you click “Maintenance -> System Configuration” in the top control bar, the System Configuration list page appears, as shown in figure
1.

GFS [ssowz)

Base Settings
() Reboot/Save
Management 1P
 system G

MasK

£ Load Conf

[ Fle

5] Log Management
I sNmP
SNMP Trap
i Worm Intercept
DDoS Intercept:

[ ARP Intercept Aonty

) Currently

User

s3950-47125

Apply

Date and Time

Date and Time 07:24:34 01/03/2000

Apply

Time Zone Name

Time Zone Name ute

Figure 1 System configuration list

18.1 Base Settings

After you click “System Configuration” button, you will see the first case “base settings”.
If you want to add the IP for this switch, you can follow the following steps:
(1) Enter an IP address in the “Management IP.

(2)  Select the destination address mask in the “mask ” dropdown box.
(3)  Enter default route IP address in the “Gate Way” textbox.
(4)  Click “Apply” button, and a tips popup will appear, as shown in figure 2 and figure 3, then click “Apply” button in tips.

GFS [ssowz)

Base Settings

() Reboot/Save
Management 1P

€ system Conf

£ Load Conf Mask

[ Fle

5] Log Management

7 sNmP

SNMP Trap
# Worm Intercept
DDoS Intercept

(] ARP Intercept

User Management

Thermal Sensor

Thermal Sensor s s

Apply

s3950-47125

Apply

Date and Time
Date and Time 07:24:34 01/03/2000

Apply

Time Zone Name

Time Zone Name ute
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Reboot/Save
© System Configuration
=t Load Configuration
(1 File Management
(%] Log Management

| snmp

SNMP Trap

B Worm intercept

! DDoS Intercept
[ ARP Iotereept

71 Currently Sessions

User Management

Base Settings

MASK

Thermal Sansor

Thermal Sensor s 75 %

Base Information

Device Name S3950.4T125

contact

Dateand Time

Date and Time

Tima Zone Name

Tirme Zone Name e

Figure 2 Base settings page

() Rebool/Save

@ Sysem Conbguration
5§ Load Configuration

[2] File Management

=] Log Management
T SNMP

SNMP Trap
71 Werm Intereept

DO Intercept

[ ARP intercept
[ Currently Sessions

S User Management.

Base Settings
Management 1P . . .
A s s o2
— w0 E 1 st

Bass Information

@ serra mansoermentisdcees st
e ssomas

Date and Time

Date and Time 07:24:34 01/03/2000

Time Zane Name

Time Zone Name urc

Figure 3 Base settings page

« Parameter usage

e T e

Management IP Manage switch via this IP

Mask Locate Management IP's network bits

Gate Way Defaults route

18.2 Thermal Sensor

After you click “System Configuration” button, you will see the second case “thermal sensor” in this case you can set the threshold of
temperature.The boxes from left to right represent the definition of low temperature, medium temperature, and high temperature.
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Thermal Sensor

Thermal Sensor 5 75 20

Apply

Figure 4 Termal sensor

Notes: From left to right in the table are the low threshold middle threshold and high threshold of the set temperature.

18.3 Base Information

After you click “System Configuration” button, you will see the third case “Base Information”, in this case you can set the switch
information to distinguish the switch in network.

Base Information

Device Name DUT1
Contact

Location

Apply

Figure 5 Base information

« Parameter usage

I I S

Device Name Switch hostname

How to contact this switch in the other words contact is manage IP of this switch or Other

b information which can visit this switch

Location Where the switch is

If you want to set the information of this switch, you can follow the following steps:
) Enter an device name in the “Management IP.

)  Enter contact information in the “Contact”

) Enter location information in the “Location” textbox.

)

(
(2
3
(4)  Click the Apply button.

18.4 Date&Time

After you click “System Configuration” button, you will see the fourth case “Date and Time” in this case you can set time of switch.

Date and Time

Date and Time 16:23:05 06/15/2020

Apply

Figure 6 Date and time
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Example: 12:08:44 17/03/2020

18.5 Time Zone Name

After you click “System Configuration” button, you will see the 5th case “Time Zone Name” in this case you can set the time zone and the
offset of time zone.

Time Zone Name

Time Zone Name uTcC

Offset add « 0 ¥ hour O ¥ min O ¥ | sec

Apply

Figure 7 Time zone name

« Parameter usage

I ™

Time Zone Name Time zone

Offset Offset depends between GMT and Time Zone which your set

If you want to set the time zone name of this switch, you can follow the following steps:
(1)  Enter time zone name in the “Time Zone Name.
(2)  Select the offset in the “Offset”.
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19. Load Configuration

If you click “Maintenance > Load Configuration” in the top control bar, the load configuration list page appears, as shown in figure 1.

e FS [ssssoarizs

Figure 1 Load configuration list

This chapter describes load the configuration files to the device or download the configuration file to PC as the the backup file.
19.1 Load Configuration

You can load the configuration files from the web to the device and replace the configuration file that is currently being used.

19.1.1 Load the Configuration Files

If you want to load the configuration files to replace the configuration file that is currently being used, you can follow the following steps :

(1)  Choose a configuration file which through the file name.

(2)  Click “Load” button.

(3) It will appear tips page to note you to confirm the operation, if you click “Loading” button, it will use the configuration as the new
configuration of device; if you click “cancel” button, you will cancel the loading configuration operation.

The operation is shown in figure 2.
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Load Configuration
Rebest/Save

System Configuration

B9 Load Configuration Fierame Time

[2] File Management

[E] Log Mansgement
| SNMP
SNMP Trap
T, Worm Intercept
DOGS Intercept
[ AR Intercept

[E) Currently Sassians

@ Corfim thatyos wan 1 load the seleced e

User Management

Figure 2 Load configuration operation

« Parameter usage

e T e

Filename Display name of configuration file
Time Display last modified time of configuration file
Size Display size of configuration file
Operation Display that the configuration file can be downloaded

19.1.2 Refresh the Load Configuration Page

If you want to refresh the load configuration page, you can click “Refresh” button. The operation is as shown in Figure 3.

Load Configuration

Filename Time Size Operation

® flash/startup-config<onf 2000-01-01 00:54:49 8348 Download

O flashybootystartup-config cont 2020-01-02 16:06:44 8068 Download

Figure 3 Refresh the load configuration information

19.1.3 Download the Configuration Files

You can download the configuration file and saved in the disk of PC or in the mobile storage device as the backup file and you can also

see the configuration file.
To download the configuration file, you can select the configuration file you want to download, and click “Download” button to save the

file, the operation is as shown in Figure 4.
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Load Configuration

Load Refresh
Filename Time Size Operation
® fashstartup-confi.conf 20000101 05449 o
O flash:/boot/startup-config.conf 2020-01-02 16:06:44 8068 Download

Figure 4 Download configuration file operation
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20. File Management

If you click “Maintenance -> File Management” in the top control bar, the file management page appears, as shown in figure 1.

Memory Usage

(5 Reboot/Save
System Configuration
§ Flash flashi/boot
5} Load Configuration
-

[ File Management
[E] Log Management
& sNmP File Management

@ SNMP Trap * Browse file

the file to upload Browse file

kot i) (Ui bt
) DDos eermpt
[l ARP Intercept Delete Selected Files Refresh

[ Currently Sessions

% Worm Intercept

Name: Directory size Usage Operation
. User Management
statup-confg.conf Downioad flash: a8 Startup config® Backup Config
) FSOS-Weblmage-4T12S testbin Download fash: oM
O startup-config.conf Download flash:/boot 8068 Startup config* Use Config
FSOS-S3950-4T125-45.3.11.15+_testbin Download fash/boot 2am System image*
) FSOS-S3950-4T125-45.3.11.15 .bin Download fash/boot 2am System image Use image
FS0S-Webimage bin Dowrload fashboot oM
0 bhmiog Download fashcold o Coldlog
O diaglog Download flash:/info 46K
O dhepsnooping Download flash: 1478 DHCP binding
O FS0S_Weblmage 4T125 bin Download fash: oM

Figure 1 File management

20.1 Memory Usage

Click “Maintenance > File Management” to check memory usage on switch, as shown in figure 2.

flash: flash:/boot

~

: 276M, Free size: 198M \ Total size: 63.2M, Fre

Figure 2 Memory usage

« Parameter usage

T T .

flash: Flash directory at the root of system

flash:/boot Flash:/boot directory at the root of system

20.2 File Management

Click "Maintenance > File Management” to download or delete system and configuration files of switch, or upload files to switch, the
configuration page is as shown in figure 4.

Maintenance

Memory Usage
() Reboot/Save bl 7

System Configuration

3 Load Configuration flash: flashy/boot

[ File Management

= PeY

Figure 3 File management
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File Management

he file to upload Browse file

* Browse file Please

Upload As File Upload As Image Upload Web Image
Delete Selected Files Refresh

Name Directory Size Usage Operation
startup-config.conf Download flash: 8348 Startup config* Backup Config

() FSOS-Webimage-4T125_test bin Download flash: a8m

O startup-config conf Download flashisboot 8068 Startup config* Use Config
FSOS-53950-4T125-v5.3.11.15.1_testbin Download flashi/boct 222m System Image”

() FSOS-53950-4T125-v8.5.11.15.0bin Download flash:fboot 223m System Image Use Image
FSOS-Weblmage bin Download fiash/boot 48M

O bhmlog Download flashi/cold o8 Cold log

O diaglog Download flashifinfo 46K

O dhepsnooping Download fiash: 1478 DHCP binding

O FSOS Weblmage_4T125.bin Download flash: 48M

Total 28 records. v 2 ||l 3 -

Figure 4 File management

« Parameter usage

I T

File list: shows all files saved on current switch
Name: system filename
Directory: location of system files
Size: size of system files in bytes
File List Usage: description of system files
Operation: operation for the special files, include:
Use Image: use this file as the next boot image
Backup Config: Save running configuration to this file
Use Config: use this file as the next start up configuration

Upload As File Upload the chosen files to Switch
Upload As Image Upload the chosen files to Switch as a boot image
Delete Selected Files Select files and delete them from Switch

NOTE: To download a file, just click the name of the file.

If you want to upload file/image/web image, please click “Browse File” button to select the file you need to upload, then click “Upload As
File/Upload As Image/Upload Web Image” button, the operation is shown in figure 5.
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(5 Reboot/Save
System Configuration

£ Load Configuration

(21 File Management

[5] Log Mansgement

1 sNmp

5 SNMP Trap

) Worm Intercept
DDoS Intercept

[ ARP Intercept

7] Currently Sessions

£ User Management

Memory Usage

flash

File Management

* Browse file

Delete Selected Files Refresh

Name
startup-config.conf Download

O FSO5-Weblmage-4T125 testbin Dowrioad

O startup-config.conf Download
£S0S-$3950-4T125-v53.11.15+.test bin Dovirload

0 FSOS-$3950-4T125-v5.3.11.151bin Downlosd
£505-Webimage b Download

O bhmiog Download

O diaglog Download

O dhepsnooping Download

O 7505 Webimage_4T125 bin Dowrload

Total 28 records.

Directory

flash:

fash:

flashi/boot

flash/boot

flashi/boot

flashy/boot

flashycold

flashyinfo

flash:

fash:

Figure 5 Upload file configuration

flashi/boot

Size

8348

8068

22m

22m

Usage

Startup config*

Startup config®

System Image*

System Image

Coldlog

DHCP binding

Operation

Backup Config

Use Config

Use Image

If you want to delete files, you can select one or more file check box, click “Delete Selected Files” button to delete the file on switch, the
operation is shown in figure 6.

File Management

* Browse file

Upload As File Upload As Image

_—
Delete Selected Files Refresh
[———

Name

startup-config.conf Download

o

FSOS-Weblmage-4T125 test bin Download

Broms file

Upload Web Image

]

startup-config.conf Download

F505-53950-4T125-v5.3.11.15.1_test bin Download

a

FSOS-§3950-4T125-v5.3.11.15.1 bin Download

FSOS-Weblmage.bin Download

bhmlog Download

diaglog Download

dhcpsnooping Download

FSOS Webimage 4T125 bin Download

Total 28 records.

Directory

fiash:

fiash:

flashy/boot

fiash/boot

flash:/boot

flashi/boot

fiash/cold

Flashy/info

fiash:

Fiash:

tips

@ confirm to delete the selected fle or directory?

Cancel

22.M

220Mm

Figure 6 Delete file configuration

Usage

Startup config*

Startup config®

System Image*

System Image

Cold log

DHCP binding

Operation

Backup Config

Use Config

Use Image

If you want to download files , you can click the download button next to the file name to download, the operation is shown in figure 7.
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Reboot/Save

System Configuration

Load Configuration
File Management
Log Management
SsNvP

SNMP Trap

Worm Intercept
DDoS Intercept
ARP Intercept
Currently Sessions

User Management

Memory Usage

fash

O

198M

File Management

* Browse file Pleas:

to upload

Name

startup-config.con

O FSOS-Webimage-4T125 testbin Dowrioad

O startup-config.conf Download
FSOS-53550-4T125v53.11.15+.test bin Doviosd

) FSOS-53950-4T125-45.3.11.151bin Downlosd
#505-Webimage b Downlosd

O bhmiog Download

diaglog Download

dncpsnooping Dovioad

FSOS_Webimage 4T125 bin Download

Total 28 records.

Brouse file

Upload Web Image

Directory

fash:

fash:

fiash/boot

flashi/boot

fiash/boot

flash/boot

flashi/cold

fiashiinfo

fash:

fash:

Figure 7 Download file configuration

Maintenance

fiashi/boot

Size

s3a8

068

22m

22m

Ussge Operation
Startup config® Backup Config
Startup config® Use Config

System Image®

System Image Use Image

Coldlog

DHCP binding
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21. Log Management

If you click “Management->Log Management” in the top control bar, the log management page appears, as shown in figure 1.

Log Management

Moduie Level Contert

Cumently Sessions

User Management

Figure 1 Log management page

This section mainly describes how to search and view log information.

« Parameter usage

I T

Level Display special log level as condition for search

Module Display special module creating logs as condition for search
Time Display the time of log generated

Module Display Name of the module generating the log
Level Display Log information level

Content Display The log content

21.1 Search Log Management

21.1.1 Search Log Information by Level

If you want to search log information for a specified level, you can select the level of the log in the “Level” drop-down box, then click the
“Search” button, the operation is shown in figure 2, and the search results are shown in figure 3.

Log Management

Figure 2 Search log information by level operation

Level ‘ 4-warning v
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Log Management

Level | 4-wamning v Module Al N

Time Module Level Content

2006-04-18T20:20:52 +08:00 IMI 4 Too many users.
2006-04-18T19:49:54+08:00 IMi 4 Too many users.
2006-04-18T19:47:06+08:00 Ml 4 Too many users.
2006-04-18T19:33:36+08:00 IMI 4 Too many users.
2006-04-18T19:11:21+08:00 IMI 4 Too many users.
2006-04-18T19:04:20+08:00 IMi 4 Too many users.
2006-04-18T17:53:59+08:00 Ml 4 Too many users,
2006-04-18T17:41:51+08:00 M 4 Too many users.

Total 300 records. 10 v < D 2| 3 30 » -

Figure 3 Search results list

21.1.2 Search Log Information by Module

If you want to search log information for a specified module, you can select the module of the log in the “Module” drop-down box, then
click the “Search” button, the operation is shown in figure 4, and the search results are shown in figure 5.

Log Management

Level | Al v| 1|Module DHCUENT v| | -

Figure 4 Search log information by module operation

Log Management

Level Al v Module = DHCLIENT v

Time Module Level Content

2006-04-18T21:13:59+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18T21:05:59+08:00 DHCLIENT B Interface vlan1 received No DHCPOFFER
2006-04-18T21:01:20+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18T20:54:58+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18T20:47:13+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18T20:41:04+08:00 DHCLIENT B Interface vian1 received No DHCPOFFER
2006-04-18T20:33:31+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18T20:27:43+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18720:22:21+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18720:16:12+08:00 DHCLIENT i Interface vian1 received No DHCPOFFER

Total 300 records. 0 v 4 D 2 ) 30 » -
Figure 5 Search results list
21.2 Refresh Log Information

If you want to refresh the logs displayed in the table, you can click “Refresh” button, the operation is shown in figure 6, then the latest log
information will be displayed, as shown in figure 7.
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Clear
Time Module Level Content
2006-04-18T21:19:59+08:00 DHCLIENT 3 Interface vlan1 received No DHCPOFFER
2006-04-18721:13:59+08:00 DHCLIENT 3 Interface vlan1 received No DHCPOFFER
2006-04-18721:11:28+08:00 M1 6 Web user login, username fs, ip address 220.170.50.70
2006-04-18721:05:59+08:00 DHCLIENT 3 Interface vlan1 received No DHCPOFFER
2006-04-18T721:04:56+08:00 Ml 6 Web user login, username fs, ip address 220.170.50.44
2006-04-18T721:04:56+08:00 M 6 Web user login, username fs, ip address 220.170.50.70
2006-04-18T21:01:20+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18T21:00:50+08:00 IMI 4 Too many users.
Figure 6 Refresh log information operation
Time Module Level Content
2006-04-18721:26:21 +08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18T21:19:59+08:00 DHCLIENT i Interface vian1 received No DHCPOFFER
2006-04-18T21:13:59+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18721:11:28+08:00 IMI 6 Web user login, username fs, ip address 220.170.50.70
2006-04-18721:05:59+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18T21:04:56+08:00 M 6 Web user login, username fs, ip address 220.170.50.44
2006-04-18T21:04:56+08:00 IMI 6 Web user login, username fs, ip address 220.170.50.70
2006-04-18T721:01:20+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18721:00:50+08:00 IMi 4 Teo many users.
2006-04-18T21:00:49+08:00 IMI 6 Web user login, username fs, ip address 42.48.181.170

Figure 7 Latest log information list

21.3 Clear Log Information

If you want to clear the logs displayed in the table, you can click “Clear” button, the operation is shown in figure 8, then the cleared log
information list will be displayed, as shown in figure 9.

Time Module Level Content

2006-04-18T721:26:21 +08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18721:19:59+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18T21:13:59+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18721:11:28+08:00 IMI 6 Web user login, username fs, ip address 220.170.50.70
2006-04-18721:05:59+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18T21:04:56+08:00 M 6 Web user login, username fs, ip address 220.170.50.44
2006-04-18T21:04:56+08:00 IMI 6 Web user login, username fs, ip address 220.170.50.70
2006-04-18721:01:20+08:00 DHCLIENT 3 Interface vian1 received No DHCPOFFER
2006-04-18721:00:50+08:00 IMI 4 Too many users.

2006-04-18T21:00:49+08:00 Ml 6 Web user login, username fs, ip address 4248.181.170

Figure 8 Clear log information operation

Time Module Level Content

Total O records. 10 - -

Figure 9 New log information list
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22. SNMP Configuration

If you want to configure SNMP under the web page, you should click "Maintenance" in the top control bar. Then click “SNMP” in the
navigation bar, the SNMP page appears, as shown in figure 1.

22.1 SNMP Basic Configuration

Basic Configuration

Figure 1 SNMP configuration page

« Parameter usage

T i

SNMP Status This parameter indicates the SNMP status. It is enabled or disabled

. This parameter indicates the enabled SNMP versions. All of them enable or enable Version
SNMP Version . .
1, Version 2, and Version 3

Group Name SNMP Group name
Access Mode Group access mode, read-only or read-write
Delete Delete the current group

22.1.1 Enable SNMP

As shown, SNMP is disabled by default. If you want to use SNMP, you must enable SNMP at first.
If you want to enable SNMP, you should follow the steps below:

(1) Click “Enable” selection box.

(2) Select the corresponding SNMP version from the drop-down box.

(3) Click “Apply” button.

The operation steps are shown in figure 2.
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Basic Configuration
* SNMP Status 1 (") Disable (Default: Disable))

= SNMP Version 2] Al v

Apply

W

Figure 2 SNMP configuration step

22.2 SNMP Group Configuration

SNMPv1 SNMPv2 uses group name authentication. A group is a basic security mechanism. It is used to implement authentication when an
SNMP network administrator accesses the SNMP management agent. SNMP packets with different group names will be discarded. The
SNMP group is named by a string and becomes the group name. Different groups can have read-only or read-write access modes. Groups
with read-only permissions can only query device information, and groups with read-write permissions can also configure devices.

22.2.1 Add SNMP Group

If you want to add a SNMP group, you should follow the steps below:

(1) Enter the group name. The legal name must start with a letter and can only include 0-9, a-z, A-Z, "_", "-", and the length must be
between 1 and 256.

(2) Selectthe “Access mode” from the drop-down box.

(3) Click “Add” button.

The operation steps are shown in figure 3, and the corresponding results are shown in figure 4.

Community Configuration

Community Name

3

1 # Access Mode || Read-Only v |2

Figure 3 Add SNMP community step

Community Name Access Mode Delete

fs read-only Delete

Figure 4 Add SNMP community result

22.2.2 Delete SNMP Group

If you want to delete an existing group, click the "Delete" behind the group list.

Community Name Access Mode Delete
fs read-only

Figure 5 Delete SNMP community
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23. SNMP Trap Configuration

TRAP is a mechanism that provides asynchronous reporting from the agent process to the management station. In order to enable the
management station to monitor the managed equipment in a timely and effective manner without excessively increasing the
communication load on the network, a trap-guided polling process must be used. The agent process is responsible for reporting an
abnormal event to the management station when necessary. After receiving the report of the abnormal event, the management station
can inquiry the relevant agent in order to obtain more specific information and further analyze the cause of the event.

If you want to configure SNMP trap under the web page, you should click "Maintenance" in the top control bar. Then click “SNMP Trap”
in the navigation bar, the SNMP Trap page appears.

23.1 SNMP Trap Basic Configuration

Basic Configuration

SNMP Trap Enable [ Coldstart Trap
[ Linkup Trap
[] System Trap
[JWarmstart Trap
[] Linkdown Trap

[] Loopback-detect Trap

Figure 1 SNMP trap basic configuration page

« Parameter usage

T i

A Coldstart trap signifies that the sending protocol entity is re-initializing itself such that the

Coldstart Trap agent's configuration or the protocol entity implementation may be altered

A Linkup trap signifies that the sending protocol entity recognizes that one of the

Ui e communication links represented in the agent's configuration has come up
System Trap A System trap signifies that the protocol has detected a system failure
Warmstart Trap A Warmstart trap signifies that the sending protocol entity is re-initializing itself such that

neither the agent configuration nor the protocol entity implementation is altered

Linkdown Tra A Linkdown trap signifies that the sending protocol entity recognizes a failure in one of the
P communication links represented in the agent's configuration

Loopback-detect Trap A Loopback-detect traps indicate that the protocol has identified loops in the link

23.1.1 Enable SNMP Trap

If you want to enable related SNMP notification types, you should follow the steps below:

(1) Select the notification type you want to enable, and click the checkbox in front of the corresponding type name.
(2) Click the “Apply” button.

The operation is shown in figure 2.
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Basic Configuration

SNMP Trap Enable ﬁCDldstan Trap

L]

Linkup Trap
[JISystem Trap

\Warmstart Trap

Loopback-detect Trap

U
[Jjtinkdown Trap
O

Figure 2 SNMP trap basic configuration steps

23.2 Trap Server Configuration

Trap Server Configuration

Target Address Community Name

UDP Port t t Management Interface (]

Figure 3 SNMP trap server configuration page

« Parameter usage

I T

Target Address Destination server address, IPv4 format or IPv6 format
Community Name SNMP community name
UDP Port Target server corresponding UDP port number
Management Interface Whether to forward from the management port

23.2.1 Create Target SNMP Trap Server

If you want to create a target SNMP trap server, you should follow the steps below:

(1) Enter server address. The address must be in IPv4 or IPv6 format.

(2) Enter the name of the community.The legal name must start with a letter and can only include 0-9, a-z, A-Z, "_", "-", and the length
must be between 1 and 256.

(3) Enter the UDP port number corresponding to the server.

(4) Select whether to forward through the management port. If not, ignore this step.

(5) Click “Create” button to create SNMP trap server.

The operation steps are shown in figure 4, and the corresponding results are shown in figure 5.
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Trap Server Configuration

Target Address 1 2222 ‘Community Name 3 fs

UDP Port 3 162 Management Interface 4

Figure 4 SNMP trap server configuration steps

Refresh
Target Address UDP Port Mgmt-If Community Name Delete
2222 162 Y fs Delete

Figure 5 SNMP trap server configuration result

23.2.2 Delete SNMP Trap Server

If you want to delete an existing target server, click the "Delete" behind the server list.

Refresh
Target Address UDP Port Magmit-If Community Name Delete
2222 162 ¥ fs

Figure 6 Delete SNMP trap server
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24, Worm Intercept

If you click “Maintenance > Worm Intercept” in the top control bar, the worm intercept list page appears, as shown in figure 1.

GFS [ssowz)
e Worm Intercept
O Name Protocol Destport Staistics status Operation

[Z) File Management O NachiBlasterD tp 707 0 disable Edit

[E] Log Management O sQLSlammer p 1433 0 disable Edit

7 sNMP O sQislammer udp 1433 0 disable Edit
SNMP Trap O salLslammer tcp 1434 0 disable Edit

& Woristor e O saLslammer idp 1434 0 disabl Edit
Do ipren O Sasser tep 5554 0 disable Edit

[5] ARP Intercey
i O sasser o 99% 0 disable Edit

7 Currently S

Total: Trecords,
%, User Management

Figure 1 Worm Intercept configuration list
This chapter describes worm intercept function and viewing worm attack protection information of the switch.
24.1 Worm intercept Configuration
The worm intercept page can view worm attack protection information and add/delete rules to prevent worm attack.

24.1.1 Current Worm Intercept Information

The worm intercept information page appears, as shown in figure 2.

Worm Intercept

O Name Protocol Dest-Port Statistics Status Operation
O NachiBlasterD tep 707 0 disable Edit
O satslammer tep 1433 0 disable Edit
[ satSlammer udp 1433 0 disable Edit
[ satslammer tep 1434 0 disable Edit
O satslammer udp 1434 0 disable Edit
O Sasser tep 5554 0 disable Edit
[ Sasser tep 9996 o disable Edit

Total: 7records.

Figure 2 Worm intercept information

» Parameter usage

e Deweton

Name Display worm attack protection rule name
Protocol Protect this type of protocol message
Dest-Port Display destination port of worm attack message
Statisitics Display statistical value of defense attack message

Status Whether the protection rule is enabled

24.1.2 Add Worm Intercept Rule

If you click "New” button, you can add a worm attack protection rule, the operation is shown in figure 3. And then the worm attack
protection configuration page appears, as shown in figure 4.
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Worm Intercept

Clear tatistics Refresh

O Name Protocol Dest-Port Statistics Status Operation
[ NachiBlasterD tep 707 0 disable Edit
O saLSlammer tep 1433 0 disable Edit
O saLSlammer udp 1433 0 disable Edit
O saLSlammer tep 1434 0 disable Edit
O saLSlammer udp 1434 0 disable Edit
O Sasser tcp 5554 0 disable Edit
O Sasser tcp 9996 0 disable Edit

Total: 7records.

Figure 3 Add worm intercept rule operation

Rule Configuration

* Name
# Protocol tcp v

* Destination Port

Enable [

Apply Back

Figure 4 Add worm intercept rule configuration

» Parameter usage

I T S

Name Set worm attack protection name
Protocol Set Protect protocol type, udp or tcp
Destination Port Create destination port number of filter message
Enable Whether to enable this protection rule

If you want to add the worm attack protection rule, you can follow the following steps:

(1) Enter a worm attack protection name in the “Name” textbox, what needs to be noted is the name need to start with a letter, it can
only contain [0-9a-zA-Z.-\], character length is 1-20.

2)  Select protocol type in the “Protocol” dropdown box.

3) Enter destination port in the “Destination Port” textbox.

4)  Select enable in the “Enable” square box.

5)  Click the “Apply” button to add the new worm attack protection rule.

The operation is shown in figure 5, worm intercept rule will be added to the end of the table is shown in figure 6 and you can also see the

total rule numbers at the end of the table. If there are too many rules, you can drag the mouse to pull down the page.

(
(
(
(


https://fanyi.baidu.com/translate?aldtype=16047&query=The+worm+attack+protection+page+can+create+and+delete+rules+to+prevent+worm+attack.&keyfrom=baidu&smartresult=dict&lang=auto2zh

h ]
$3950-4T12S SWITCH WEB MANAGEMENT GUIDE FS

Rule Configuration

* Name 1

# Protocol P | tcp v

# Destination Port 5 | 123

Enable

Back

Figure 5 Add worm intercept rule configuration

Worm Intercept

= Gl satics ) (st

[J Name Protocol Dest-Port Statistics Status Operation
O NachiBlasterD tep 707 0 disable Edit
O sQLslammer tep 1433 0 disable Edit
O sQLSlammer udp 1433 0 disable Edit
O SQLSlammer tep 1434 0 disable Edit
O SQlSlammer udp 1434 0 disable Edit
[ Sasser tep 5554 0 disable Edit
O Sasser tep 9996 0 disable Edit
[ O feisu tp 123 0 disable Edit

Figure 6 New worm intercept rule information

24.1.3 Delete Worm Intercept Information

If you want to delete the specified worm intercept information, you can follow the following steps:

(1) Select this specified worm attack protection information which you want to delete.

(2)  Click “Delete” button.

(3)  Confirm to delete the selected worm attack protection information and page appears as shown in figure 7, if you click “Confirm”

button, you can delete this worm intercept rule, if you click “cancel” button, you can cancel the operation.
The operation is shown in figure 7.
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Worm Intercept
2

G | s (e

O Name Protocol Dest-Port Statistics Status Operation

[ NachiBlasterD tep 707 ] disable Edit

O sQtslammer tep . disable Edit
tips X

0 sqtslammer udp disable Edit

O sqtslammer tep disable Edit

@ A you sure to delete the selected worm

O sQuslammer udp ——— disable Edit

O Sasser tep disable Edit
Cancel

O sasser tep disable Edit

1 feisu tep 123 [ disable Edit

Total: 8records.

Figure 7 Delete worm intercept information

24.1.4 Clear the Defense Attack Packet Statistics

If you want to clear the specified worm attack protection packet statistics, you can follow the following steps:

(1)  Select this specified worm attack protection information which you want to clear statistics.

(2)  Click "Clear Statistic” button.

(3) Confirm to clear statistics of the selected worm attack protection information and page appears as shown in figure 8, if you
click "Confirm” button, you can delete this worm intercept rule, if you click “cancel” button, you can cancel the operation.

The operation is shown in figure 8.

Worm Intercept

2|

[0 Name Protocol Dest-Port Statistics Status Operation

O NachiBlasterD tep 707 0 disable Edit

O SQLSlammer tcp ) disable Edit

tips X
O sQlSlammer udp disable Edit
O salSlammer tcp disable Edit
@) A you sure to Clear Statistics?
O sqlSlammer udp disable Edit
O Sasser tcp disable Edit
Cancel

O Sasser tp disable Edit

1 feisu tep 123 0 disable Edit

Total: 8records.

Figure 8 Clear statistics operation

24.1.5 Refresh Worm Intercept Page

If you add/delete worm intercept information or clear statistics but the operation doesn’t Immediately effect, please click “Refresh” button
to refresh the worm intercept page and the operation is shown in figure 9.
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Worm Intercept

Name

NachiBlasterD

SQLSlammer

SQLSlammer

SQLSlammer

SQLSlammer

Sasser

Sasser

0O 0O o o o o o o g

feisu

Total: 8records.

Clear Statistics.

Protocol

tep

tep

udp

tep

udp

tep

tep

tep

Dest-Port

707

1433

1433

1434

1434

5554

9996

123

Figure 9 Refresh worm intercept page

Statistics

[

Status

disable

disable

disable

disable

disable

disable

disable

disable

Operation

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit
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25. DDosS Intercept

A DDoS (distributed denial of service attack) refers to multiple attackers in different locations launching attacks on one or several targets
simultaneously, or an attacker controls multiple machines in different locations , and use these machines to attack the victims at the same

time. Because the attack points are distributed in different places, this type of attack is called a distributed denial of service attack.

In order to prevent DDoS attacks, you can set DDoS interception. DDoS interception settings can limit DDoS attacks according to different

types of attacks.

If you want to configure DDoS interception under the web page, you should click "Maintenance" in the top control bar. Then click “DDoS

Intercept” in the navigation bar, the DDoS Intercept page appears.

25.1 DDoS Intercept Page

DDoS Intercept Settings

» Parameter usage

Figure 1 DDoS intercept page

S

ICMP Flood Intercept

UDP Flood Intercept

SYN Flood Intercept

Small-packet Attack Intercept

Smurf Attack Intercept

Fraggle Attack Intercept

MAC Equal Intercept

ICMP FLOOD attack sends a large number of ping packets to the destination host,
consuming host resources. This interception is used to defend against ICMP attacks

The UDP Flood attack is to forge a large number of UDP packets to impact the server,
resulting in service failure

The SYN Flood attack is a vulnerability that uses the TCP three-factor authentication
mechanism to send a large number of fake SYN packets, causing the server to crash

Small-packet Attack includes UDP and SYN attack,etc. Because most Small-packets are
meaningless and are often used for DDoS attacks, they can be intercepted based on
Small-packets

The Smurf attack is a virus attack named after the program "Smurf" that originally
launched the attack. This attack method uses a combination of IP spoofing and ICMP
reply methods to flood the target system with a large number of network
transmissions, causing the target system to refuse to serve normal systems

Fraggle attack is similar to Smurf attack, but it uses UDP reply message instead of ICMP
reply

The MAC Equal attack is to mimic ARP request packets with both the source and
destination MACs as the destination host's MAC, causing the host to constantly
consume its own memory and crash
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I T

IP Equal attack is to imitate ICMP Ping packets whose source IP and destination IP are
IP Equal Intercept the destination host IP, causing the host to constantly consume its own memory and
cause a crash.

The interception of ICMP flood, SYN flood, UDP flood and Small-packet attack is based on setting the PPS (packet per second) threshold to
achieve defense functions. Therefore, before using this interception, you need to set a threshold. The threshold range is behind the
corresponding textbox.

25.2 DDoS Intercept Setting

If you want to enable one or more of the above interception methods, you should follow the steps below.

(1) Select the interception methods you want to enable, and click the checkbox in front of the corresponding methods name.

(2)  If the method is ICMP flood, SYN flood, UDP flood, or Small-packet Attack, you should set the corresponding threshold, and fill in the
threshold you want to set in the text edit box after the method name (Note: The range of the threshold is in parentheses after the
textbox). If it is not the above four methods, ignore this step.

(3) Click the “Apply” button.

The operation steps are shown in figure 2.

DDoS Intercept Settings

Parameter Information \_:HCMP Flood Intercept / pps
[(JJUDP Flood Intercept = / pps
2
(CISYN Flood Intercept / pps
|
[Cismall-packet Attack Intercept bytes

Clsmurf Attack Intercept

[J|Fraggle Attack Intercept

JMAC Equal Intercept

\_:||IP Equal Intercept
3 |

Figure 2 DDoS intercept setting
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26. ARP Intercept

If you click “Maintenance ->ARP Intercept” the ARP Intercept configuration list page appears, as shown in figure 1.
If you want to enable and set arp intercept you should follow the steps below:

(1) Select “Arp Intercept” in this page.

(2) Setthe threshold of the arp intercept.

(3) Click “Apply” button.

Arp Intercept Setiings

Rebooy/Save
System Configuration
1 Load Configuration
5 File Management
| Log Management
| SNMP
SNMP Trap
T Worm Intercept
DS Intercapt
ARP Imtercept
1 Currently Sassions

User Management

Figure 1 ARP intercept configuration list

« Parameter usage

T i

PPS Packets per second

NOTE: When you enable Arp Intercept and set threshold of PPS, every IP that exceeds the threshold will be blocked.


https://en.wikipedia.org/wiki/Packets_per_second
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27. Currently Sessions

If you click "Maintenance -> Currently Sessions” in the top control bar, the currently session list page appears, as shown in figure 1.

Currently Web Sessions

3 RebooySave

= Refresh
Systom Configuration

[21 e Management sessmsam
[E] Log Management
| s
SNMP Trap
# Worm Intercopt
DDGS intercept
2] AR intereept
B Currently Sessions

User Management

Figure 1 Current sessions list

This chapter describes the users and sessions configuration function of the device. Currently sessions display current web sessions
information, and you can delete some sessions.

27.1 Current Sessions Information

Currently sessions display current web sessions information, as shown in figure 2, or you can click "Currently Sessions -> Refresh” button in
the title bar, current sessions page will be refreshed and , the operation is shown in figure 3.

Currently Web Sessions

Refresh

O User Name Session ID Expire Time Client P

O admin 946883491 2000-01-03 08:1804 172.100.8.187 (%)
Figure 2 Current sessions information

Currently Web Sessions

Refresh

O User Name Session ID Expire Time Client P

O admin 946893491 2000-01-03 08:1804 1721008187 (%)

Figure 3 Refresh current sessions information

« Parameter usage

I I S

User Name Display user name
Session ID Display session id
Expire Time Display the expire time

Client IP Display client IP address
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27.2 Delete Current Sessions

If you want to delete some sessions, you can follow the following steps:

(1)  Choose one or more the sessions which you want to delete.

(2)  Click “Delete” button.

(3) It will appear tips page to note you to confirm the operation, if you click “Delete” button, it will delete the session; if you click
“Cancel” button, you will cancel the delete operation.

The operation is shown in figure 4, the result page is shown in figure 5.

Currently Web Sessions

i

rName Session ID Expire Time Client P

946883491 2000-01-02 08:18:04 1721008187 (1)

tips

D Are you sure to delete the selected session 7

o
==

Figure 4 Delete sessions operation

Currently Web Sessions

Refresh

[ User Name Session ID Expire Time Client IP

[ admin 1592620382 2020-06-20 11:47:58 192.168.1.25 (*)

Figure 5 New current sessions information
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28. User Management

If you click “Maintenance ->User Management” in the top control bar, the User Management configuration list page appears as shown in
figure 1.

GFS [oanz]

Maintznance

User Management

System Canfiguration
Load Configuration O User Name Priviege Password Operation
File Management admin 4 - Edit

Log Mansgement

@ SNMP

SNM®P Trap

Curmently Sessions

£ User Management

Figure 1 User management configuration list

This chapter describes user management configuration function.
28.1 Add User

If you click “ Add” in User Management page you will see figure 2 and figure 3.

User management

Refresh

[] User Name Privilege Password Operation

] admin 4 v Edit

Figure 2 User add page

Add/Modify User

% Reboot/Save
User Name
System Configuration e
% Load Configuration Password

File Management
Confirm Password
[£] Log Management
SNMP Privilege 4

SNMP Trap Back

Worm Intercept

DDoS Intercept
T ARP Intercept
Currently Sessions

A, User Management

Figure 3 Add/Modify User page
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« Parameter usage

T i

User name user name
Password user's password
Confirm password input Pssword again
Privilege Privilege of User(1-4)

NOTE:

(1) User Privilege Level 1: You can execute commands for functions such as network diagnostics. Including commands such as ping,
tracert, and telnet. The results of executing commands at this level cannot be saved to the configuration file.

(2)  User Privilege Level 2: It can execute commands for system maintenance, business fault diagnosis, and other functions. Including
commands such as debugging and terminal. The results of executing commands at this level cannot be saved to the configuration
file.

(3)  User Privilege Level 3: It can execute commands for service configuration, including network-level commands such as routing, to
provide network services to users.

(4)  User Privilege Level 4: At the highest level, you can run all commands: commands related to the basic operation of the system and
functions of the system support module. These commands provide support to the business. Including file system, FTP, TFTP,
XModem download, user management commands, level setting commands, etc.

28.2 Edit User
If you click “Edit” after you selected a user in User Management page you will see figure 4 and figure 5.

User management

Add Refresh
[0 User Name Privilege Password Operation
O admin 4 * Edit
(] adrmin_guest 4 .
Figure 4 Edit user
Add/Modify User

User Name

Password
Confirm Password

Privilege 4

Apply Back

Figure 5 Edit user

The corresponding operation steps are the same as those of User Add.
28.3 Delete User

If you click delete after you selected a user in User Management page you will see figure 6.
If you want to delete user, you can follow the following steps:

(1) Select the user by selecting the check box in front of the user name.

(2)  Click “Delete” button.
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User management

2

[ User Name Privilege Password Operation
0 admin 4 - Edit
1admm7guest 4 3 = Edit
ips

@) e yousure to delete selected users?

Cancel

Figure 6 Delete user

28.4 Refresh

User management

@@ [

[ User Name Privilege Password Operation
0 admin 4 * Edit
[ admin_guest 4 * Edit

Figure 7 Refresh

NOTE: The refresh button is to refresh the current page.
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29. IP Routing

If you click “Network ->IP Routing” in the top control bar, the IP routing configuration list page appears, as shown in figure 1.

GFS [soas

® 1P Routing 1Pvd Routing Table Information 1Pus Static Route Information

[ Ping
1Pv4 Routing Table Information

Protocal P -

Mask Pratocal Nexthop

£9 Traceroute

Figure 1 IP routing configuration list

This chapter describes IP static route configuration function and viewing routing information of the device.
29.1 IPv4 Route

By choosing different routing protocols, you can view the protocol routing information you want to know.
29.1.1 Current Routing Information

If you click “IP Routing -> IPv4 Routing table information” in the title bar, the IPv4 routing table information page appears, as shown in
figure 2.

1 2
IP Routing IPv4 Routing table information 1Pvd Static Route Information

5 Ping
IPv4 Routing table information
€9 Traceroute

oocsl | a1 .
Destination Mask Protocol Nexthop Qutgeing Interface
111235 255.255.255.255(32) Direct loopbackl

Total 1 records. 0w -
Figure 2 IPv4 routing table information

« Parameter usage

T e

Destination Display destination IP address of the route
Mask Display IP address mask of the Destination
Protocol Display the kind of route
Nexthop Display nexthop of the route
Outgoing Interface Display outgoing interface of the route

If you want to view routing information for a protocol, please select the routing protocol from the “Protocol” dropdown box, and then
click the "Query” button, the operation is shown in figure 3.
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IPv4 Routing table information IPv4 Static Route Information
IPv4 Routing table information 1 2
otocat | [ ;
it
Destinati bab MNexth (o] ing Interf;
estination D exthop utgoing Interface
1.1.1.235 RIP loopbackd
Static
Total 1 records. 10 - -

Figure 3 Select the routing protocol

29.2 IPv4 Static

Through the IPv4 static route configuration function, you can add/modified/delete the static route on device.
29.2.1 IPv4 Static Route Information

If you click “IP Routing -> IPv4 Static Route information” in the title bar, the IPv4 static routing information page appears, as shown in
figure 4.

IPRouting | 1 1Pv4 Routing table information IPv4 Static Route Information | | 2

& Ping

IPv4 Static Route Information

£9 Traceroute

O Destination Mask Nexthop Distance Operate
@ 2220 255.255.255.0 AREE] 1 Edit
@ 3330 255.255.255.0 111 10 Edit
Total 2 records. 10 v -

Figure 4 1Pv4 static routing information

» Parameter usage

I O

Destination Display destination IP address of the route
Mask Display IP address mask of the Destination
Nexthop Display nexthop of the route
Distance Display routing distance value
Operate Display that static routing table entries can be edited

29.2.2 Add IPv4 Static Route

If you click “New” button, you can add a static route, the operation is shown in figure 5, and then the IPv4 static routing configuration
page appears, as shown in figure 6.

IPvd Routing table information IPv4 Static Route Information

IPv4 Static Route Information

Figure 5 Add IPv4 static route operation
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® IP Routing 1Pvé Routing Table Information IPv4 Static Route Information

£ Ping

IPv4 Static Route Item
&9 Traceroute

* Destination
* Mask 255.255.255.0(24) -
* Nexthop

Distance 1

Figure 6 Add IPv4 static route

» Parameter usage

S -

Destination Set specify destination IP address
Mask Set specify IP address mask for destination
Nexthop Set specify nexthop IP address
Distance Set specify the distance of the static route(default is 1)

If you want to add the specified static route, you can follow the following steps:

(1) Enteran IP address in the “Destination” textbox, such as the IP address of other network device.

(2)  Select the destination address mask in the “mask” dropdown box.

(3)  Enter nexthop IP address in the “Nexthop” textbox.

(4)  Enterroute distance in the “Distance” textbox.

(5)  Click the “Apply” button.

The operation is shown in figure 7, routing successfully configured table item information is shown in figure 8.

IPv4 Routing table information |Pv4 Static Route Information

IPv4 Static Route Item

= Destination | 3 w3 s B * 3 | 1
* Mask | 255.255.255.0(24) v | 2
* Nexthop |1 i Yoo | | |3
* Distance |‘-U | 4

5 ( Apply ] Back

Figure 7 Add IPv4 static route configuration

IPv4 Routing table information IPv4 Static Route Information

1Pv4 Static Route Information

New

[0 Destination Mask Nexthop Distance Operate
o 2220 255.255.255.0 1111 1 Edit
O 3330 255.255.255.0 1111 10 Edit

Figure 8 New IPv4 static route information
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29.2.3 Delete IPv4 Static Route

If you want to delete the specified static route, you can follow the following steps:

(1) Select this specified static route which you want to delete.

(2)  Click “Delete” button.

(3) It will appear tips page to note you to confirm the operation, as shown in figure 9, if you click “Delete” button, it will delete the static
route; if you click “Cancel” button, you will cancel the delete operation.

IPv4 Routing Table Information IPv4 Static Route Information

IPv4 Static Route Information

@[]

[0 Destination Mask Distance Operation
Tips x
0 2220 255.255.255.0 1 Edit

1 3.3.3.0 255.255.255.0 10 Edit

@) Ave yousure to delete the selected IP address?

Total 2 records. 10 v -

3 coneel

Figure 9 Delete IPv4 static route

29.2.4 Modify IPv4 Static Route

If you want to modify the configuration to specify static routing, please click “Edit” button, the operation is shown in figure 10, modifies
the specified static routing page to appear, as shown in figure 11.

IPv4 Routing table information |Pv4 Static Route Information

IPv4 Static Route Information

[0 Destination Mask Nexthop Distance Operate
@ 2220 255.255.255.0 1114 1

Figure 10 Modify IPv4 static route operation

@ IP Routing 1Pv4 Routing Table Information 1Pvd Static Route Information

5 Ping

IPu4 Static Route Item
¥ Traceroute

Destination
Mask
Nexthop 1 . 1 1

Distance 1

Figure 11 Modify IPv4 static route

« Parameter usage

T T .

Destination Display specify destination IP address
Mask Display specify IP address mask for destination

Nexthop Set specify nexthop IP address
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I T

Distance Set specify the distance of the static route(default is 1)

If you want to modify the nexthop and distance of the static route, you can follow the following steps:
(1) Modify nexthop IP address in the “Nexthop” textbox.

(2)  Select the destination address mask in the “mask ” dropdown box.

(3)  Modify route distance in the “Distance” textbox.

(4)  Click the “Apply” button.

The operation is shown in figure 12.

IPv4 Routing table information IPv4 Static Route Information

IPv4 Static Route ltem

o

= Destination 2

© Mask 255.255.255.0(24)
* Nexthop | 1 o . .10 |1
* Distance | 22 |2

Figure 12 Modify IPv4 static route configuration
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30. Ping

Users can take advantage of these features to diagnose and detect network and analyze error information.
If you click "Network-> Ping" in the top control bar, the Ping page appears, as shown in figure 1.

Ping Settings

% IPRouting

VRF I gt v

& Fing

£9 Traceroute Destinstion (P 10 10 2 .0

Figure 1 Ping settings

« Parameter usage

I T

VRFID Specify ping port. Mgmt VRF means management port and default VRF means VRF1

Destination IP Destination IP

If you want to implement ping test, you can perform the following steps:
(1) Choose the VRF ID.
(2) Enter target IP address is to be tested in Destination IP.

(3) Click the “Ping " button to test the connection.
The operation is shown in figure 2, implement ping test result is shown in figure 3.

Ping Settings

+ VRFID ‘ mgmt wr v 1

* Destination IP 10 .10 .25 . 30 2

Figure 2 Ping operation process
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Ping Settings

VRFID mgmt vrf

Drestination |P 10

FING
From
Fram
From
From
From

10
0.

i0

i0.
10
0.

1.
32,
32

3E.
32;
32,

26 30 (10.10.25.30) from 10032, 133. 262 MANG_VEF: E6(24) bwtes of data
133,262 iemp_seq=l Destination Host Unreachable
133 752 iomp_seq=? Destination Host Unreachabls
133,262 ilemp_seq=3 Destination Host Unreachable
133,262 iemp_seq=4 Destination Host Unreachable
133,262 iemp_seq=5 Destination Host Unreachable

— 10.10. 25,30 ping statisties —
B packets transmitted, 0 received, +5 errors, 100% packet loss, time 4078ms
pipe 5

Figure 3 Implement ping test result
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31. Traceroute

31.1 Traceroute

Tracert is a utility program used to confirm the route that IP packet will take to access the target. Tracert determines the route from a host
to another host in the network by sending ICMP error packets with time-to-live (TTL) values.
If you click “Network ->Traceroute” in the top control bar, the trace route settings page appears, as shown in figure 1.

GFS (Swoamzs

Trace Route Settings
@ IP Routing

[l Ping

£ Tracerouts Destination IP 10 10 Ex] 30

Figure 1 Trace route settings

» Parameter usage

S -

VRF ID Specify ping port. Mgmt VRF means management port and default VRF means VRF1

Destination IP Destination IP

31.2 Implement Tracert Ping Test

Through the IPv4 static route configuration function, you can add/modified/delete the static route on switch.
If you want to implement tracert ping test, you can follow the following steps:

(1) Choose the VRF ID.

(2)  Entertarget IP address is to be tested in Destination IP.

(3)  Click Trace Route button to test route from source address to destination address.

(4)  The result will display under the configuration panel.

The operation is shown in figure 2, implement tracert ping test result is shown in figure 3.
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Trace Route Settings

@ IP Routing
Bl Ping VRFID 1| mgmtvrf
& Traceroute Destination IP 2| 10 .10 .3 .30
Figure 2 Implement tracert ping test configuration
= i Trace Route Settings
® 1P Routing
sy VRF ID mgmt vrf -
E9 Traceroute Destination IP 10 .10 .25 .30

Traceroute

tracereute ts 10.10.25.30 (10.10.25.30), 30 heps nax, 38 byte packets
1+ 192.188.1.1 (192.168.1.1) 4021.233 ns IH *
2 192.168.1.1 (192.168.1.1) 4020.848 ns |H + 4023.367 ns |H

Figure 3 Implement tracert ping test result
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