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1. Web-Based Configuration
1.1 Overview

A user accesses the Web-based management system of a switch by using a browser (for example, IE browser) to manage the switch.
Web-based management involves two parts: Web server and Web client. A Web server is integrated onto a device to receive and process
requests sent from a client (for example, read a Web file or execute a command request) and returns the processing result to the client.
Generally, a Web client refers to a Web browser, for example, IE browser.

Currently, this file is applicable to only switches.

1.1 Application

After finishing relevant configuration, a user can access the Web-based management system

Web-based Management through a browser.

1.2.1 Web-based Management

Scenario

As shown in the following figure, a user can access an access switch or aggregation switch through a browser on a PC to manage and

configure the device.

Figure 1-1
@ Core Switch
Aooezs Swl tcl% r— mlﬁ-
PC
NOTE:

A user can access the Web-based management system of the switch in the red rectangle if this switch can be pinged from the PC.
Function Deployment

A Configuration Environment Requirements

Requirements for Client
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®  Anadministrator logs in to the Web-based management system by using the Web browser on a client to manage the switch.

Generally, a client refers to a PC. It may also be other mobile terminal devices, for example, a laptop.

® Browser: IE7.0, IE8.0, IE9.0, IE10.0, IE11.0, Google chrome, Firefox, and some IE kernel-based browsers are all supported. Exceptions

such as messy code and format error may occur when other browsers are used.

®  Resolution: It is recommended that the resolution be set to 1024*768, 1280%1024, or 1920%1080. Exceptions such as font alignment

error and format error may occur when other resolutions are selected.
Requirements for server
®  The Web service must be enabled for the switch.
®  |ogin authentication information for Web-based management must be configured for the switch.

® A management IP address must be configured for the switch.

NOTE:

For the detailed configuration of the switch on the command line interface (CLI), see Configuring Web Server.

NOTE:

Web configuration and CLI configuration can be performed synchronously. It is recommended that the write command be executed
after CLI configuration is completed. If any Web page is opened, please refresh this page to synchronize Web configuration and CLI

configuration.
AV Login

You can type http://XX.X.X (management IP address) in the address bar of a browser and press Enter to access the login page, as shown

in the following figure.

Figure 1- 2 Login Page
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IE8/9/10/11, Google Chrome, and 360 browsers are
supported

Please enter the administrator username

Please enter the administrator password
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After typing the username and password, click Login. The following table lists the default username and password.

Default Username/Password Permission Description

admin / admin Super administrator who possesses all permissions.

NOTE:
The default username and password are not displayed by running the show running-config command.

After passing authentication, the home page of the Web-based management platform is displayed, as shown in the following figure.

Figure 1- 3 Home Page

6 FS Model: $3910-24TS  Detail 2 wizard R Service (More [ Logout
Py
Ll Home
avorites
Modsl-$3910-24TS
. CPU:530% Memory: 49.3% 1 Current Time:2020-09-14 11:19:44 153910 FSOS 11 4(1)B7481
Bat 2 [ s Running Time:0 d 00 h 37Min Device MAC.00d0./822.3349
Up Pori Count
Device SN:1234842570034
Restart
= Portinformation > Refresh
A - - - Collision
Port Input Rate = Output Rate % Status(Port real speed} InOctets/OutOctets UnderSize/OverSize CRCIFCS Error Gt
Gidi 21K 3.2K Connected(1000M) 448681/940872 0/0 0/0 0
Gio/2 0K 0K Not Connected /0 0/0 0/0 0
GIof3 0K 0K Not Connected 00 0/0 0/ 0
Gio/4 0K 0K Not Connected 0/0 0/0 0/ 0
Gil/5 0K 0K Not Connected (0] 0/0 0/0 0
Gio/6 0K 0K Not Connected 0/ 0/0 0/0 0
Giof7 0K 0K Not Connected 0/0 0/0 0/0 0
Gi0/g 0K 0K Mot Connected 00 0/0 0/0 0
Gio/9 0K 0K Not Connected 00 0/0 0/0 0
GIo/0 0K 0K Not Connected 0o 0/0 0/0 0

Show No..

Total Count:28 I4First 4 Pre 1 2 3 Next b LastM E

NOTE:

For details about the Web page, see Web Management System.
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1.2 Web Management System

Basic Concepts

AN various Icons and Buttons on the GUI

Icon/Button

Celete

AY| System Operations

1)  Standalone Device Panel

Edit button. You can click this icon to edit the currently selected item.
Delete button.

Statusicon.

Port available for selection. After you click or select this port, this port becomes a selected port.
Port not available for selection.
Selected port.

Aggregate port. The number in the port indicates the aggregate port number.

Trunk port. This port is displayed on the panel on the VLAN Management/VLAN Settings page.

Save button. You can click this button to submit and save the input information.
Add setting.

Delete setting.

Batch processing operations on panel ports. These icons are located on the lower right of the panel.
These icons are available only on the panel where you are allowed to select multiple ports.

If this mark is displayed behind a text box, the item corresponding to this text box is mandatory.
Note.

Warning.

E Available ﬁ Unavailable ﬁ Selected E AG Port D Copper D Fibber

2 4 6 8§

13 5 7 9
S S S Y S S S ¥ Y

11 3 15 17 19 1 23

12 14 16 18 20 22 24 26 26 27 28

All Invert Deselact

Note:Click and hold the left bufton as you drag the painter across the section to select multiple ports
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2)  VSU Device Panel

[ d
[ Javailable R Unavailable J Selected T1]AG Port U Tcopper [_|Fibber

I a5 7 8 11 13 145 17 19 21 23 25 27 29 3 33 035 37 39 41 43 45 47 49 &1

EEEEEEEE Rsl Lol bl Bl el Ul Bl el el e Ll Bl b B Ll [ M

10 12 14 16 18 20 22 24 26 28 30 32 34 30 38 40 42 44 4F 48 50 a2

Mote:Click and hold the [eft button as yvou drag the pointer across the section to select multiple ports. Al Invert Deselect

Selected:

®  Panel operations

You can click to select a port or move the cursor to select multiple ports on the panel to change available port(s) into selected port(s).
You can perform setting on a selected port, for example, add port description, configure port mirroring, and configure port rate limiting.
Selected ports are arranged in the boxes on the lower part of the port panel by slots.

1) Selected port on standalone device

Eﬁwailable Unavailable ﬁ Selected EAG Port ECop;Jer DFibber

13 =15 1F 13 M =23

DEEEED I I —
LSRR SLSL AL S L St S S imme S LIl

2 4 6 8 10 12 14 16 186 20 22 24 25 26 27T 28

All Invert Deselect Note:Click and hold the left button as you drag the pointer across the section fo select multiple ports.

2) Selected port on VSU device

| v
BB Unavailable [ Selected 1745 Port [ 1copper [ IFibber

Eﬂwailahle
13 16 17 18 21 23 26 27 28 31 33 35 37 30 41 43 45 47 43 51

ﬁﬂﬂﬂﬂﬂﬂﬂ I P R S i S S
EEEEEEEE L Ll MR el bl bl Bl . Bl Bl Bl bl bl Bl Bl Bl (=1

10 12 14 18 18 20 22 24 26 28 30 32 34 36 33 40 42 44 46 48 a0 52

Mote:Click and hold the left button as vou drag the pointer across the section to select multiple ports. Al Invert Deselect

Selected:
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Feature

The following table describes the functions in the secondary menu on the left of the Web page.

I

Home Page
VLAN

Quick Configuration

Port

Restart
MAC Address
Routing
STP
IGMP Snooping
DHCP Relay
Authentication

DHCP Snooping

Anti-ARP-Attack

IP Source Guard
Port Security
NFPP
Storm Control
Port Protection
DHCP
ACL

QoS

System Settings

System Upgrade
Administrator Permissions
System Logging

Network Detection

Allows you to view the port information and device configuration.
Allows you to set the VLAN and Trunk ports.
Allows you to perform VLAN configuration or other configuration quickly.

Allows you to perform basic settings on a port and configure port aggregation, port mirroring, and
port rate limiting.

Allows you to restart the device.
Allows you to configure the static address and filtering address.
Allows you to configure the route.
Allows you to configure basic STP information, STP ports and RLDP.
Allows you to configure IGMP Snooping.
Allows you to configure DHCP relay.
Allows you to configure Eportal authentication and perform advanced settings.
Allows you to configure DHCP Snooping.

Allows you to perform anti-ARP-spoofing settings, ARP check settings, DAI settings, and ARP entry
settings.

Allows you to perform port settings and user binding.
Allows you to perform basic settings and security binding.
Allows you to view the content related to NFPP anti-attack.
Allows you to perform storm control.
Allows you to configure port protection.
Allows you to perform DHCP settings and static address allocation and access the client list.
Allows you to set the ACL list and ACL time and apply ACL.
Allows you to perform classification setting, policy setting, and stream setting.

Allows you to set the system time, modify the password, restart the system, restore to default factory
settings, configure enhanced function, and set the SNMP and DNS.

Allows you to perform local upgrade and online upgrade.
Allows you to set the administrator permissions.
Allows you to configure the log server and view system logs.

Allows you to configure ping detection, tracert detection, and cable detection.
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1.3.1 Favorites

You can access secondary menus through the primary menu Favorites, including Home page, VLAN, Port and Restart.

Home Page

Device configuration, basic port information, and port statistics are displayed on the home page.

The following figure shows the home page.

Figure 1-4 Home Page

Home
Model:$3910-24TS
CPU: 5.40% Memory: 493% 1 Current Time:2020-09-14 11:23:30 53910_FSOS 11.4(1)B7481
| — | — Running Time:0 d 00 h 40Min De C-0000 1822 3349

= Portinformation = Refresh

Port Input Rate = Output Rate 5 Status(Port real speecd
Gi0M 0K 0K Connected(1000M)
Gif2 0K oK Not Connected
Gi'3 0K 0K Not Connected
Gi0f4 0K 0K Not Connected
G5 0K 0K Not Connected
Gilfe 0K oK Not Connected
GitT 0K oK Not Connected
Gilfg 0K 0K Not Connected
Giv9 0K oK Not Connected
GIioM0 0K 0K Not Connected

Show No.: Total Count:28

VLAN

N:1234942570034

InOctets/OutOctets UnderSize/OverSize CRCIFCS Error
580324/1145293 0/0 0/0
/0 0o 0/0
0/0 0/0 0/0
0/0 0/0 0/0
Qo 0 0/0
/0 00 0/0
0/0 0/0 0/0
0/0 0/0 0/0
/0 00 0/0
0/0 0/0 0/0

4 First

Two tab pages are available on the VLAN page, that is, VLAN Settings and Trunk Port.

A VLAN Settings

The following figure shows the VLAN Settings page.

Figure 1-5 VLAN Settings

VLAN Settings Trunk Port
— Batch Add VLAN - Add VLAN X Delete Selected VLAN

| VLAN ID = VLAN name
i VLANODO1

Show No Total Count:1

®  Adding VLAN

Port

Gi0i1-24,Te0/25-28

Collision
Count

0

0

0

{Pre 123 Next b LastM

To add a VLAN, you must input the VLAN ID and you can input other information as required. After that, click Save. The newly added

VLAN is displayed in the VLAN list after an "Add succeeded.” message is displayed.

®  EditingaVLAN

After you click Edit in the Action column, the information of the corresponding VLAN is displayed on the page. After editing the

information, click Save. An "Edit succeeded.” message is displayed.
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®  Deleting VLAN

1) You can select multiple VLANs from the VLAN list and click Delete Selected VLAN to delete the VLANSs in batches.

2) After you click Delete in the Action column, an “Are you sure you want to delete the VLAN?" message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed. VLAN 1 is the default VLAN and cannot be deleted.

NOTE:

VLAN 1 is the default management VLAN. This VLAN can only be modified and it cannot be deleted. Before changing the IP address of
VLAN 1, ensure that the new IP address is reachable. After the change is successful, the Web page automatically jumps to the login page
and the user must log in again. If the Web page does not jump to the login page and a "page not found" message is displayed, it is

possible that the IP address is not reachable. In this case, check the network connection.

N Trunk Port

The following figure shows the Trunk Port page.

Figure 1-6 Trunk Port

VLAN Settings Trunk Port

Note: If a port allows multiple VLAN packets to ge through, configure it as a trunk port. It is recommended fo configure the port connected to the network device as a trunk port.

No Trunk Port

Native VLAN- | 1

Allowed VLAN: | 1-4094 | Range(s-5.200

Select Port:

5 1Available i Unavailable FR Selected [1]AG Port 51 Copper [_|Fibber

5 7 9 " 13 15 17 19 1 23

DEEEEE o ] Sl o Gl
UUUUUU il el i Do Dl . ] ]

4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

All Invert Deselect Note:Click

Save Cancel

®  Adding trunk port

Select a panel port, specify Native VLAN and Allowed VLAN (for example, 3-5, 8, and 10), and click Save. A "Configuration succeeded.”
message is displayed. In this case, the newly added trunk port is displayed in the trunk port list.

®  Editing trunk port

After you click a certain trunk port in the trunk port list, the information of this trunk port is displayed on the page. After editing the
information, click Edit. A "Configuration succeeded.” message is displayed.

®  Deleting trunk port

After you move the cursor to a certain trunk port in the trunk port list and click Delete, an "Are you sure you want to delete the trunk
port?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.

®  Deleting trunk ports in batches

After selecting the trunk ports to be deleted in the trunk port list and click Batch Del, an "Are you sure you want to delete the trunk

ports?” message is displayed.
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After you confirm the operation, a "Delete succeeded.” message is displayed.
Port

The Port menu allows you to perform basic settings on a port and configure port aggregation, port mirroring, and port rate limiting.

Al Basic Settings

Figure 1-7 Basic Settings

Port Settings Aggregate port Port Mirroring Rate Limiting

-} Batch Add -+ Add SvI

= L3 Port
Port Up/Down IP Mask IPvE Description Action
VLAN 1 Up 192.168.1.1 255.255 255 0 Edit jEsGEE
Show No. Total Count:1 I{First 4 Pre 1 Next b Last M
= L2 Port
Port Up/Down Port Type Access VLAN Native VLAN Permit VLAN Description Action
Gion Up ACCESS 1 1 Edit |eEel]
Gin2 Up ACCESS 1 1 =il Detail
Gi0r3 Up ACCESS ] 1 =i[1 Detail
Gin/4 Up ACCESS 1 1 Edit [elsel]
Gib/s Up ACCESS 1 1 =il Detail
Gio/e Up ACCESS q i) =6I Detail
Gior Up ACCESS 1 1 =i Detail
Gio/s Up ACCESS 1 1 =i Detail
Gioe Up ACCESS 1 1 =i Detail
GidMo Up ACCESS 1 1 Edit [elSel]
Show No.: Total Count:28 l4First 4 Pre 1 2 3 Next b LastMl

° Basic port settings

Select the port to be configured, and then select Status, Speed, and Working Mode. Keep indicates that the original configuration is
retained. During batch setting, you can select Keep to implement batch setting of one or two items.

®  Editing port

After you click Edit in the Action column, the information of the corresponding port is displayed on the page. After editing the

information, click Save. A "Configuration succeeded.” message is displayed.
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A Aggregate Port

The following figure shows the Aggregate port page.

Figure1-8 Aggregate Port

®  Adding aggregate port

After specifying Aggregate Port ID and selecting the member port, click Add. A “Configuration succeeded.” message is displayed. The
newly added aggregate port is displayed on the panel.

[} Editing an aggregate port

The aggregate ports displayed on the panel are unavailable ports. To edit them, you can click a certain aggregate port in the aggregate
port list. After that, the member port becomes a selected port. You can click this port to deselect it. After that, you can click Edit to
modify the aggregate port.

®  Deleting an aggregate port

After you move the cursor to an aggregate port in the aggregate port list and click Delete, an "Are you sure you want to delete the
aggregate port?” message is displayed. After you confirm the operation, the aggregate port becomes an available port on the panel.

®  Deleting aggregate ports in batches

After you select the aggregate ports to be deleted in the aggregate port list and click Batch Del, an “Are you sure you want to delete the
aggregate port?” message is displayed. After you confirm the operation, these aggregate ports become available ports on the panel.
NOTE:

The port enabled with ARP check, anti-ARP-spoofing, or MAC VLAN, and the monitoring port in port mirroring cannot be added to the
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