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1. Web Configuration
1.1 Overview

A user accesses the Web-based management system of a switch by using a browser (for example, IE browser) to manage the switch.
Web-based management involves two parts: Web server and Web client. A Web server is integrated onto a device to receive and process
requests sent from a client (for example, read a Web file or execute a command request) and returns the processing result to the client.
Generally, a Web client refers to a Web browser, for example, IE browser.

Currently, this file is applicable to only switches.

1.2 Application

After finishing relevant configuration, a user can access the Web management system

Web Management through a browser.

1.2.1 Web Management

Scenario

As shown in the following figure, a user can access an access switch or aggregation switch through a browser on a PC to manage and

configure the device.

Figure 1-1
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NOTE:

A user can access the Web-based management system of the switch in the red rectangle if this switch can be pinged from the PC.
Function Deployment

A Configuration Environment Requirements

Requirements for Client
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®  Anadministrator logs in to the Web-based management system by using the Web browser on a client to manage the switch.

Generally, a client refers to a PC. It may also be other mobile terminal devices, for example, a laptop.

® Browser: IE7.0, IE8.0, IE9.0, IE10.0, IE11.0, Google chrome, Firefox, and some IE kernel-based browsers are all supported. Exceptions

such as messy code and format error may occur when other browsers are used.

®  Resolution: It is recommended that the resolution be set to 1024*768, 1280%1024, or 1920%1080. Exceptions such as font alignment

error and format error may occur when other resolutions are selected.
Requirements for server

®  The Web service must be enabled for the switch.
®  |ogin authentication information for Web-based management must be configured for the switch.
® A management IP address must be configured for the switch.

NOTE:

For the detailed configuration of the switch on the command line interface (CLI), see Configuring Web Server.

NOTE:

Web configuration and CLI configuration can be performed synchronously. It is recommended that the write command be executed
after CLI configuration is completed. If any Web page is opened, please refresh this page to synchronize Web configuration and CLI

configuration.
AV Login

You can type http://XX.X.X (management IP address) in the address bar of a browser and press Enter to access the login page, as shown

in the following figure.

Figure 1- 2 Login Page
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IEB/9/10/11, Google Chrome, and 360 browsers are
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Please enter the administrator username

Please enter the administrator password

Simplified Chinese »
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After typing the username and password, click Login. The following table lists the default username and password.

Default Username/Password Permission Description

admin / admin Super administrator who possesses all permissions.

NOTE:
The default username and password are not displayed by running the show running-config command.

After passing authentication, the home page of the Web-based management platform is displayed, as shown in the following figure.

Figure 1- 3 Home Page

Model: $3410-24TS-P  Detail @EWizard RService @More [ Logout
Home
CPU: 16.80% Memory: 49.1% 1 Current Time:2020-09-14 16:13:01 r”:;iil:;?:oz 114187481
- — Running Time:0 d 00 h 03Min T e
UpPort Count SN-1234942570027
= Portinformation > Refresh
Port Input Rate o Output Rate - Status(Port real speed) % InOctets/OutOctets UnderSize/OverSize CRCIFCS Error c;‘:::‘ :"
Gior 48K 215K Connected(1000M) 807301332399 00 010 0
Gior2 oK 0K Not Connected 00 00 010 0
Gi0i3 oK 0K Not Connected 010 0/0 0/0 0
Giord 0K 0K Not Connected 010 0/0 0/0 0
Gio5 0K 0K Not Connected 00 00 0/0 0
Gio/6 0K 0K Not Connected 010 0/0 010 0
Gior? 0K 0K Not Connected 00 00 010 0
Giorg 0K 0K Not Gonnected 00 00 010 0
Gi0r9 0K 0K Not Connected 010 00 010 0
Gi0r0 oK 0K Not Connected 00 00 010 0
Show No. Total Count: 26 IFirst 4 Pre 1 2 3 Next b LastM

NOTE:

For details about the Web page, see Web Management System.
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1.3 Web Management System

Basic Concepts

AN various Icons and Buttons on the GUI

Icon/Button

Celete

AY| System Operations

1)  Standalone Device Panel

Edit button. You can click this icon to edit the currently selected item.
Delete button.

Statusicon.

Port available for selection. After you click or select this port, this port becomes a selected port.
Port not available for selection.
Selected port.

Aggregate port. The number in the port indicates the aggregate port number.

Trunk port. This port is displayed on the panel on the VLAN Management/VLAN Settings page.

Save button. You can click this button to submit and save the input information.
Add setting.

Delete setting.

Batch processing operations on panel ports. These icons are located on the lower right of the panel.
These icons are available only on the panel where you are allowed to select multiple ports.

If this mark is displayed behind a text box, the item corresponding to this text box is mandatory.
Note.

Warning.

E Available ﬁ Unavailable ﬁ Selected E AG Port D Copper D Fibber

2 4 6 8§

13 5 7 9
S S S Y S S S ¥ Y

11 3 15 17 19 1 23

12 14 16 18 20 22 24 26 26 27 28

All Invert Deselact

Note:Click and hold the left bufton as you drag the painter across the section to select multiple ports
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2)  VSU Device Panel

[ d
[ Javailable R Unavailable J Selected T1]AG Port U Tcopper [_|Fibber

I a5 7 8 11 13 145 17 19 21 23 25 27 29 3 33 035 37 39 41 43 45 47 49 &1

EEEEEEEE Rsl Lol bl Bl el Ul Bl el el e Ll Bl b B Ll [ M

10 12 14 16 18 20 22 24 26 28 30 32 34 30 38 40 42 44 4F 48 50 a2

Mote:Click and hold the [eft button as yvou drag the pointer across the section to select multiple ports. Al Invert Deselect

Selected:

®  Panel operations

You can click to select a port or move the cursor to select multiple ports on the panel to change available port(s) into selected port(s).
You can perform setting on a selected port, for example, add port description, configure port mirroring, and configure port rate limiting.
Selected ports are arranged in the boxes on the lower part of the port panel by slots.

1) Selected port on standalone device

Eﬁwailable Unavailable ﬁ Selected EAG Port ECop;Jer DFibber

13 =15 1F 13 M =23

DEEEED I I —
LSRR SLSL AL S L St S S imme S LIl

2 4 6 8 10 12 14 16 186 20 22 24 25 26 27T 28

All Invert Deselect Note:Click and hold the left button as you drag the pointer across the section fo select multiple ports.

2) Selected port on VSU device

| v
BB Unavailable [ Selected 1745 Port [ 1copper [ IFibber

Eﬂwailahle
13 16 17 18 21 23 26 27 28 31 33 35 37 30 41 43 45 47 43 51

ﬁﬂﬂﬂﬂﬂﬂﬂ I P R S i S S
EEEEEEEE L Ll MR el bl bl Bl . Bl Bl Bl bl bl Bl Bl Bl (=1

10 12 14 18 18 20 22 24 26 28 30 32 34 36 33 40 42 44 46 48 a0 52

Mote:Click and hold the left button as vou drag the pointer across the section to select multiple ports. Al Invert Deselect

Selected:
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Feature

The following table describes the functions in the secondary menu on the left of the Web page.

I

Home Page
VLAN

Quick Configuration

Port

Restart
MAC Address
'Routing
STP
IGMP Snooping
DHCP Relay
Authentication

DHCP Snooping

Anti-ARP-Attack

IP Source Guard
Port Security
NFPP
Storm Control
Port Protection
DHCP
ACL

QoS

System Settings

System Upgrade
Administrator Permissions
System Logging

Network Detection

Allows you to view the port information and device configuration.
Allows you to set the VLAN and Trunk ports.
Allows you to perform VLAN configuration or other configuration quickly.

Allows you to perform basic settings on a port and configure port aggregation, port mirroring, and
port rate limiting.

Allows you to restart the device.
Allows you to configure the static address and filtering address.
Allows you to configure the route.
Allows you to configure basic STP information, STP ports and RLDP.
Allows you to configure IGMP Snooping.
Allows you to configure DHCP relay.
Allows you to configure Eportal authentication and perform advanced settings.
Allows you to configure DHCP Snooping.

Allows you to perform anti-ARP-spoofing settings, ARP check settings, DAI settings, and ARP entry
settings.

Allows you to perform port settings and user binding.
Allows you to perform basic settings and security binding.
Allows you to view the content related to NFPP anti-attack.
Allows you to perform storm control.
Allows you to configure port protection.
Allows you to perform DHCP settings and static address allocation and access the client list.
Allows you to set the ACL list and ACL time and apply ACL.
Allows you to perform classification setting, policy setting, and stream setting.

Allows you to set the system time, modify the password, restart the system, restore to default factory
settings, configure enhanced function, and set the SNMP and DNS.

Allows you to perform local upgrade and online upgrade.
Allows you to set the administrator permissions.
Allows you to configure the log server and view system logs.

Allows you to configure ping detection, tracert detection, and cable detection.
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1.3.1 Favorites

You can access secondary menus through the primary menu Favorites, including Home page, VLAN, Port and Restart.
Home Page
Device configuration, basic port information, and port statistics are displayed on the home page.

The following figure shows the home page.

Figure 1-4 Home Page

Home

153410-24TS-P
n°$3410_FSOS 11.4(1)B7451
AC:00d0 1822 33de
N:1234942570027

CPU: 7.T0% Memory: 49.3% 1 Current Time:2020-09-14 16:16:03
K [ S Running Time:0 d 00 h 06Min

= PortInformation > Refresh

Port Input Rate a Output Rate - Status(Port real speed) = InOctets/OutOctets UnderSize/OverSize CRCIFCS Error C;T::":“
GiO/t oK 0K Connected(1000M) 360417/786637 0/0 010 0
Gion 0K 0K Not Connected 0/0 00 0o 0
Gior 0K 0K Not Connected 00 00 010 0
Giov oK 0K Not Connected 0/0 00 0/0 0
Gioss 0K 0K Not Connected 010 00 0/0 0
Gi0/e 0K 0K Nt Connected /0 0/0 010 0
Gior7 0K 0K Not Connected 0/0 00 00 0
Giors 0K 0K Not Connected 00 00 00 0
Giorg 0K 0K Not Connected 00 00 010 0
Gi0H10 0K 0K Not Connected 00 00 0/0 0

Show No. Total Count:26 {First ¢ Pre 1 2 3 Next b LastM
VLAN

Two tab pages are available on the VLAN page, that is, VLAN Settings and Trunk Port.

A VLAN Settings

The following figure shows the VLAN Settings page.

Figure 1-5 VLAN Settings

VLAN Settings Trunk Port
— Batch Add VLAN - Add VLAN X Delete Selected VLAN

| VLAN ID = VLAN name Port Action
i VLANODO1 Gi01-24,Te0/25-28 Edit

Show No Total Count:1 M First ¢ Pre 1 Next P L3

e

®  Adding VLAN

To add a VLAN, you must input the VLAN ID and you can input other information as required. After that, click Save. The newly added
VLAN is displayed in the VLAN list after an "Add succeeded.” message is displayed.

®  EditingaVLAN

After you click Edit in the Action column, the information of the corresponding VLAN is displayed on the page. After editing the
information, click Save. An "Edit succeeded.” message is displayed.

®  Deleting VLAN

1) You can select multiple VLANs from the VLAN list and click Delete Selected VLAN to delete the VLANs in batches.

2) After you click Delete in the Action column, an “Are you sure you want to delete the VLAN?" message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed. VLAN 1 is the default VLAN and cannot be deleted.
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NOTE:

VLAN 1 is the default management VLAN. This VLAN can only be modified and it cannot be deleted. Before changing the IP address of
VLAN 1, ensure that the new IP address is reachable. After the change is successful, the Web page automatically jumps to the login page
and the user must log in again. If the Web page does not jump to the login page and a "page not found" message is displayed, it is

possible that the IP address is not reachable. In this case, check the network connection.

A TrunkPort
The following figure shows the Trunk Port page.

Figure 1-6 Trunk Port

VLAN Settings Trunk Port

Note: If a port allows multiple VLAN packets to ge through, configure it as a trunk port. It is recommended fo configure the port connected to the network device as a trunk port.

No Trunk Port

Native VLAN- | 1

Allowed VLAN: | 1-4094

Select Port:

5 1Available i Unavailable FR Selected [1]AG Port 51 Copper [_|Fibber

5 7 9 " 13 15 17 19 1 23

DEEEEE o ] Sl o Gl
UUUUUU il el i Do Dl . ] ]

4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

All Invert Deselect Note:Click and hold the left butlon as you drag [he pointer across the section io sefect

Save Cancel

®  Adding trunk port

Select a panel port, specify Native VLAN and Allowed VLAN (for example, 3-5, 8, and 10), and click Save. A "Configuration succeeded.”
message is displayed. In this case, the newly added trunk port is displayed in the trunk port list.

®  Editing trunk port

After you click a certain trunk port in the trunk port list, the information of this trunk port is displayed on the page. After editing the
information, click Edit. A "Configuration succeeded.” message is displayed.

®  Deleting trunk port

After you move the cursor to a certain trunk port in the trunk port list and click Delete, an "Are you sure you want to delete the trunk
port?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.

®  Deleting trunk ports in batches

After selecting the trunk ports to be deleted in the trunk port list and click Batch Del, an "Are you sure you want to delete the trunk
ports?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.
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Port

The Port menu allows you to perform basic settings on a port and configure port aggregation, port mirroring, and port rate limiting.

Al Basic Settings

Figure 1-7 Basic Settings

Port Settings Aggregate port Port Mirroring Rate Limiting

-} Batch Add -+ Add SvI

= L3 Port
Port Up/Down IP Mask IPvE Description Action
VLAN 1 Up 192.168.1.1 255.255 255 0 Edit jEsGEE
Show No. Total Count:1 I First 4 Pre 1 Next b

= L2 Port
Port Up/Down Port Type Access VLAN Native VLAN Permit VLAN Description Action
Gion Up ACCESS 1 1 Edit |eEel]
Gior2 Up ACCESS 1 1 =il Detail
Gi0r3 Up ACCESS ] 1 =18 Detail
Gin/4 Up ACCESS 1 1 Edit [elsel]
Giols Up ACCESS 1 1 =il Detail
Gio/e Up ACCESS q i) =18l Detail
Gior Up ACCESS 1 1 =i Detail
Gio/s Up ACCESS 1 1 =i Detail
Gioe Up ACCESS 1 1 =i Detail
GidMo Up ACCESS 1 1 Edit [elSel]

Show No.: Total Count:28

t 4Pre 1 23 Next b LastM

° Basic port settings

Select the port to be configured, and then select Status, Speed, and Working Mode. Keep indicates that the original configuration is
retained. During batch setting, you can select Keep to implement batch setting of one or two items.

®  Editing port

After you click Edit in the Action column, the information of the corresponding port is displayed on the page. After editing the

information, click Save. A "Configuration succeeded.” message is displayed.
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A Aggregate Port

The following figure shows the Aggregate port page.

Figure1-8 Aggregate Port

Port Settings Aggregate port Port Mirroring Rate Limiting

Global Configuration

Note-the erform traffic allocat

Load-balance: | Source MAC and Destination v|

Aggregation port settings

tic AP a

Nao Aggregate

Aggregate Port ID- | * Range(t-128)
Port Type: @ L2 Port(Switching Port) O L3 Interface(Routing Interface)

Select Port:

" { Available § Unavailable § Selected [T{AG Port " Gopper [_|Fibber

3. 085 7 0 H 13 15 17 1921 23

1
T A i ol R e i
0 S L Ly | O o

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

All Invert Deselect Nore:C hold the feft button as ¥ he po

Add Cancel

®  Adding aggregate port

After specifying Aggregate Port ID and selecting the member port, click Add. A “Configuration succeeded.” message is displayed. The
newly added aggregate port is displayed on the panel.

[} Editing an aggregate port

The aggregate ports displayed on the panel are unavailable ports. To edit them, you can click a certain aggregate port in the aggregate
port list. After that, the member port becomes a selected port. You can click this port to deselect it. After that, you can click Edit to
modify the aggregate port.

®  Deleting an aggregate port

After you move the cursor to an aggregate port in the aggregate port list and click Delete, an "Are you sure you want to delete the
aggregate port?” message is displayed. After you confirm the operation, the aggregate port becomes an available port on the panel.

®  Deleting aggregate ports in batches

After you select the aggregate ports to be deleted in the aggregate port list and click Batch Del, an “Are you sure you want to delete the

aggregate port?” message is displayed. After you confirm the operation, these aggregate ports become available ports on the panel.
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NOTE:
The port enabled with ARP check, anti-ARP-spoofing, or MAC VLAN, and the monitoring port in port mirroring cannot be added to the
aggregate port, and they are displayed as unavailable ports on the panel. After you move the cursor to an unavailable port, a message is

displayed to indicate that some function has been enabled for the port so the port is unavailable.
A Port Mirroring
The following figure shows the Port Mirroring page.

Figure 1-9 Port Mirroring

Port Settings Aggregate port Paort Mirroring Rate Limiting

Note: Port mirroring is the capability to send a copy of network packets seen on the source port to the destination port for analysis by a network analyzer. Traffic on multiple source ports can be mirrored to one
single destination port..

Tip: A source port cannot be a destination port.

Monitor Packets: ‘ All Packets b g
Select Source Port:  (You can select multipie ports, but it may affect device performance.)
DAvailabte @ Unavailable ﬁSelec.ted EAG Port E Copper [__|Fibber

5 7% H 13 15 17 19 21 23

EEEEEE Il 5 1l St Bl S
EAbA Ll Bl bl bk Bl bl bl bl Bl [ (] [l (]

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

All Invert Deselect

Select Destination Port:

Tl Available G Unavailable i Selected [1JAG Port § 1 copper [_]Fibber

7 8 M 13 15 17 19 21 23

QQQQQE& R e
UUUUUU Yot e P e . ] L] L]

4 6 8 10 12 14 16 18 20 22 24 25 26 27T 28

Deselect

Rerresn

Initially, the Port Mirroring page is in edit state because only one mirroring port is allowed to be set on the Web. Two panels are available
on the page. The port selected from the upper panel will serve as a source port (mirrored port, multiple mirrored ports are allowed). Only
one port can be selected from the lower panel to serve as the destination port (mirroring port). After selecting or modifying a port on the
panel, click Save. A "Configuration succeeded.” message is displayed.

NOTE:

The current port mirroring status is displayed on the panel, which is in edit state. If you don’t want to edit a port after modifying it, you
can click Refresh to make the panel display the current status of the port mirroring.

NOTE:

The member port of the aggregate port cannot serve as a destination or source port. A port cannot serve as a destination port and

source port at the same time.
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Al Rate Limiting
The following figure shows the Rate Limiting page.

Figure 1-10 Rate Limiting

Port Settings Aggregate port Port Mirroring Rate Limiting
- Batch Add X Batch Delete

L1 Port Input Rate-Limit (KBps) Output Rate-Limit (KBps) Action

No Record Found

Show No: Total Count:0 I First 4 Pre Next b LastM III GO

®  Adding rate limiting port

To add a rate limiting port, you must specify at least the input rate limit or output rate limit, and click Save. The new rate limiting port is
displayed in the rate limiting port list after a “Configuration succeeded.” message is displayed.

®  Editing rate limiting port

After you click Edit in the Action column, the information of the corresponding rate limiting port is displayed on the page. After editing
the information, click Save. A "Configuration succeeded.” message is displayed.

®  Deleting rate limiting port

1) You can select multiple ports from the rate limiting port list and click Batch Delete to delete the ports in batches.

2) After you click Delete in the Action column, an “Are you sure you want to delete the port configuration?” is displayed.  After you
confirm the operation, a "Delete succeeded.” message is displayed.

Restart

The following figure shows the Restart page.

Figure 1-11 Restart

Restart

Mote: Click 'Restart'to restart the device. Please wait for about two minutes and the page will he refreshed after restart.

After you click Restart, an "Are you sure you want to restart the device?” message is displayed.
After you confirm the operation, the device is restarted. The restart takes several minutes. Please wait with patience. The page is

refreshed automatically after the device is restarted.
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1.3.2 Network

You can access secondary menus through the primary menu Network, including MAC Address, Routing, STP, IGMP Snooping,

Authentication and DHCP Relay.
MAC Address
Two tab pages are available on the MAC Address page, that is, Static Address Settings and Filtering Address Settings.

Al static Address Settings

Figure 1- 12 Static Address Settings

Static Address Settings Fiitering Address Settings

Note: The switch forwards data according the MAC address inside the data frame. If you configure MAC-port binding on a network device manually, after you add a static address, the switch that receives the

packet with the same destination address forwards it to the specified pori. With 802.1X authentication enabled, you can implement authentication exemption by binding MAC address with port.

- Add Static Address X Delete Static Address

O Port MAC Address VLAN ID Action

No Record Found

- EERERIREY M First 4 Pre Next b Lasthl II'

®  Adding Static Address

To add a static address, input the MAC address, VLAN ID and select a port, and then click Save. The newly added static address is

displayed in the address list after a “"Configuration succeeded.” message is displayed.
®  Deleting Static Address

1) You can select multiple static addresses and click Delete Static Address to delete the addresses in batches.
2) After you click Delete in the Action column, an “Are you sure you want to delete the static address?” message is displayed. After you

confirm the operation, a "Delete succeeded.” message is displayed.

A Filtering Address Settings

Figure 1- 13 Filtering Address Settings

Static Address Settings Filtering Address Settings

Note: The switch forwards data according the MAC address inside the data frame. If a switch receives a packet with the source/destination MAC address which is configured as a filter address, it discards the

packet. You can prevent the ARP attack by configuring a filter address the same as the MAC address of ARP packels.

-+ Add Filter Address X Delete Filter Address

O MAC Address VLAN ID Action

No Record Found

t 4 Pre Next b Lasthl II|

Show No. Total Count:0
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®  Adding Filtering Address

To add a filtering address, input the MAC address and VLAN ID, and then click Save. The newly added filtering address is displayed in the

address list after a "Configuration succeeded.” message is displayed.
®  Editing Filtering Address

After you click Edit in the Action column, the information of the corresponding filtering address is displayed on the page. After editing

the information, click Save. A "Configuration succeeded.” message is displayed.
®  Deleting Filtering Address

1) You can select multiple filtering addresses and click Delete Filter Address to delete the addresses in batches.
2) After you click Delete in the Action column, an “Are you sure you want to delete the filter address?” message is displayed. After you

confirm the operation, a "Delete succeeded.” message is displayed.
Routing

The Route Settings page allows you to manage routes.

The following figure shows the Route Settings page.

Figure 1-14 Route Settings

Route Settings

Note: Route selection points based routing and a backup route when the primary route does not take effect, it will take a backup route to the backup route in accordance with the priority level configured to go, the

backup route priority 1 high priority than a backup route to the 2

-+ Add Static Route -+ Add Default Route X Delete Selected Route

Administrative Distanc
[]  Destination Subnet Subnet Mask Next Hop Address Egress Port o Type Action

No Record Found

show No-[10 | Total Gount:0 ARt BrER e I Last

®  Adding static route

To add a static route, you must set IP Type, Destination Subnet, Subnet Mask, and Next Hop Address. After that, click Save. The newly
added route is displayed in the route list after a “Save succeeded.” message is displayed.

®  Editing route

After you click Edit in the Action column, the information of the corresponding route is displayed on the page. After editing the
information, click Save. A "Save succeeded.” message is displayed.

®  Deleting route

1) You can select multiple routes from the route list and click Delete Selected Route to delete the routes in batches.

2) After you click Delete in the Action column, an “Are you sure you want to delete the route?” is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.

®  Adding default route

To add the default route, you must set IP Type and Next Hop Address. After that, click Save. The newly added route is displayed in the

route list after an "Save succeeded.” message is displayed.
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STP
The STP Global Settings page allows you to set the global parameters and STP ports.

Al STP Global Settings

Figure 1-15 STP Global Settings

STP Glohal Settings STF Port Settings FLOR Settings

= Global Configuration

s BY ]

Priority: |8 Rangei-18), default & Hello Time 2 _ Range{1-10g, default 2
Aging Time: |20 Rangaif-40s), defaut 20 Forward Delay: .15 _ Range(4-308), defauit 15
STP Mode: |MSTP v
MST Marne: String less than 32-byte MST Wersion: D Range((-65533), default O

= MST Configuration

Mote: It is recarmmended to disable STP before configuring an instance and enable STP again after configuration, so as to ensure the stability and convergence of network
topology

= Add Instance X Delete Selected Instance

O Instance Number VLAN Priority Action
] ALL 5] Default instance. Cannot be edited.
ShowMNo: |10 v | Total Count1 M First 4 Pre 1 Next P LastM |1_|m

You can configure STP global parameters. When MSTP is selected from the STP Mode drop-down list, you can configure the MST
instance.

®  Addinginstance

To add an instance, you must input the instance value and VLAN range and you can input other information as required. After that, click
Save. The newly added instance is displayed in the instance list after a “Configuration succeeded.” message is displayed.

®  Editing instance

After you click Edit in the Action column, the information of the corresponding instance is displayed on the page. After editing the
information, click Save. A "Configuration succeeded.” message is displayed.

®  Deleting instance

1) You can select multiple instances from the instance list and click Delete Selected Instance to delete the instances in batches.

2) After you click Delete in the Action column, an "Are you sure you want to delete the instance?” message is displayed. After you

confirm the operation, a "Delete succeeded.” message is displayed. Instance 0 is the default instance and cannot be deleted.
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A STP Port Settings

Figure 1-16 STP Port Settings

STP Global Settings STP Port Settings RLDP Settings
—+ Baich Add

Note: It is recommended fo enable Port Fast on the port connected to the PC.

Port State Port Fast BPDU Guard Protection Mode Connection Mode  Instance|Cost|Priority  Action
GioM Up Disabled Disabled Null Point To Point 0[20000]128 Edit
Giof2 Down Disabled Disabled Null Point To Point ojoj12s Edit
Gio/3 Down Disabled Disabled Null Point To Point ojo|1ze Edit
Gio/4 Down Disabled Disabled Null Point To Point 0jo1ze Edit
Gio/s Down Disabled Disabled Null Point To Point 0jo|1z8
Gio/e Down Disabled Disabled Null Point To Point 0jo|128
Gio7 Down Disabled Disabled Null Point To Point 0joj128 Edit
Girs Down Disabled Disabled Null Point To Point 0joj128
Gio/9 Down Disabled Disabled Null Point To Point ojoj128 Edit
Gi0/M0 Down Disabled Disabled Null Point To Point ojo1ze Edit

Show No.:

[4First 4 Pre 1 2 3 Next P LastM

®  Batchsetting

Specify Protection Mode, Port Fast, BPDU Guard, Connection Mode, and Port Priority, and select ports for batch setting.

[ Editing STP port

After you click Edit in the Action column, the information of the corresponding port is displayed on the page. After editing the

information, click Save. A “Configuration succeeded.” message is displayed.

A RLDP Settings

Figure 1-17 RLDP Settings

STP Global Settings STP Port Settings RLDP Seftings

= Global configuration

Mate: RLDP ensiles you to detect link failure quickly. RLDP can run on the part only after it is enabled globally

RLDP m

Detection | 3 Range(2-15)
Interval

Detection | 2 | Rangetz-10)

Count

errdisable () Range(30-56400s8)

recovery.

= Port Configuration

LOF an the port connected to the
DF. It is recommended to configure RLDP to monitor the

Note: 1. Enabling RLDP on the port can avoid broadcast storm caused by loops. It is recommended to enabl
2. Unidire \/Bidirectional link detection requires the ports on hoth ends of the link to be enabled wi
link between two switc!

= Add Port X Delete Port

d Port Detection Type Troubleshooting Action

No Record Found
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1. Global Configuration

Enable/Disable RLDP by turning on/off the switch. After setting detection interval and count, click Save. A "Configuration succeeded."

message is displayed.
2. Port Configuration

®  Adding RLDP Port

Select detection mode, troubleshooting mode ,and port. After that, click Save. The newly added RLDP port is displayed in the RLDP port
list after a “Configuration succeeded.” message is displayed.

®  Editing RLDP Port

After you click Edit in the Action column, the information of the corresponding RLDP port is displayed on the page. After editing the
information, click Save. An “Edit succeeded.” message is displayed.

®  Deleting RLDP Port

1) You can select multiple RLDP ports from the RLDP port list and click Delete Selected Port to delete the RLDP ports in batches.

2) After you click Delete in the Action column, an "Are you sure you want to delete the item?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.
IGMP Snooping

The following figure shows the IGMP Snooping Settings page.

Figure 1-18 IGMP Snooping Settings

IGMP Snooping Settings

Note: On layer 2 devices, multicast frames are flooded to all ports, causing storm and consuming much bandwidth. IGMP Snooping is used to find out on which port there is an IGMP subscriber and only send IGMP traffic to the port, o as to save bandwidih

+ Add Profile X Delete Selected Profile IGMP Snooping m

O Profile ID Multicast Address Policy Action Application Port Action

No Record Found

Show No.: Total Count:0 First Pre Next * Last

®  Adding profile

To add a profile, you must input the profile identifier and multicast address range and you can input other information as required. After
that, click Save. The newly added profile is displayed in the profile list after an “Add succeeded.” message is displayed.

®  Editing profile

After you click Edit in the Action column, the information of the corresponding profile is displayed on the page. After editing the
information, click Save. An "Edit succeeded.” message is displayed.

®  Deleting profile

1) You can select multiple profiles from the profile list and click Delete Selected Profile to delete the profiles in batches.

2) After you click Delete in the Action column an “Are you sure you want to delete the profile?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.
DHCP Relay
The following figure shows the DHCP Relay Settings page.

Figure 1-19 DHCP Relay Settings
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DHCP Relay

Mote: DHCP relay can centrally manage IP address assignment for large number of subscribers in different subnets. The DHCP relay agent forwards client-originated DHZCP

packets to a DHCP server and then forwards the server-to-client reply to the client.

= DHCP relay IPV4 configuration

DHCP Relay: m

DHCP Server Address:| 4+~ Add DHCP Server

DHCPyE relay configuration

When DHCP Relay is enabled, you can configure multiple DHCP server addresses.
Authentication
The Authentication page allows you to set Eportalv2 and Advanced.
A Eportalv2
The following figure shows the Eportalv2 page.

Figure 1-20 Eportalv2

Eportaiv2 Advanced

Note: Authentication is based on Web to control users’ access to the network. It requires no authentication software on the client. Instead, you can perform authentication on common browsers.

Eportal Type: O eportalvi @ eportaiv2
Server IP: *
Redirection URL: *
Portal Key:
Authentication Server: |All Servers v|[Radius Server Settings]
Accounting Server: |AH Servers V|

SNMP Server: [SNMP Server] *

Port:
Eﬂﬁwa\lable ﬁUnavaHable iSeIected EAG Port ECuppeI [ IFibber
3 & 7 9 13 15 17 18 21 23

EQQQQQ TR e i
EUUUUU e

6 8 10 12 14 16 18 20 22 24 25 26 27 28

All Invert Deselect Note:(

CFEar

Enter the server IP address and redirection URL, and then click Save. A "Configuration succeeded." message is displayed.
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A Advanced

The following figure shows the Advanced page. Figure 1-21 Advanced Settings

Epartalv2 Adbvanced

Max HTTP Session Count; | 255 (Range: 1-255. Defawlt 255) The configuration prevents an unauthorzed user from sending excessive HTTF requests.

Redirection Timeout |3 (Range: 1-10. Defawlt 3)The configuration prevents an unauthonzed user from occupying the TCF cannection without sending

GET/HEAD packets,

Update Interval: | 180 (Range: 30-3600. Default 180) The configuration sets the time interval to update onling user information.

Redirection HTTP Port: | g0 | (Rahge: 1-63523) Please use | 'to separate port nimbers. Yol can configure un to 10 port numbers.

Authentication-Exernpted Netwark AFusers(including unauthorized users) can access the sener 1P address. You can configure up to 501F addresses.

Resource:
IP:| Mask | [

Authentication-Exemnpted User [P; The user can access the neteonk without authentication. Yaou can configure up to 501P adiresses

I | wask | Iy [T

Clear

You can set multiple authentication-exempted network resources and user IP addresses. Click Save, and a "Configuration succeeded."

message is displayed.

1.3.3 Security

You can access secondary menus through the primary menu Security, including DHCP Snooping, Anti-ARP-Attack, IP Source Guard, Port

Security, NFPP, and Storm Control.
DHCP Snooping
The following figure shows the DHCP Snooping Settings page. Figure 1-22 DHCP Snooping Settings

DHCP Snooping

Note: DHCP snooping is used to filter DHCP packets received on an untrusted port from outside the network or firewall. The DHCP request packet is forwarded to the frusted port. The DHCP reply packet is
forwarded only if it is from a trusted port

Note: The port connected to the DHCP server is configured as a trusted port generally

DHCP Snooping: el .

Select Port:
sjmaifab[e ﬁUnavaHable ﬁSelected EAG Port ECUDDE{ [IFiober
3 6 7 8 13 15 17 19 1 23

E&E&E&QQQ S Y e Y
UEUUUU bl il it [==l(=l(=]

6 8 10 12 14 16 18 20 22 24 25 26 27 28

All Invert Deselect Note:Click and |

r across the section fo

Display DHCP Snooping Trusted Port
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The port connected to the DHCP server must be configured as DHCP trusted port, and the DHCP server connected to a non-trusted port
cannot work properly. If the selected port on the panel is a DHCP trusted port. You can directly select a port on the panel and click the

Save button.

Anti-ARP-Attack

The Anti-ARP-attack page allows you to perform anti-ARP-spoofing settings, ARP check settings, DAI settings, and ARP entry settings.

Al Anti-ARP-Spoofing
Figure 1-23 Anti-ARP-Spoofing
Anti-ARP-Spoofing ARP Check DAl Settings ARP Entries
Note: It is configured on only the port connected to the client to prevent ARP spocfing.

-+ Add Port X Delete Selected Port

O Filtering Port IP Action

No Record Found

m

Show No. Total Count:0 M First 4 Pre Next b Last

®  Adding filtering port

To add a filtering port, you must input the IP address. After that, click Save. The newly added filtering port is displayed in the filtering
port list after an "Add succeeded.” message is displayed.

®  Editing filtering port

After you click Edit in the Action column, the information of the corresponding filtering port is displayed on the page. After editing the
information, click Save. An “Edit succeeded.” message is displayed.

®  Deleting filtering port

1) You can select multiple filtering ports from the filtering port list and click Delete Selected Port to delete the filtering ports in batches.
2) After you click Delete in the Action column, an “Are you sure you want to delete the port?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.

A ARP Check

Figure 1-24 ARP Check

Anti-ARP-Spoofing ARP Check DAl Settings ARP Entries

Note: ARP Check is used to filter all ARP packets on the logical port and discard invalid ARP packets. It can effectively prevent ARP Spoofing and improve network stability. A DHCP Snooping trusted port
cannot be enabled with ARP Check.

Select Port:

E.ﬂwa\lable ﬁUnava\]ahle ﬁSeleuted EAG Port ECquerDFibber
5 7 M 13 15 17 19 21 23

DEEDEE A ol i Sl

LISLAILS LIS CICIL]

4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

All Invert Deselect Note:Click and hold the left buttan as you drag the pointer across the section to select multiple ports

Display ARP Check Port

The selected port on the panel is enabled with ARP Check.
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NOTE:
The selected port on the panel is enabled with ARP Check and is in edit state. If you don’t want to edit a port after modifying it, you can

click Display ARP Check Port to make the panel display the current status of the ARP check.

ARP check cannot be enabled on a DHCP Snooping trusted port.

A pal Settings

Figure 1-25 DAI Settings

Anti-ARP-Spoofing ARP Check DAI Seftings ARP Entries

= VLAN DAI Configuration

to discard invalid ARP packets

Neote: The unirusted port corresponding to the DAl-enabled VLAN inte ARP request and reply pat

DAl-enabled VLAN: [Delete All Configuration

= Trusted Port

I Packets received on the trusted port skip DAI Inspection as valid ARP
Select Port:
ﬂ Available ﬁ Unavailable ﬁSelected EAG Port E Copper [_]Fibber

8 7 9N 1315 W 19 21 23

EQEQE&Q R b bl B Sl ]
EEUUUU (R e e A | | P P

6 & 10 12 14 16 18 20 22 24 25 26 27 28

the sect

All Invert Deselect Note:Click a

Display Trusted Port

1. VLAN DAl settings

Click the add icon to add a VLAN enabled with the DAI function.
2. DAltrusted port

The selected port on the panel is enabled with the DAI function.

NOTE:
The selected port on the panel is enabled with the DAI function and is in edit state. If you don’t want to edit a port after modifying it, you

can click Display Trusted Port to make the panel display the current status of the DAI trusted port.
NOTE:
ARP check cannot be enabled on a DHCP Snooping trusted port.
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A ARP Entries

Figure 1-26 ARP Entries

Anti-ARP-Sponfing ARP Check DAl Settings ARP Entries
P8 Dynamic Binding==>Static Binding B Remove static Binding & Manual Binding IP-based:

o IP MAC Type Action

] 192.168.182 225 00d0 322 3307 Cynarnic Binding

B 192.168.182 236 1414 4023 2257 Local ARP Entry Dynamic Binding==5tatic Binding

Show Mo . m - Total Count; 2 [MFirst 4 Pre 1 nest b LastM | 1 | m

®  Remove Static Binding

1) You can select multiple dynamic binding from the ARP entry list and configure them as static binding in batches.

2) Click the Dynamic Binding>>Static Binding icon in the Action column. A "Configuration succeeded.” message is displayed.

®  Remove Static Binding

1) You can select and remove multiple static bindings from the ARP entry list.

2) Click the Remove static Binding icon in the Action column. A "Configuration succeeded.” message is displayed.

®  Manual Binding

To add a static binding, you must configure IP Address and MAC Address. After that, click Save. The newly added static binding is

displayed in the ARP entry list after a "Configuration succeeded.” message is displayed.
IP Source Guard

The IP Source Guard page allows you to perform port settings and user binding.

A port Settings

Figure 1-27 Port Settings

Port Settings User Binding

Note: IP Source Guard is applied in combination with DHCP Snooping. Port-based IP Source Guard takes efiect on only the untrusted port enabled with DHCP Snooping. Otherwise, IP Source Guard does not

take effect.

=+ Add Port X Delete Selected Port

O Port Filter Type Filter Mode IP MAC VLAN ID Action

No Record Found

SHowio Lol Banint f {First 4 Pre Next b LastM III

®  Adding IP Source Guard port

Enable the IP Source Guard port, specify Filter Type and Port, and click Save. The newly added IP Source Guard port is displayed in the IP
Source Guard port list after a “Configuration succeeded.” message is displayed.

®  Editing IP Source Guard port

After you click Edit in the Action column, the information of the corresponding filtering port is displayed on the page. After editing the

information, click Save. An “Edit succeeded.” message is displayed.




S3410-24TS-P SWITCH WEB CONFIGURATION GUIDE 6 FS

®  Deleting IP Source Guard port
1) You can select multiple ports from the IP Source Guard port list and click Delete Selected Port to delete the ports in batches.
2) After you click Delete in the Action column, an "Are you sure you want to delete the item?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.

Al user Binding

Figure 1-28 Use Binding

Port Settings User Binding
Note: The IF Source Guard-enabled port filters all non-DHCP IP packets. After configured with the static IP address, the port allows specified IP packets to pass through

<+ Add Binding X Delete Selected Binding

O MAC IP VLAN ID Port Action

No Record Found

Show No.:[10 | Total Count:0 I4First 4 Pre Next b Last}

®  Adding user binding

To add a user binding, you must set MAC Address, IP Address, and VLAN ID. After that, click Save. The newly added user binding is
displayed in the user binding list after a “Configuration succeeded.” message is displayed.

®  Editing user binding

After you click Edit in the Action column, the binding information of the corresponding user is displayed on the page. After editing the
information, click Save. A "Configuration succeeded.” message is displayed.

®  Deleting user binding

1) You can select multiple user bindings from the user binding list and click Delete Selected Binding to delete the user bindings in
batches.

2) After you click Delete in the Action column, an "Are you sure you want to delete the binding?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.
Port Security
Al Basic Settings

Figure 1-29 Basic Settings

Basic Seftings Security Binding

Note: It is generally applied to the scenario where the accessed user has valid IP and MAC address or where the user accesses the network through a fixed port instead of changing IP/MAC address or port

number, or fimits the number of MAC addresses on the console port to avoid attacks caused by MAC address deplefion

-+ Add Port X Delete Selected Port

O Port Max Secure Address Aging Time Security Action Action

No Record Found

Show No.: Total Count:0 l4First 4 Pre Next b LastMl
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®  Adding user binding

To add a user binding, you must input the IP address and you can input other information as required. After that, click Save. The newly
added user binding is displayed in the security port list after a “Configuration succeeded.” message is displayed.

®  Editing security port

After you click Edit in the Action column, the binding information of the corresponding user is displayed on the page. After editing the
information, click Save. A “Configuration succeeded.” message is displayed.

[} Deleting security port

1) You can select multiple security ports from the security port list and click Delete Selected Port to delete the security ports in batches.
2) After you click Delete in the Action column, an "Are you sure you want to delete the security port?” message is displayed. After you

confirm the operation, a "Delete succeeded.” message is displayed.

A security Binding

Figure 1-30 Security Binding

Basic Setlings Security Binding
Note: Port Securty is used to allow only the packet whose source MAC address Is consistent with the secure address to enter the switch.

=+ Add Address X Delete Selected Address

O Port IP MAC VLANID Action

No Record Found

Show No.:[10 | Total Count:0 I First 4 Pre Next b Last

®  Adding security binding address

To add a security binding address, you must input the IP address and you can input other information as required. After that, click Save.
The newly added security binding address is displayed in the security binding address list after a "Configuration succeeded.” message is
displayed.

®  Editing security port

After you click Edit in the Action column, the binding information of the corresponding user is displayed on the page. After editing the
information, click Save. A "Configuration succeeded.” message is displayed.

®  Deleting security binding address

1) You can select multiple addresses from the security binding address list and click Delete Selected Address to delete the addresses in
batches.

2) After you click Delete in the Action column, an “Are you sure you want to delete the port?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.
NFPP
The following figure shows the NFPP Settings page.

Figure 1-31 NFPP
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NFPP Settings

ARP-guard; ® Enable ARP-guard, so as to prevent a large number of invalid ARP packets from attacking the device. The number of ARP packets
handled by the device per second is no more than 4.

ARP-guard List

IP-guard: ¥ Enable IP-guard, so as to prevent hackers from scanning the entire network and consuming bandwidth. The number of packets handled
by the device per second is no maore than 4.

|P-guard List

ICMP-guard; ¥ Enahle ICMP-guard, 5o as to prevent a large numher of invalid ICMP packets from consuming bandwidth and CPU resources. The number
of ICMP packets handled by the device per second is no more than 4.

ICHP-guard List

DHCP-guard: @ Enable DHCP-guard, so as to prevent malicious requests from exhausting DHCP poals and leaving legitimate users unable to access the
Internet.

DHCP-guard List

DHCPvé-guard; ® Enable DHCPYE-guard, so as to prevent malicious requests from exhausting DHCPvE pools and leaving legitimate users unable to access
the Internet.

DHCPvE-guard List

ND-guard: ¥ Enable ND-guard, s0 as to prevent Neighbor Discovery packets from consuming bandwicth, The number of ND packets handled by the
device per second is no more than 15,

Display NFPP Log: [Display MEPP Log)

Restore Default Settings

You can enable or disable various guard functions. After the setting, click Save. A "Save succeeded.” message is displayed. To restore to

the default settings, click Restore Default Settings.

Storm Control

The following figure shows the Storm Control Settings page.

Figure 1-32 Storm Control Settings

Storm Control

-+ Add Port X Delete Selected Port

O Port Broadcast Multicast Unicast Action

O GioH = 3 = Delete
O Gior2 = 4 L Delete
O Gil/3 - - - Delete
O Gior4 = 3 = Edit JERGEEE
m| Gio/5 , : : Delete
m| Gi0/6 . . 3 Delete
O Gior7 = . = Delete
| Gils . . . Delete
O Gio/g = 3 = il Delete
O Gi0M0 = s« 2 Delete

Show No Total Count28 l4First 4 Pre 1 2 3 Next b LastM |I|

®  Adding storm control port
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To add a storm control port, you must set at least Broadcast, Unicast, or Multicast. After that, click Save. The newly added storm control
port is displayed in the storm control list after a “Configuration succeeded.” message is displayed.

®  Editing storm control port

After you click Edit in the Action column, the information of the corresponding storm control port is displayed on the page. After editing
the information, click Save. A "Configuration succeeded.” message is displayed.

®  Deleting storm control port

1) You can select multiple ports from the storm control port list and click Delete Selected Port to delete the ports in batches.

2) After you click Delete in the Action column, an "Are you sure you want to delete the port?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.

1.3.4 Advanced

Port Protection

The following figure shows the Port Protect Settings page.

Figure 1-33 Port Protect Settings

Port Protect

Note: Proteced ports can not communicate with each other. The selected poris on the panel are the protected poris.Please click ‘Display Protected Port to refresh the panel.

Select Port:

§ U Available §F Unavailable R Selected [T{AG Port Y 1 copper [__]Fibber

1 3 & 7 91 13 15 17 19 21 23

P i A S S
LA SE it 5oy LiLfe s inins DILICIL]

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

All Invert Deselect Nore:Click and hold the

Display Protecied Port

To set a port as a protection port, select a port on the panel and click Save. A "Save succeeded.” message is displayed.

DHCP
DCHP allows you to perform DHCP settings and static address allocation, and access the client list.

Al DHCP Settings

The following figure shows the DHCP Settings page.
Figure 1-34 DHCP Settings

DHCP Settings Static Address Client Display

4 Add DHCP X Delete Selected DHCP - Q) Excluded Address Range DHer [ |

= Name IP Address Range Default Gateway Lease Time DNS Action
] test 1?2'18'1255'215: g 172.18.125.1 g hour(s) Edit JEEEEGE

Show No. | 10 v | Total Count: 1 M First 4 Pre 1 Nest b Last M 1_Im
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®  Adding DHCP

To add an address pool name, you must configure IP Address Range, Mask, Default Gateway, and Lease Time. After that, click Save. The

newly added address pool name is displayed in the DHCP list after a "Save succeeded.” message is displayed.

®  Editing DHCP

After you click Edit in the Action column, the information of the corresponding DHCP is displayed on the page. After editing the
information, click Save. A “Save succeeded.” message is displayed.

®  Deleting DHCP

1) You can select multiple DHCPs from the DHCP list and click Delete Selected DHCP to delete the DHCPs in batches.

2) After you click Delete in the Action column, an “Are you sure you want to delete the address pool?” message is displayed.

After you confirm the operation, a “Delete succeeded.” message is displayed.

®  Enabling DHCP

Turn on the DHCP service switch to enable the DHCP service.
N static Address
The following figure shows the Client Display page.

Figure 1-35 Client Display

DHCP Settings Static Address Client Display

- Add Static Address X Delete Selected Address

= Client Name Client IP Mask Gateway Address Client MAC DNS Server Action
= usert 1721812521 295 .255.28510 2244 2528 6262 Edit el
Show No. |10 v | Total Count: 1 MFirst 4 Pre 1 Nest b LastMl | 1 m

®  Adding static address

To add a static address, you must configure Client Name, Client IP Address, and Client MAC Address and you can configure other
parameters as required. After that, click Save. The newly added static address is displayed in the static address list after a "Save
succeeded.” message is displayed.

®  Editing static address

After you click Edit in the Action column, the information of the corresponding static address is displayed on the page. After editing the
information, click Save. A "Save succeeded.” message is displayed.

®  Deleting static address

1) You can select multiple static addresses from the static address list and click Delete Selected Address to delete the static addresses in
batches.

2) After you click Delete in the Action column, an "Are you sure you want to delete the static address?” message is displayed. After you

confirm the operation, a "Delete succeeded.” message is displayed.
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A client Display

The following figure shows the ACL List page.
Figure 1-36 Client Display

DHCP Settings Static Address Client Display
B Bind MAC to Dynamic P X Delete Selected Client IP-based:
] P MAC Lease Time Allocation Type Action
No Record Found
Show Mo [10 v | Total CountD lFirst « Pre Next b Last | 1 | [ERH

®  Search by IP address
You can type an IP address in the search box for search.
®  Binding MAC address to dynamic IP address

You can select multiple clients from the client list and click Bind MAC to Dynamic IP for binding.
ACL

A ACL List

The following figure shows the ACL List page.
Figure 1-37 ACL List

ACL List ACL Time ACL Application
ACL List [12 gl - 4 Add Access Fule X Delete Selected Access Rule
- Source IP/Wild Access Contr Destination | Destination
g NO. Source Port Protocol o P Time Period Status Action
card ol P/Wildcard ort

172.18.12

Permit All Time Effective Edit | Move
5.1/0.0.0.0

Show Mo . 10 v | Total Count: 1 I4First 4 Pre 1 pMext b LastM 1 5 m

®  Adding ACL

To add an ACL, click Add ACL, and perform settings on the displayed page (ACL List is mandatory). After that, click OK. If an "Add
succeeded.” message is displayed, the add operation is successful. In this case, the newly added ACL is displayed in the ACL List
drop-down list.

®  Deleting ACL

Select the ACL to be deleted from the ACL List drop-down list and click Delete ACL. A "Delete succeeded.” message is displayed.

®  Adding Access rule

To add an ACL rule, you must select the access control type, protocol, effective time, and IP address. After that, click Save. The newly
added ACL rule is displayed in the ACL rule list after an "Add succeeded.” message is displayed.

®  Editing access rule

After you click Edit in the Action column, the information of the corresponding ACL rule is displayed on the page. After editing the

information, click Save. An “Edit succeeded.” message is displayed.
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®  Deleting access rule

1) You can select multiple access rules from the ACL rule list and click Delete Selected Access Rule to delete the access rules in batches.

2) After you click Delete in the Action column, an “Are you sure you want to delete the access rule?” message is displayed. After you
confirm the operation, a "Delete succeeded.” message is displayed.

[} Moving access rule

Enter the serial number of the ACL to be moved and click Move. An "Operation succeeded.” message is displayed.

N ACLTime

The following figure shows the ACL Time page.
Figure 1-38 ACL Time

ACL List ACL Time ACL Application

+ Add Time Ohject X Delete Selected Time Object

= Time Object Day Time Period Action
o tirne1 Monday Tuesday 2:00-13:00 Edit JEBEEE]
time2 Weekend 0:00-23:59 Edit JEEEIEE
Show ND.:§1D v| Total Count:2 IMFirst 4 Pre 1 Mext P Lasthl 1 |m

®  Adding ACL time

To add an ACL time, you must configure Time Object , Day and Time Period. After that, click Save. The newly added ACL time is displayed
in the ACL time list after a “Save succeeded.” message is displayed.

®  Editing ACL time

After you click Edit in the Action column, the information of the corresponding ACL time is displayed on the page. After editing the
information, click Save. A “Save succeeded.” message is displayed.

®  Deleting ACL time

You can select multiple time objects from the ACL time list and click Delete Selected Time Object to delete the time objects in batches.

Al ACL Application

The following figure shows the ACL Application page.
Figure 1-39 ACL Application

ACL List ACL Time ACL Application

+ Add Port X Delete Port

O ACL Port Direction Action

Ne Record Found

Show No.: Total Count:0 First 4 Pre Next ¥ Last

®  Add ACL application

To add an ACL application, you must set the ACL application time and select ACL, filtration direction, and port. After that, click Save. The
newly added ACL application is displayed in the ACL application list after a “Configuration succeeded.” message is displayed.

®  Editing ACL application

After you click Edit in the Action column, the information of the corresponding ACL application is displayed on the page. After editing

the information, click Save. A "Configuration succeeded.” message is displayed.
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®  Deleting ACL application
1) You can select multiple ports from the ACL application list and click Delete Port to delete the ports in batches.
2) After you click Delete in the Action column, an "Are you sure you want to delete the ACL application?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.
QoS

Al Class Settings

The following figure shows the Class Settings page.

Figure 1-40 Class Settings

Class Settings Falicy Settings Flow Settings
Mote: Classification is used to identify and mark certain data flows that match the ACL rule,

+ Add Class X Delete Selected Class

(5] Class Name ACL Action

=] classname! 12 Edit JRBEEE

(] classname2 12 =b 8 Delete

Shaw Mo '_1D v Total Count 2 I First 4 Pre: 1 Next ¥ Last bl 1_|m

®  Adding class

To add a class, you must select the class name and select an ACL from the ACL list. After that, click Save. The newly added class is
displayed in the class list after an “Add succeeded.” message is displayed.

®  Editing class

After you click Edit in the Action column, the information of the corresponding class is displayed on the page. After editing the
information, click Save. An "Edit succeeded.” message is displayed.

®  Deleting class

1) You can select multiple classes from the class list and click Delete Selected Class to delete the classes in batches.

2) After you click Delete in the Action column, an “Are you sure you want to delete the item?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.
Al Ppolicy Settings
The following figure shows the Policy Settings page.
Figure 1-41 Policy Settings
Class Settings Palicy Settings Flow Settings

Mote: The palicy iz used to canstrain the handwidth that the classified data flow consumes.

Palicy List. | policy3 v | Delete Polcy | = Add Palicy Rule X Delete Selected Rule
Bandwidth Violation Di
o Class Name Bandwidth (Kbps) Burst Traffic (KBytes) o' ':Ia'°" EEOS Action
o classname1 1024 1024 Drop ol | Delete

Show Mo TI1D ' Total Count: 1 I4First 4 Pre 1 Next P LastM ;-1 |m
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®  Adding policy

To add a policy, you must set the policy name. After that, click Save. The newly added policy is displayed in the policy list after an “Add
succeeded.” message is displayed.

®  Deleting policy

Select a certain policy form the policy list and click Delete. An “Are you sure you want to delete the item?” message is displayed. After
you confirm the operation, a "Delete succeeded.” message is displayed.

®  Adding policy rule

To add a policy rule, you must configure Bandwidth and Burst Traffic and you can configure other parameters as required. After that,
click Save. The newly added policy rule is displayed in the policy rule list after an “Add succeeded.” message is displayed.

®  Editing policy rule

After you click Edit in the Action column, the information of the corresponding policy rule is displayed on the page. After editing the
information, click Save. An "Edit succeeded” message is displayed.

®  Deleting policy rule

1) You can select multiple rules from the policy rule list and click Delete Selected Rule to delete the rules in batches.

2) After you click Delete in the Action column, an "Are you sure you want to delete the item?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.

A Flow Settings
The following figure shows the Flow Settings page.
Figure 1-42 Flow Settings
Class Settings Policy Settings Flow Settings
Note: The policy is used to constrain input and output flows (Input and output flows of one port must be in the same trust mode but they can be configured with different policies)..

- Add Port X Delete Selected Port

] Port Direction Policy Name Trust Mode Action

No Record Found

Show No. Total Count:0 First 4 Pre Next Last M

®  Adding application policy port

To add an application policy port, you must select the rate limiting direction, trust mode, policy list, and port. After that, click Save. The
newly added application policy port is displayed in the application policy port list after an “Add succeeded.” message is displayed.

®  Deleting application policy port

1) You can select multiple ports from the application policy port list and click Delete Selected Port to delete the ports in batches.

2) After you click Delete in the Action column, an "Are you sure you want to delete the item?” message is displayed.

After you confirm the operation, a "Delete succeeded.” message is displayed.
1.3.5 System

The system management page allows you to perform system settings, system upgrade and configuration management and configure

administrator permissions.

System Settings
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Seven tab pages are available on the system setting page, that is, System Time, Password, Restart, Reset, Enhancement, SNMP, and DNS.

AV System time

The following figure shows the System Time page. Figure 1-43 System Time

System Time Password Reset Enhancement SNMP DNS

Gurrent Time: 2020-9-14-12:09:54

Reset Time: | 2020-9-14 12:09

Time Zone: |UTC+0(GMT) b

Time Synchronization: [] Automatically synchronize with an Internet time server(Please set DNS Server first, otherwise the system time will not be

synchronized.)

Save

®  Systemtime

The current system time is displayed on the page. You can set the current system time manually. Alternatively, you can select
Automatically synchronize with an Internet time server for time setting. After that, click Save. A "Configuration succeeded.” message is
displayed.

NOTE:

When the management IP address changes, you must ensure that the new IP address is reachable. Otherwise, you cannot login the

Web-based management system.

A Ppassword

The following figure shows the Password page. Figure 1-44 Password

System Time Passward Reset Enhancement SHMP DNS
= Web Management Password

Username: admin

Old Password i
Mew Password: i
Confirm Password: i

= Telnet Password(Telnet Password and Enable Password)

Username: admin

Mew Password: -

Confirm Password: | [+
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®  Modifying the Web-based NMS password

To modify a Web user password, you need to input the old password and input the new password twice. When you input an incorrect
old password, an "Incorrect old password" message in red is displayed. In this case, you must input a correct old password and click Save.
NOTE:

When you change the Web management password, the enable password is changed accordingly by default.

®  Modifying the telnet authentication password

You do not need to input the old password before modifying the telnet password. Instead, you only need to input the same new

password twice. Other steps are the same as those for modifying the superuser password.

AV Restoring factory settings

The following figure shows the Reset page.

Figure 1-45 Reset

System Time Password Reset Enhancement SNMP DNS

= Restore Factory Settings

I be removed. Please Export Current Configuration b

Restore Factory Settings

Display Current Configuration

= Import/Export Configuration

or the

File Name: Export Current Configuration

[ ] Importing/exporting configuration

You can import configuration to modify the device configuration and restart the device for the configuration to take effect. You can
export current configuration as backup.

° Restoring factory settings

You can click Restore Factory Settings to restore the current configuration to factory settings.
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A Enhancement

The following figure shows the Enhancement page.
Figure 1-46 Enhancement
Systern Time Password Reset Enhancement SMMP DMS
= Basic Information

WED Access Port |80 * (Range:80,1025-65535)

Login Timeout: | 10 min v

Device Location:

Specify Web Access Port (mandatory) and specify Login Timeout and Device Location as required. After that, click Save. A “Configuration

succeeded.” message is displayed.

A sNnmp

The following figure shows the SNMP page.
Figure 1-47 SNMP

Systemn Time Passward Feset Enhancement SHMP DNS

ShMP Version: ® v2 O v3

Device Location: *
SMMP Password: *
Trap Password: The Trap password cannot be the same as the SMUP password.
Trap Recipient Address: |* ¥ou can configure up to 8 Trap recipients. Flease use | or press the Enfer key to separate addresses.

On this page, SNMP Version, Device Location, SNMP Password, and Trap Password are mandatory and other parameters are optional.

After the setting, click Save. A “Configuration succeeded.” message is displayed.
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A DNs

The following figure shows the DNS page.
Figure 1-48 DNS

Systern Time Password Reset Enhancerment ShiP DNE

DNS Server 10192 168.58.110 =+

Specify DNS Server and click Save. A “Configuration succeeded.” message is displayed.
System Upgrade
Two tab pages are available on the system upgrade page, that is, Upgrade Local and Upgrade Online.

Al uUpgrade Local

The following figure shows the Upgrade Local page.
Figure 1-49 Upgrade Local

Upgrade Local

Note: Please download the corresponding software version from the official website , and then upgrade the device with the following tips.

Tips: 1. Make sure that the software version (main program or Web package) matches the device model. 2. The page may have no response during upgrade. Please do not power off or restart the device untl an upgrade succeeded message is displayed

File Name: Upgrade Cancel

Clickfile..., select a bin file stored locally, and click Upgrade to start local upgrade.
System Logging
Two tab pages are available on the system log page, that is, Log Server Settings and Display System Log.

AV Log Server Settings

The following figure shows the Log Server Settings page.

Figure 1-50 Log Server Settings

Log Server Settings Display Systermn Log
Server Logging: m
Server IP: | | =

Logging Level: Informational(B) ¥

Set various parameters such as Server IP Address and Logging Level. The device sends the SYSLOG log to the corresponding server after

the configuration is complete.
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A pisplay System Log

The following figure shows the Display System Log page.
Figure 1-51 Display System Log

Log Server Settings Display System Log

System Log (Show the last 200 logs) Update Log

Syslog logging: enabled
Console logging: level debugzing, 48 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 48 messages logged
Standard format:false
Timestamp debug messages: datetime
Timestamp log messages: datetime
Sequence—number log messages: disable
Sysname log messages: disable
Count log messages: disable
Trap logging: level informational, 48 message lines logged, 0 fail
Log Buffer (Total 131072 Bytes): have written 4429,
#Sep 14 11:55:39: %LINEPROTO-5-UPDOWN: Line protocol on Interface VLAN 1, changed state to up.
*Sep 14 11:55:33: XLINEPROTO-5-UPDOWN: Line protecol on Interface VLAN 1, changed state to down.
*5ep 14 11:29:05: %SYS-9-CONFIG_I: Configured from consele by console
*Sep 14 11:19:35: YHTTPD-5-LOGIN: User (admin@192.168.1.2) login from FS.
#Sep 14 11:19:16: ¥HTTPD-5-LOGOUT: User (admin@192.168.1.2) logout from FS.
*Sep 14 11:19:12: YHTTPD-5-LOGIN: User (admin®192.168.1.2) login from FS.
*5ep 14 11:16:39: %LINEPROTO-5-UPDOWN: Line protocol on Interface VLAN 1, changed state to up.

*Sep 14 11:16:39: YLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitBthernet 0/1, changed state to up.

The current log information is displayed in the text box. You can click Update Log to refresh the log information.

Network Detection

Three tab pages are available on the network connection detection page, that is, Ping, Tracert, and Cable Detection.
A Pping

The following figure shows the Ping page.

Figure 1-52 Ping

Ping Tracert Cable Detection Collection
Destination IP or Domain %
name:

Timeout Period (1-10}): |2

Repetition Count (1-100): |5

Input the destination IP address and click Detect. The detection result is displayed in the text box after a short while.
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N Tracert

The following figure shows the Tracert page.

Figure 1-53 Tracert

Ping Tracert Cable Detection Collection

Destination IP or Domain 2
name:

Timeout Period (1-10): 2

Input the destination IP address and click Detect. The detection result is displayed in the text box after a short while.

A cable Detection

The following figure shows the Cable Detection page. Figure 1-54 Cable Detection

Ping Tracert Cable Detection Collection

Note: Fast port detects only A and B two pairs of core, length error 10 m

Select Port:

EA\«'ai\able Unavailable ﬂSeleded EAGFoﬂ ECapper DFibber
1 3 § ¥ 9 1M 13 15 17 19 21 23

ERERTIFRIAFR FRIRERIRFRE

ai,sai,&agﬁuuu AL SL SR At g -

& 10 12 14 16 18 20 22 24 26 26 27 28

Deselect

Select a port on the panel and click Detect. After a short while, the detection result is displayed below the Detect button.

Figure 1-55 Cable detection result

Ping Tracert Cable Detection Collection

Note: Fast port detects only A and B two pairs of core, length eror 10 m

Select Port:
[ JAvailable § Unavailable i Selected [17AG Port T2 Copper [_]Fibber
1.3 6 7 911 131617192123

TRIRIRIRTNTT FRyRyr ey
[Eistainteisipsisisiainiagy | 1 | |

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Deselect

Test Results:

Port:(A /B /C D represent four cable pairs) State Meters
Gi0f21:A ‘Open o
Gi0r21:B Open 0
Gi0/21:C Open 0

Gi0/21:D Open o
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