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1 Configuring VWAN
1.1 Overview

WAN Virtualization (VWAN), also referred to as pipe acceleration, is an acceleration technology deployed at both ends. It is used to
optimize data transmission between devices in the headquarters and branches of an enterprise.

VWAN establishes VWAN channels and virtual links between devices in the headquarters and branches of an enterprise, to form
accelerated pipes. Key service data flows of an enterprise that match the Access Control List (ACL) or server addresses are transmitted to
VWAN channels. Encapsulated using the Multilink Protocol (MP), key service data flows are transmitted via different virtual links to
achieve the multilink bundling function. The multilink bundling function differs from the multilink load balancing function. The multilink
bundling function enables a single data flow to overcome the bandwidth restriction of a single physical link, and transmits data flows at a
rate approximate to the total bandwidth of multiple links. In addition, the VWAN adopts the adaptive Forward Error Correction (FEQC)
technology and packet re-order technology, to eliminate packet loss and disorder in the WAN, thereby improving the transmission rate
and transmission quality for data flows of key services.

VWAN mainly implements multilink bundling.

Multilink bundling: Used in scenarios in which the enterprise headquarters use high-bandwidth and high-quality links (such as fiber links)

whereas branches use multiple low-bandwidth links (such as ADSL dialup links) to access the WAN.
1.2 Applications

Application Description

Applying Multilink Bundling Bundles and aggregates the bandwidth of multiple physical links to overcome bandwidth

restriction of a single link.

1.2.1 Applying Multilink Bundling

Scenario

Multilink bundling needs to be enabled on links between devices in the headquarters and branches of an enterprise.

As shown in Figure 1-1:

The enterprise headquarters use two high-bandwidth and high-cost links to access the WAN, for example, fiber links that provide 10
Mbps uplink bandwidth and 10 Mbps downlink bandwidth. The ISPs of the two links are ISP-1 and ISP-2.

The branch uses two low-bandwidth and low-cost links to access the WAN, for example, ADSL dialup links that provide 2 Mbps uplink
bandwidth and 512 kbps downlink bandwidth. The ISPs of the two links are ISP-1 and ISP-2.

Key service servers such as the OA system server and video conference server are deployed in the headquarters.

In an example of a video conference, a high-definition video conference needs links to provide 1 Mbps uplink and downlink bandwidth.
However, the uplink bandwidth of a single link in the branch is only 512 kbps, which does not meet requirements. As a result, the
high-definition video conference cannot be held smoothly, and severe pixelation occurs in video images.

The multilink bundling function establishes virtual WAN channels and virtual links between devices in the headquarters and branch. It
bundles the bandwidth of two links so that data flows of the branch overcome the 512 kbps restriction of a single link, and transmits data

flows at the bandwidth of the two links, that is, 1 Mbps, thereby ensuring smooth high-definition video conference.

Figure 1-1
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Deployment

Enable multilink bundling on both devices in the headquarters and branches.

Configure VWAN channels on both devices in the headquarters and branches.

Configure virtual links on both devices in the headquarters and branches so that links of the same ISP are used to establish a virtual link,
to prevent cross-ISP network transmission.

Configure server addresses of key services on the device in the headquarters.

Configure an ACL on the device in the branch, to perform multilink bundling on data flows of only some users accessing servers.

1.3 Features

Basic Concepts

N VWAN Channel
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A VWAN channel can be configured separately. As an abstract unit, a VWAN channel is used to manage and configure multiple bundled
links in a unified manner. A VWAN channel, based on link bandwidth, schedules different virtual links in polling mode during data
transmission. MP is used to encapsulate and send the packets, to ensure load balancing of links and full aggregation of bandwidth. A
VWAN channel is identified by name. The same name needs to be configured at both ends of one VWAN channel to facilitate verification.

VWAN channels are classified into VWAN channels in passive mode and VWAN channels in active mode. VWAN channels in passive mode
are applicable to the device in the headquarters. The device passively waits for the access of devices in branches, and dynamically creates
VWAN channels. Therefore, only one VWAN channel in passive mode is required in the headquarters, to implement multilink bundling
between the devices in the headquarters and different branches, thereby simplifying user configuration. VWAN channels in active mode

are applicable to devices in branches. The devices actively establish connections with the device in the headquarters.

N Virtual Link

A virtual link maps to actual physical links. A virtual link is identified by the device port at the local end of the link and peer IP address. It
utilizes the MP (based on the User Datagram Protocol (UDP)) to implement the negotiation and connection, disconnection, data
encapsulation, and link keepalive functions.

Based on the type of VWAN channels to which virtual links belong, virtual links are also classified into virtual links in passive mode and
virtual links in active mode. A virtual link in passive mode specifies the local device port but does not restrict the peer the IP address; a
virtual link can be still established successfully when the IP address of an ADSL link in the branch is changed. The local device listens to
the virtual link in passive mode and wait for the peer device to initiate negotiation to establish a connection. After the local device port
and peer IP address are specified, a virtual link in active mode actively constructs handshake packets and initiates negotiation to establish

a connection.

N AcL

® AnACLis used to match data flows based on the source IP address, destination IP address, transport-layer protocol, and
transport-layer port ID in IP packets. An ACL can be configured for VWAN channels in active mode, to conduct multilink bundling on data

flows of only some users accessing servers.

Overview

Feature Description

Multilink Bundling Establishes VWAN channels and virtual links between devices in the headquarters and branches of an
enterprise, and specifies data flows that come from branches for access to servers in the headquarters for
multilink bundling, so as to overcome the bandwidth restriction of a single link and aggregate the bandwidth
of multiple physical links.

1.3.1 Multilink Bundling

Multilink bundling establishes VWAN channels and virtual links between devices in the headquarters and branches of an enterprise, and
specifies data flows that come from branches for access to servers in the headquarters for multilink bundling, so as to overcome the

bandwidth restriction of a single link and aggregate the bandwidth of multiple physical links.
Working Principle

Multilink bundling is mainly used in scenarios in which the enterprise headquarters use high-bandwidth and high-quality links (such as
fiber links) whereas branches use multiple low-bandwidth links (such as ADSL dialup links) to access the WAN. Key applications between
devices in the headquarters and branches, such as applications related to heavy traffic transmission and real-time video conference, are

restricted by the bandwidth of a single link. They may encounter low transmission rate, low video resolution, severe pixilation, and other
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problems. Multilink bundling establishes VWAN channels and virtual links between devices in the headquarters and branches of an
enterprise. A VWAN channel, based on the link bandwidth, schedules different virtual links in polling mode, and encapsulates and sends
packets via MP, so as to ensure load balancing of links and full aggregation of bandwidth. Data flows of key applications of the enterprise

can be transmitted at a rate approximate to the total bandwidth of multiple links.

N Establishing VWAN Channel

A VWAN channel in passive mode is configured on the device in the enterprise headquarters, and a VWAN channel in active mode is
configured on the device in a branch. The same name should be configured at both ends of a VWAN channel for identification and
verification, to prevent an establishment failure or incorrect access. VWAN channels in active mode can be commented with branch
names for identification on the device in the headquarters.

Based on the status of bundled virtual links, a VWAN channel can be in the closed, opened, or established state.

Closed state: No virtual link is configured.

Opened state: A virtual link is configured but the virtual link is not established successfully.

Established state: A virtual link is established successfully.

N Establishing Virtual Link

A virtual link in passive mode is configured on the device in the enterprise headquarters, and a virtual link in active mode is configured
on the device in a branch. After configuration, a virtual link in active mode actively constructs handshake packets (SYN/SSYN packets) to
initiate negotiation to establish a connection. The local device listens to the virtual link in passive mode and wait for the peer device to
initiate negotiation to establish a connection. After a virtual link is established successfully, data packets are encapsulated and sent, and
keepalive packets (ping/pong packets) are used to detect link faults. A virtual link uses RST packets to interrupt a connection.

A virtual link has the following states:

Free state: Multilink bundling is disabled, the local device port of the virtual link is in the down state, or no master IP address is
configured.

Connecting state: A virtual link is being negotiated.

Established state: A virtual link is established successfully.

Fault state: A virtual link does not receive data packets or keepalive packets within 5 seconds. A virtual link in the fault state does not
participate in the polling scheduling of the VWAN channel, to prevent loss of data packets.

Closing state: A virtual link is being disconnected.

Listen state: The local device listens to the virtual link in passive mode and wait for the peer device to initiate negotiation to establish a

connection.

N Specifying Data Flow

A VWAN channel needs to specify data flows that need to be transmitted through the VWAN channel for multilink bundling. The device
in the headquarters is enabled to push server addresses to specify such data flows, that is, server addresses need to be configured for the
VWAN channel in passive mode. After a VWAN channel is established successfully, the VWAN channel in passive mode pushes server
addresses to the peer device for data flow matching. Server addresses do not need to be configured for the VWAN channel in active
mode, simplifying user configuration.

If multilink bundling is required for data flows of only some users in the branch accessing servers, an ACL can be associated with the

VWAN channel in active mode to restrict data flows.
Related Configuration

N  Enabling Multilink Bundling

By default, multilink bundling is disabled.
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Run the vwan channel enable command to enable the multilink bundling function.

A virtual link can be negotiated and established only after multilink bundling is enabled.

N  Configuring VWAN Channel

By default, no VWAN channel is configured.

Run the vwan channel [ passive | active ] channel-name command to configure a VWAN channel. VWAN channels are classified into

VWAN channels in passive mode and VWAN channels in active mode.
After a VWAN channel is configured successfully, you can configure virtual links, server addresses, and other functions in VWAN channel
configuration mode.

N Configuring Virtual Link

By default, no virtual link is configured.

In configuration mode of a VWAN channel in passive mode, run the link interface-name [ source-port] any command to configure a
virtual link in passive mode. In configuration mode of a VWAN channel in active mode, run the link interface-name [ source-port] dest-ip

[ dest-port] [ bandwidth bandwidth] command to configure a virtual link in active mode.

If multilink bundling is enabled, a master IP address is configured for a port, and the port is in the Up state, the virtual link in passive
mode switches to the listen state, the virtual link in active mode switches to the connecting state, and the peer device actively initiates

negotiation to establish a connection.

AY| Configuring Server Address

By default, no server address is configured.

In configuration mode of a VWAN channel in passive mode, run the server server-ip [ tcp tcp-port| udp udp-port] command to configure

a server address.

If a VWAN channel is in the established state, the VWAN channel in passive mode pushes server addresses to the peer device.

N Associating ACL

By default, no ACL is associated.

In configuration mode of a VWAN channel in active mode, run the access-list ac/-num command to associate an ACL.

After an ACL is associated, data flows of some users accessing servers can be restricted to not enter a VWAN channel for multilink
bundling.

N Commenting VWAN Channel with Branch Name

By default, no branch name is commented.

In configuration mode of a VWAN channel in active mode, run the comment name command to comment the VWAN channel with a

branch name.

If a VWAN channel is in the established state, the local device advertises the local name to the peer device through the VWAN channel in

active mode.

N Restricting Number of Channels That Can Be Created in VWAN Channel in Passive Mode

By default, the number of channels that can be created in a VWAN channel in passive mode is restricted to the maximum number of

VWAN channels supported by the device.
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In configuration mode of a VWAN channel in passive mode, run the limit channel-num command to restrict the number of channels that

can be created in the VWAN channel in passive mode.

If the number of channels dynamically created in a VWAN channel in passive mode exceeds the specified quantity, no more devices in

branches are allowed to access.

14 Configuration

& SG-5110 products do not support channel acceleration.

Configuration Description and Command

A (Mandatory) It is used to establish VWAN channels and virtual links, and specify data flows that

require multilink bundling. Multilink bundling is used only in gateway mode. Default routes

need to be configured for ports of virtual links.

vwan enable Enables multilink bundling.
vwan channel [ passive | active ] channel-name Configures a VWAN channel.
link interface-name| source-port] any Configures a virtual link in passive mode.

link interface-name [ source-port] dest-ijp

Configures a virtual link in active mode.
[ dest-port] [ bandwidth bandwidth]

server server-ip [ tcp tcp-port| udp udp-port] Configures a server address.

Configuring Multilink Bundling A (Optional) It is used to configure advanced functions such as associating an ACL, commenting a

VWAN channel with a branch name, restricting the channel quantity, and changing the value of

the MSS field.

Associates an ACL, so that multilink bundling is
access-list ac/-num not performed on data flows of some users in

the branch who access servers.

Comments a VWAN channel with a branch
comment name
name.

Restricts the number of channels that can be
limit channel-num
created in a VWAN channel in passive mode.

Changes the value of the TCP MSS field to a
vwan mss mss-val
specified value.

1.4.1 Configuring Multilink Bundling

Configuration Effect

Establish VWAN channels and virtual links successfully, and enable the VWAN channels and virtual links to be in the established state.

Enable the VWAN channel in a branch to receive server addresses pushed by the device in the headquarters.

Notes
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Multilink bundling is used only in gateway mode.
Configuration Steps

N Enabling Multilink Bundling

Mandatory.

Perform the configuration on both devices in the headquarters and branches.

N Configuring VWAN Channel

Mandatory.
Configure a VWAN channel in passive mode on the device in the enterprise headquarters, and configure a VWAN channel in active mode

on the device in the branch.

N Configuring Virtual Link

Mandatory.

Configure a virtual link in passive mode on the device in the enterprise headquarters, and configure a virtual link in active mode on the
device in the branch.

Configure default routes for ports of links to be configured. If a routing mode of a higher priority such as route database-based routing

affects the default routing, a virtual link may fail to be established.

N Configuring Server Address

Mandatory.

Configure an internal server address on the device in the headquarters.

N Associating ACL

Optional. Configure an ACL when multilink bundling is not required for data flows of some users in the branch who access servers in the
headquarters.
Configure an ACL on the device in the branch, so that VWAN channels are not configured and multilink bundling is not performed on

data flows of some users accessing servers.

N Commenting VWAN Channel with Branch Name

Optional. When devices in multiple branches are connected to the device in the headquarters, comment VWAN channels of the branches
with branch names so that they are identified by the device in the headquarters.

Perform the configuration on devices in branches to facilitate identification by the device in the headquarters.

N Restricting Number of Channels That Can Be Created in VWAN Channel in Passive Mode

Optional. When multiple VWAN channels in passive are configured on the device in the headquarters, you can configure the number of
channels that can be created in each VWAN channel in passive mode.
Perform the configuration on the device in the headquarters, to restrict the number of channels that can be created in a VWAN channel

in passive mode.

N  Changing Value of TCP MSS Field

Optional. When the maximum transmission unit (MTU) of a physical link is not the default 1500 bytes, the MSS field can be set, to prevent

IP fragmentation caused because the length of TCP packets exceeds the link MTU.
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Perform the configuration on both devices in the enterprise headquarters and branches, to prevent fragmentation of a large number of

IP packets caused because the length of TCP packets encapsulated via MP or FEC exceeds the link MTU.

Verification

Check whether VWAN channels and virtual links are successfully established.

Check whether the device in the branch receives server addresses pushed by the device in the headquarters.

Use a PC in the branch to access the video server and OA server in the headquarters. Check whether data flows are normally transmitted

via the VWAN channels.

Related Commands

AY| Enabling Multilink Bundling

Command

Parameter

Description

Command

Mode

Usage Guide

vwan channel enable

N/A

Global configuration mode

N/A

N Configuring VWAN Channel

Command

Parameter

Description

Command

Mode

Usage Guide

vwan channel [ passive | active ] channel-name

passive: Configures a VWAN channel in passive mode.
active: Configures a VWAN channel in active mode.

channel-name: Indicates the name of a VWAN channel. The name contains a maximum of 31 characters.

Global configuration mode

VWAN channels in passive mode are applicable to the device in the headquarters while VWAN channels in active

mode are applicable to the device in branches. Ensure that names at both ends of a VWAN channel are consistent.

N Configuring Virtual Link in Passive Mode

Command

Parameter

Description

Command

Mode

Usage Guide

link interface-name| source-port] any

interface-name: Indicates the device port at the local end of a virtual link.

source-port Indicates the UDP source port used by MP. It does not need to be configured. The default value is Port

12315.

Configuration mode of a VWAN channel in passive mode

When the master IP address has been configured for a specified device port and the device port is in the Up state, the
virtual link in passive mode switches to the listen state and the local device waits for the peer device to initiate a

connection.
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N  Configuring Virtual Link in Active Mode

Command

Parameter

Description

Command

Mode

Usage Guide

link interface-name| source-port] dest-ip [ dest-port] [ bandwidth bandwidth]

interface-name: Indicates the device port at the local end of a virtual link.

source-port Indicates the UDP source port used by MP. It does not need to be configured. The default value is Port
12315.

dest-ip: Indicates the peer IP address of a virtual link, that is, the master IP address of the peer device port.

dest -port. Indicates the UDP destination port used by MP. It does not need to be configured. The default value is Port
12315.

bandwidth bandwidth: Indicates the link bandwidth (unit: kbps). It does not need to be configured. By default, it is

the same as the bandwidth configured in interface configuration mode.

Configuration mode of a VWAN channel in active mode

When the master IP address has been configured for a specified device port and the device port is in the Up state, the
virtual link in active mode switches to the connecting state and the peer device actively initiates a connection. If Port
12315 is disabled, specify another port.

In a VWAN channel, a virtual link is scheduled in polling mode based on the configured link bandwidth for packet
transmission. Therefore, the configured link bandwidth needs to be consistent with the actual physical link

bandwidth, to ensure load balancing among multiple virtual links and optimal bandwidth aggregation effect.

N Configuring Server Address

Command

Parameter

Description

Command

Mode

Usage Guide

server server-ip [ tcp tcp-port| udp udp-port]

server-ip: Indicates the IP address of a server. It is usually set to the IP address after NAT static mapping or port
mapping is performed.

tcp tcp-port: Indicates the port ID of the server TCP application.

udp udp-port: Indicates the port ID of the server UDP application.

Configuration mode of a VWAN channel in passive mode

The TCP port and UDP port do not need to be configured. You can run the ping command to detect the connectivity
between PCs in the branch and the servers. When services that do not need multilink bundling exist on a server, you

can specify the TCP port or UDP port. A maximum of 128 server addresses can be configured.

AY| Associating ACL

Command

Parameter

Description

Command

Mode

Usage Guide

access-list ac/-num

acl-num: Indicates the serial number of the ACL to be associated.

Configuration mode of a VWAN channel in active mode

An ACL does not need to be configured. The ACL is used to so that multilink bundling is not performed on data flows
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of some users in the branch who access servers.

N Commenting VWAN Channel with Branch Name

Command

Parameter

Description

Command

Mode

Usage Guide

comment name

name: Indicates the name of a branch. It contains a maximum of 31 characters.

Configuration mode of a VWAN channel in active mode

After a VWAN channel is established successfully, the device in the branch advertises its branch name through the

VWAN channel in active mode to the peer device for identification.

AY| Restricting Number of Channels That Can Be Configured in VWAN Channel in Passive Mode

Command

Parameter

Description

Command

Mode

Usage Guide

limit channel-num

channel-num: Indicates the number of channels that can be created in a VWAN channel in passive mode. The default

value is the maximum number of VWAN channels supported by the device.

Configuration mode of a VWAN channel in passive mode

It does not need to be configured.

N Changing Value of TCP MSS Field

Command

Parameter

Description

Command

Mode

Usage Guide

vwan mss mss-val

mss-val Indicates the value of the MSS field. If the value of the MSS field in TCP SYN packets is greater than the value,

change the value of the MSS field. The value ranges from 500 to 1,460.

Global configuration mode

It does not need to be configured. During MP encapsulation and FEC encapsulation, bytes added during

encapsulation are automatically removed from the value of the MSS field.

AY| Displaying Information About VWAN Channel

Command

Parameter

Description

Command

Mode

Usage Guide

show vwan channel

N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

Display information about a VWAN channel, such as the status and name of the VWAN channel, peer branch name,
serial number of the associated ACL, and number of transmitted and received packets. The status shows whether the

VWAN channel is successfully established.
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N  Displaying Information About Virtual Link

Command

Parameter

Description

Command

Mode

Usage Guide

show vwan link

N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

Display information about a virtual link, such as the status and bandwidth of the virtual link, local port ID, IP addresses
and UDP ports of the local and peer devices, and number of transmitted and received packets. The status shows

whether the virtual link is successfully established.

AY| Displaying List of Server Addresses Pushed by Peer Device

Command

Parameter

Description

Command

Mode

Usage Guide

show vwan channel servers

N/A

Privileged EXEC mode, global configuration mode, and interface configuration mode

Use this command on the device in a branch to display the list of server addresses pushed by the device in the

headquarters.

AY| Displaying Traffic Information About VWAN Channel

Command

Parameter

Description

Command

Mode

Usage Guide

show vwan flowrate [ channe/-id]

channel-id Indicates the ID of a VWAN channel. If no VWAN channel is specified, information about accumulated

traffic of all VWAN channels is displayed.

Privileged EXEC mode, global configuration mode, and interface configuration mode

Display traffic information about a VWAN channel, so as to check data flows of users in a branch who access servers in

the headquarters are successfully transmitted via the VWAN channel.

Configuration Example

N  Configuring Multilink Bundling
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Configuration ®  Enable multilink bundling on the device in the headquarters, configure a VWAN channel in passive mode, and
Steps set the channel name to CompanyA.

®  Onthe device in the headquarters, use Port Gi0/1 and Port Gi0/2 to configure virtual links in passive mode and
wait for the device in the branch to initiate negotiation to establish connections.

®  Configure NAT static mapping for the video server and OA server in the headquarters, and map the video server
and OA server to 100.1.1.11 and 100.1.1.12 respectively (omitted).

® Onthe device in the headquarters, configure server addresses to the IP addresses of the video server and OA
server that are statically mapped.

®  Onthe device in the branch, enable multilink bundling, configure a VWAN channel in active mode, and set the
channel name to CompanyA.

® Onthedevice in the branch, use Port Gi0/1 and Port Gi0/2 to configure virtual links in active mode to establish
connections with the device in the headquarters.

®  Configure bandwidth for ports on the device in the branch (omitted).

® Comment the VWAN channel with the branch name on the device in the branch to facilitate identification by

the device in the headquarters.

Headquarters Headquarters # configure terminal
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Gateway

A

Branch Gateway
B

Verification

Headquarters
Gateway

A

Branch Gateway

B

Common Errors

Headquarters (config)# vwan channel enable

Headquarters (config)# vwan channel passive CompanyA
Headquarters (config-vwan-channel)# link GigabitEthernet 0/1 any
Headquarters (config-vwan-channel)# link GigabitEthernet 0/2 any
Headquarters (config-vwan-channel)# server 100.1.1.11

Headquarters (config-vwan-channel)# server 100.1.1.12

Branch # configure terminal

Branch (config)# vwan enable

Branch (config)# vwan channel active CompanyA

Branch (config-vwan-channel)# link GigabitEthernet 0/1 100.1.1.10
Branch (config-vwan-channel)# link GigabitEthernet 0/2 200.1.1.10

Branch (config-vwan-channel)# comment BranchA

®  Check whether VWAN channels and virtual links are successfully established.
®  Checkthe device in the branch receives server addresses pushed by the device in the headquarters.

® UseaPCinthe branch to access the video server and OA server in the headquarters. Check whether data flows

are normally transmitted via the VWAN channels.

Headquarters # show vwan channel
Headquarters # show vwan link

Headquarters # show vwan flowrate

Branch # show vwan channel
Branch # show vwan link
Branch # show vwan channel servers

Branch # show vwan flowrate

Names configured at both ends of a VWAN channel are inconsistent.

1.5 Monitoring

Displaying

Description Command

Displays information about a VWAN show vwan channel
channel.

Displays information about a virtual link. ~ show vwan link

Displays the list of server addresses show vwan channel servers

pushed by the peer device.

Displays traffic information about a show vwan flowrate

VWAN channel.



k]
SECURITY GATEWAY CONFIGURATION GUIDE 6 FS

2 Configuring HT TP-AD
2.1 Overview

HTTP-AD is a feature that inserts ads into mobile Web pages. With this feature, you can insert a designated ad script into the source file of

an HTTP-based Hypertext Markup Language (HTML) Web page for operation purposes.

2.2 Applications

Application Description

Applying HTTP-AD A mobile phone accesses an HTML Web page via a gateway.
2.2.1 Applying HTTP-AD

Scenario

A mobile phone accesses an HTML Web page via a gateway.

As shown in Figure 2-1, a mobile phone connects to a wireless access point (AP) and then accesses an HTML Web page via a
gateway. The gateway serves as a proxy to process Hypertext Transfer Protocol (HTTP) packets and insert ad scripts. Finally, an

inserted ad pops up on the Web page.

/m\ (\\\\ W

Remarks Gis an egress gateway.
W is a wireless AP that provides network connections for the mobile phone.

Source is an HTTP server.
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Deployment

®  Enable the acceleration function on the gateway.

®  Enable the moving ad function on the gateway.
23 Features

Basic Concepts

N Pport-based TCP Proxy

The gateway serves as a proxy to process specific TCP streams, and in addition, process HTTP streams in the moving ad cache

scenario. The default HTTP port is Port 80.

N Ad Script Insertion

The ad script insertion function can insert operator-defined ads into web pages browsed by the user on the mobile phone.
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Overview

Feature Description
Moving Ads Pops up ads on HTML Web pages browsed by the user on the mobile phone.

HTTP Packet Processing by Using Processes specific TCP streams by using a proxy.

Proxy

231 Moving Ads

Working Principle

A mobile phone displays Web pages based on the HTTP. For HTML Web pages, packets are processed by using a proxy, and ad scripts are

inserted into response packets, so that ads can be displayed on the Web pages browsed by the user.

é% Content in the ad script determines the display effect. Ads cannot be inserted into non-HTML Web pages, and no ad script is
inserted into non-HTTP (for example, HTTPS) packets.

Related Configuration
N Configuring Enabling Switch
No enabling switch is configured by default.

Run the was enable command to enable the WAS module.

Run the was http ad enable command to enable the moving ad function.
N Configuring Enabling Switch
Run the was http ad url stirng command to configure the ad script link.

232 HTTP Packet Processing by Using Proxy

Working Principle

The TCP proxy function sends packets to the user space for processing and then forwards the packets. A specific port is configured and

packets on this port are processed by using the TCP proxy. The default HTTP port is Port 80.
Related Configuration
N Configuring TCP Proxy Rules

No TCP proxy rule is configured by default.

24 Configuration

Configuration Description and Command

é% (Mandatory) It is used to enable the moving ad function in global configuration mode.

Enabling Moving Ad F i
nabling Moving Ad Function Enables the WAS module in global configuration

was enable
mode.
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was http ad enable Enables the moving ad function.

A (Mandatory) It is used to configure a proxy for HTTP Streams.

Configuring Proxy for HTTP

Streams in-path rule auto-discovery dstport port 80 Configures the TCP proxy rule, that is, configures
accelerate http rulenum start Port 80 for HTTP packets.

24.1 Enabling Moving Ad Function

Configuration Effect

®  Enable the WAS module in global configuration mode.
®  Enable HTTP-AD in global configuration mode.

®  Configure the URL of an ad script.

Notes

®  When enabling the WAS module, you will be prompted to restart the device because the flow table modification is involved.
Configuration Steps

N  Enabling was Module in Global Configuration Mode

®  Mandatory. If the WAS module is not enabled, moving ads cannot be displayed.

Command was enable

Parameter N/A

Description

Defaults The WAS module is disabled.

Command Mode  Global configuration mode

Usage Guide The WAS module must be enabled to provide the moving ad function.

AY| Enabling Moving Ad Function

® Mandatory. Moving ads cannot be displayed if the moving ad function is disabled.

Command was http ad enable

Parameter N/A

Description

Defaults The moving ad function is disabled.

Command Mode  Global configuration mode

Usage Guide This command is used to enable the moving ad function.

Verification

®  Run the show was status command to check whether the WAS module is enabled.
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Command show was status
Parameter N/A
Description

Command Mode  Privileged EXEC mode, global configuration mode, and interface configuration mode

Usage Guide Check whether the WAS module is enabled.
Command FS(config)#show was status
Presentation was:on

®  Run the show was http ad config command to check the configuration of the moving ad function.

Command show was http ad config
Parameter N/A
Description

Command Mode  Privileged EXEC mode, global configuration mode, and interface configuration mode

Usage Guide Check the configuration of the moving ad function.
Command FS(config)#show was http ad config
Presentation ad status:on

ad url : http://fs.com

Configuration Example
N Enabling HTTP-AD

Configuration ®  Enable HTTP-AD on the gateway.
Steps
FS# configure terminal
FS(config)# was enable
FS(config)# was http ad enable
FS(config)# was http ad url http://fs.com

Verification ®  Run the show was http ad config command to check whether HTTP-AD is enabled.

FS# svr(config)#sh was status
was: on
FS#show was http ad config

ad  status:on

ad url : http://fs.com

24.2 Configuring Proxy for HTTP Streams

Configuration Effect
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®  Port 80-based HTTP steams are processed by using a proxy.
Configuration Steps

N Configuring Port 80-based TCP Proxy Rule

®  Mandatory. Moving ads cannot be properly displayed if no TCP proxy is configured.

Command in-path rule auto-discovery dstport port 80 accelerate http rulenum start
Parameter N/A

Description

Defaults No TCP proxy is configured.

Command Mode  Global configuration mode

Usage Guide Run this command to configure a TCP proxy.

Verification

®  Run the show in-path rules command to check whether the Port 80-based TCP proxy rule is configured.

Command show in-path rules
Parameter N/A
Description

Command Mode  Privileged EXEC mode, global configuration mode, and interface configuration mode

Usage Guide Check whether the WAS module is enabled.

Command FS#show in-path rules

Presentation Rule Type OVLAN App Source Addr/Mask  Source port Dest Addr/Mask Dest port description
1 auto N all http  all port:all all port:80
def passNall none all port:all all portall  any

(O) Optimization Policy: F=Full D=DRE-only C=Compression-only M=DRE-M N=None
Configuration Example
N Configuring Proxy for HTTP Streams

Configuration ®  Configure the Port 80-based TCP proxy rule.
Steps

FS# configure terminal

FS(config)# in-path rule auto-discovery dstport port 80 description http80 accelerate http
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Verification ®  Checkthe TCP proxy rule.

FS# show in-path rule
Rule Type OVLAN  App Source Addr/Mask  Source port Dest Addr/Mask  Dest port

description

1 pass N all none all port:all all name:Secure
Secure(bypass)

2 pass N all none all port:all all name:Interactive

Interactive(bypass)

3 auto N all http  all port:all all port:all http
4 auto N all http  all port:all all port:80 http80
def  passNall none all port:all all port:all any

25 Monitoring

Displaying
Description Command
Displays the configuration of the show was http ad config

moving ad function.

Displays the current status of the show was http ad status

moving ad function.

Displays the TCP proxy rule. show in-path rule
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3 Configuring APP-CACHE
3.1 Overview

APP-CACHE is a function module used to cache downloaded mobile phone apps. It can cache all Android and Apple app files, or cache

only app files from a specific provider.
Protocols and Standards

® N/A

3.2 Applications

Application Description

Applying APP-CACHE A mobile phone downloads files from the file server via the gateway.
3.21 Applying APP-CACHE

Scenario

As shown in Figure 3-1, in commercial Wi-Fi scenarios, a mobile phone user usually needs to download a specific app in order to perform
Wi-Fi application authentication. The gateway caches the downloaded app installation file, which increases the download speed and

improves user experience.

The original app file is stored in the file server. After a mobile phone user downloads and installs the app file, other users can obtain the

file directly from the gateway.

A mobile phone user first accesses the download page, which is then redirected to the file server for downloading. With the APP-CACHE

feature, the gateway can cache specified app files.

22
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Figure 3-1

Deployment

®  Enable the acceleration function on the gateway.

®  Enable APP-CACHE on the gateway.

®  Configure the domain name of the file server or app store.
®  Configure the URL of the app download redirection page.

3.3 Features

Basic Concepts

N Domain Name-based TCP Proxy

The domain name-based TCP proxy processes TCP streams that are used for caching app files, and processes Hypertext Transfer Protocol
(HTTP) streams of specific servers in the app file cache scenario. The domain name-based TCP proxy parses out the server address

according to the configured domain name and URL, and processes HTTP sessions for accessing the server.

AY| App File Cache

The gateway caches the app package files downloaded by mobile phone users. With the cache function, app files can be directly
obtained from the local gateway when users initiate repeated download requests. Currently, most common app files are Android APK

files and Apple IPA files.

AY| Designated App File Cache

In free Wi-Fi scenarios, the gateway caches only app files designated by the customer, and does not accelerate the download of other

non-designated app files.

Features

23
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