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1. Preface

Zabbix is an open-source monitoring software for networks and applications. It can monitor many network parameters and the health and
integrity of servers,virtual machines, and any other kind of network device. This document will guide you to import the FS template in
Zabbix and apply the template to monitor the FS Switches. The version of Zabbix in this document is 4.4.4 (CentOS Linux version is 7.7,

Mysql version is 5.6.46), and taking N5850-4856Q switch as an example to monitor the switch.

2. Operation Guide

2.1 Operation Steps

Configure SNMP function of the switch

Log in to Zabbix to import the “N5850-Series and N8550-Series FSOS” template

Create host group N5850-Series-FSOS and link “N5850-Series and N8550-Series FSOS” template
Create host, link N5850-Series-FSOS host group, link”“N5850-Series and N8550-Series FSOS” template

vV V V V V

Monitor host data

2.2 Operation Process

2.2.1 Configure the Switch

Take N5850-4856Q as an example to configure the SNMP function
FS#configure

FS(config)# snmp version v2

FS(config)# snmp community public ro

2.2.2 Login to Zabbix to Import Templates

Step 1: Open Zabbix login interface and enter the user name and password to log in to the Zabbix software.

ZABBIX

Username

Admin

Password

~| Remember me for 30 days

Help * Support
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Step 2: Select the Templates under Configuration category, and click Import in the upper right corner to enter the template import

interface.

ZABBIX < Templates Create template. |mnon
Fiter 7'
W Host groups re to sea Setect L oo B
= Inventory Linkeg tempistes rotosearc Setect : [ conans 2 Remare
Add
o Name
Configuration l
Host groups
Name & Hos rapt Tags
Templates
AX Hosls Applications 12 ltems 43 Triggers 10 Graphs 4 Dashboards 1 Discovery2 Web Zat
Hosls
Alcatel Timetra TMOS SNMP Hosts Applications 9 tems 13 Triggers @ Graphs 3 Dashboards  Discovery 6 Web

Step 3: Select the ‘N5850-Series and N8550-Series FSOS; click the Import button to import it, and then you can see the “N5850-Series and

N8550-Series FSOS” templates that have been successfully imported in the template list after the import success is displayed.

ZABBIX Import

* Import file i_Chnose_FﬁiNSSSD-Ser\es and N8550-Series FSOS xml

&) Monitoring

Rules Update existing Create new Delete missing
Groups v
Inventory
Hosts v
Reports Templates v
. Template dashboards v
Configuration
Template linkage v
Host groups Applications L
Templates Items N
Hosts Discovery rules v
2 Triggers v
Maintenance o
Graphs v
Actions
Web scenarios v
Event correlation
Screens v
Discovery Maps v
Services Images v
. : Media types v
D Administration
Value mappings o
= | coneel |
ZABBIX « = [REEEES = |
[
©  Monttoring Host groups o select Teos [EEESH or
Inventory Linked templates | typ ose Selact t m Equals Remove
Reports Name | FS s
Configuration Apply
Host groups
Name a Hosts Ap Triggers Linked
Templates
FS 55360 Hosts Applications 9 Items 50 Triggers 3 Graphs 3 Dashboards 1
Hosts N5850-Series and N8550-Series FSOS Hosts 2 Applications 6 Items 10 Triggers 2 Graphs 2 Dashboards Web

Maintenance
Displaying 2 o

Actions

Event comelation
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2.2.3 Create Host Groups

Step 1: Select the host groups and click the Create host group button in the upper-right corner.

ZABBIX « Host groups

* Group name | N5850-Series-FS0OS

Monitoring

Apply permissions and tag filters to all subgroups

Reports

Configuration
Host groups
Templates
Hosts

Maintenance

Step 2: Create a host group named ‘N5850-Series-FSOS’ host group, then view the successfully created host group.

ZABBIX « Host groups

BERETRY Name | N5250
Inventory
Reports
Mame 4 Hosts Templates
Configuration | ~ - - _
= M5850-Series-FS03 Hosts 1 Templates 1

Host groups
Templates
Hosts

0 selected

Maintenance

2.2.4 Create Hosts

Step 1: Enter Hosts page under Configuration, click on the Create Host button in the upper right corner to create the host.

PANEERA Monitoring Inventory  Reports  Configuration  Administration 2 Qo Bewe 7 8 O
Hosts Group| 1 -
Fiter W
tome [r— e
Tompstes o o
ons Y oo I
- s emove
o
Port g
A (=]

Proxy Templates Status  Availabilty Agent encrypiio

Name a Appications  Hem: Tigger

Step 2: Create a host named N5850-4856Q, select the N5850-Series-FSOS host group, enter the management IP address of the switch in

the SNMP interfaces, remove the check box before Use bulk requests, and click Add.
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ZABBIX <« Hosts
All hosts / N5850-48360  Enabled SNMP Applications 62 Items 514  Triggers 226 Graphs 58  Discovery rules 1 Web scenarios

Host  Templates IPMI  Tags Macros 1 Inventory  Encryplion

& Monitoring

Inventory v " Host name | N5850-4556Q

Reporis Visible name
* Groups P
Configuration

Host groups Interfaces

Templates SNMP | 10.32.133.199 n DNs || 161 D

Hosts Add
Maintenance Description
Actions

Event correlation

Discovery

Services Monitored by proxy | (no proxy) ~

5 Administration  ~ Enabled |+

cione | [ Fullcione | [ elete | [ cancel |

Step 3: You can view the created hosts under the host list.

ZABBIX « r HEalH&]

@ Host updated

Monitoring

Inventory

I T CB| N5850-Series FSOS x Select WMonitored by Server | Proxy

Proxy
7 Templates | type i search Select
Configuration n Tags or

Host groups N Equals

Reports

Templates

Maintenance Port

Actions

Event comelation

T Interface

Discovery Name a

Senvices N5850-4856Q Applications 62 Items 514 Triggers Graphs 58 Discovery 1 Web  10.32.133.199: 161

Administration
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2.2.5 Link Template and Host Group

Step 1: Link the N5850-Series-FSOS host group in the “N5850-Series and N8550-Series FSOS” template.

ZABBIX Templates
All templates / N5850-Series and N8550-Series F... Applications & ltems 10  Triggers2 Graphs2 Dashboards 1 Discoveryrules 1 Web:
Monitoring Template  Linked templates 1 Tags  Macros 1
Inventory * Template name | N5350-Series and N8550-Series FSOS
Visibl 1
Reports isible name
Gc 10 NSES(-Series-FSOS x Select
Configuration type here to search
Host groups Description
Templates
Hosts
Step 2: Link“N5850-Series and N8550-Series FSOS” template under N5850-4856Q host.
Hosts
All hosts | N5850-43S6Q | Enabled Applications 62  Items 514  Triggers 226 Graphs 58  Discovery rules 1 Web scenari

Host IPMI  Tags Macros 1 Inventery  Encryption

&> Monitoring

Inventory Linked templates  name
N5850-Series and N8550-Series FSOS
Reports
Link new templates
Configuration Select
Host groups
Bt Update | Clone | | Full clone | ‘ Delets | | Cancel |

Templates

Hosts

Maintenance

Py

Step 3: Return to the host interface, you can view the information that has been linked to the template in the host.
ZABBIX Hosts
(e Host groups Select Monitored by Server | Proxy
Inventory hi Proxy
oports Templates Select i m 5
Name 0 m Equals Remove

Configuration o "
Host groups -
Templates —
Hosts
S

Actions
Name a

ce Pro; Status

Event correlation

M5850-4856Q web  10.32.133.199: 161 Enabled

Appiicatior Triggers 226

Discovery

Services.

2.2.6 Monitoring Switch Data

Select N5850-Series-FSOS Host groups and N5850-4856Q Hosts, you can view that Zabbix has monitored the relevant information and

data of the switch N5850-4856Q.
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ZABBIX « Latest data
© Monitoring s I Rl N5850-SeriesFSOS % Select Name
e S Show tems witnout data [+
= Hosts | Select
Frovlem P—— Show details
Hosts
Application Select
Overview
Screens
B Host Name & Last check Lastvalue
Maps
v N5850-48580 CPU (4 ltems)
Discovery
CPU current usage 2020-12-24 18:08:06 6.37%
Services
CPU High threshold 20201224 13:07:08 0%
Inventory
CPU Low thresheld 2020-12-24 18:07:09 0%
Reports E Max CPU usage 2020-12-24 18:07:10 2583 %
connguraton - [ N5850-48550 Device Mac (1 Itam)
Device Mac 20201224 13:07:42 62 21 5F B2 9E C4
Administration
v N5850-48580) Device Type (1 Item)
Device Type 20201224 18.07:16 N5850-48560
v N5850-48550 Interface 10GigaEthernet1/0/1() (@ items)
Interface 10GigaEtherneti 0/ () Bits received 20201224 18:07:41 0bps
Support Interface 10GigaEtherett/0/1(): Bits sent JEI 2020-12-24 18:07:29 0bps
Interface 1/0/10) Inhound packets discarded 020-12-24 1805°49 0

2.3 Zabbix Personalized Customization

Zabbix's Dashboard can display visualized information and data (overview, map, chart, clock, etc.). Here we take the creation of CPU

utilization as an example.

Step 1: Click Create dashboard in the upper right corner to create a dashboard.

Dashboards

Step 2: Create a dashboard named N5850-4856Q dashboard.

P DS New dashboard - =

Q

@® Monitoring

Dashboard

Dashboard properties

[ESLCll amin (Zabbo: Adminisirator) X Select
Name | NSBS0-48S60 |

Step 3: Click anywhere on the dashboard to create a component, for example namded as cpu Utilization, select N5850-4856Q host pattern,

CPU item pattern of Data set, and click Create.
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Add widget
Type | Graph (cassic v Show header [
Name | CPU Usage threshold
Refresn interval | Defaut (1 minute) v
souce [JERER Smpe orapn
Grapn Select

Show legend v/

Dynamic item

ZABBIX N5850-4856Q

All dashboards

© Monitoring
Dashboard
Problems CPU Usage threshold
Hosts 0%
Ovenies
154
04
Discovery 5%
£ EEEEEEEEE] R
Services ® CESEESEEE e - E-EE-EE I
Inventory z
" last i v, x
Reports. M GPU current usage  [avel  6.68% 5.93% 6.8866 %  13.56 %
@ Trigger: OPU_High load  [>= 80]

+ ras o

Step 4: View the created components and save the dashboard.

Of course, you can also configure the visualized information in the dashboard according to personal preferences.

EEEmen

< zoomowt > 24181827

ZABBIX FS N5850-4856Q
Al dashiboards | FS N5850-4855Q
(@ Monitoring N5850-4856Q: CPU current usage Memory usage
ns 6
Dashboard
Problems 0
Hosts iy
|
My v A el 2
Latest data
Screens 4y 6 = 3 ] £l o 5 = = = - 3 N = o 3
3 = TR S @2 B o% 3 E 3 = :
= L T
Discovery g g 2]
- | i ave nax 3 Last
ervices WO curvent usage  [avel  B.5% 5.93% 68176% 9.75% W lenory Curvent usags  lavel 4%
O Trigger: CPU_High toad D= 80) © Trigger: Mamory High fload D= 90]
Inventory
int-1/0/1 Device Mac
Reports
126 12
20201224 18:10:12 Device Mac
Configuration o i
20201224 1809:12 Device Mac
08 bme 08
|5, e 20201224 18:08-12 Device Mac
0.6 bms 06
04 bme 04 Device Type
Name
02bm 02
- 2020-1224 18:19:16  Device Type
T s 3 v 3 3 @ s s oz =8 = T =
srE R Y A £z 2020-1224 181816 Device Type
S S System Uptime
S tat min e o
B Interface 10GigsEthernet1/0/10  Bits received fwe]  Obps Obos Obps O bos Tim Name
10Gigathernet1/0/10: Bits sent {wel Obps Obps Obps O bos
10G i gaEthernet1/0/10 - Outbound packets with errors  [ave] o o o 2020-12.24 18:19:41  System Uptime
10GigaEthernet 1/0/10 : Inbound packets with errors [ave] 0 o 0 0
I Interface 10Gi gattharnet1/0/10 : Outbound packets discarded lave] o o o o o
B interface 10igsEthernet1/0/10 : Inbound packets discarded  lave] o o ° o 201Z241EAS40 . Fystem ptime,

min avg  max
4% 4

vate |
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2.4 FAQ
2.4.1 Template Import Failed

Due to the iteration of Zabbix version, the name of the public template provided by Zabbix may change. The template provided by FS
refers to the public template "Template Module Interfaces SNMPv2". During the template import process, if the import fails, it prompts

that the template is not found like below:

ZABBIX <« & Higlslely

A B

Monitoring |Cannoi import template "N5850-Series and N&550-Series FSOS", linked template "Template Module Interfaces SNMPv2" does not exist.

Inventory

“Importfile | Choose File | Mo file chosen

Reports

Rules Update existing Create new Delete missing
Configuration Groups v
Hosts v
Administration Templates -

Please refer to below solution:

Step 1: Search for the keyword "Interfaces SNMP" in Zabbix, find the template, and record the template name.

zABBIX « = REHEES

Fiter

Monitoring Host groups | type here to searc Select Tags [RGUCTCIM Or

= Inventory v Linked templates e to search Select g m Equals Remove

Add

Reports Name | Interfaces SNMP | 3

Configuration

Host groups

Name & Hosts Applications  Items  Triggers s Discovery Web Linked te

Templates.

Interfaces SNMP  Hosts Applications 1 ltems Triggers Graphs Dashboards 1 Discovery 1 Web
Hosts

Maintenance

Actions

Event correlation P
Displaying 1 of 1 found

Discovery

0 selected

Senvices

Step 2: Edit the template in text mode and replace "Template Module Interfaces SNMPv2" with the searched template name.

E <template>
<template>N5850-Series and N8550-Series FSOS</templat
<name>N5850-Series and NB550-Series F505</name>
= <templates:>
E <template>
<name>Interfaces SNMP</name>
- </template>
- </templates>
E <groups>

<ATOIIN™>

Step 3: Save the modified template and re-import the template.
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ZABBIX fl |mport
* Import file | Choose FIEENSSSD-Serias and N8550-Series FSOS.xml| 1
¢ Monitoring
Rules
Groups o
Inventory i
Hosts v
Reports v Templates ™
: Template dashboards v
Configuration
Template linkage v
Host groups Applications b
Templates ltems b
Hosts Discovery rules b
Triggers v
Maintenance 9
Graphs v
Actions
Web scenarios v
Event comelation F— &
Discovery Maps v
Services Images bd
) ) Media types v
B Administration
Value mappings v

ZABBIX « Import
@ Imported successfully
© Monitoring
*Importfile || Choose File | No file chosen
Inventory
Rules g
Reports - Groups L4
: Hosts
Configuration
Templates v
Host groups Template dashboards v
Templates Template linkage L
Haele Applications v
Items b
Maintenance
Discovery rules v
Actions
Triggers o
Event comrelation Graphs o
Discovery Web scenarios v
Services Screens v
Maps v
5] Administration
Images >
Media types v
v

Value mappings

2.4.2 Monitor Host Failed

Due to the configuration of the SNMP community name of the switch(case-sensitive), the switch may not be monitored and managed by

Zabbix, as shown in the following figure:
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Monitoring

Inventory

Reports

Configuration 1
Host groups

Templates

Hosts 2
Waintenance

Actions

Event corelation

Discovery

Services

B3 Administration

Please refer to below solution:

ZABBIX

Inventory
Reports

Configuration
Host groups
Templates
Hosts
Maintenance

Actions

Host groups select wonitorea by [JEETQ serer | Prowy
Templates |t Select F::;; m 5
e 5 Eause Remors
ons o
P
Port
=3
Name a App /eb nterface Proxy Status Availabili Inf
NB550-4888C Applications 72 Web  10.32.135.80: 161 Enabled Exm
Timeout while connecting to "10.32.135.80:161". |ying 1 of
Step 1: View and record the Zabbix host SNMP community name configuration.
Hosts
All hosts Enabled Applications 62  Items 514  Triggers 226  Graphs 58 Discovery rule
Host  Templates 1 1FMI Tags Macros 1 Inventory  Encryption
* Host name | M5850-4856Q
Visible name
1 GRS FS N5250-43560 % Select
Interfaces DNS name Con
SNMP | 10.32.133.199 [ 1P|
2 SNMP version | SNMPv2 v
* SNMP community | {3SNMP_COMMUNITY}
Use bulk requests
Add

Event comelation
Discovery

Services

5] Administration

Description

Hosts

All hosts

Host 1P

Templates 1

Enabied

Tags

Items 51

Applications 62

'Iln ventory  Encryption

4 Triggers 226 Graphs 58 Discovery rules 1

Host macros

Macro

{BIFERRORS WARN}

{SIF.UTIL MAX}

{SIFCONTROL}

{SNET.IF.IFADMINSTATUS MATCHES}

I | 2

ao

Web scenarios

Template value

T ~ Change = Interfaces SNMF: 2"

T ~ Change < Interfaces SNMP: "90"

T ~ Change <« Interfaces SNMP: "1"

T +~| Change < Interfaces SNMP: "+="
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@ Reporis
{BNET IFIFDESCRNOT_MATCHES} CHANGE_IF_NEEDED T v/ Change « Interfaces SNMP: "CHANGE_IF_NEEDED"
‘\ Configuration
T {SNETIFIFNAME MATCHES] rtg T +| Change < Interfaces SNMP: "=§"
Templates
Hosis
{SNET.IFIFNAME.NOT_MATCHES} ("Software Loopback Interfacel"NULL{0-0'S)* T v Change < Interfaces SNIIP: "(*Saftware Loopback Interface| "N
Maintenance [L1]o[0-9.]"§]*[Ss]ystemS}"Nu[0-9.]*$}*veth[0-9a

-z]+§|docker[0-9]+|br-[a-z0-0{12})

Actions

Filter out loopbacks, nulls, docker veth links and docker0 bridge by default

Event comelation

{SNET.IF.IFOPERSTATUS MATCHES} ot T

<

Change « Interfaces SNMP: "4*§
Discovery

Services

<

{SNET IFIFOPERSTATUS NOT_MATCHES} %63 T | Change « Interfaces SNMP: "65"

E] Adminisiration

Ignore notPresent(8)

{SNET.IF.IFTYPE MATCHES} % T ~ Change « Interfaces SNMP; ">

{SNETIFIFTYPE NOT_MATCHES} CHANGE_IF_NEEDED T ~ Change <« Interfaces SNMP: "CHANGE_IF_NEEDED"

|Rerra\'e « FS N5850-4856Q: “public” =

SSNMP_COMMUNITY} Public

Step 2: Check whether the SNMP community name configuration of the switch is consistent with the Zabbix host SNMP community name

configuration.

N5850-48560#show run

IDevice running configuration:
lversion v100r201

12001/01/04 16:58:56

1

hostname N5850-4856Q
!

username admin group administrators password $1%kijvibIP5gEaext
1

snmp community Public ro plain view internet |

\;:Ta.n i[:

line ronenls 1

Step 3: Modify the SNMP community name configuration of the switch to keep it consistent with the Zabbix host SNMP community name

configuration.

N5850-48s6Q(config)#snmp community public ro
N5850-48s56Q(config)#end

N5850-48s560#show run

IDevice running configuration:

lversion v100R201

12001/01/04 16:59:46

1

hos tname N5850-4856Q
1

username admin group administrators password $1%kijvibTP5gEaexbwGbeqLeT3Di0
1

vlan 1
]

Tine console 1

Tength 24

monitor

timeout 10 0

login authentication Tocal

Step 4: Wait for Zabbix to reconnect to the host, and finally connect to the host successfully.

P T |
Q £
Monitoring [IERPICT R N5850-Series-FSOS X Select Monitored by Server | Proxy
= Inventory iy
Tempiates e Select
s el oo K
Name [ Conan B —
Configuration o Add
Host groups [
Tempiates
Port
Hosts
Mantenance B3 (e

Actions
Name a

Proxy  Tempiate: Status

o5 SNVF) Enabled L Shv | [one]

Event comrelation

N53504356Q  Applications 62 ltems 514 Triggers 226 Discovery Web  10.32.133.199: 161

Discovery
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