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1 Configuring APMG

1.1 ac-controller

Use this command to enter the AC configuration mode in the global configuration mode.

ac-controller

[ Parameter Description]

[ Default Configuration] ~ N/A

[ Command Model Global configuration mode

[ Default Level] 15

[Usage Guide] N/A

[ Configuration Example] Enter the AC configuration mode.

AC-FS(config)# ac-controller

AC-FS(config-ac)#

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -

1.2 acctrl-trap

In the AC configuration mode, use acctrl-trap to control the related trap switch on the AC.
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acctrl-trap [ acap-updown-ctrl | acap-joinfail-ctrl | acap-decryeroreport-ctrl | acap-imageupdt-ctrl |

acap-timestamp-ctrl | acsta-oper-ctrl ]

Restore to Default Configuration

no acctrl-trap [ acap-updown-ctrl | acap-joinfail-ctrl | acap-decryeroreport-ctrl | acap-imageupdt-ctrl |

acap-timestamp-ctrl | acsta-oper-ctrl ]

[ Parameter Description]

acap-updown-ctrl Used to control CAPWAP tunnel up/down trap message sending.

acap-joinfail-ctrl Used to control the sending of trap messages when AP fails to join the AC.

acap-decryeroreport-ctrl Used to control the sending of trap messages that fail to decrypt the CAPWAP tunnel

message.

acap-imageupdt-ctrl Used to control the sending of trap information for the AP bin file upgrade.

acap-timestamp-ctrl Used to control the sending of time synchronization trap information.

[ Default Configuration] off

[ Command Mode] AC configuration mode

[ Default Level] 15

[ Usage Guide] Used to control the related trap switch on the AC.

[ Configuration Example] Configure AC to enable the sending of trap messages when APs fail to join AC.

AC-FS(config)#ac-controller

AC-FS(config-ac)#acctrl-trap acap-joinfail-ctrl

[ Verification] Through the show ac-config command, you can view the current switch status of various trap types.

[ Prompt Information] -

[ Common Mistake] -
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[ Platform Description] -
1.3 ac-name

In the AC configuration mode, configure the name of the AC through ac-name, which is convenient for users to identify.

ac-name ac-name

Restore to Default Configuration.

no ac-name

[ Parameter Description]

ac-name Configure the name of the AC. Up to 63 characters can be configured, and no spaces

can be included.

[ Default Configuration ] The default value of the AC name is the last six digits of the AC-FS_Ac_MAC address. For example, if the

MAC address of the AC is 001a.a916.e7b8, the default name is AC-FS_Ac_16e7b8.

[Command Model  AC configuration mode

[ Default Level] 15

[Usage Guide] Configure different names for different ACs for user management.

[ Configuration Example]  Configure the AC name as AC-FS-ac.
AC-FS(config-ac)# ac-name AC-FS-ac

[ Verification] Through the show ac-config command, you can view the current AC name.
[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -
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1.4 ap-auth

In the AP configuration mode, use the ap-auth command to configure the specified AP to perform access authentication. The

methods that can be used are:  AP-based serial number, AP-based password, AP-based certificate.

ap-auth { serial serial-string | password password | ac-cert ac-cert-name | ap-cert ap-cert-name }

Delete the related configuration through the no command.

no ap-auth { serial | password | ac-cert | ap-cert }

[ Parameter Description]

serial-string
password
ac-cert-name

ap-cert-name

[ Command Mode]

[ Command Mode]

[ Default Level]

[ Usage Guide]

Specify the serial number of the AP.
Specify the AP access password.
Specify the name of the certificate file of the AC.

Specify the name of the AP's certificate file.

N/A

AP configuration mode

15

The authentication when the AP goes online is only valid when the AP is connected. If the AP is already online, the

configuration will take effect when the AP goes online next time.

ap-auth serial Configuration in all mode is not supported, because the serial number of each AP is different.

The certificate file issued by ap-auth ap-cert will be saved as cert.crt on the AP, and the file name will not change.

[ Configuration Example]

1: Configure AP1's authentication serial number.

AC-FS# configure terminal

Enter configuration

commands, one per line. End with CNTL/Z.

AC-FS (config)# ap—config AP1

2: Delete AP1's certification serial number.
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AC-FS# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

AC-FS (config)# ap—config AP1

[ Verification] show ap-config running shows the configuration of AP.

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -
1.5 ap-authenable
In the AC configuration mode, configure the AP to enable the specified access authentication function through the ap-auth enable
command. The methods that can be used are: based on the AP serial number, based on the AP password, and based on the AP certificate.

ap-auth [ serial | password | certificate ] enable

Turn off AP's access authentication.

no ap-auth [ serial | password | certificate ] enable

[ Parameter Description]

serial Authentication function based on AP access serial number.
password Authentication function based on AP access password.
certificate Authentication function based on AP certificate

[ Default Configuration] ~ N/A

[Command Model  AC configuration mode

[Default Level] 15

[Usage Guide] N/A
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[ Configuration Example]  1: Turn on the authentication function based on AP access serial number.

AC-FS(config)# ac-controller

AC-FS(config-ac)# ap-auth serial enable

2: Close the authentication function based on the AP access serial number

AC-FS(config)# ac-controller

AC-FS(config-ac)# no ap-auth serial enable

[Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -
1.6 ap-auth serial-update
In AC configuration mode, configure all online APs to update the authentication serial number through the ap-auth serial-update
command.

ap-auth serial-update

[ Parameter Description]

[ Default Configuration] ~ N/A

[ Command Mode] AC configuration mode
[ Default Level] 15
[ Usage Guide] This configuration will make all online APs use the serial number of the current AP as the authentication serial

number configuration.
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[ Configuration Example]  Configure all online APs to renew the authentication serial number.

AC-FS(config)# ac-controller

AC-FS(config-ac)# ap-auth serial-update

[Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -
1.7 ap-backup group

In the AC configuration mode, create an AP backup group through the ap-backup group command.

ap-backup group name

Delete the AP backup group.

no ap-backup group name

[ Parameter Description]

name AP backup group name, default system reserved, that is, it is not allowed to configure default as the

group name.

[ Default Configuration] ~ Default Configuration, only the AP backup group named default exists on AC, and the backup function of

this backup group does not take effect.
[Command Mode]l  AC configuration mode
[ Default Level] 15

[Usage Guide] When using the no command to delete an AP backup group, if there are AP members in the group, the APs in
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the group are added to the default group, and the AP backup function of the default group will not take effect.

[ Configuration Example] 1: Create an AP backup group named apbackup-test-group.
AC-FS(config)# ac-controller

AC-FS(config-ac)# ap-backup group apbackup-test-group

2: Delete an AP backup group, and the group name is apbackup-test-group.
AC-FS(config)# ac-controller

AC-FS(config-ac)# no ap-backup group apbackup-test-group
[ Verification] show ac-config ap-backup-group View the AP backup group created.
[Prompt Information] -
[ Common Mistake] -
1.8  ap-backup-group

You can configure AP belonging to the specified AP backup group through the ap-backup group command in AP configuration mode.

ap-backup-group name [ master ]

Move the AP out of the AP backup group with the no prefix or cancel its primary AP role.

no ap-backup-group [ name ] [ master]

[ Parameter Description]

name AP Backup group name.

master Optional keyword that specifies the AP to the AP backup group as the primary AP.
[ Default Configuration] By default, AP do not join the default group, and the backup function of this backup group is not effective.
[ Command Mode] AP configuration mode
[ Default Level] 15
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[ Usage Guide] Before adding an AP to an AP backup group, the backup group needs to exist. The command plus the keyword

“master” means to set the AP as the main AP of the AP backup group. If the AP group already has a master AP, the second AP with the role

of the master AP is not allowed to join the AP backup group. If you need to change the AP For the master AP of the backup group, you

need to cancel the previous master AP with the no command.

[ Configuration Example] 1: Configure the AP to join the backup-test-group group and set it as the main AP of the group.

AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# ap-backup-group backup-test-group master

2: Set the AP that is already in the AP backup group to cancel the role of the main AP.

AC-FS(config-ap)# no ap-backup-group backup-test-group master

3: Configure AP to remove AP backup group.
AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# no ap-backup-group AC-FS(config)# no ap-config AC-FS_AP

[ Verification] show ap-config running and show ac-config ap-backup-group to view the configuration.
[ Prompt Information] Connected ACs can deliver their own configurations to the AP.
[ Common Mistake] -

1.9 ap-config

The AP-config command can create an AP configuration, or enter the AP configuration mode.

ap-config ap-name

This command can remove an already existing AP group with the no prefix.

no ap-config ap-name

[ Parameter Description]

Parameter Description

10
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ap-name The name of the AP to be configure.

[ Default Configuration] ~ N/A

[ Command Mode] Global configuration mode

[ Default Level] 15

[ Usage Guide] 1. The user can enter the configuration mode of all APs through the command ap-config all, and the configuration in this
mode will take effect for all APs associated with the AC. The priority of the configuration in the designated AP configuration mode is
higher than that in the configuration mode of all APs. If there is a configuration in the ap-config ap-name configuration mode (that is, it is
not the default configuration), then this configuration is preferred; otherwise, the configuration in the ap-config all configuration mode
will be inherited.
2. The user can delete the specified AP configuration through the no ap-config ap-name command. If the corresponding AP of this
configuration is already online, deleting the configuration will trigger the AP to go offline and go online.

The user can delete all offline AP configurations on the AC through the command no ap-config all.

[ Configuration Example] 1: Create an AP configuration named AC-FS_AP.

AC-FS(config)#ap-config AC-FS_AP

You are going to config AP(AC-FS_AP), which is not on line now.

2: Configure to delete the AP configuration named AC-FS_AP.

AC-FS(config)# no ap-config AC-FS_AP

[ Verification] Through the show ap-config running command, you can view all AP configurations.

[ Prompt Information] -

[ Common Mistake] -

1.10 ap-group

11
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All AP joining AC will belong to and only belong to a specific AP group at a time. All newly added AP belong to the default AP group:
default. You can use ap-group to create a new AP group, or enter the configuration mode of an AP group. If an AP group is created, it will
enter the configuration mode of the AP group after creation.

ap-group ap-group-name

This command can delete an existing AP group by using the no prefix.

no ap-group ap-group-name

[ Parameter Description]

ap-group-name The name of the AP group can be up to 63 bytes in length without any spaces.

[ Default Configuration] By default, a default AP group (group name: default) will be created automatically after the system is

started, and this group cannot be created or deleted.
[ Command Mode] Global configuration mode
[ Default Level] 15
[ Usage Guide] When deleting an AP group, the APs belonging to the AP group will automatically switch to the default group.

[ Configuration Example] 1: Create an AP group and the AP group name is test-group.

AC-FS(config)# ap-group test-group

AC-FS(config-ap-group)#

2: Delete an AP group, the AP group is named test-group.

AC-FS(config)#no ap-group test-group

3: Enter an AP group, enter the default AP group in the example, the AP group name is default

AC-FS(config)# ap-group default
[ Verification] -

[ Prompt Information] -

12
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[ Common Mistake] -

[ Platform Description] -

1.11 ap-group (ap configuration mode)
All AP joining AC will belong to and only belong to a specific AP group at a time. All newly added APs belong to the default AP group:
default. You can configure the AP to belong to the specified AP group by using the ap-group command in the AP configuration mode.

ap-group ap-group-name

The AP is restored to the default group by using the no prefix.

no ap-group

[ Parameter Description]

ap-group-name AP group name
[ Command Mode] AP configuration mode
[ Default Level] 15
[ Usage Guide] When an AP group is deleted, the APs belonging to the AP group will automatically switch to the default group.

[ Configuration Example] 1: Configure AP to join test-group group.

AC-FS(config)# ap-group test-group Ruieji(config-ap-group)#

AC-FS(config)# ap-config AP0001

2: Configure AP to revert to default group.
AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# no ap-group test-group

[ Verification] -

13
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[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -
1.12 ap-mac

In AP configuration mode, the MAC address of the AP can be bound by ap-mac.

ap-mac ap-mac

The no command removes the ap-mac binding.

no ap-mac

[ Parameter Description]

ap-mac The MAC address of the AP.
[ Default Configuration] None

[Command Mode] AP configuration mode

[ Default Level] 15

[Usage Guide] 1.In AP configuration mode, use the ap-mac command to configure the bound MAC address for the AP, so that the AP
configuration can only take effect on the AP with the bound MAC address.
2. Generally, the AP goes online to determine which configuration the AP uses by matching the AP name with the AP configuration name.
MAC address binding is a stronger binding relationship than name matching, and its priority is higher than name matching. Therefore, as
long as the MAC address bound to the AP configuration is consistent with the AP's MAC address, the AP will use this configuration when it
goes online.
3. MAC address binding automatically: If the corresponding AP configuration is not configured with MAC address binding, when the
corresponding AP goes online, it will automatically
MAC address binding, the binding relationship is still valid when the AP goes offline, that is, the configuration will be automatically
generated after the AP goes online.

4. MAC address binding is also used for the bind-ap-mac access control function of AP access control. For details, see bind-ap-mac

14
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configuration description.

5. Can only specify MAC address binding for offline AP configuration. If the corresponding AP is already online, it cannot be configured to

specify MAC address binding.

[ Configuration Example] 1: The AMC address bound to ap test is 00ff.ffff.1111.

AC-FS(config)# ap—config test
AC-FS(config-ap)# ap-mac OOff. ffff. 1111

[ Verification] Use the show ap-config running command to view the ap-mac configuration of the current AP.
[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -

1.13 ap-mode

On the AP, you can switch the mode of the AP through ap-mode.

ap-mode { fit | fat [dhcp ] | macc }

[ Parameter Description]

fit Switch to fit AP mode.
fat Switch to fat AP mode.
The ap-mode fat command carries this option (ie ap-mode fat dhcp), after the AP is configured to
dhcp switch to fat AP mode, the AP will use DHCP to obtain the IP address by default; otherwise, after the
AP is configured to switch to fat AP mode, the AP will use by default Static IP address.

macc Switch to macc mode.

[ Default Configuration] ~ None
[ Command Mode] AP Global configuration mode

[ Default Level] 15

15
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[ Usage Guide] After the mode switch, restart is required to ensure the consistency of the configuration.
The default IP address of the back-end wired interface of the fat AP (wired interface connected to POE switching equipment) and the
thin AP is 192.168.110.1/255.255.255.0, The default IP address of the front-end wired network interface (Ethernet port provided on the
front of the product) of the fat AP is 192.168.111.1/255.255.255.0.
If ap-mode fat dhcp is configured, when the AP is switched to fat AP mode, the default is to obtain the address by DHCP. At the same time,
after the AP is restarted, if there is no related configuration, the default is to obtain the address by DHCP. In addition, you need to pay
attention to two things point:
If the AP is configured with ap-mode fat dhcp, only the back-end wired interface defaults to using DHCP, and the front-end wired network
interface defaults to using a static address.
Fit/fat/fat dhcp/macc four modes. Switching between the two modes will delete the current configuration and reboot. After rebooting,
the AP loads the default configuration of the corresponding mode.
In fit mode, the default login password in user mode is AC-FS, and the default login password in privileged mode is apdebug.
In the three modes of fat/fat dhcp/macc, the user mode default login password is admin, and the privileged mode has no default login

password.

[ Configuration Example]  1: Switch AP to fit mode.

AC-FS(config)# ap-mode fit

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] Only AP support

1.14 ap-name

AC device is in AP configuration mode, or AP device configuration mode, configure the name of AP through ap-name.

ap-name ap-name

Delete the AP name configuration.

no ap-name

[ Parameter Description]

16



WIRELESS LAN CONTROLLER CONFIGURATION GUIDE e FS

ap-name Configure the name of the AP. Up to 63 characters can be configured, and no spaces

can be included.

[ Default Configuration] ~ None

[ Command Mode] AP configuration mode
[ Default Level] 15
[ Usage Guide] Configuration on AC:

If the corresponding AP is online, the AP name configuration will take effect immediately. At the same time, the AP configuration mode
name (ie, the character string after ap-config) will be replaced with the new name immediately.

If the corresponding AP is offline, the configuration of the AP name will take effect when the corresponding AP is online, and the name of
the AP configuration mode will remain the original name until the corresponding AP is online and the configuration takes effect.

After the AP name is configured, you can continue to configure the AP without exiting the AP configuration mode.

If the corresponding AP is online, the no command is not supported.

If the corresponding AP is offline, the no command will clear the AP name configuration that is not valid.

If the new name has been used, the configuration is unsuccessful.

Up to 63 characters can be configured, no spaces are allowed.

Cannot configure the AP name as "all" and "AP".

It should be avoided to configure the same new name for different offline APs in the configuration. If different offline APs are configured
with the same new name, the AP that went online first will take effect with the new name, and the APs that go online will retain the
original name and cannot use the new name.

Configuration on AP:

If the AP is online, after the name is configured, the tunnel is disconnected and the connection is re-established. If the AP's

name is not revised on the AC, that is, the AC is the default name, then the revised name of the AP is used to access, otherwise it is
configured on the AC the name prevails.

If the AP is not online, the AP connects to the AC. If there is no offline configuration on the AC, then the AP configuration prevails. If the
AC has an offline configuration, then the AC configuration prevails.

If the name configured on the AP conflicts with the name configured on other APs on the AC, the AP access is unsuccessful.

Up to 63 characters can be configured, and no spaces are allowed.

The AP name cannot be configured as "all".

[ Configuration Example] 1: The new name of AP0001 is AP_NEW on the AC.

17
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AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# ap-name AP_NEW

2: The name configured on the AP is AP_TEST.

AC-FS(config)# ap-name AP_ TEST
[ Verification] 1: On the AC

View the current AP configuration through the command show ap-config running.

Through the command show ap-config summary, you can check whether the name of the online AP is the new name of the configuration.
2:On the AP
View the current AP name configuration through the command show running.

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC and Fit AP support

1.15 ap-priority

In the AC configuration mode, the ap-priority command is used to enable/disable the support for the AP. Failover priority.

ap-priority { enable | disable }

[ Parameter Description]

enable Enable support for AP's Failover priority.

disable Disable the support for AP's Failover priority.

[ Default Configuration] ~ Default off
[ Command Mode] AC configuration mode

[ Default Level] 15

18
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[ Usage Guide] -

[ Configuration Example]

1: AP0001 is connected to AC1. Configure the Failover priority of the AP (AP0001T) to 3, and turn on the AC1

Failover priority function support switch.

AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# priority 3

AC-FS(config-ap)# exit

AC-FS(config)# ac-controller

[ Verification] -

[ Prompt Information]

[ Common Mistake]

[ Platform Description]

1.16 backup-controller-primary

Configure AP's fourth option AC.

backup-controller-primary ac-name { ip-address } [ switch-back ]

Delete the 4th choice AC configuration.

no backup-controller-primary

[ Parameter Description]

ac-name

ip-address

switch-back

[ Default Configuration]

[ Command Mode]

Configure the name of the AC. Up to 63 characters can be configured, and no spaces

can be included.
The formatis: A.B.C.D.The IP address of the AC.

The switchback function is configured, and the switchback is not by default.

N/A

AP configuration mode/all AP configuration mode

19
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[Default Level] 15

[ Usage Guide] Configure the AP's redundant AC with the above command. primary-base is the preferred AC, secondary-base is the

second option AC, tertiary-base chooses AC for the third choice, backup-controller-primary selects AC for the fourth,

backup-controller-secondary is the fifth option AC, backup-controller-tertiary is the sixth option AC.

The above command supports ap-config ap-name and ap-config all configuration modes at the same time, according to ap-config

ap-name has priority higher than ap-config all to take effect.

[ Configuration Example] Set the fourth choice of AP ap1, ACto ac1, and the IP address of ac1 to 192.168.1.4.

AC-FS#config terminal

AC-FS(config)#ap-config ap1

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -

1.17 backup-controller-secondary

Configure the fifth choice AC for AP.

backup-controller-secondary ac-name { ip-address } [ switch-back ]

Delete fifth choice AC configuration.

no backup-controller-secondary

[ Parameter Description]

Configure the name of the AC. Up to 63 characters can be configured without spaces.

ac-name
ip-address The format is: A.B.C.D. The ip address of the AC.
switch-back Configure the switchback function, and no switchback by default.

20
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[ Default Configuration] ~ N/A

[ Command Model AP configuration mode/all AP configuration mode

[ Default Level] 15

[ Usage Guide] Configure the AP's redundant AC with the above command. primary-base is the preferred AC, secondary-base is the

second option AC, tertiary-base is the third choice AC, backup-controller-primary is the fourth choice AC, backup-controller-secondary is

the fifth choice AC, backup-

The above command supports both ap-config ap-name and ap-config all configuration modes, according to ap-config ap-name has

priority higher than ap-config all to take effect.

[ Configuration Example] Set the fifth choice of AP ap1, AC to ac1, and the IP address of ac1 to 192.168.1.4
AC-FS#config terminal AC-FS(config)#ap-config ap1
AC-FS(config-ap)#backup-controller-secondary ac1 192.168.1.4

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -
[ Platform Description] -

1.18 backup-controller-tertiary

The sixth choice for configuring AP is AC.

backup-controller-tertiary ac-name { ip-address } [ switch-back ]

Delete the sixth selection AC configuration.

no backup-controller-tertiary

[ Parameter Description]

ac-name Configure the name of the AC. Up to 63 characters can be configured without spaces.

21



& Fs

WIRELESS LAN CONTROLLER CONFIGURATION GUIDE

ip-address The format is: A.B.C.D. The ip address of the AC.

switch-back Configure the switchback function, and no switchback by default.

[ Default Configuration] ~ N/A

[ Command Mode] AP configuration mode/all AP configuration mode

[Default Level] 15

[ Usage Guide] Configure the AP's redundant AC through the above command. primary-base is the preferred AC, secondary-base is

the second option AC, tertiary-base is the third choice AC, backup-controller-primary is the fourth choice AC, backup-controller-secondary

is the fifth choice AC, backup-controller-tertiary is the sixth choice AC.

The above command supports both ap-config ap-name and ap-config all configuration modes, According to ap-config, ap-name takes

effect higher than ap-config all.

[ Configuration Example] Set the sixth choice AC of AP ap1 to ac1, and the IP address of ac1 to 192.168.1.4

AC-FS#config terminal

AC-FS(config)#ap-config ap1

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -

1.19 bind-ap-mac

Configure to enable AP compliance check through the command bind-ap-mac.

bind-ap-mac

Close AP compliance check.

no bind-ap-mac
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[ Parameter Description] -

[ Default Configuration] Off

[ Command Mode] AC configuration mode

[ Default Level] 15

[ Usage Guide] Use the bind-ap-mac command in AC configuration mode to enable AP compliance check.

When the bind-ap-mac function is turned on, all the automatically bound MAC addresses of all online APs will be converted to formal

MAC address binding, and will not be automatically cleared when the AP is offline.

You can also configure the MAC address binding of a single AP configuration through the ap-mac X.Y.Z command in AP configuration

mode.

[ Configuration Example]  1: Configure to enable AP compliance check.

AC-FS(config)# ac-controller

AC-FS(config-ac)# bind-ap-mac

2: Configure to turn off AP compliance check.

AC-FS(config)# ac-controller

AC-FS(config-ac)# no bind-ap-mac

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -

1.20 credential

Users can configure AP username and password through credential.

credential user-name password
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Cancel this configuration.

no credential

[ Parameter Description]

user-name The username to be used on the AP, no spaces allowed.
password The password to be used on the AP, no spaces allowed.
[ Default Configuration] There is no Default Configuration for this command
[ Command Mode]l AP configuration mode or AP group configuration mode

[ Default Level]l 15

[Usage Guide] N/A

[ Configuration Example]  1: The user name for configuring AP0001 is: first-ap, and the password is: 123456.

AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# credential first-ap 123456

2: Configure the user name of all APs under the AP group (Default): first-ap and password: 123456.

AC-FS(config)# ap-group default

AC-FS(config-ap-group)# credential first-ap 123456

[ Verification] -

[ Prompt Information] -

[Common Mistake] -

[ Platform Description] -
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1.21 enable-broad-ssid

WLAN configuration mode, enable-broad-ssid to enable SSID broadcasting.

enable-broad-ssid

Disable SSID broadcast.

no enable-broad-ssid
[ Parameter Description]

[ Default Configuration] By default, it is enable.
[ Command Mode] WLAN configuration mode

[Default Level] 15

[ Usage Guide] Configure the Suppress SSID information of the WLAN. The configuration takes effect only before the WLAN

application. If the WLAN has been deployed, this command will cause the user currently associated with the WLAN to go offline.

[ Configuration Example]  1: Enable SSID broadcasting on this WLAN.

AC-FS(config-wlan)#enable-broad-ssid

2: Disable SSID broadcasting on this WLAN

AC-FS(config-wlan)#no enable-broad-ssid
[ Verification] -
[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] -

1.22 factory-reset
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Use the factory-reset command to configure the specified AP to restore the factory settings. This operation will cause the AP to reset.

factory-reset ap-name

[ Parameter Description]

Parameter Description

ap-name AP name to restore factory settings

[ Default Configuration] ~ None

[ Command Mode]l AC configuration mode

[ Default Level] 15

[ Usage Guide] The configuration restores the factory settings of the specified AP. This operation will cause the AP to reset.
[ Configuration Example] Configure AP0001 to restore factory settings.

AC-FS(config-ac)# factory-reset AP0001

[ Verification] -

[Prompt Information] -

[ Common Mistake] -

[ Platform Description] -

1.23 interface-mapping

Mapping wlan-vlan or wlan-vlan-group through interface-mapping in AP group configuration mode (The mapping in the description of
this command refers to wlan-vlan or wlan-vlan-group mapping) Map to the radio of all APs in the AP group. Through this mapping, wlan
related configuration information can be applied to the specified radio.

interface-mapping wlan-id [ vlan-id | group vlan-group-id ] [ radio {radio-id | [802.11b | 802.11al}] [ ap-wlan-id ap-wlan-id ]

Delete the related mapping configuration.

no interface-mapping wlan-id [ vlan-id | group vlan-group-id 1 [ radio {radio-id | [802.11b | 802.11al}] [ ap-wlan-id ap-wlan-id ]
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[ Parameter Description]

wlan-id The ID of the wlan to be mapped, the wlan must have been created, and the value range is 1~4094.
vlan-id The ID of the VLAN to be mapped, the value range is 1~4094.
vlan-group-id The ID of the vlan-group to be mapped, the value range is 1~128.

To apply the radio of the AP whose mapping is specified, the value range is reserved 1~96 defined by
Radio-id the standard.
If the radio-id parameter is not specified, the mapping will be applied to all radios of all APs in the AP

group.
802.11b The mapping will be applied to the 2.4G radios of all APs in the AP group.
802.11a The mapping will be applied to the 5.8G radios of all APs in the AP group.

Specify the wlan-id used by wlan-id on ap in interface-mapping, the value range is: 1~64.
ap-wlan-id If the ap-wlan-id parameter is not specified, the mapping will automatically select a free ap-wlan-id to

use.

[ Default Configuration] ~ N/A

[ Command Mode] AP group configuration mode

[ Default Levell 15

[ Usage Guide] When the WLAN forwarding mode is local forwarding, When the vlan-id configured by this command or the vlan-id
assigned to the STA in the vlan-group mode is the same as the vlan-id specified by the ap-vlan command, The real VLAN of the STA will be
determined by the AP's access switch instead of the VLAN configured by this command or the VLAN assigned in the vlan-group mode.
fin particular, since the default vlan-id of ap-vlan is 1, that is, when ap-vlan is not configured, if the vlan-id configured by this command is
1, then the VLAN of the STA under local forwarding will be determined by the access switch. Since the VLAN of the AP is determined by
the access switch,When the VLAN of the STA is the same as the Native VLAN of the access switch, it is also required that ap-vlan is the
same as the Native VLAN of the access switch,otherwise STA will not be able to communicate(The uplink requirements and AP belong to

different VLANs, and the downlink requires the same VLAN, which conflicts).

[ Configuration Example] 1: Create vlan 2, create a wlan with ID 4094, and apply the mapping of wlan4094-vlan2 to radio 1 of all APs in

the default AP group
AC-FS (config) #tvlan 2

AC-FS (config) #wlan—config 4094 pro—4094 ssid-4094

AC-FS (config—wlan) #exit

AC-FS (config) #ap—group default
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2: Create a wlan with ID 4094, and apply the mapping of wlan4094-vlan2 to radio 1 of all APs in the default AP group.

AC-FS (config) #vlan—group 3
AC-FS (config) #twlan—config 4094 pro—-4094 ssid-4094

AC-FS (config—wlan) #exit

AC-FS (config) #ap—group default

3: Enter the default AP group and delete the configured wlan4094-vlan2 mapping.
AC-FS (config)# ap—group default

FS (config—ap—group)# no interface—mapping 4094 2 radio 1

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -

1.24 logging on

Configure AP to turn on system log display.

logging on

Use the no option of this command to prohibit AP from displaying system log information.

no logging on

[ Parameter Description] -

[ Default Configuration]  Allow system log to be displayed

[Command Mode] AP configuration mode or all AP configuration mode

[ Default Level]l 15
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[Usage Guide] N/A

[ Configuration Example] 1: Configure AP to forbid printing system log

AC-FS(config-ap)#no logging on
[ Verification] -
[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] -
1.25 logging server

Configure the AP to record system log information to the execution server.

logging server ip-address [udp-port num]

Use the no option of this command to delete the specified server.

no logging server ip-address

[ Parameter Description]

ip-address IP address of the host receiving the log information.

num Port number of the host that receives the log information (optional).

[ Default Configuration] ~ N/A
[ Command Mode] AP configuration mode/all AP configuration mode

[ Default Level] 15

[Usage Guide] The user can configure up to 5 log server addresses, and the log information will be sent to all configured log servers at

the same time.

[ Configuration Example] 1: Configure the address of the log server as 1.1.1.1

AC-FS(config-ap)# logging server 1.1.1.1
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[Verification] -

[ Prompt Information] -
[ Common Mistake] -

[ Platform Description] -
1.26 nassid

Configure WLAN user or AC access location number.

nas-id nas-id

Use the no option of this command to restore to Default Configuration.

no nas-id
[ Parameter Description]

nas-id Access site number, contains 32 characters, no spaces.

[ Default Configuration] ~ WLAN user access code default empty string.

AC access location code Default AC MAC address dotted form string.
[ Command Mode] WLAN configuration mode or AC configuration mode
[ Default Level] 15
[Usage Guide]  N/A

[ Configuration Example]  1: Configure the WLAN access user site number as 0000059159100460.

AC-FS(config-wlan)# nas-id 0000059159100460

2: Restore the WLAN access user site number to the default value.

AC-FS(config-wlan)# no nas-id

3: Configure the AC access point number as 123456789.
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AC-FS(config-ac)#nas-id 123456789

4: Restore the AC access point number to the default value.

AC-FS(config-ac)# no nas-id

[ Verification] View the specified WLAN user access code through the show wlan-config cb command.

AC-FS(config)#show wlan-config cb 1

WLANID 1

]| 1-leichen-test-wlan
Profile

MAC Mode Local

Tunnel Mode.........ccoueeeuunee 802.3 Tunnel

Suppress SSID  Disable

Sta-limit 0

View the AC access code through the show ac-config command.

AC-FS(config)# show ac-config
AC Configuration info:
max_wtp :10
sta_limit 181920
license wtp max : 2560 license sta max : 81920
serial auth : Disable

password auth : Disable certificate auth : Disable

ac_name : AC-FS_Ac_050607 ac location : AC-FS_COM
AC State info:  sta_num : 1 act_wtp 01

locallpAddr 10.10.10.10

locallpAddré

used wtp  1.0(0 four 1 normal 0 half)

remain wtp : 2 four 9 normal 18 half HW Ver 1.00

SW Ver : AC_RGOS 11.1(5)B6, Release(02193103)
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[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] -

1.27 offline-ssid

After configuring offline-ssid, before the thin AP starts up and has not established the capwap tunnel or after the capwap tunnel of the AP
is disconnected, the AP releases the signal to provide the WLAN access service function.

offline-ssid ssid [hide]

Revert to Default Configuration

no offline-ssid

[ Parameter Description]

ssid Provide wireless signals for WLAN access.

hide Set the released signal to not broadcast.

[ Default Configuration] ~ N/A

[ Command Mode] AP configuration mode, AP group configuration mode, all AP configuration mode

[ Default Level] 15

[Usage Guide] The AP device restarts and the configuration will be saved.
Chinese signal is not supported

When ript is configured, the tunnel is disconnected and the signal is not released.

[ Configuration Example] 1: Set the default SSID of AP1 to my-def-ssid.

AC-FS(config)#ap-config AP1

AC-FS(config-ap)#offline-ssid my-def-ssid
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[Verification] show ap-config running

[ Prompt Information] -

[ Common Mistake ] -

[ Platform Description] AC

1.28 primary-base

Configure AP's preferred AC.

primary-base ac-name { ip-address }

Delete the preferred AC configuration.

no primary-base

[ Parameter Description]

ac-name

ip-address

[ Default Configuration] N/A

[ Command Mode] AP configuration mode/all AP configuration mode

[ Default Level] 15

[ Usage Guide]

The format is: A.B.C.D. The ip address of the AC.

Configure the name of the AC. Up to 63 characters can be configured without spaces.

Configure the AP's redundant AC through the above command. primary-base is the preferred AC, secondary-base is

the second option AC, tertiary-base is the third choice AC, backup-controller-primary is the fourth choice AC, backup-controller-secondary

is the fifth choice AC, backup-controller-tertiary is the sixth choice AC.

The above command supports both ap-config ap-name and ap-config all configuration modes. According to ap-config, ap-name has a

higher priority than ap-config all to take effect.

[ Configuration Example] Set the preferred AC of AP ap1 to ac1, and the IP address of ac1 to 192.168.1.1.
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AC-FS#config terminal

AC-FS (config) #ap—config apl

AC-FS (config—ap) #primary-base acl 192.168. 1. 1

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -

1.29 priority

This command is used to set the AP's Failover priority, after enabling the AP's Failover priority support on the AC, AC can accept AP access

according to the priority order of AP.

priority priority-value

[ Parameter Description]

priority-value Configure AP's Failover priority.

The allowed values are 1~4, where 1 is the lowest priority and 4 is the highest priority.

[ Default Configuration]  The default priority of AP's Failover is 1.

[CommandMode]l AP configuration mode

[ Default Level] 15

[ Usage Guide ] Configure device Failover priority. 1 has the lowest priority, 4 has the highest priority. The order in which APs are

added to the AC configured here (that is, the priority of APs), After the configuration, it will be saved in the AP, and it will take effect when

the AP associates next time.

[ Configuration Example] 1: Configure the Failover priority of the AP group ap group to 3.
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AC-FS#config terminal AC-FS(config)#ap-config ap001

AC-FS(config-ap)#priority 3

[Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -
1.30 reload at

You can use the reload at command in the AP configuration mode to configure the designated AP to restart regularly every day.

reload at time

Delete the daily restart configuration.

no reload at

[ Parameter Description]

time The time point defined in the form of HH: mm: SS for regular restart every day.
[ Default Configuration] ~ None

[ Command Model AP configuration mode

[ Default Level] 15

[Usage Guide]  None

[ Configuration Example] 1: Configure AC-FS-AP1 to restart regularly at 1: 00: 00 every day.

AC-FS(config)#ap-config AC-FS-AP1

AC-FS(config-ap)#reload at 1: 00: 00
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[ Verification] -

[ Prompt Information] -
[Common Mistake] -

[ Platform Description] -

1.31 reset

You can use the reset command to configure all AP or specify AP to reset in the AC configuration mode.

reset{all | single ap-name }

[ Parameter Description]

all Reset all AP.

Reset all AP Reset the specified AP.

[ Default Configuration] ~ N/A

[ Command Mode] AC configuration mode
[ Default Level] 15

[Usage Guide] N/A

[ Configuration Example] 1: Configure all AP reset.

AC-FS(config-ac)# reset all

2: Reset the AP named AP0001.

AC-FS(config-ac)# reset AP0001
[ Verification] -

[Prompt Information] -
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[ Common Mistake] -
[ Platform Description] -
1.32 secondary-base

Configure AP's second option AC.

secondary-base ac-name { ip-address } [ switch-back ]

Delete AP's second choice AC configuration.

no secondary-base

[ Parameter Description]

Parameter Description

Configure the name of the AC. Up to 63 characters can be configured without spaces.

ac-name
ip-address The format is: A.B.C.D. AC's ip address.
switch-back The switchback function is configured, and the switchback is not by default.

[ Default Configuration] ~ N/A

[ Command Mode] AP configuration mode/all AP configuration mode

[ Default Level] 15

[Usage Guide] Configure the AP's redundant AC through the above command. primary-base is the preferred AC, secondary-base is the

second option AC, tertiary-base is the third choice AC, backup-controller-primary is the fourth choice AC, backup-controller-secondary is

the fifth choice AC, backup-controller-tertiary is the sixth choice AC.

The above command supports both ap-config ap-name and ap-config all configuration modes, according to the ap-config ap-name

priority is higher than ap-config all to take effect.
[ Configuration Example] Set the second choice AC of AP ap1 to ac2, and the IP address of ac2 to 192.168.2.1

AC-FS#config terminal

AC-FS(config)#ap-config ap1

[ Verification] -
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[ Prompt Information] -
[Common Mistake] -

[ Platform Description] -
1.33 show ac-config

Display the basic configuration information of this AC,

show ac-config

[ Parameter Description]

[ Command Mode] Arbitrary mode
[ Default Level] 1
[ Usage Guide] N/A

[ Configuration Example] Basic configuration information of this AC.

AC-FS(config)#show ac-config
AC Configuration info:
Max_WTP: 128

STA_Limit: 4096

License Wtp max: 128

License STA Max: 4096

Serial Auth: Disable

Password Auth: Disable
Certificate Auth: Disable

Bind AP MAC: Disable
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AP Priority: Disable

AC_Name: AC-FS_Ac_231455
AC Location: AC-FS_COM

AC State Info:

STA_Num: 0

Act_Wtp: 12

Used Wtp: 8(4 normal 8 half)
Remain Wtp: 120 normal 240 half HW Ver 1.0
SW Ver: AC_RGOS 11.1(1)B1
Mac Address: 001a.9923.1455
Product ID: WS5708

NET ID: 9876543210012345

NAS ID: 001a.9923.1455
1.34 show ac-config ap-backup-group

Display the AP backup group information of this AC

show ac-config ap-backup-group [ group-name ]

[ Parameter Description]

group-name The name of the created AP backup group, optional, and the information of the default

group is not displayed.

[ Command Model Arbitrary mode
[ Default Level] 1
[ Usage Guide] N/A

[ Configuration Example] 1: Display the AP backup group information of this AC.

AC-FS#show ac-config ap-backup-group

Cnt  Group-Name Master-AP cnt Standby-AP cnt  Master-AP-Name Working

1 AP-BACKUP-GROUP1 1 2 AP4210-1 false
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2: Display detailed information of AP backup group AP-BACKUP-GROUP1.

AC-FS#show ac-config ap-backup-group AP-BACKUP-GROUP1

Cnt Ap-Name Ap-Mac Online  Is-Master Inherit-Wlan Cnt
1 AP4210-1 8832.0000.1111 true Yes 0
2 APD-M-1 false No 0

[ Prompt Information] -

[ Platform Description]
1.35 show ap-config bssid

Display the BSSID list of all AP.

show ap-config bssid

[ Parameter Description]

[Command Mode]  Arbitrary mode
[ Default Level] 1
[ Usage Guide] None

[ Configuration Example]  1: View the BSSID list of all AP.

AC-FS(config)#show ap-config bssid

AP Mac AP Name Radio ID WLAN ID AP WLAN ID BSSID

[ Prompt Information] -
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[ Platform Description] -
1.36 show ap-config bssid cb

Display the BSSID list of the specified AP and the mapping relationship between the AP WLAN ID corresponding to the AC WLAN ID.

show ap-config bssid cb ap-name

[ Parameter Description]

ap-name Specify the name of the AP.
[ Command Mode] Arbitrary mode
[ Default Level] 1
[ Usage Guide] N/A

[ Configuration Example] 1: View the BSSID list of the specified AP and the mapping relationship of the AP WLAN ID corresponding to

the ACWLAN ID.

AC-FS#show ap-config bssid cb ap1
Radio ID WLAN ID AP WLAN ID BSSID

1 101 1 06d0.f822.3355

1 102 2 0ad0.f822.3355

2 101 1 06d0.f822.3356

[ Prompt Information] -

1.37 show ap-config cb

Display AP status information.

show ap-config cb ap-name
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[ Parameter Description] -

[Command Mode]  Privilege mode

[Default Level] 1

[Usage Guide] None

[ Configuration Example] 1: Displays the status information of the AP.

ac#tshow ap—config cb wlan—ap—0001 Configuration:

ap name :wlan—ap—0001 ap
fallback 1
group name :default

Status:
local ipv4..ccccoeviecienuennene 192. 168. 120. 2
WTP Name :wlan—ap—0001

[ Prompt Information] -
[ Platform Description] -
1.38 show ap-config inherit-wlan

Display the WLAN information inherited by the backup AP of the AP backup group.

show ap-config inherit-wlan ap-name

[ Parameter Description]

ap-name The name of the AP to be queried
[ Command Mode] Privileged mode
[ Default Level] 1
[ Usage Guide] N/A
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[ Configuration Example] 1: Display the WLAN information inherited by the backup AP.

ac#tshow ap-config inherit-wlan wlan-ap-0001

WLAN ID SSID VLAN-Id/VLAN-Group ID Radio ID

AP WLAN ID

1 AC-FS-wifi 1100 ALL

[ Prompt Information] -

[ Platform Description] -

1.39 show ap-config product

Display AP product statistics list.

show ap-config product

[ Parameter Description] -

[Command Mode] Privileged mode

[ Default Level] 1

[Usage Guide] N/A

[ Configuration Example] 1: Display AP product statistics list.

AC-FS#show ap-config product

Product ID Hardware Version Count _ Used Wtp

AP120 1.0 10 5.0 AP220-E
1.0 5 5.0 AP320 20
8 8.0 AP530-PPC 1.5 2

[ Prompt Information] -

[ Platform Description] -

1.40 show ap-config summary
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Show AP list.

show ap-config summary

[ Parameter Description] -

[ Command Mode] Privileged mode

[ Default Level] 1

[ Usage Guide] None

[ Configuration Example]  1: Show AP list.

AC-FSt#show ap-config summary

Radio: RadioID orBand: 2.4G=1#,5G=2#

E = enabled, D = disabled, N = Not exist

Current Sta number

Channel: *=Global

Power Level = Percent

Online AP number: 2 Offline AP number: 1

AP Name IP Address  Mac Address Radio Radio Up/Off time State

[ Prompt Information] -

[ Platform Description] -

1.41 show ap-config summary ap-auth

Display certification related information of all AP.

show ap-config summary ap-auth
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[ Parameter Description]

[ Command Mode] Privileged Mode

[ Default Level] 1

[Usage Guide] -

[ Configuration Example]  1: Display certification related information of all AP.

AC-FS#sh ap-config summary ap-auth
AP Name Mac  Address

bind-ap-password Bind State

ap220 1414.4b13.9ff3 FALSE TRUE
FALSE TRUE Run

0011.0000.0101 FALSE TRUE
0011.0000.0201 FALSE TRUE
FALSE TRUE Quit

[ Prompt Information] -

[ Platform Description] -

1.42 show ap-config summary deny-ap

Display a list of AP that tried to associate but were rejected by the AC.

show ap-config summary deny-ap

[ Parameter Description]

bind-ap-serial

FALSE

Bind

bind-ap-cert Bind

TRUE Quit
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[ Command Mode] Privileged mode

[ Default Level] 1

[ Usage Guide] The capacity of the list entries is consistent with the capacity of the number of online AP supported by the AC.

[ Configuration Example] 1: Display a list of AP that tried to associate but were rejected by the AC.

It contains AP name, AP IP address, AP MAC address, and reason for rejection information.

AC-FS#sh ap-config summary deny-ap

AP Name IP Address Mac Address Reason

AP1 192.168.10.10  1414.4b13.9ff3 By bind-ap-mac AP2

00d0.f822.33b0 By bind-ap-mac

[ Prompt Information] -

[ Platform Description] -

1.43 show ap-group aps

Display the list of AP connected to the specified AP group.

show ap-group aps ap-group-name

[ Parameter Description]

192.168.10.11

ap-group-name AP group name
[ Command Mode] Privileged Mode
[ Default Level] 1
[ Usage Guide] N/A
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[ Configuration Example] 1: Basic configuration information of this AC.

AC-FS(config)#show ap-group aps default

Ap Name Mac Addr Pid

rrm-ap 0011.1122.3333 AP220E

[ Prompt Information] -

[ Platform Description] -

1.44 show ap-group aps summary

Display the AP list of all AP groups.

show ap-group aps summary

[ Parameter Description] -

[Command Mode]  Privileged mode

[ Default Level] 1

[ Usage Guide] N/A

[ Configuration Example]  1: View the AP list of all AP groups.

AC-FS(config)#show ap-group aps summary

group ctx_name

Ap Name AP
AC DESCRIPTION
ap100 default 192.168.201.199-1

[ Prompt Information] -

[ Platform Description] -

AC199
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1.45 show ap-group cb

Display the basic configuration information of the specified AP group.

show ap-group cb ap-group-name

[ Parameter Description]

ap-group-name AP group name
[ Command Mode] Privileged mode

[ Default Level] 1

[ Usage Guide] N/A

[ Configuration Example] 1: Display the basic configuration information of the default AP group.
AC-FS(config)#show ap-group cb default
Ap Group info:

apg_name : default ap_fallback  :Enable hb_ctx_id 2

[ Prompt Information] -

[ Platform Description] -

1.46 show ap-group intf-wlan-map

Display the WLAN-VLAN mapping of the specified AP group.

show ap-group intf-wlan-map ap-group-name

[ Parameter Description]
ap-group-name AP group name
[ Command Mode] Privileged mode
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[ Default Level] 1

[Usage Guide] N/A

[ Configuration Example] 1: Display the WLAN-VLAN mapping of the AP group

AC-FS#show ap-group intf-wlan-map apg-1

WLANID  SSID VLAN-Id/VLAN-Group ID Radio ID AP
WLAN ID Enable

1 test-web-11 110 ALL

1 True

2 test-802.1x-11 111 ALL

2 True

3 test-iphone-11 112 ALL

3 True

4 test-guest-11 113 ALL

4 True

[ Prompt Information] -
[ Platform Description] -
1.47 show ap-group summary

Display the list of all AP groups configured by this AC.

show ap-group summary

[ Parameter Description]

[ Command Mode] Privileged mode
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[ Default Level] 1
[ Usage Guide] None

[ Configuration Example] 1: Display the list of all AP groups configured by this AC
AC-FS(config)#show ap-group summary Total Ap Group Num: 2
Ap Group Name

1. default 2. test-group

[ Prompt Information] -
[ Platform Description] -
1.48 show ap-mode

Show AP fat or fit mode.

show ap-mode

[ Parameter Description]

[Command Mode]  Privileged mode
[DefaultLevel]l 1
[ Usage Guide] None

[ Configuration Example] 1: Display AP's fat and fit mode.

AC-FS#show ap-mode

current mode: FIT

[ Prompt Information] -
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[ Platform Description] -
1.49 show license

This command is used to view the status of AP support after the license is installed on the AC.

show license

[ Parameter Description]

[ Command Mode] Privileged mode
[ Default Level] 1
[ Usage Guide] N/A

[ Configuration Example] 1: Display the license installation status on the AC.

AC-FS#show license

Serial Number — :  XXXXXXXXXXXXX

No. Activation Key AP Number

Total 272 access points are supported, old version 128, new version 16. AC-FS#

[ Prompt Information] There are two versions of License, one is that the string form is regarded as the old version of the license, the

other is that the file format is regarded as a new version of the license; Activation Key shows the details of the old version of the license,

the detailed information of the new version of the license is displayed in show license all-license.

[ Platform Description] -

1.50 show ap-group radios
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Display the AP radio statistics of all AP groups in this AC.

show ap-group radios

[ Parameter Description] -

[ Command Mode] Privileged mode
[ Default Level] 1
[ Usage Guide] None

[ Configuration Example] 1: Display the AP radio statistics of all AP groups in this AC.

AC-FS#show ap-group radios
Total Ap Group Num: 2

Total Aps radio Sum: 50

Note: The online radio number of AP is calculated according to the capacity value of AP. Eg:

[ Prompt Information] -

[ Platform Description] ~ Only AC supported

1.51 show wlan hot-backup

This command is used to view the instance list of the backup peer.

show wlan hot-backup [ peer-ip ] summary

[ Parameter Description]

ap130(L) is calculated as 2,

peer-ip Specify the IP address of the backup peer.
[ Command Mode] Privileged mode

[ Default Level] 1

[ Usage Guide]

Use this command on the central AC to view the number of licenses allocated by the central AC to the branch AC
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and the number of licenses of the backup branch AC.

[ Configuration Example]  1: View the instance list of all backup peers.

AC-FS#show wlan hot-backup summary

Context Name AC DESCRIPTION AP Num STA Num
192.168.201.76-11 AC-76 1 0
192.168.201.77-1 AC-77 2 1

2: View the instance list of the specified backup peer.

AC-FS#show wlan hot-backup 192.168.201.76 summary Context AC

DESCRIPTION AP Num STA Num

1 AC-76 1 2

3: Central AC View the list of instances of all backup peers.

AC-FS#show wlan hot-backup summary

Context Name AC DESCRIPTION AP Num STA Num Assigned Lic Backups Lic
192.168.201.76-11 AC-76 1 0 32

64

192.168.201.77-1 AC-77 2 1 16

32

192.168.201.78-1 AC-78 11 30 NA NA
192.168.201.81-100 AC-100 5 24 NA NA

4: The central AC view the instance list of the specified backup peer.
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AC-FS#show wlan hot-backup 192.168.201.76 summary

Context AC DESCRIPTION AP Num STA Num Assigned Lic Backups Lic

11 AC-76 1 2 32

[ Prompt Information] -

[ Platform Description] -

1.52 show wlan-config cb

This command is used to view the WLAN details on the AC.

show wlan-config cb

[ Parameter Description]

64

[Command Mode] Privileged mode

[ Default Level] 1

[ Usage Guide] None

[ Configuration Example]  1: View the WLAN configuration list on the AC.
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AC-FS(config)#show wlan-configcb 512 WLAN ID 512
SSID ssid-512

Profile <NULL>

Short Preamble Disable

Spectrum ManagementDisable

QoS Disable

Short Slot Time Disable

APSD Disable

Delayed Block ACK Disable

Immediate Block ACK Disable

MAC Mode Local

[ Prompt Information] -

1.53 show wlan-config summary

This command is used to view the WLAN configuration list on the AC.

show wlan-config summary

[ Parameter Description] -

[ Command Mode] Privileged mode

[Default Level] 1

[Usage Guide]  N/A

[ Configuration Example] 1:View the WLAN configuration list on the A
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AC-FS(config)#show wlan-config summary Total Wlan Num: 3

WIan id Profile Name SSID STANUM

1 pro-1 ssid-1 0
2 pro-2 ssid-2 0
4095 <NULL> ssid-4095 0

[ Prompt Information] -
[ Platform Description] -
1.54 ssid

Modify the SSID name through ssid in WLAN configuration mode.

ssid ssid-string

[ Parameter Description]

ssid-string ssid string with a maximum length of 32 characters.
[ Default Configuration] -
[ Command Mode] WLAN configuration mode

[ Default Level] 15

[ Usage Guide] If the WLAN has been deployed, this command will cause the user currently associated with the WLAN to go offline.

[ Configuration Example] 1: Modify the SSID name of the WLAN with ID 1 to AC-FS.

AC-FS(config)#wlan-config 1

[ Verification]  Use show wlan-config summary to view all wlan information.
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AC-FS(config)#show wlan-config summary Total

Wlan Num: 2

Wian id Profile Name SSID STANUM

1 pro-1 AC-FS 0
2 pro-2 ssid-2 0

[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] -
1.55 ssid-code

Modify the character set of SSID in WLAN by configuring the character set of SSID in WLAN.

ssid-code {gbk | utf-8}

[ Parameter Description]

gbk Use gbk coded character set.

utf-8 Use utf-8 coded character set.
[ Default Configuration] None, follow the uniform coded character set of the device.
[ Command Mode] WLAN configuration mode

[ Default Level] 15

[Usage Guide] 1: If the WLAN has been deployed, this command will cause the user currently associated with the WLAN to go offline.
2: Part of wireless stations may only support utf-8/gbk coded character set, and when the ssid name is Chinese, this part of the terminal

cannot be associated. In this case, you can modify the ssid name to utf-8/gbk through ssid-code to adapt to the wireless stations.
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[ Configuration Example] 1: Modify the SSID name of the WLAN with ID 1 to use utf-8 coded character set.

AC-FS(config)#wlan-config 1

AC-FS(config-wlan)#ssid-code utf-8
[ Verification] View the ssid-code of the WLAN configuration through the show running-config command.
[Prompt Information] -
[ Common Mistake] -
[ Platform Description] Only AC supported

1.56 statistics-timer

In the configuration mode, use statistics-timer to set the time interval for the specified AP or all APs in the specified AP group to upload
statistical information regularly.

statistics-timer timer-num

Restore to the default value.

no statistics-timer

[ Parameter Description]

timer-num The timer interval to be set, in seconds, value range: 1~65535.

[ Default Configuration] By default, the timer is 120s.
[ Command Mode] AP configuration mode or AP group configuration mode

[ Default Level] 15

[ Usage Guide] Set the statistics timer of the specified AP. This command can restore the default value of statistics timer through the

no prefix.
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[ Configuration Example] 1: Enter AP0001 configuration mode, and configure its statistics timer to 200s.

AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# statistics-timer 200

2: Enter AP0001 configuration mode, and configure its statistics timer to restore the default value of 120s.
AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# no statistics-timer

3: Enter the default AP group and configure its statistics timer to 200s.

AC-FS(config)# ap-group default

AC-FS(config-ap-group)# statistics-timer 200

4: Enter the default AP group, and configure its statistics timer to restore the default value of 120s.

AC-FS(config)# ap-group default

AC-FS(config-ap-group)# no statistics-timer

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -

1.57 switch2-fat

Use the switch2fat command to configure the specified AP to switch to fat AP mode. This command will cause

the specified AP to leave the AC.

switch2fat ap-name

[ Parameter Description]
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ap-name The name of the AP

[ Default Configuration] By default, all thin APs are controlled by the associated AC, and thin APs can be converted into fat APs, which

means they can have self-control ability.

[ Command Mode] AC configuration mode

[ DefaultLevel] 15

[Usage Guide] Configure the specified AP to switch to the fat AP mode. This command will cause the specified AP to leave the AC. In
fit mode, the default login password for user mode is AC-FS, and the default login password for privileged mode is apdebug.
In fat mode, the default login password for user mode is admin, and there is no default login password for privileged

mode.

[ Configuration Example] 1: Configure AP0002 to switch to fat mode.

AC-FS(config-ac)#switch2fatAP0002
[ Verification] -
[ Prompt Information] -
[Common Mistake] -
[ Platform Description] -
1.58 tertiary-base

Configure AP's third choice AC.

tertiary-base ac-name { ip-address } [ switch-back ]

Delete the third choice AC configuration of the AP.

no tertiary-base

[ Parameter Description]
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ac-name Delete the third choice AC configuration of the AP
ip-address The format is: A.B.C.D. The ip address of the AC.
switch-back The switchback function is configured, and the switchback is not by default.

[ Default Configuration] ~ N/A

[ Command Mode] AP configuration mode/all AP configuration mode

[ Default Level] 15

[Usage Guide] Configure the AP's redundant AC through the above command. primary-base is the preferred AC, secondary-base is the
second option AC, tertiary-base is the third choice AC, backup-controller-primary is the fourth choice AC, backup-controller-secondary is
the fifth choice AC, backup-controller-tertiary is the sixth choice AC.
The above command supports both ap-config ap-name and ap-config all configuration modes, according to ap-config, ap-name takes

effect higher than ap-config all.

[ Configuration Example] Set the third choice AC of AP ap1 to ac3, and the IP address of ac3 to 192.168.3.1.

AC-FS#config terminal

AC-FS(config)#ap-config ap1

AC-FS(config-ap)#tertiary-base ac3

192.168.3.1

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -

1.59 wlan-config
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In the configuration mode, create a WLAN through wlan-config and enter the WLAN configuration mode.

wlan-config wlan-id [ profile-string ] [ ssid-string ]

Delete WLAN.

no wlan-config wlan-id

[ Parameter Description]

wlan-id The ID of the WLAN to be created, the value range is 1~4094.
profile-string Descriptor of the WLAN, can be omitted, the maximum length is 32 characters.
ssid-string The ssid string corresponding to the WLAN, the maximum length is 32 characters.

[ Default Configuration] ~ N/A

[ Command Mode] Global configuration mode

[ Default Level] 15

[ Usage Guide] Create a WLAN, such as the command description, must specify ssid-string, profile-string can be omitted; After

creating a WLAN, CLI will automatically enter the configuration mode of the WLAN;

Enter the configuration mode of a WLAN, you only need to specify the existing WLAN ID. You can enter the configuration mode

corresponding to the WLAN.

One SSID can correspond to multiple WLAN, but one WLAN cannot be associated with multiple SSID at the same time.

[ Configuration Example] 1: Create a WLAN with ID 2048, and the ssid of the WLAN is ssid-test.

AC-FS(config)# wlan-config 2048 profile-test ssid-test

AC-FS(config-wlan)# exit

2: Enter the created WLAN configuration mode with ID 2048.

AC-FS(config)# wlan-config 2048

AC-FS(config-wlan)# exit

[ Verification] -
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[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -
1.60 wtp-limit

Configure the maximum number of AP supported on the AP through wtp-limit.

wtp-limit wtp-num

Restore Defaults.

no wtp-limit

[ Parameter Description]

wtp-num The maximum number of AP that AC can connect to.
[ Default Configuration] By default, this value is equal to the number of APs supported by each AC model.
[ Command Mode] AC configuration mode

[ Default Level] 15

[ Usage Guide] Configure the maximum number of AP supported on the AC. The number cannot exceed the maximum value

supported by the AC, nor can it exceed the maximum value allowed by the license.

& Different types of AP occupy different weights (For example, WALL-AP, two APs occupy one AP number), AC will calculate the actual

number of weighted AP based on the weight coefficient when accessing the AP. This command and license control the number of

weighted APs instead of the actual number of AP.

[ Configuration Example]  1: The user configures the AC to connect up to 100 AP.

AC-FS(config-ac)# wtp-limit 100

2: The user configures the maximum number of AP that can be connected to the AC as the default value.
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AC-FS(config-ac)# no wtp-limit

[ Verification] View the maximum number of APs that can be connected to the configured AC through the show ac-config command.

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -
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2 STAMG
21 ap

Configure AP information in the domain in the associated control domain configuration mode.
ap WORD
The user can use the no option of this command to delete the specified AP from the associated control domain.

noap[WORD]

[ Parameter Description]

WORD AP name. Length [1-64].

[ Default Configuration] ~ There is no AP information in the associated control domain.

[ Command Mode] Associated control domain configuration mode.

[ Default Level] 15

[ Usage Guide ] Up to 5 AP information can be configured in one associated control domain, if it exceeds, the system will give a
corresponding error prompt. In addition, when configuring AP information for the associated control domain, the AP is not required to be

online.

[ Configuration Example] 1: Configure an AP with a MAC address of 00d0.f800.1001 for the associated control domain named "first

class".

AC-FS(config)#control-zone first class

AC-FS(config- cznoe)# ap 00d0.f800.1001

[Verification] -
[ Prompt Information] -

[ Common Mistake] -
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[ Platform Description] ~ AC

2.2 assoc-control

Enable association control function.

assoc-control

The user can use the no option of this command to turn off the associated control function.

no assoc-control

[ Parameter Description] -

[ Default Configuration] ~ The default association control function is turned off

[ Command Model Global configuration mode

[ Default Level] 15

[Usage Guide]  When the related control function is not enabled, the related commands of the related control are still configurable,

but the function does not work.

[ Configuration Example]  1: Turn on the link control function:

AC-FS(config)#assoc-control

2: Turn off the link control function:

AC-FS (config)#no assoc-control

[ Verification] -

[ Prompt Information] -

[ Common Mistake ] -

[ Platform Description] ~ AC

2.3 lient-kick
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Configure and delete the MAC address of the specified wireless user through the client-kick command.

client-kick sta-mac

[ Parameter Description]
sta-mac MAC address of wireless user.

[ Default Configuration] ~ N/A

[ Command Model AC configuration mode

[Default Level] 15

[Usage Guide]  None

[ Configuration Example] 1: Delete the wireless user whose MAC address is aaaa.bbbb.cccc.
AC-FS(config)# ac-controller

AC-FS(config-ac)# client-kick aaaaa.bbbbb.ccccc

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC

[Usage Guide]l N/A

[ Configuration Example] 1: Delete the wireless user whose MAC address is aaaa.bbbb.cccc.

AC-FS(config)# ac-controller

AC-FS(config-ac)# client-kick aaaaa.bbbbb.ccccc
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[Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC
2.4 control-zone

Create an associated control domain and enter the associated control domain configuration mode.

control-zone czone-name

The user can use the no option of this command to delete the specified associated control domain configuration.

no control-zone czone-name

[ Parameter Description]

czone-name Associated control domain name, length [1,64].

[ Default Configuration] ~ No associated control domain configuration.
[ Command Mode] Global configuration mode

[Default Level] 15

[ Usage Guide] Up to 300 associated control domains can be configured on the AC, if the limit is exceeded, an error message will be

issued.

[ Configuration Example] 1: Configure an associated control domain named "class 1".

AC-FS(config)#control-zone class 1

AC-FS(config- czone)#

68



WIRELESS LAN CONTROLLER CONFIGURATION GUIDE 6 FS

2: Delete the associated control domain named "class 1".

Continue? [no] y

AC-FS(config)#

AC-FS(config)# no control-zone class 1

The opreration will clear the control zone configuration, which may cause corresponding STAs

[Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC
2,5 flow-balance-group add

Use the flow-balance-group add command to configure to add the specified AP to the specified load balancing group.

flow-balance-group add group-name ap-name

[ Parameter Description]

group-name Specify the name of the balance group, each traffic balance group supports a
maximum of 10 AP.

ap-name Name of AP to be added.

[ Default Configuration] ~ No AP in the load balancing group.
[CommandMode]l  AC configuration mode
[Default Level]l 15

[Usage Guide] N/A
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[ Configuration Example] 1: Add the two AP named ap1 and ap2 to the balance group test-group.
AC-FS(config)# ac-controller

AC-FS(config-ac)#  flow-balance-group  add  test-group  apl

AC-FS(config-ac)# flow-balance-group add test-group ap2

[Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC
2.6 flow-balance-group base

Use the flow-balance-group base command to configure the flow base value used for flow load balancing.

flow-balance-group base number

The restoration reference value is Default Configuration (10Mbps).

no flow-balance-group base

[ Parameter Description]

number The traffic reference value, the default is 10Mbps, and the range is 1-100.

[ Default Configuration] ~ The benchmark value is 10Mbps.
[Command Mode] AC configuration mode
[DefaultLevell 15

[Usage Guide] N/A

[ Configuration Example]  1: Configure the traffic base value for traffic load balancing to be 50Mbps.
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AC-FS(config)# ac-controller

AC-FS(config-ac)# flow-balance-group base 50

[Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC
2.7 flow-balance-group create

Use the flow-balance-group create command to configure and create a flow-based load balancing group.

flow-balance-group create group-name

Delete the traffic-based load balancing group.

no flow-balance-group create group-name

[ Parameter Description]

group-name The name of the load balancing group can be configured with up to 55 characters and

cannot contain spaces. Support up to creation 80 traffic balancing groups.

[ Default Configuration] No load balancing group created.

[ Command Mode] AC configuration mode

[DefaultLevell 15

[ Usage Guide] No operation is used to delete the specified balance group configuration.

[ Configuration Example] 1: Create a load balancing group named test-group.
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AC-FS(config)# ac-controller

AC-FS(config-ac)# flow-balance-group create test-group

2: Delete the load balancing group named test-group.

AC-FS(config)# ac-controller

AC-FS(config-ac)# no flow-balance-group create test-group

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC

2.8 flow-balance-group del

Use the flow-balance-group del command to configure to delete the specified AP from the specified load balancing group.

flow-balance-group del group-name ap-name

[ Parameter Description]

group-name The load balancing group to be operated.

ap-name The name of the AP to be removed from the balance group.

[ Default Configuration] ~ N/A

[ Command Mode] Global configuration mode

[ Default Level] 15

[ Verification] -
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[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] ~ AC

2.9 flow-balance-group enable

Configure the start threshold of the balance group through the flow-balance-group enable command. Only when the traffic of the
currently associated AP reaches the threshold, the traffic load balancing function is activated.

flow-balance-group enable group-name number

The load threshold of the restoration balance group is Default Configuration.

no flow-balance-group enable group-name number

[ Parameter Description]

group-name The name of the load balancing group to be operated.

The start threshold of the balance group, the unit is %, the default is 5%, the range is

number 0-500, where 0 means that the balance group does not enable the flow balance

function. The default percentage is 10Mbps.

[ Default Configuration]  Starting threshold 5%.
[Command Mode] AC configuration mode
[DefaultLevell 15

[Usage Guide] N/A

[ Configuration Example]  1: Configure the threshold of the balance group named test-group to 100kbps.

AC-FS(config)# ac-controller

AC-FS(config-ac)# flow-balance-group enable test-group 1
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[Verification] -

[ Prompt Information] -

[Common Mistake] -

[ Platform Description] ~ AC
2,10 flow-balance-group flow

Use the flow-balance-group flow command to configure the load threshold of the balance group.

flow-balance-group flow group-name number

The load threshold of the restoration balance group is Default Configuration.

no flow-balance-group flow group-name number

[ Parameter Description]

group-name The name of the load balancing group to be operated.
The start threshold of the balance group, the unit is %, the default is 5%, the range
number is 0-500, where 0 means that the balance group does not enable the flow balance

function. The default percentage is 10Mbps.

[ Default Configuration]  Flow threshold 5%.

[ Command Mode] AC configuration mode
[ Default Level] 15
[ Usage Guide] N/A

[ Configuration Example] 1: Configure the threshold of the balance group named test-group to be 100kbps.

AC-FS(config)# ac-controller

AC-FS(config-ac)# flow-balance-group flow test-group 1
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[ Verification] -
[ Prompt Information] -
[ Common Mistake] -

[ Platform Description] ~ AC

AC-FS(config)# ac-controller

AC-FS(config-ac)# flow-balance-group flow test-group 1

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC
2.11 flow-balance-group radio-flow
The flow-balance-group radio-flow command is used to configure the balance group to support load balancing
under local forwarding. The balance group will use the traffic regularly uploaded by the AP instead of the
real-time statistics on the AC for balance judgment.
flow-balance-group radio-flow group-name
Resume to use AC real-time statistics for load balancing judgment.

no flow-balance-group radio-flow group-name

[ Parameter Description]

group-name The name of the load balancing group to be operated.

[ Default Configuration]  Traffic counted by CAPWAP data channel on AC.
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[CommandMode] AC configuration mode
[ Default Level] 15

[ Usage Guide] None

[ Configuration Example] 1: Configure the balance group named test-group to switch to using the traffic sent

from the AP at regular intervals.
AC-FS(config)# ac-controller

AC-FS(config-ac)# flow-balance-group radio-flow test-group

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC

2.12 hide-SSID STA-reach-limit

Configure the smart hide SSID function through the hide-ssid sta-reach-limit command, When the AP reaches the maximum number of
users, the ssid on the radio with this function turned on on the AP will be hidden, when the number of users on a single radio reaches the
upper limit, the ssid on the radio will be hidden to prevent the new STA from trying to associate and failing to associate.

Restore the default configuration.
no hide-ssid sta-reach-limit [ radio { 2.4g | 59 } ]

[ Parameter Description]

Radio Specify the command to enable this function on a specific radio, and enable it on all
radios if not specified.

2.4G Enable this function on 2.4g radio.
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5G Enable this function on 5g radio.
[ Default Configuration] Hide SSID function is not enabled.
[ Command Mode] AC s AP configuration mode, fat AP is global configuration mode.

[ Default Level] 15

[ Usage Guide] After the Smart Hide SSID function is enabled, if the APs in an area reach the user limit, new users cannot scan the SSID in

this area.

[ Configuration Example] 1: AP-config all configuration, enable the smart hidden SSID function of 5g radios of all AP.

AC-FS(config)# ap-config all

AC-FS(config-ap)# hide-ssid sta-reach-limit radio 59

[Verification] -
[ Prompt Information] -

[ Common Mistake ] Need to be supported by AC/AP for the function to take effect. If it is supported on the AC, the command can be

configured, but if the AP version does not support it, the function will not take effect.
[ Platform Description] ~ AC, fat AP
2.13 inter-radio-balance flow-balance dual-band
Configure different frequencies for AP or AP group (2.4G and 5G) Inter-radio traffic load balancing start threshold and threshol.
inter-radio-balance flow-balance dual-band enable-load en-num threshold thrs-num.
Restore the traffic load balancing parameters among radios of different frequencies in the AP or AP group to the default values.

no inter-radio-balance flow-balance dual-band.

[ Parameter Description]
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Start thres starhold, that is, the current traffic on the associated radio exceeds this

en-num
value tot load balancing. The unit is 100Kbps, and the range of values is 1-1000.
Balance threshold, when the difference between the traffic on the currently

thrs-num associated radio and the radio with the lowest load exceeds this value, Reject STA to

associate with this radio. The unit is 100Kbps, and the value range is 1-1000.

[ Default Configuration] By default, the startup threshold is 10 (1Mbps), The equalization threshold is 10 (1Mbps).

[ Command Mode] AP configuration mode or AP group configuration mode.

[ Default Level] 15

[ Usage Guide] If the traffic load balance between the radios of the specified AP is enabled, The load of the radio that the STA intends
to associate with exceeds the start threshold, and the difference from the minimum load exceeds the threshold, STA will be refused
association, to guide to the radio with lower load. This configuration only takes effect when the radio with the lowest load.
and the radio associated with the intention are of different frequencies, if the frequency is the same, the configuration of

inter-radio-balance flow-balance same-band takes effect.

[ Configuration Example] 1: Configure AP0001 to start the threshold and threshold of traffic load balancing

between radios of different frequencies to 800Kbps.

AC-FS(config)# ap-config AP0001

2: Restore AP0001's inter-radio traffic load balancing configuration of different frequencies to the default value.

AC-FS(config)# ap-config AP0001

3: Configure the default AP group's inter-radio traffic load balancing threshold for different frequencies to be

300Kbps, and the threshold is 500Kbps.

AC-FS(config)# ap-group default

AC-FS(config-group)# inter-radio-balance flow-balance dual-band enable-load 3 threshold 5

4: Configure the start threshold and threshold of traffic load balancing between radios of different frequencies of

all APs to 3Mbps.
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AC-FS(config)# ap-config all

AC-FS(config-ap)# inter-radio-balance flow-balance dual-band enable-load 30 threshold 30

[ Verification] -

[ Prompt Information]

[ Common Mistake] -

[ Platform Description] AC

2.14  interradio-balance flow-balance enable

Enable inter-radio traffic load balancing of AP or AP group.

inter-radio-balance flow-balance enable

Disable the load balancing of traffic between radios of AP or AP group.

no inter-radio-balance flow-balance enable

[ Parameter Description] -

[ Default Configuration] By default, traffic load balancing between radios is disabled.

[ Command Mode] AP configuration mode or AP group configuration mode

[ Default Level] 15

[ Usage Guide] After enabe load balancing of traffic between radios of a specified AP, AC will try to ensure that the difference in user

traffic between radios of this AP does not exceed the threshold.

[ Configuration Example] 1: Enable AP0001 inter-radio traffic load balancing.
AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# inter-radio-balance flow-balance enable

2: Disable AP0001 inter-radio traffic load balancing.
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AC-FS(config)# ap-config AP0001

3: Enable load balancing of inter-radio traffic of APs in the default AP group.

AC-FS(config)# ap-group default

4: Enable all AP's inter-radio traffic load balancing.

AC-FS(config)# ap-config all

AC-FS(config-ap)# inter-radio-balance flow-balance enable

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] AC
2.15 Inter-Radio-Balance Flow-Balance Same-Band
Configure the start threshold and threshold value of traffic load balancing between the same frequency (2.4G or 5g) radios of AP or AP
group.

inter-radio-balance flow-balance same-band enable-load en-num threshold thrs-num

Restore the traffic load balancing parameters between the same frequency radios in the AP or AP group to the default value.

no inter-radio-balance flow-balance same-band

[ Parameter Description]

en-num Start threshold, that is, the current traffic on the associated radio exceeds this value to start load
balancing. The unit is 100kbps, and the value range is 1-1000.

thrs-num Balance threshold, that is, when the difference between the traffic on the currently associated radio and
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the radio with the lowest load exceeds this value, reject STA to associate with this radio. The unit is

100kbps, and the value range is 1-1000.

[ Default Configuration] By default, the startup threshold is 5 (500Kbps), the equalization threshold is 5 (500Kbps).

[ Command Mode] AP configuration mode or AP group configuration mode
[ Default Level] 15
[ Usage Guide] If the traffic load balancing between radios of the specified AP is enabled, the load of the radio that the STA intends

to associate with exceeds the start threshold, and the difference with the minimum load exceeds the threshold, the STA will be refused
association to guide to the radio with lower load. This configuration only takes effect when the lowest-load radio and the
intent-associated radio have the same frequency, If the frequency is different, the configuration of inter-radio-balance flow-balance

dual-band takes effect.

[ Configuration Example] 1: Configure AP0001's inter-radio traffic load balancing start threshold and threshold to 800kbps.
AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# inter-radio-balance flow-balance same-band enable-load 10 threshold 10

2: Restore AP0001's inter-radio traffic load balancing configuration of the same frequency to the default value.
AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# no inter-radio-balance flow-balance same-band

3: Configure the default AP group's inter-radio traffic load balancing threshold for the same frequency to be 300kbps, and the threshold is

500kbps.

AC-FS(config)# ap-group default

AC-FS(config-group)# inter-radio-balance flow-balance same-band enable-load 3 threshold 5

[ Platform Description] AC

2.16 inter-radio-balance flow-balance same-band

Configure the start threshold and threshold value of traffic load balancing between the same frequency (2.4G or 5g) radios of AP or AP

group.
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inter-radio-balance flow-balance same-band enable-load en-num threshold thrs-num

Restore the traffic load balancing parameters between the same frequency radios in the AP or AP group to the default value.

no inter-radio-balance flow-balance same-band

[ Parameter Description]

en-num Start threshold, that is, the current traffic on the associated radio exceeds this value to start load
balancing. The unit is 100kbps, and the value range is 1-1000.

thrs-num Balance threshold, that is, when the difference between the traffic on the currently associated radio and
the radio with the lowest load exceeds this value, reject STA to associate with this radio. The unit is

100kbps, and the value range is 1-1000.

[ Default Configuration] By default, the startup threshold is 5 (500Kbps), the equalization threshold is 5 (500Kbps).
[ Command Mode] AP configuration mode or AP group configuration mode
[ Default Level] 15

[Usage Guide] If the traffic load balancing between radios of the specified AP is enabled, the load of the radio that the STA intends to
associate with exceeds the start threshold, and the difference with the minimum load exceeds the threshold, the STA will be refused
association to guide to the radio with lower load. This configuration only takes effect when the lowest-load radio and the
intent-associated radio have the same frequency, If the frequency is different, the configuration of inter-radio-balance flow-balance

dual-band takes effect.

[ Configuration Example]  1: Configure AP0001's inter-radio traffic load balancing start threshold and threshold to 800kbps.
AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# inter-radio-balance flow-balance same-band enable-load 10 threshold 10

2: Restore AP0001's inter-radio traffic load balancing configuration of the same frequency to the default value.
AC-FS(config)# ap-config AP0001
AC-FS(config-ap)# no inter-radio-balance flow-balance same-band

3: Configure the default AP group's inter-radio traffic load balancing threshold for the same frequency to be 300kbps, and the threshold is

500kbps.
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AC-FS(config)# ap-group default

AC-FS(config-group)# inter-radio-balance num-balance enable

4: Restore AP0001's inter-radio quantity load balancing configuration of different frequencies to the default value.

AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# no inter-radio-balance num-balance dual-band

5: Configure the default load balancing threshold for the number of APs in the AP group between radios of different frequencies to 4, and

the threshold to 5.

AC-FS(config)# ap-group default

AC-FS(config-group)# inter-radio-balance num-balance dual-band enable-load 4 threshold 5

6: Configure the number of load balancing start thresholds and thresholds for all APs between radios of different frequencies to 5.

AC-FS(config)# ap-config all

AC-FS(config-ap)# inter-radio-balance num-balance dual-band enable-load 5 threshold 5

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] AC

2.17 inter-radio-balance num-balance enable

Enable load balancing of the number of radios in AP or AP group.

inter-radio-balance num-balance enable

Disable AP or AP group inter-radio quantity load balancing.

no inter-radio-balance num-balance enable

[ Parameter Description]
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[ Default Configuration] By default, the number load balancing between radios is disabled.
[ Command Model AP configuration mode or AP group configuration mode.

[Default Level] 15

[ Usage Guide] After enable the load balancing of the number of radios of a specified AP, the AC will try to ensure that the difference

in the number of users between the radios of the AP does not exceed the threshold.

[ Configuration Example]  1: Enable AP0001 inter-radio quantity load balance.
AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# inter-radio-balance num-balance enable

2: Disable AP0001 inter-radio quantity load balance.

AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# no inter-radio-balance num-balance enable

3: Enable load balance of the number of radios of AP in the default AP group.
AC-FS(config)# ap-group default

AC-FS(config-group)# inter-radio-balance num-balance enable

4: Enable load balancing of the number of radios of all AP.

AC-FS(config)# ap-config all

AC-FS(config-ap)# inter-radio-balance num-balance enable

[ Verification] -

[ Prompt Information] -
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[ Common Mistake] -
[ Platform Description] ~ AC
2.18 inter-radio-balance num-balance same-band

Configure AP or AP group's same frequency (the same 2.4G or 5G) radio quantity load balancing start threshold and threshold.

inter-radio-balance num-balance same-band enable-load en-num threshold thrs-num

Restore the load balancing parameters of the number of radios on the same frequency in the AP or AP group to the default value.

no inter-radio-balance num-balance same-band

[ Parameter Description]

en-num Start threshold, that is, the number of currently associated radios exceeds this value
to start load balancing. Value range is 1-20 users.

thrs-num Balance threshold, that is, when the difference between the number of currently
associated radios and the number of radios with the lowest load exceeds this

value,Reject STA to associate with this radio. Value range is 1-20.

[ Default Configuration] By default, the start threshold is 2 and the equalization threshold is 2.
[ Command Mode] AP configuration mode or AP group configuration mode.
[ Default Level] 15

[ Usage Guide] If the number of radios of the specified AP is load balancing enabled, The load of the radio that the STA intends to
associate with exceeds the start threshold, and the difference from the minimum load exceeds the threshold, the STA will be refused
association to guide to the radio with lower load. This configuration only takes effect when the lowest-load radio and the
intent-associated radio have the same frequency, If the frequency is different, the configuration of inter-radio-balance num-balance

dual-band takes effect.

[ Configuration Example]  1: Configure AP0001's number of same-frequency radios to load balancing start threshold and threshold to

3.
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AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# inter-radio-balance num-balance same-band enable-load 3 threshold 3

2: Restore AP0001's inter-radio number load balancing configuration of the same frequency to the default value.
AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# no inter-radio-balance num-balance same-band

3: Configure the default load balancing threshold for the number of APs within the same frequency radio in the AP group to 3, and the

threshold to 5.

AC-FS(config)# ap-group default

AC-FS(config-group)# inter-radio-balance num-balance same-band enable-load 3 threshold 5

4: Configure the load balancing start threshold and threshold of the number of radios on the same frequency of all APs to 5.
AC-FS(config)# ap-config all

AC-FS(config-ap)# inter-radio-balance num-balance same-band enable-load 5 threshold 5

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC

2,19 inter-radio-balance radio weight

Configure the load ratio between radios during load balancing between radios, configure the weights of the radios, and the weight ratio

is the load ratio.

inter-radio-balance radio radio-id weight weight-num

Restore the load weight of the radio to the default value.

no inter-radio-balance radio radio-id weight

[ Parameter Description]
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Radio-id Specify a radio for weight configuration.

Weight-num Weight value, value range 1-100, default 100.

[ Default Configuration] By default, the weight is 100, when load balancing between radios, balance according to the ratio 100: 100, 1:

1 balance.

[ Command Mode] AC s the AP configuration mode or AP group configuration mode, and the fat AP is the global configuration
mode.

[ Default Level] 15

[ Usage Guide] If you want radio 1 and radio 2 to be load balanced in a 1: 2 ratio, the weight of radio 1 can be configured as 50,

then the load ratio of radio 1 to radio 2 is 50: 100 (1: 2).

[ Configuration Example] 1: Configure the weight of radio 1 to 50, and load balance between radio 1 and radio 2 in a ratio of 1: 2.

AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# inter-radio-balance radio 1 weight 50

2: Restore the weight of radio 1 to the default value, and load balance between radio 1 and radio 2 at a ratio of 1: 1.

AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# no inter-radio-balance radio 1 weight

[ Verification] -

[ Prompt Information] -

[ Common Mistake ] -

[ Platform Description] ~ AC or fat AP

2,20 num-balance-group add
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Use the num-balance-group add command to configure to add the specified AP to the specified load balancing group.

num-balance-group add group-name ap-name

[ Parameter Description]

group-name Specify the name of the balance group, each balance group supports up to 10 AP.
ap-name The name of the AP to be added.

[ Default Configuration] No AP in the load balancing group.

[ Command Mode] AC configuration mode

[ Default Level] 15

[ Usage Guide] N/A

[ Configuration Example] 1: Add the AP named ap1 to the balance group test-group.

AC-FS(config)# ac-controller

AC-FS(config-ac)# num-balance-group add test-group ap1

[ Verification] -

[ Prompt Information] -

[ Common Mistake ] -

[ Platform Description] AC

2.21 num-balance-group create

Use the num-balance-group create command to configure and create a quantity-based load balancing group.

num-balance-group create group-name
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Delete the quantity-based load balancing group.

no num-balance-group create group-name

[ Parameter Description]

Group-name The name of the load balancing group, up to 55 characters can be configured, cannot

contain spaces. Support up to creation 80 quantity balance groups.

[ Default Configuration] No load balance group created
[ Command Mode] AC configuration mode

[ Default Level] 15

[Usage Guide] N/A

[ Configuration Example] 1: Create a load balancing group named test-group.

AC-FS(config)# ac-controller

AC-FS(config-ac)# num-balance-group create test-group

2: Delete the load balancing group named test-group.
AC-FS(config)# ac-controller

AC-FS(config-ac)# no num-balance-group create test-group

[ Verification] -

[ Prompt Information] -

[ Common Mistake ] -

[ Platform Description] ~ AC

2,22 num-balance-group del
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Use the num-balance-group del command to configure to delete the specified AP from the specified load balancing group.

num-balance-group del group-name ap-name

[ Parameter Description]

group-name The load balance group to be operated.

ap-name The name of the AP to be removed from the balance group.

[ Default Configuration] ~ N/A

[ Command Mode] AC configuration mode
[ Default Level] 15
[Usage Guide] N/A

[ Configuration Example] 1: Remove the AP named ap1 from the balance group test-group.

AC-FS(config)# ac-controller

AC-FS(config-ac)# num-balance-group del test-group ap1

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC

2,23 num-balance-group enable

Configure the start threshold of the balance group through the num-balance-group enable command. Only when the number of users

currently.

associated with the AP reaches the threshold, the quantity load balancing function is activated.
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num-balance-group enable group-name number

The load threshold of the restoration balance group is Default Configuration.

no num-balance-group enable group-name number

[ Parameter Description]

group-name The name of the load balancing group to be operated.
The start threshold of the equalization group, the default is 3, and the range is 0-10, where
number 0 means that the equalization group does not enable the quantity equalization function.
[ Default Configuration]  Start threshold is 3
[ Command Mode] AC configuration
[ DefaultLevel] 15

[Usage Guide]l N/A

[ Configuration Example] 1: Configure the threshold of the balance group named test-group to 1.

AC-FS(config)# ac-controller

AC-FS(config-ac)# num-balance-group enable test-group 1

[Verification] -

[ Prompt Information] -
[ Common Mistake] -

[ Platform Description] ~ AC

2.24 num-balance-group mode

Use the num-balance-group mode command to configure the load balance mode of the balancing group.
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num-balance-group mode group-name { radio-mode | ap-mode }

Use the no command to restore to Default Configuration.

no num-balance-group mode group-name

[ Parameter Description]

group-name The name of the load balancing group to be operated.
radio-mode Configure the balance group as radio-based load balance.
ap-mode Configure the balance group as ap-based load balance.

[ Default Configuration] ~ The default is load balance based on AP.

[Command Model  AC configuration mode

[Default Level] 15

[Usage Guide] N/A

[ Configuration Example] 1: Configure the load balancing mode of the balancing group named test-group as radio-based load

balance:

AC-FS(config)# ac-controller

AC-FS(config-ac)# num-balance-group mode test-group radio-mode

[ Verification] -

[ Prompt Information] -

[ Common Mistake ] -

[ Platform Description] AC

2.25 num-balance-group num
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Configure the load threshold of the balance group.

num-balance-group num group-name number

Restore the load threshold of the balance group to the default value.

no num-balance-group num group-name number

[ Parameter Description]

group-name The name of the load balancing group to be operated.

The threshold of the equalization group, the default is 3, the range is 0-20, where 0 means that

number the equalization group does not enable the quantity equalization function.
[ Default Configuration] Threshold is 3
[ Command Mode] AC configuration mode
[ Default Level] 15
[ Usage Guide] N/A

[ Configuration Example] 1: Configure the threshold of the balance group named test-group to 1.

AC-FS(config)# ac-controller

AC-FS(config-ac)# num-balance-group num test-group 1

[ Verification] -

[ Prompt Information] -

[ Common Mistake ]

[ Platform Description] AC

2,26 package
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Create a terminal package and enter the terminal package configuration mode.

package pkg-name

The user can use the no option of this command to delete the specified terminal package configuration.

no package [ pkg-name ]

[ Parameter Description]

pkg-name Terminal package name, length [1,32].

[ Default Configuration] ~ No terminal package configuration
[ Command Mode] Global configuration mode
[ Default Level] 15

[Usage Guide] A maximum of 300 terminal packages can be configured on the AC. If the upper limit is exceeded, an error message will

be issued.

[ Configuration Example] 1: Configure a terminal package named "AAA".
AC-FS(config)#package AAA

AC-FS(config-package)#

2: Delete the terminal package named "AAA".
AC-FS(config)# no package AAA

The opreration will clear package(s) configuration, which may cause corresponding STAs offline . Continue? [noly

[ Verification] -
[ Prompt Information] -
[ Common Mistake] -

[ Platform Description] ~ AC
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2.27 prevent-jitter

Configure the anti-shake time for offline WLAN users.

prevent-jitter {enable | time keep-time}

The user can use the no option of this command to cancel the anti-shake, or restore the default value of the anti-shake time.

no prevent-jitter {enable | time}

[ Parameter Description]

enable Turn on or off STA anti-shake of WLAN.
time Configure anti-shake time (default is 60s).
keep-time The number of seconds for STA anti-shake, the value range is 1-86400.

[ Default Configuration] ~ None

[ Command Mode] WLAN configuration mode

[ Default Level] 15

[ Usage Guide] After the user anti-shake function is enabled, the STA under the WLAN will remain online for a period of time after
disassociating, the default is 60s. During this period, if the user goes online again on the same WLAN of the AP, it's never offline;
If the user associates with the same WLAN of other APs, it is treated as roaming; if it is associated with other WLANS, it is treated as

switching WLAN.

Note: When the user is actively kicked offline from the device or authentication server, the anti-shake will not take effect and the STA will

immediately go offline.

[ Configuration Example] 1: Enable the anti-shake function for Wlan 1.

AC-FS(config)#wlan-config 1

AC-FS(config-wlan)#prevent-jitter enable

2: Configure the anti-shake time of Wlan 1 to 300s.
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AC-FS(config)#wlan-config 1

AC-FS(config-wlan)#prevent-jitter time 300

3: Cancel the anti-shake function of Wlan 1.

AC-FS(config)#wlan-config 1

AC-FS(config-wlan)#no prevent-jitter enable

[ Verification] -

[ Prompt Information] -

[Common Mistake] -

[ Platform Description] ~ AC

2.28 primary-STA

Configure the main STA in a STA package.

primary-sta mac-address

The user can use the no option of this command to delete the main STA configuration in the specified STA package.

no primary-sta

[ Parameter Description]

mac-address The MAC address of the main STA, in the format H.H.H.

[ Default Configuration] ~ N/A

[ Command Mode] Station package configuration mode

[ Default Level] 15
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[ Usage Guide] Only one main STA is allowed to be configured in a station package, therefore, when using this command to configure

the main STA in the station package, if the main STA in the terminal package already exists, it will be directly overwritten.

[ Configuration Example] 1: Configure the main STA with the MAC address 00d0.f800.0001 for the station package "AAA".

AC-FS(config)#package AAA

AC-FS(config- package)#primary-sta 00d0.f800.0001
[ Verification] -
[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] ~ AC
2.29 secondary-STA

Configure the slave STA in a station package.

secondary-sta mac-address

The user can delete the slave STA configuration in the specified station package with the no option of this command.

no secondary-sta [ mac-address ]

[ Parameter Description]

mac-address The MAC address of the slave STA, the format is like H.H.H
[ Default Configuration] N/A
[ Command Mode] Station package configuration mode

[ Default Level] 15

[ Usage Guide] A station package allows up to 100 slave STA to be configured. When using this command to configure the secondary

STA, if the specified secondary STA already exists, an error message will be displayed; If the total number of slave STA in the station
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package has reached 100, a corresponding error prompt will be given.

[ Configuration Example]  1: Configure the MAC address of STA from 00d0.f800.0002 in the station package "cart 1".

AC-FS(config)#package cart 1

AC-FS(config- package)#secondary-sta 00d0.f800.0002

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] AC
230 show ac-config client

Display the information of all connected STA on this AC.

show ac-config client [ by-ap-name | 802.11a | 802.11b | 802.11n | 802.11g | 802.11ac | other]

[ Parameter Description]

by-ap-name Sort by AP's name.

802.11a Display 802.11a user information.
802.11b Display 802.11b user information.
802.11n Display 802.11n user information.
802.119g Display 802.11g user information.
802.11ac Display 802.11ac user information.
other Display unknown user information.

[Command Mode] Privileged Mode

[ Default Level] 1
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[Usage Guide] N/A

[ Configuration Example] 1: Display the information of all connected STA on this AC.

AC#show ac-config client

=========show sta status =========AP: ap name/radio id

Status: Speed/Power Save/Work Mode/Roaming State, E = enable power save, D = disable power save
Total StaNum: 1

STA MAC IP Address AP WIan Vlan Status Asso Auth Link Auth Up time

78e4.00d3.1183 192.168.248.2 te/1 T T 65.0M/D/bn

Open Open 0:00:08: 10

[ Prompt Information] -
[ Platform Description] ~ AC
231 show ac-config client detail

Display the detailed information of the specified wireless user.

show ac-config client detail mac-address

[ Parameter Description]

mac-address MAC address of wireless user.

[ Command Mode] Privileged Mode
[ Default Level] 1
[Usage Guide]l N/A

[ Configuration Example] 1: Display the information of all connected STA on this AC.
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ACi#show ac-config client
========= show sta status =========AP: ap name/radio id

Status: Speed/Power Save/Work Mode/Roaming State, E = enable power save, D = disable power save
Total StaNum: 1

STA MAC IP Address AP Wlan Vlan Status Asso Auth Link Auth Up time

78e4.00d3.1183 192.168.248.2 te/1 1 1 65.0M/D/bn

Open Open 0:00:08: 10

[ Prompt Information] -
[ Platform Description] ~ AC

2,32 show ac-config client hot-backup

Display backup information of wireless users.

show ac-config client hot-backup

[ Parameter Description]

[ Command Mode] Privileged Mode
[ Default Level] 1
[ Usage Guide] N/A

[ Configuration Example] 1: Display backup information of wireless users.
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AC# show ac-config client hot-backup

STA MAC IPV4 Address  Context Name Status AC DESCRIPTION

[ Prompt Information] -
[ Platform Description] AC
2.33 show ac-config client statistic

Shows the number of online/offline times and roaming times of wireless users in different time periods in the past.

show ac-config client statistic

[ Parameter Description]

[ Command Mode] Privileged Mode
[DefaultLevel]l 1
[ Usage Guide] N/A

[ Configuration Example] 1: Display statistics of specified wireless users.

ACH# #show ac-config client statistic
========= show sta statistic ========= STA online times in 5 second: 13
STA offline times in 5 second: 10 STA roaming times in 5 second: 2
STA online times in 1 minute: 30 STA offline times in 1 minute: 25 STA roaming timesin 1 minute: 10
STA online timesin 1 hour: 200 STA offline times in 1 hour: 300 STA roaming times in 1 hour: 100

Maxinum rate of STA-online in 1 hour:  20/s

[ Prompt Information] -
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[ Platform Description] AC
2.34 show ac-config flow-balance summary

This command is used to view the detailed configuration information of a traffic-based load balance group.

show ac-config flow-balance summary
[ Parameter Description]

[ Command Mode] Privileged Mode
[DefaultLevel]l 1
[Usage Guide]  N/A

[ Configuration Example] 1: View detailed configuration information of a traffic-based load balance group:

AC-FS(config)#show ac-config flow-balance summary

Group Threshold AP NAME

test-group1 5*100kbps ap1,ap2,ap3 test-group2 6*200kbps ap4,ap5,ap6

[ Prompt Information] -
[ Platform Description] ~ AC
2.35 show ac-config num-balance summary

This command is used to view the detailed configuration information of a quantity-based load balancing group.

show ac-config num-balance summary

[ Parameter Description]

Parameter Description
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[ Command Mode] Privileged Mode

[Default Level] 1

[Usage Guide]l N/A

[ Configuration Example] 1:View detailed configuration information of a quantity-based load balancing group:

AC-FS(config)#show ac-config num-balance summary Group Threshold AP NAME

test-group1 1 apl,ap2,ap3

[ Prompt Information] -
[ Platform Description] ~ AC
2.36 show assoc-control

Display the current running status of the associated control.

show assoc-control

[ Parameter Description]

[ Command Mode] Privileged Mode
[Default Level]l 1
[Usage Guide] None

[ Configuration Example]  1: Display the current running status of the associated control.
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AC-FS# show assoc-control

Association control is enabled.

2: Display the current running status of the associated control.

AC-FS# show assoc-control

Association control is disabled.

[ Prompt Information] -
[ Platform Description] ~ AC
2.37 show control-zone

Display the configuration information of the associated control domain.

show control-zone [ summary | czone-name ]
[ Parameter Description]

summary Show summary information.

czone-name The name of the associated control domain to be viewed, length [1,64].

[ Command Mode] Privileged Mode
[Default Level]l 1

[Usage Guide]  Use the show control-zone summary command to view the configured associated control zone information, use show

control-zone or show control-zone czone-name to view related control zone information, view AP information in the control domain.

[ Configuration Example] 1: Display all associated control domain information.
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AC-FS# show control-zone summary control zone num: 4

Grade 1 Class 1

Grade 1 Class 2

Grade 1 Class 3

Grade 2 Class 1

2: Display all associated control domain information.

AC-FS# show control-zone summary

No control zone configuration.

3: Display detailed configuration information of all associated control domains.
AC-FS# show control-zone control zone num: 3 control-znoe AP
Grade 1 class 1 AP1(1)-1 00d0.f800.889f

AP1(1)-2 00d0.f800.7869

Grade 2 class 2 AP2(2)-1 00d0.f800.889f
Grade 2 class 3 AP2(3)-1 offline
Grade 3 class 3 n/a

4: Display detailed configuration information of all associated control domains.

AC-FS# show control-zone

No control zone configuration.

5: Display the detailed configuration information of the associated control domain named "grade 1 class 1".
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AC-FS# show control-zone grade 1 class 1

control-zone AP

Grade 1 Class 1 AP1(1)-1 00d0.f800.889f
AP1(1)-2 00d0.f800.7869

Grade 2 Class 2 AP2(2)-1 00d0.f800.889f

Grade 2 Class 3 AP2(3)-1 offline

Grade 2 Class 3 n/a

6: Display the detailed configuration information of the associated control domain named "grade 5 class 1".

AC-FS# show control-zone grade 5 class 1

No such control zone configuration.
[ Prompt Information] -
[ Platform Description] ~ AC
2,38 show package

Display terminal package configuration information.

show package [ pkg-name ]

[ Parameter Description]

pkg-name The name of the station package to be viewed, length [1,32].
[ Command Mode] Privileged Mode
[ Default Level] 1
[ Usage Guide] N/A
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[ Configuration Example] 1: Show all station package configurations.

AC-FS# show package total package num: 2

========= package_1 ========= primary STA:

secondary STAnum: 0

primary STA:  00d0.f809.0092 secondary STA num :

00d0.f809.0097
0 0d0.f809.0098

00d0.f809.0099

2: Show all station package configurations.

AC-FS# show package

No package configuration.

[ Prompt Information] -

[ Platform Description] ~ AC

2.39 show STA-blacklist

Show STA blacklist.

show sta-blacklist

[ Parameter Description]

none

4 00d0.f809.0096

[Command Mode]  Privileged Mode

[ Default Level] 1

[ Usage Guide] N/A

[ Configuration Example]  1: STAs in the current STA blacklist.

107



hJ
WIRELESS LAN CONTROLLER CONFIGURATION GUIDE 6 FS

AC-FS#show sta-blacklist

Num STA MAC Add time

1 0080.1111.1111 2013-07-02 13: 56: 22
2 0090.2222.3333 2013-07-02 13: 56: 35
3 0070.1111.2233 2013-07-02 13: 57: 08

[ Prompt Information] -

[ Platform Description] ~ AC

2.40 STA-balance num-limit enable

Configure to enable STA to automatically stop the load balance function after multiple association failures.

sta-balance num-limit enable

The load balancing function can be automatically stopped by using the no prefix of this command.

no sta-balance num-limit enable

[ Parameter Description] -

[ Default Configuration] By default, this function is turned off

[Command Mode]l  AC configuration mode

[ Default Level]l 15

[ Usage Guide] In the default mode, the STA will always try to connect to the AP obtained from the load balancing result. With the

sta-balance function enabled, STA can try to connect to the same AP at most 5 times under load balancing. If all connections fail for 5

times, then the next connection to the STA will not be restricted by load balance.

[ Configuration Example] 1:Enable sta-balance function.
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AC-FS(config)# ac-controller

AC-FS(config-ap)# sta-balance num-limit enable

[Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC
2.41 STA-blacklist

sta-blacklist command can be used to configure the STA blacklist function on and off, at the same time, the aging time of the STA in the
blacklist can be configured, In addition, detect-time and fail-limit can be configured to define whether STA is the source of the attack.
sta-blacklist { enable | lifetime | detect-time | fail-limit } [ seconds | number ]

sta-blacklist command can be used to configure the disable of the STA blacklist function through the no parameter, at the same time, the

aging time of the STA in the blacklist can be configured.

In addition, detect-time and fail-limit can be configured to define whether STA is the source of the attack.

no sta-blacklist { enable | lifetime | detect-time | fail-limit } [ seconds | number ]

[ Parameter Description]

enable Enable STA blacklist function.
lifetime Indicates the aging time of the STA in the blacklist.
Represents detection time, and the STA is listed as the suspect attack end at the first

failure, if at detection blacklist sta lists the maximum number of STA association

detect-time
failures (i. e. fail-limit);
fail-limit Show the upper number of STA association failures in the detect-time time.
For time, lifetime | detect-time option parameters, in seconds, for lifetime when
seconds takenValues range 60-1200, indicating the value range 5-60 for detect-time.
Indicates the number of STA launch failures, the fail-limit option parameter, with a
number

configuration range of 1-100.
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[ Default Configuration]  The blacklist function is turned off by default, the lifetime default is 300 seconds, the detect-time default is

60 seconds, and the number default value is 5.

[ Command Mode] AC configuration mode
[ Default Level] 15
[ Usage Guide] N/A

[ Configuration Example] 1: Open the STA blacklist function.

AC-FS(config)# ac-controller

AC-FS(config-ac)# sta-blacklist enable

2: Turn off the STA blacklist function.

AC-FS(config)# ac-controller

AC-FS(config-ac)# no sta-blacklist enable

3: Configure the blacklist aging time.

AC-FS(config)# ac-controller

AC-FS(config-ac)# sta-blacklist lifetime 60

4: Configure the detection time.

AC-FS(config)# ac-controller

AC-FS(config-ac)# sta-blacklist detect-time 10

5: Configure association failed upper limit.

AC-FS(config)# ac-controller

AC-FS(config-ac)# sta-blacklist fail-limit 20

[ Verification] -
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[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] AC
2.42 STA-idle-timeout

User can set the aging time for the wireless users in the specified AP or AP group through the sta-idle-timeout.

sta-idle-timeout timer-num

The client timeout timer attribute can be restored to the default value with the no prefix of the command.

no sta-idle-timeout

[ Parameter Description]

timer-num To set the aging time value, in seconds, take the value range: 60 to 86400
Description: The vale steps in 15 seconds, and the configuration value moves automatically if

not 15 integer times.

[ Default Configuration] By default, the timer is 300s.
[ Command Mode] AP configuration mode or AP group configuration mode
[ Default Level] 15

[Usage Guide] If no information is received from the wireless user within the set time, the wireless user will be considered to leave the

WLAN network and the system removes it from the network.

[ Configuration Example]  1: Enter the configuration mode of AP0001 and its client timeout timer time is 600s.

AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# sta-idle-timeout 600

2: Enter the configuration mode of the AP0001 and configure its client timeout timer time back to the default value of 300s.
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AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# no sta-idle-timeout-timer

3: Enter the default AP group and configure its client timeout timer time to 600s.

AC-FS(config)# ap-group default

AC-FS(config-group)# sta-idle-timeout 600

4: Enter the default AP group, and configure its client timeout timer time to recover to the default value of 300s.

AC-FS(config)# ap-group default

AC-FS(config-group)# no sta-idle-timeout-timer

[Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] AC
2.43 STA-limit
The maximum number of connected wireless users can be configured by sta-limit, globally in AC configuration mode, or in AP group and
AP configuration mode, or the maximum number of WLAN connected wireless users in WLAN configuration mode.

sta-limit client-num

The default values can be recovered in the no form.

no sta-limit

[ Parameter Description]
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Maximum number of connected wireless users.
AC Configuration mode: the maximum is 32 times the number of AP supported by AC (limited
by license).

client-num AP Group configuration mode: the maximum value is 1536.
AP configuration mode: the maximum value of the offline AP or ap-config all is 1536, and the
online AP maximum is determined based on the model of the AP.
The WLAN configuration mode: the maximum value is the same as in the AC configuration

mode.

[ Default Configuration] ~ AC Configuration mode: The default is 32 times the number of AP supported by AC (limited by license) In AP
group configuration mode: the default is 64. AP configuration mode: the default value of offline AP or ap-config all is 64, and the default

value of online AP is determined in WLAN configuration mode according to the model of AP: the default is not limited.

[Command Model AC configuration mode, AP group configuration mode, AP configuration mode, WLAN configuration mode

[ Default Level] 15

[Usage Guide] Configure how many clients the device can provide services at most. The value should not exceed the maximum
supported by the AC and the maximum value of the license limit. Different AC products support different maximum number of wireless
users.

For the configuration of ap-config all, ap-group and offline AP, the allowed user's configuration range is 1~512. If the user-configured
value exceeds the AP

The actual number of STAs that can be supported. When the AP goes online, it will be automatically adjusted to the actual maximum
number of STAs that can be supported. For online AP configuration, the maximum value configurable by this command is the maximum

value actually supported by the AP.

[ Configuration Example] 1: Configure the AC to serve up to 2400 clients.

AC-FS(config-ac)# sta-limit 2400

2: Configure the maximum number of wireless users allowed to join by all APs in the AP group (Default) to 20.

AC-FS(config)# ap—group default
AC-FS (config—group)# sta—limit 20

[ Verification] -
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[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] ~ AC
2.44 STA-limit per-ap
With the sta-limit per-ap, you can configure the maximum number of connected wireless users per AP under the WLAN.
sta-limit per-ap client-num
The default values can be recovered in the no form.

no sta-limit per-ap

[ Parameter Description]

client-num Maximum number of connected wireless users. Value range: 1-1536.

[ Default Configuration] There are no restrictions imposed by default.
[Command Mode]l WLAN configuration mode
[ Default Level] 15

[Usage Guide] Configure the number of supported users per AP under that WLAN. If the configuration value exceeds the maximum

limit of AP, the maximum limit prevail.

[ Configuration Example] 1: Only 10 user associations are allowed under WLAN 1 for each AP.

AC-FS(config)# wlan-config 1

AC-FS(config-wlan)# sta-limit per-ap 10

[ Verification] -

[ Prompt Information] -
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[ Common Mistake]

[ Platform Description] AC
2.45 STA-limit radio

The maximum number of connected wireless users can be configured with the sta-limit, and the maximum number of radio accessible
wireless users on an AP can be specified in the AP group and AP configuration mode.

sta-limit client-num radio radio-id

The default values can be recovered in the no form.

no sta-limit radio radio-id

[ Parameter Description]

client-num Maximum number of connected wireless users, value range: 1-156 (or AP capacity).

radio-id radio logo.

[ Default Configuration] ~ There are no limitations to default.
[Command Model AP group configuration mode, AP configuration mode
[DefaultLevel]l 15

[Usage Guide]  The user number limit in the sta-limit radio command has no dependence on the user number limit in the sta-limit.
That is, the user number limit in sta-limit radio can be greater than the user number limit configured in sta-limit.
For ap-config all, ap-group, and offline AP configurations, you allow users' configurations to range from 1 to 156. If the user configured
value exceeds AP. The number of STA that can actually be supported by the radio is automatically adjusted to the maximum STA actually
supported when the AP is online. For the configuration of an online AP, the maximum value configurable by the command is the

maximum actually supported by the radio on the AP.

[ Configuration Example] 1: The maximum number of wireless users allowed on the radio 1 with a configured AP is 20.
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AC-FS(config)# ap-config ap1

AC-FS(config-ap)# sta-limit 20 radio 1

[Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC
2.46 STA-logging rate-limit
The sta-logging rate-limit can configure the maximum syslog output per second, and this syslog includes the STA offline as well as the
syslog for the STA information changes.

sta-logging rate-limit limit-num

The default number of syslog output bars per second can be recovered in the no form.

no sta-logging rate-limit

[ Parameter Description]

limit-num For the syslog of STA, the maximum number of output per second. Range of values: 0-10,000.
[ Default Configuration] The default output is up to 5 pieces per second.
[ Command Mode] AC configuration mode

[ Default Levell 15

[Usage Guide]  N/A

[ Configuration Example]  1: The maximum number of bars per second for the configuration to output the syslog is 100.
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AC-FS(config)# ac-controller
AC-FS(config-ac)# sta-logging rate-limit 100
[Verification] -
[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] ~ AC
2.47 STA-logging mac-fmt-line

Through sta-logging mac-fmt-line, you can configure the syslog format output when sta gets an IP online.

sta-logging mac-fmt-line

The default syslog format can be restored via the no form.

no sta-logging mac-fmt-line

[ Parameter Description]

[ Default Configuration] ~ None

[ Command Mode] AC configuration mode
[ Default Level] 15
[ Usage Guide] The default sta goes online to get the IP when the output syslog format is: User Online, MAC Address

0001.2fe1.5022, AP Name name, base radio MAC: 0074.9c5b.288a, IP address 192.168.1.1, SSID; AC-FS the syslog format after the

configuration command is:  CLIENT_ONLINE: UserlP=192.168.1.1, UserMAC=00-01-2F-E1-50-22, APMAC=00-74-9C-5B-28-85.

[ Configuration Example] 1: Configure the syslog format to output when the sta goes online to get the IP.
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AC-FS(config) # ac—controller

AC-FS(config-ac)# sta-logeing mac—fmt-line

[ Verification] -
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3 STAMG Station Access Control List

3.1 blacklist mac

Add terminal to the complete machine / AP / SSID blacklist, and the mnemonic is used to identify the terminal for easy user access.

blacklist mac sta-mac [in-ap ap-mac | in-ssid ssid-string] [mnemonic string]

The user can delete the terminal with the no option of the command.

no blacklist mac sta-mac [in-ap ap-mac | in-ssid ssid-string]

[ Parameter Description]

sta-mac The MAC address of wireless user, MAC address without parameters is the configuration
machine blacklist.
in-ap ap-mac After configAP-based blacklist, the terminal cannot be associated with this AP, only this

parameter on AC.

in-ssid ssid-string After configuring an SSID-based blacklist, the terminal cannot be associated with this SSID.
string Mnemonic, show command viewing is displayed for easy user access.

[ Default Configuration] By default, no station is on the blacklist.

[ Command Mode] Station control list configuration mode

[ Default Level] 15

[ Usage Guide] The station is not allowed to access after the blacklist is configured. MAC black and white list is mutually exclusive,

the STA MAC joining the white list can not join the blacklist if the station online will kick offline.

[ Configuration Example] 1: Add the station to the whole machine blacklist:

AC-FS(black-white-list)#blacklist mac 0025.9cb3.fd2c mnemonic test

2: Remove the station from the complete machine blacklist:

AC-FS(black-white-list)#no blacklist mac 0025.9cb3.fd2c

[ Verification] show black-white-list blacklist [in-ap ap-mac | in-ssid ssid-string] confirm the station added to the blacklist.
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[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC,Fat AP

3.2 black-white-llist

Enter the station access control list setting mode.

black-white-list

[ Parameter Description]

[ Default Configuration] ~ N/A

[ Command Mode] Global configuration mode

[ Default Level] 15

[Usage Guide] -

[ Configuration Example] Enter the station access control list setting mode:

AC-FS(config)# black-white-list

AC-FS(black-white-list)#

[ Verification] -

[ Prompt Information] -

[Common Mistake] -
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[ Platform Description] ~ AC, Fat AP
3.3 export

Export the terminal control list configuration to a file.

Export

[ Parameter Description]

[ Default Configuration] ~ N/A

[ Command Mode] Station control list configuration mode

[ Default Level] 15

[Usage Guide] Export the current configuration to the black-white-list.csv, and the path is / data /.

[ Configuration Example] Export the configuration to the black-white-list.csv:

AC-FS(black-white-list)#export
[ Verification] The exported file is found by dir; the more command views the file contents.
[ Prompt Information] Export the number of successful table items.
[ Common Mistake ] The Flash space may not be enough to save the exported profile to print the prompt.
[ Platform Description] ~ AC, Fat AP
3.4 import

Import stationl control list configuration from a file.

import filename {replace | append}
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[ Parameter Description]

filename The file name to import can contain a path, and the default path is / data /.
replace Override the current configuration with an import configuration.
append Mides the import configuration with the current configuration.

[ Default Configuration] ~ N/A

[ Command Mode] Station control list configuration mode

[ Default Level] 15

[Usage Guide] Selecting replace overrides the current configuration with the import configuration

Choosing append merges the import configuration and the current configuration.

[ Configuration Example] 1. Import a configuration from the black-white-list.csv file that overrides the current configuration:

AC-FS(black-white-list)#import black-white-list replace

2. Import a configuration from the black-white-list.csv file to merge the import configuration with the current configuration:

AC-FS(black-white-list)#import black-white-list append

[ Verification] show black-white-list config can check the current configuration.

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC, Fat AP

3.5 reset blacklist

Empty the complete machine / AP / SSID blacklist.

reset blacklist [in-ap ap-mac | in-ssid ssid-string]

[ Parameter Description]
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Reset blacklist without parameters is to clear the blacklist of the whole machine.

in-ap ap-mac Empty the AP-based blacklist, only this parameter on AC.
in-ssid ssid-string Clear SSID-based blacklist.

[ Default Configuration] N/A

[ Command Mode] Station control list configuration mode

[ Default Level] 15

[Usage Guide] -

[ Configuration Example] Empty the whole machine blacklist:

AC-FS(black-white-list)#reset blacklist
[ Verification] show black-white-list black [in-ap ap-mac | in-ssid ssid-string] can check the terminals added to the blacklist.
[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] ~ AC, Fat AP
3.6 reset whitelist

Empty the complete machine / AP / SSID whitelist

reset whitelist [vendor] [in-ap ap-mac | in-ssid ssid-string]

[ Parameter Description]

- Reset whitelist without parameters is to clear the whitelist of the whole machine.

vendor The OUI whitelist keyword, representing the operation of the OUI whitelist.
in-ap ap-mac Empty the AP-based whitelist with this parameter on AC.
in-ssid ssid-string Clearance whitelist based on SSID.
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[ Default Configuration]

N/A

[ Command Model Station control list configuration mode

[Default Level] 15

[Usage Guide] -

[ Configuration Example]

Empty the complete machine white list:

AC-FS(black-white-list)#reset whitelist

[ Verification]  show black-white-list white [vendor] [in-ap ap-mac | in-ssid ssid-string] can check the terminals added to the whitelist.

[ Prompt Information]

[ Common Mistake ]

[ Platform Description]

3.7 show black-white-list

AC, Fat AP

View the status and configuration of the access control black and white list, etc.

show black-white-list {summary | config | conflict | sta-mac sta-mac | blacklist [in-ap ap-mac | in-ssid

ssid-string] | whitelist [vendor] [in-ap ap-mac | in-ssid ssid-string]}

[ Parameter Description]

summary

config

conflict

sta-mac sta-mac
blacklist

blacklist in-ap ap-mac

blacklist in-ssid ssid-string

Displays the basic information of the stationl control list, such as the enabling
status and the number of table items.

Displays the complete configuration of the station control list.

Displays the station both in the black and white list.

Displays the configuration location of a specific station.

Displays the complete machine blacklist list items and mnemonic characters.
Displays AP Blacklist table items and mnemonic, only on AC.

Displays is based on SSID Blacklist table items and mnemonics.
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whitelist Displays the complete machine whitelist items and mnemonics.
summary Displays the basic information of the stationl control list, such as the enabling

status and the number of table items.

config Displays the complete configuration of the station control list.

conflict Displays the station both in the black and white list.

sta-mac sta-mac Displays the configuration location of a specific station.

blacklist Displays the complete machine blacklist list items and mnemonic characters.
[ Default Configuration] -

[ Command Mode] Privilege mode

[ Default Level] 15

[ Usage Guide] -

[ Configuration Example] View the complete configuration of the station control list:

AC-FS(black-white-list)#show black-white-list config

[ Verification] -

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] AP, Fat AP

3.8 whitelist mac

Add the terminal to the whitelist of the whole machine/AP/SSID, the mnemonic is used to identify the identity of the station, which is

convenient for users to check.

whitelist mac sta-mac [in-ap ap-mac | in-ssid ssid-string] [mnemonic string]

The user can delete the terminal with the no option of the command.

no whitelist mac sta-mac [in-ap ap-mac | in-ssid ssid-string]

[ Parameter Description]
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sta-mac MAC address of wireless user with no parameters behind sta-mac.
in-ap ap-mac Configure an AP-based whitelist, which only on AC.

in-ssid ssid-string Configuration based on SSID.

string Mnemonic, show command viewing is displayed for easy user access.

[ Default Configuration] No terminal join the whitelist by default.

[ Command Mode] Terminal control list configuration mode

[ Default Level] 15

[ Usage Guide] Users joining the whitelist allow access,the MAC black and white lists are mutually exclusive, and the STA MAC on the

blacklist cannot be added to the whitelist.

[ Configuration Example] 1: Add the terminal to the whole machine white list:

AC-FS(black-white-list)#whitelist mac 0025.9cb3.fd2c mnemonic test

2: Remove the stationl from the complete machine whitelist:

AC-FS(black-white-list)#no whitelist mac 0025.9cb3.fd2c

[ Verification] show black-white-list whitelist [in-ap ap-mac | in-ssid ssid-string] can check the terminals added to the whitelist.

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] ~ AC, Fat AP

3.9 whitelist vendor mac

Add a terminal to the OUI white list of the complete machine / AP / SSID with the mnemonic used to identify the terminal for user access.

whitelist vendor mac sta-oui [in-ap ap-mac | in-ssid ssid-string] [mnemonic string]

The user can delete the terminal with the no option of the command.

no whitelist vendor mac sta-oui [in-ap ap-mac | in-ssid ssid-string]
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[ Parameter Description]

sta-oui The OUl address of the wireless user is in the format hhhh.hh with no parameters behind sta-oui.
in-ap ap-mac Configure an AP-based OUI whitelist, with this parameter only on the AC.

in-ssid ssid-string Configure the SSID-based OUI whitelist.

string Mnemonic, show command viewing is displayed for easy user access.
[ Default Configuration] By default no terminal join the OUI whitelist.
[ Command Mode]l Station control list configuration mode

[Default Level] 15

[ Usage Guide] The OUI whitelist matches the station OUl address, and the terminal of the OUI whitelist allows access; The blacklist

has a higher priority than the OUI whitelist and is not allowed to access when the station is in the black and white list at the same time.

[ Configuration Example]  1: Add the station to the complete machine OUI white list:

AC-FS(black-white-list)#whitelist vendor mac 0025.9c mnemonic test

2: Remove the station from the complete machine OUI whitelist:

AC-FS(black-white-list)#no whitelist vendor mac 0025.9¢

[ Verification] show black-white-list whitelist [vendor] [in-ap ap-mac | in-ssid ssid-string] can check the terminals added to the

whitelist.

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] AC, Fat AP
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4 CAPWAP

4.1 ac-domain-name

Configure the domain name for the AP Discovery AC.

ac-domain-name ac-domain-name

Restore the Default Configuration.

no ac-domain-name

[ Parameter Description]

ac-domain-name Configure the domain name of AP Discovery AC, configured up to 64 characters and cannot

contain spaces.

[ Default Configuration] By default, the ac.AC-FS.com.cn
[ Command Mode] AP configuration mode or AP group configuration mode
[ Default Level] 15

[Usage Guide] AP can discover AC through the DNS domain name. With this command, you can modify the domain name of AP

discovery AC, so that different AP can discover different AC through different domain domains.

[ Configuration Example] The domain name for the configuration AP Discovery AC is AC-FS-ac.

AC-FS(config-ap)# ac-domain-name AC-FS-ac
[ Verification] Use the show ap-config cb ap-name command to see if the configuration is successful.
[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] -

4.2 ac-domain-name
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Configure the domain name for the AP Discovery AC.

ac-domain-name ac-domain-name

Restore the Default Configuration.

ac-domain-name

[ Parameter Description]

ac-domain-name Configure the domain name of AP Discovery AC, configured up to 64

characters and cannot contain Spaces.

[ Default Configuration] By default,ac.AC-FS.com.cn
[ Command Model AP configuration mode or AP group configuration mode
[DefaultLevel]l 15

[ Usage Guide] AP can discover AC through the DNS domain name. With this command, you can modify the domain name of AP

discovery AC, so that different AP can discover different AC through different domain domains.

[ Configuration Example] 1: The domain name for the configuration AP Discovery AC is AC-FS-ac.

AC-FS(config-ap)# ac-domain-name AC-FS-ac
[ Verification] Use the show ap-config cb ap-name command to see if the configuration is successful.
[ Prompt Information] -
[Common Mistake] -
[ Platform Description] ~ Only the AC supports this command.
4.3 ac-ip-ipv4

Configure the AP to join the specified AC.

acip ipv4 ip-address [ ip-address...]
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Delete the specified AC configuration.

no acip ipv4

[ Parameter Description]

ip-address Static IP addresses, you can configure up to 6 static addresses.
[ Default Configuration] -
[ Command Mode]l The AP global configuration mode or the AP configuration mode of the AC.
[ Default Level] 15

[ Usage Guide] Thin AP is generally of zero configuration, and AC can be found through broadcast, multicast, DHCP, and DNS, AC
can also be added through a statically configured AC address. By configuring this command, the AP sends discovery request messages to

these IP addresses to probe the validity of the AC, and then select an AC to join.

[ Configuration Example] 1: The static address list to adding AC for thin AP is 192.168.1.1,192.168.2.1.

AC-FS(config)# acip ipv4 192.168.1.1 192.168.2.1

2: The static address list for configuring the AP0001 to join the ACis 192.168.1.1,192.168.2.1.

AC-FS(config)# ap-config AP0001

AC-FS(config-ap)# acip ipv4 192.168.1.1 192.168.2.1

[ Verification] Fit AP uses the show running-config command, and AC uses show ap-config running to see if the configuration is

successful.

[ Prompt Information] -

[ Common Mistake] -

[ Platform Description] -
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4.4 active-bin-file

Activate an AP software version on the AC, and only the activated AP software version can be used for upgrade.

active-bin-file filename [ rgos10]

Delete the relevant configuration.

no active-bin-file filename [ rgos101]

[ Parameter Description]

File name, which can contain the path prefix, and the path prefix includes flash: , tmp:, usb0:,

filename
sata0:, The path prefix is followed by the real file name, with a maximum length of 64 bytes.
Activate the intermediate version of rgos10 system to rgos11 system, only for the software
rgos10
version of AP.
[ Default Configuration] -
[ Command Model AC configuration mode
[ Default Level] 15
[Usage Guide] AC needs to activate the version file when upgrading the download AP. Due to the large difference between

rgos10 system and rgos11 system, rgos10 keywords is required to upgrade with the release rgos10 to rgos11.

Only the bin is loaded into memory when the AP needs to upgrade. This part is automatically uninstalled from memory when there is no
AP to upgrade.

The software version already exists in the AC system file before configuring the command.

ﬁg To delete the version file after activating the version file, you need to delete the configuration to remove the occupancy of the

version file, otherwise there will be an error when deleting the file.

ﬁ The direct overwrite version file cannot trigger the AP upgrade and requires reactivation of the version file.

[ Configuration Example] 1: Activate an AP software version file on the AC: ap.bin.

AC-FS(config-ac)# active-bin-file ap.bin
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2: Activate an AP software version file on the AC: ap.bin,the software version is in the usb0: File system.

AC-FS(config-ac)# active-bin-file usb0: ap.bin

3: Delete an AP software version file that is activated on the AC: ap.bin.

AC-FS(config-ac)# no active-bin-file ap.bin
[ Verification] Use the show ac-config active-file to view the activated software version.
[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] -
4.5 ap-image
Configure the AC upgrade to upgrade the AP of the specified series using the specified file. This command will work on all APs connected
to this AC.

ap-image { auto-upgrade | filename serial-name }

Unconfigure.

no ap-image { auto-upgrade | filename serial-name }

[ Parameter Description]

auto-upgrade Automatically match the AP model applicable to the software version to
upgrade.
filename Specifies the software version name, including the suffix. The file name is the

same as the file name specified by the active-bin-file command.

serial-name The AP model series that will be upgraded.

[ Default Configuration] -

[ Command Mode] AC configuration mode
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[ Default Level] 15

[Usage Guide] For AP version upgrade, you can use the adaptive upgrade option to automatically match the version and upgrade the
AP without configuring the corresponding relationship between the product model and software version of the AP. You can also use the
specified file to upgrade the specified series of APs. When two upgrade modes, automatic upgrade and upgrade of specified series exist
at the same time, the configuration method of the specified series will be preferred for upgrade. When configuring the AC to upgrade the
version of the specified AP product series, the three steps of creating the AP product series, configuring the software version
corresponding to the specified AP and activating the software version are indispensable.

Adaptive upgrade cannot use the transition version from FSos10 to FSos11 to upgrade the AP of the rgos10 system.

[ Configuration Example]1 1: Configure the product series named test-serial to upgrade using the ap.bin file.
AC-FS(config-ac)# active-bin—file ap.bin
AC-FS (config—ac)# ap—serial test-serial AP220-E hw-ver 1.0

AC-FS (config-ac)# ap—image ap.bin test-serial

[ [Verification] 1: Use the show ac-config serial-product command to view the correspondence between product series, product models,

and upgrade versions.
[ Prompt Information] -
[ Common Mistake] -
[ Platform Description] -
4.6 ap-image
Use this command to upgrade a specified AP with a specified file. This command does not support the ap-config all mode. Use the no
form of this command to remove the settings.

ap-image filename

unconfigure.

no ap-image

[ Parameter Description]
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filename Specifies an AP software version filename for upgrade, including the suffix.

[ Default Configuration] N/A

[ Command Mode] AP configuration mode

[Usage Guide] N/A

[ Configuration Examples] The following example upgrades AP0001 with the file ap.bin.

AC-FS(config-ac)# active-bin—file ap.bin
AC-FS (config—ac)# exit
AC-FS(config)# ap—config AP0001

AC-FS (config-ap)# ap—image ap.bin

[Related Commands]  N/A
[ Platform Description] N/A
4.7 apip ipv4

Use this command to configure a static IP address for a specified AP. Use the no form of the command to remove the configuration.

apip ipv4 ip-addressnetwork-maskgateway
no apip ipv4

[ Parameter Description]

ip-address The static IP address.
network-mask The subnet mask.
gateway The gateway address.

[ Default Configuration] N/A

[ Command Mode]l AP global configuration mode
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[ Usage Guide] In general, the fit AP has no configuration. Its IP address and gateway can be dynamically obtained by DHCP. When
the CAPWAP tunnel between AP and AC is established, AC delivers the static IP address for AP, so that the address of AP maintains
unchanged after AP is rebooted. In special application scenario, you can configure this command in AP global configuration mode to

manually set the static IP address for the fit AP.

/ ;\1. With the AP address configured as static, the DHCP is disabled, and the AC address obtained through the OPTION of DHCP.
Therefore, after this command is configured, you need to configure the AC address using the command "acip” on the AP so that

the AP can find and join the AC when the AP and the AC are not in the same subnet.

/;'\ 2. The configuration of this command will be automatically saved after the AP configuration. No command of saving is required to

be executed.

/‘;’\ 3. This command serves the same purpose as the command “ip address” on the AC in the AP configuration mode. However, when

the AP joins the AC, if the command “ip address” exists in the AP
configuration mode of the AC and conflicts with the command “apip”, the static address of the AP will be updated and the CAPWAP

tunnel will be re-created.
[ Configuration Examples] The following example configures the static IP address of the fit AP as 192.168.1.2, the subnet mask as

255.255.255.0, and the gateway as 192.168.1.1.

FSiconfig)# apip ipv4 192.168.1.2 255.255.255.0 192.168.1.1

[ Verification] 1: Use the show running-config command to check whether the configuration is successful.
[ Prompt Information] -
[ Common Mistake] -

[ Platform Description] -
AC-FS (config-ac)# active-bin—file ap.bin

AC-FS (config—ac)# exit
AC-FS(config)# ap—config AP0001

AC-FS (config—ap)# ap—image ap.bin

4.8 apip pppoe

135



	Chapter 1 WLAN Basic Configuration
	1  Configuring APMG
	1.1 ac-controller
	1.2   acctrl-trap
	1.3  ac-name
	1.4   ap-auth
	1.5  ap-auth enable
	1.6 ap-auth serial-update
	1.7 ap-backup group
	1.8  ap-backup-group
	1.9  ap-config
	1.10 ap-group
	1.11 ap-group（ap configuration mode）
	1.12ap-mac
	1.13 ap-mode
	1.14 ap-name
	1.15 ap-priority
	1.16 backup-controller-primary
	1.17 backup-controller-secondary
	1.18 backup-controller-tertiary
	1.19 bind-ap-mac
	1.20 credential
	1.21 enable-broad-ssid
	1.22 factory-reset
	1.23 interface-mapping
	1.24 logging on
	1.25 logging server
	1.26 nassid
	1.27offline-ssid
	1.28primary-base
	1.29priority
	1.30reload at
	1.31reset
	1.32secondary-base
	1.33 show ac-config
	1.34show ac-config ap-backup-group
	1.35show ap-config bssid
	1.36show ap-config bssid cb
	1.37show ap-config cb
	1.38show ap-config inherit-wlan
	1.39show ap-config product
	1.40 show ap-config summary
	1.41show ap-config summary ap-auth
	1.42show ap-config summary deny-ap
	1.43show ap-group aps
	1.44show ap-group aps summary
	1.45 show ap-group cb
	1.46show ap-group intf-wlan-map
	1.47show ap-group summary
	1.48show ap-mode
	1.49show license
	1.50show ap-group radios
	1.51 show wlan hot-backup 
	1.52show wlan-config cb
	1.53show wlan-config summary
	1.54ssid
	1.55 ssid-code
	1.56 statistics-timer
	1.57 switch2-fat
	1.58 tertiary-base
	1.59 wlan-config
	1.60 wtp-limit

	2 STAMG
	2.1 ap
	2.2assoc-control
	2.3 lient-kick
	2.4control-zone
	2.5flow-balance-group add
	2.6flow-balance-group base
	2.7flow-balance-group create
	2.8flow-balance-group del
	2.9flow-balance-group enable
	2.10flow-balance-group flow
	2.11flow-balance-group radio-flow
	2.12hide-SSID STA-reach-limit
	2.13inter-radio-balance flow-balance dual-band
	2.14  inter-radio-balance flow-balance enable
	2.15Inter-Radio-Balance Flow-Balance Same-Band
	2.16inter-radio-balance flow-balance same-band
	2.17inter-radio-balance num-balance enable
	2.18inter-radio-balance num-balance same-band
	2.19inter-radio-balance radio weight
	2.20num-balance-group add
	2.21num-balance-group create
	2.22num-balance-group del
	2.23num-balance-group enable
	2.24num-balance-group mode
	2.25num-balance-group num
	2.26package
	2.27prevent-jitter
	2.28  primary-STA
	2.29secondary-STA
	2.30  show ac-config client
	2.31  show ac-config client detail
	2.32show ac-config client hot-backup
	2.33show ac-config client statistic
	2.34 show ac-config flow-balance summary
	2.35show ac-config num-balance summary
	2.36show assoc-control
	2.37show control-zone
	2.38show package
	2.39show STA-blacklist
	2.40STA-balance num-limit enable
	2.41STA-blacklist
	2.42STA-idle-timeout
	2.43STA-limit
	2.44STA-limit per-ap
	2.45STA-limit radio
	2.46STA-logging rate-limit
	2.47STA-logging mac-fmt-line
	3  STAMG Station Access Control List
	3.1blacklist mac
	3.2black-white-llist
	3.3export
	3.4import
	3.5reset blacklist
	3.6reset whitelist
	3.7show black-white-list
	3.8whitelist mac
	3.9whitelist vendor mac
	4  CAPWAP
	4.1ac-domain-name
	4.2ac-domain-name
	4.3ac-ip- ipv4
	4.4active-bin-file
	4.5ap-image
	4.6ap-image
	4.7apip ipv4


