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1. Web Management Landing Page
1.1 Loginto the Switch Management Page WEB

Configuration computer's IP address and the switch must be set to the same subnet (switch default IP address is 192.168.1.1, the default
subnet mask of 255.255.255.0). Run WEB browser, in the address bar enter http: //192.168.1.1. Enter, enter the username and password

(default username: admin; password: admin), click "Login" button or directly enter the WEB management.

a2 S2800S-24T2F

Figure 1-1: The login page WEB

After landing successfully, the switch management page WEB page:

System Home Device Panel
Quick Configuration 6Fs

Port Management R EE R

VLAN Management D R
$28005-24T2F gl :

Fault / Safety
System Management
PSE System

QoS Device Information

EEE

Equipment Utilization Flow Output Flow Input

. SO . 4 & gy oo Al 4T g
14 141 142 143 144 142 146 146147 e e e
———————+—2

; 158 139
pa mse BN

Figure 1-2: Switch WEB management page Home
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2, System Home

2.1 Device Panel

1. Through the HTTP page, a quick understanding of the operation of the device, panel information, port information, such as the

general network of common management information.

Monitor

System Home Device Panel

Quick Configuration
1234 s 8 TE @ monE@ AW wE Twow®nn B (=15
Port Management - ORI RCEOR O B o o | o e o i o
e
b 3 | = ]
VLAN Management ® 98 8 9B e 0 S0 s 8 B n‘ mw“m wwmm wmmm e
TIITRaNsR 2Ry 5 =
Saasamr 2 o |NIN NPURURER| INERUROE NPURUREE o

Fault / Safety =

System Management ~ S P .

PSE System ~

QoS v Device Information

i - i i frware Versior S2B00S-24T2F FSOS ¥1.0.29 Mac addres BBOB.COFAITAE
vig erial numbe M41907000011 2000-1-1000:2056

Figure 2-1: Device panel

2. Click on the specific port, you can see the following information.

Equipment Utilization Flow Output Flow Input
100% 20k 6K
152 154 156
ol 7 5 141 143 144 146 148 15131
Utilization Rate: 5% 12K W 44 a4 4 E gk WA g w4 a ) g raiial
§ K oo o g o090
50
0% 10K
2K
2 5K
o 0K K
cru Available memory Available flash 00-19:30 00:21 00:19:30 0021:30

B utilization Rate

Figure 2-2: View the port status

2.2 PortInformation

The configuration of the S2800S-24T2F is as follows: “System Home”, “Port Information”
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Port Information Flow Trend

System Home O —— Detes

Quick Configuration port Description Input Flow(Bps) Output Flow(Bps} Stotus Connection Status vLAN Trunk Port Eait

=1 K 0K Enabled % Not Connected 1 No Check the Flow Trend
G0 o o Enabisd % Not Connected 1 No Check the Flow Trend

Part Statisties

Gi o3 0K oK Enabled % ot Connected 1 Ne Check the Flow Trend

Port Management ~ ~

Part Information

Giod oK ox Ensbied % Nt Cannecied 1 No
Basic Settings =

Gi05s 88K 1227 Enavies Connectad 1 o Check the Flow Trend
RIETIR Saah e Gios 3 o Enabled ¥ ot Connocted 1 No Check the Flow Trend
Flow Contral Gio7 oK oK Enabies % Not Connected 1 No Check the Flow Trend
Port Aggregation Gios [ L3 Enabled % Not Connecied 1 No Check the Flow Trend

alog 0K 0K Enables % Not Cannected 1 No

Port Minoring

GI0M0 13 oK Enabied 3 Not Connected 1 No Check the Flow Trend
Part Isolation
First Provious (1121 (3] Next Lasf 3Page

Port Speed Limit

SFP

VLAN Management
Fault / Safety v

System Management ~

PSE System ~
Qos -2
EEE -

Figure 2-3: Port Information

2.3 FlowTrend

Click the check flow trend on the panel port with the mouse to view the port flow trend.

Port Information Flow Trend
System Home Note: Click on 8 port 1o viaw e fiow liend
output nput

Quick Configuration

Port Management ~ ~ 5073 Oute 113 6Keps Rl 84 o

Port Statisties —_—
Port Information

Basic Settings

Storm Control

Flow Control

Port Aggregation @ F e

Figure 2-4: View the flow trend

2.4 Port Statistics

Through the HTTP page, the user can quickly understand the number of bytes received, the number of bytes sent, the number of

incomplete packets, the number of large packets, CRC error packets, the number of conflicts.
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Port Statistics
System Home | Port Statistics.
Quick Configuration Port Byles Received Bytes Sent Wncomplete Packets Lovos Pachits CRC Erors Conflicts
Port Management ~ ~ o o o o 0 ) 0

G0z 0 0 0 ] o 0
Port Statisties

Gl 0 0 o o o 0
Port Information

o4 0 0 0 0 o 0
Basic Seftings

G5 1660971236 420068812 0 0 0 0
Storm Cantrol o - . ~ 3 o n
Flow Contral Gt 0 0 0 0 0 0
Fort Aggregation G0z 0 0 0 0 [ 0
Pt ikt Gion 0 0 0 0 0 0

G0 0 o o o o 0

Part Isclation
First Previous [1][21(3] Next Las

13Page

Port Speed Limit

Figure 2-5: View the port Statistics
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3. Quick Configuration

The quick configuration consists of four chapters. Click "Quick Configuration" to quickly configure common functions of the device, such

as VLAN, trunk port, port category, etc. According to Steps, Step by Step configuration, you can also choose configuration.
3.1 VLAN Settings

Click on "Quick Configuration" “VLAN Settings" into the Quick Configuration of VLAN Configuration page. Can view the current
equipment VLAN information, according to the demand of new VLAN, modify VLAN, delete VLAN, etc. after the completion of the

configuration, click "Next".

6 FS [szaous-zar2
Basic setting VLAN Settings Port Mode
System Home | VLAN
Quick Configuration 0 vLANID VLAN Name Tag Port Untag Port Edit
Port Management : et 8 Z
© NewVLAN @ Deleie VLAN First Previous 1] Next Lasfl |/ 1Page
VLAN Management o—
Fault / Safety

System Management ¥
PSE System
QoS v

EEE

E}

Figure 3-1: VLAN Setting

3.2 PortMode

Click on "Quick Configuration" "Port Mode" into the port mode configuration settings page. You can change the port mode and allowed
some VLANSs on trunk or hybrid mode, notice: When the port is changed to trunk mode, it will be removed from the previous untagged
VLAN, such as after configuration is complete, click "Next" to enter the Port Class Settings page. Or click on "Previous" back to the VLAN

Settings page.
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Basic Setting

VLAN Settings Port Mode

System Home
Note: 1.Access: This mode port can only befong to one VLAN, you can transmit packets of the VLAN , the default is VLAN 1, is generally used with the terminal directly connected.

Ouick Configuration 2 Trunkc This mode port can belong to multiple VLAN, can transmit muitple VLAN packets, can only ransmit data frames of Tag type (Native VLAN to Uniag type ransmission ) . generally used in conjunction with other switches in the network.

Port Management
Port Statistics
Port Information

Basic Settings

3 Hybrid: This mode port can belong to multiple VLAN, can transmit mutiple VLAN packets, can transmit Tag or Untag packet frame
4When the port is changed to Trunk mode,t il be removed from the previous Untag vian.

Selecta port to configure

13 5 7 9 1 13 15 17 19 21 23 25 27
e o Lo oo Lo oo o o sy o oy o f |
????UUUUUUUUDD

10 12 14 16 18 20 22 24 26 28

Storm Cantrol "3 Optional port 8 Selected port [T Aggregation port .7 Trunk Port  Select all Selectall others Cancel
Port Mode: [ Hybrid ~ NativeVLAN:[|(1-4004)
Flow Control
Apply
Port Aggregation
port Port Mode Native VLAN Eait

Port Mirroring

1 Access 1 74
Port Isolation 3 Toos 3 B
Port Speed Limit 3 Access 1 z
P 4 Access 1 z
VLAN Management > = Autess 1 74

6 Access 1 2z
Fault / Safety ¥

7 Access 1 2z
System Management ~

8 Access 1 2
PSE System i 9 Access 1 z
Qos . 10 Access 1 2

First Previous [1][2][3] Next Last

EEE =

Figure 3-2: Trunk port setting

3.3 Basic Settings

Click "Quick Configuration" "Basic Settings" into the quick Configuration of equipment information system Settings page. Can the

current equipment basic information system and manage password configured. End of the configuration is complete, click on

"Complete"

rapid

configuration.

Basic Setting VLAN Settings Port Mode
System Home I Basic System Settings
Quick Configuration Management VLAN ID;
Management VLAN: ~ MAC: BE9B COFA 3741

Port Management

DHCP: [Siafic Alocalion Contact information: |
VLAN Management e: Contact Name:
subnet mask: | Device Location

Fault / Safety =

Default Gateway: | Device Name; (SZ8005-24T2F ]
System Management ~ Login Timeoutis): (36000 ]

A
PSE System v o
| etince v e

QoS ¥

VLAN ® Mask Default Gateway Status 1Pv4 Excluir
EEE b

| wocity the super user password and teinet passwora

New Password:

Figure 3-3: Basic settings
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4, Port Management

4,1 Basic Settings
4.1.1 Check the Port Configuration

Click on the navigation bar "Port Management" "Basic Settings" to view the current configuration of the switch ports:

Hasic Settings

System Home Dasciiption: Select ine pori(s) you want to configurs. Chck on indiidual pors or click and drag the mouse lo setect multipis ports

Nate: I tho parameters SeRocted are not supportad, the changes wil not take efiact
Quick Configuration

MTU(1522.10240)

Select a port to configure:

Port Management ~ ~

Port Statistics 7 08 M 1315 17 18 21 23 25 7

1 5
iwjalnielelnieislialeinwle =]
i gl lsiztuintsininisistaintainln

2 4 6 8B 10 12 14 1 18 20 2 24 3% 28

Basic Settings

£ Opionalport. 5 Fved port 8 Selected port 2 Aggregation port Select o Selectail others. Cancel
Storm Control

Description: | | Status: (Do Notbodry v |
Flow Control Rate: [Do Not Modfy v Duplex Mode: | Do Not Modify -
Port Aggregation
Part Mirroring | Port List
Port Isclation port Description Status. Rate Duplex Made mTy Eait
Port Speed Limit Enabled At Auto 1822 ]
2 Enadled Auto Auto 1522
SFP @
3 Enabie Auto Auto 1822 2
VLAN Management ~ =
4 Enabied Auto Auto 1522 2
Hun ey = B Enabied Auto Autn 1522 2
System Management ~ 6 Enabled Auto At 1522 7
PSE System e T Enavied At Auto 522 B
1 Enabled At Auto 1522 Zz
QoS = B
e Enabied auto auto 1522 2z
EEE v
10 Enabled Auto Auto 1522 Z

Figure 4-1: Port list information

In the port list attribute, which shows the current switch port configuration information:

1. Port: The number of the port.

2. Port Description: Displays the contents of the switch port description.

3. Port Status: Switch port status information, on/off.

4. Port Rate: Displays the switch port speed configuration, auto-negotiation /10/100/1000.

5. Working Mode: Displays the switch port configuration duplex, auto-negotiation /full/half duplex.
6. MTU: Indicates the port is the maximum length of the packet.

4.1.2 Configuring Port Properties

Z After the icon, you can configure the selected port attributes:
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Basic Settings

o Description: Select e ports) you want 1o Configure. CHck on INGvidual BOts or Chck and arag e mouse 1o Seiect MUY pans
E Nate: Ifthe parameters seeced are not supported. he changes wil not take effect

Quick Configuration
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Figure 4-2: Port properties configuration of FIG.

To configure port properties as follows:

Step 1: Click the "Edit" icon Z ;

Step 2: In the Port Properties configuration page Fill / select the value to be configured.
Step 3: Click the "Save" button to complete the configuration.

4.2 Storm Control

4.2,1 Checkthe Port Settings Storm

Click on the navigation bar "Port Management" "Storm Control" to view the current switch port storm control information:
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Storm Control

System Home Description: Sefectthe port(s) you want to configue. Click o individual port or clck and drag the mouse to slect muliple ports

. N Note: Ifthe parameters selced are not supported, the changes wil not ake eflect
Quick Configuration

Select a port to configure:

Port s
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1 Disabled Disabled Disabled 2
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Port Speed Limit 3 Disabled Disabled Disabled 2z
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System Management ~
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PSE System P 9 Disabled Disabled Disabled 2
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o 2 Fisk Provois 12161 Nost Lesf, ] 3Poge

Figure 4-3: Storm control list information

In the list of ports which shows the property values of the current storm control switch:

1. Port: The number of the port.

2. Unicast: Unknown unicast packets control.

3. Broadcast: Broadcast packet control.

4, Multicast: Multicast packets control prompt.

5. When set the control value is not a multiple of 16, the system automatically matches similar multiples of 16.

6. Control value unicast, broadcast, multicast, while only a single value for the control.

By clicking on the port panel " " corresponding port", select the port to be controlled.
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Storm Control

System Home Description: Sefectthe port(s) you want to configue. Click o individual port or clck and drag the mouse to slect muliple ports

. N Note: Ifthe parameters selced are not supported, the changes wil not ake eflect
Quick Configuration

Select a port to configure:

Port o
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Port Mirroring
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Eorthcktion 2 Disabled Disabled Disabled 7
Port Speed Limit 3 Disabled Disabled Disabled 2z
SFP 4 Disabled Disabied Disabled 2
T ey 5 Disabled Disabled Disabled 2

5 Disabled Disabled Disabled z
Fault / Safety 9
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System Management ~
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PSE System P 9 Disabled Disabled Disabled 2
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EEE =

Figure 4-4: Configuring storm control information

After You can also select multiple ports, and batch editing.

Storm Control

Hsmione Description: Select the port() you want to configure. Click o individual ports o clck and rag the mouse to select mutiple port.

" . Note: If the parameters selected are not supported, the changes will not take effect
Quick Configuration

Select a port to configure:

Port s

13 5 7 o 1 13 17182 2 3% o7
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B Iy S e
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Basic Settings
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Flow Control
| porcuist
Port Aggregation
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Port Mirroring

1 Disabled Disabled Disabled z
Egitlckiion 2 Disabled Disabled Disabled &
Port Speed Limit 3 Disabled Disabled Disabled 2
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Fault / Safety v
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Figure 4-5: Bulk edit configuration information

After the selected ports in the Storm Control category, set the Unknown-unicast, Unknown-multicast, broadcast value, such as setting

the port number 1 Unknown-unicast storm control is 1009. Click Save Settings.
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storm Control

System Home Description: Selectthe pots) you want to configure. Click o indivdual prtsor clck and drag the mouse to slect mulipl ports.

8 y Noe: Ifhe parameters selected are not supporied, the changes wil not take efiect
Quick Configuration

Selecta port to configure:
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Port Information
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Basic Settings

Storm Control Type: Storm Control Value: [[006] ] (Unit kops, Value: multiples of 16 between 16-1000000)

Storm Control

Flow Control

Figure 4-6: Configuring storm control information

After the configuration, as shown below:

I Port List
Port Unknown-unicast Broadcast Unknown-multicast Edit
1 Dicabled Disabled Disabled 2z
2 Disabled Disabled Disabled z
2 Disabled Disabled Disabled 74
4 Disabled Disabled Disabled 4
5 1008 Disabled Disabled 74

Figure 4-7: Configuration successfully storm control information flow control

4.3 Flow Control

Click "Port Management" "Flow Control" view of the switch:

Flow Control

System Home Description: Select e pont(s) you want to Configure. CCK on INGWIdual pons: of Cick aNd drag e Mouse 10 Seiect MURDK pars.

E N Note: If the parameters sedected are not supported. the changes will not take effect Changeng the flow control of the port wil cause the port fo be down and then up.
Quick Conflguration

Select a port to configure:

Port &
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Basic Settings

Flow Controi Type: [0 ]
Storm Control _———
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Figure 4-8: Flow control information

4.3.1 Configuring Flow Control

Open port flow control function: Select to open port traffic control, click the "Flow control type" a Select "On", "Save":
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Flow Control

S Description: Select the pori(s) you want fo configure. Click on indvidual ports or click and drag the mouse to select muliple ports

% < Note: If the parameters selectad are not supported, the changes will not take effect Changing the flow control of the port will cause the port to be down and then up.
Quick Configuration

Selecta port to configure:

Port -
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SRR I T e R 1
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8 10 12 14 16 18 20 22 24 26 28

Port Statistics

Port Information

7 Optional port 5 Fixed port i Selected port §77Aggregation port Select all Selectall others Cancel

Basic Settings
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Figure 4-9: Open port flow control function

Open port traffic control, follow these Steps:

Step 1: Select Open port traffic control;

Step 2: Select Open in "Flow control type" on;

Step 3: Click "Save".

View configuration list to display configuration is successful:

Flow Control

Syt Home Description: Select the ports) you want to configure: Gck on Indwvidual parts or click and drag e mouse to select mulipia parts

Note: If the parameters Sesected are not sUpPOMtad. the changes will not take eflect Changing the fiow control of the part willCA4se M PO to be down and hen up.

Quick Configuration
Sefect a port to configure:
Port (o
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Port Speed Limit 3 on
SFP ‘ or
VLAN Management ~ & Ll
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Fault / Safety -
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8 or
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Figure 4-10: Port flow control status

Operation Status

First Previous (11 (2131 Next Lasdt |/ Page

Modify the Port Flow Control Function: Click on port traffic control list corresponding to the rear port of the "

Settings page "Flow control type" select "Off", "Save Settings":

&

Edit

&

EERERERER

" button in the Port
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Flow Control
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Figure 4-11: Close the port flow control

Close port traffic control, follow these Steps:

Step 1: Select the button to the right of the port or directly selected port;
Step 2: In the "Flow control type" select Off;

Step 3: Click "Save".

4.4 Port Aggregation

4.4.1 Viewing Port Aggregation Configuration

Click "Port Management" "Port Aggregation" to view the current switch configured port aggregation information:

Port Aggregation

st Description: Port aggregation allows multiple ports to be: combined to form  single logical ink- Each group can contain up to 8 ports. Member ports assume network traffic by shunting rules

Quick Configuration | Load Balancing

Port Management ~ ~ Load Bafancing:

| Portagoregation

AgoregationiD (8 [+

Select a port to configure:

Port Statistics

Port Information

Basic Settings
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P e i |
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B 10 12 14 16 18 20 22 24 26 28

Storm Control

Port Aggregation
§7Optionsi port 0 Fixed port i Selected port [T Aggregation port Select all  Selectallothers Cancel
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o e [ ooy |
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SFP Aggregation D Aggregation Type Number of Ports. Member Port Edit
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Figure 4-12: Aggregation port configuration information

In the port aggregation list which shows the current switch port configuration information for the polymerization properties:
1. Aggregation Number: Display link aggregation group number value.

2. Load Balancing: Displays the current link aggregation group load balancing judgment condition.

3. Aggregate Types: Displays whether to use a polymerization port LACP protocol.

4. Member Ports Quantity: Displays the number of ports in the link aggregation group contains a total of member port: Displays the

current port link aggregation group member prompt.

5. Each aggregate port can bind up to eight member ports, port to transfer data among members of the network traffic through the

shunt rules.
6. Port aggregation group must ensure that the port speed, duplex, port state agreement, or cannot ATTACH after configuration.
4.4.2 Add Port Aggregation

Enter aggregation port number, select the desired aggregation port, select aggregation type, click "Save".

G’ FS [sz800s-2472F

Port Aggregation

System Home Descripfion: For aggregalon s ile pors o be combinedfofot s koica k. E ch rovescamcontairyup 168 pors, Member pors assuma pet¥ork afbc o shitig ndes,
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Selecta port to configure:

Port Information

Basic Settings

103 5 7 o 1 1315 17 19 2 23 25 27
[ I R S N P ) i | |
?QBUBUUBUBUUDD

6 8 10 12 14 16 18 20 22 24 26 28

Storm Control

Flow Control

Port

"3 Optional port i Fixed port G Selected port [T Aggregation port  Select all Select all others Cancel

Port Mirroring .
Port Isolation

Port e dlilini | Agoregation List

SFP Aggregation ID Aggregation Type Number of Ports. Member Port Edit

1 Dynamic 2 12 PR 3

Fist Previous (1] Next Lasft | /1Fage

VLAN Management ™

Fault / Safety v

Figure 4-13: Port aggregation configuration area

Increase port aggregation, follow these Steps:

Step 1: Select the option to load the shunt in the load balancing list;

Step 2: Enter the number in the "Aggregation Number" in;

Step 3: Select the aggregated ports in the panel;

Step 4: Select the aggregation type;

Step 5: Click the "Save" button to complete the configuration.
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4.4.3 Modifying Port Aggregation

Click on "Aggregation List" in the need to modify the port aggregation right icon in this area to the port aggregation port aggregation

group corresponding modification:

Fort Aggregation
System Home T .
ption: Port aggregation allovs multple pors fo be combined to form a single logical ink. Each group can contain up to @ ports. Member ports assume network trafic by shunting rues.
Quick Configuration | Load Balancing
Port Management  ~ Load Balancing:

(=

T —

Port Statistics

Port Information

Seeoe gy Selecta port o configure:
Storm Control 103 5 7 0 #1315 17 10 N 23 25 27
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Fovcoaral BEESEEEEE S S EIE

2 4 6 8 10 12 14 16 18 20 2 24 2% 28
Port i
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s Agaregaion Type:
Port Isolation Apply
Port Speed Limit | Aguregation uist
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VLAN Management

Fault / Safety v

Figure 4-14: To modify the port aggregation

Modify Link Aggregation Procedure:

Step 1: In the "Aggregation List Click to modify the right of the port aggregation;

Step 2: In the port aggregation configuration page to modify the load balancing type and click Next to “Save”;
Step 3: Select the port to be added to the aggregation port;

Step 4: Click the "Save" button to complete the configuration.

4.5 Port Mirroring

4.5.1 Port Mirroring Configuration

Click "Port Management" "configuration of port mirroring "Port Mirroring" view of the switch:

Edit
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Port Mirroring

Syilemtiome Description: Port mioring is used to send nefviork trafic rom muliiple source poris fo-a destination port, Nefwork analyzers can be connected fo the destination port o analyze nebvork Irafc
) 3 Note: A port aggregation group cannot be set as a destination or source port. The Gestination and source ports cannot be the same. Both a source and destination port must be selected fortis feature to iork correcty
Quick Configuration
Choose the source port:Selecling mutple source porls can afect the device performance. ).
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Figure 4-15: Port mirroring configuration information

In the Port Mirroring is a property list which shows the configuration of the current mirror switch:
Mirroring Group: Mirroring group ID, can be configured up to seven mirroring group;

Source Port: The port forwarding on the source data is mirrored to the destination port;
Destination Port: Mirror data sent to the destination port.

1. Port aggregation port cannot be used as the destination port and source port.

2. Destination port and source port cannot be the same.

3. Same group mirroring group can have only one destination port.

4.5.2 Add Port Mirroring Group

On the panel, select "Source Port" and "Destination Port" add port mirroring group.

6 FS [s2s00s-2472F |

Port Mirroring

System Home Description: Port miroring is used to send network traffic from mutiple source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic.

; 3 Note: A port aggregation group cannot be set as a destination or source port The destination and source ports cannot be the same. Eoth a source and destination port must be selected for this feature fo wori correcty
Quick Configuration
Choose the source port:(Selecting multiple source ports can affect the device performance. ).
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Figure 4-16: Add port mirroring group
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System Home Description: Port mirroring is used to send network traffic from muttiple source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic.
2 3 Note: A port aggregation group cannot be set as a desfination or source port. The destination and source ports cannot be fhe same. Bofh a source and desiination port must be selecled for this feature fo work cortecty
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Figure 4-17: Add port mirroring group results
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Port mirroring configuration steps are as follows:

Step 1: Select “Source Port”;

Step 2: Select “Destination Port”;

Step 3: Select “Mirroring Group”;

Step 4: Click “Save”.

Configuration instructions:

1. On the switch can be configured 7 mirroring group.

2. Aggregated port mirroring cannot be configured are shown in gray in the panel.
3. Has been selected port mirroring port, displayed in the faceplate is gray.

4. Aggregated port mirroring cannot be configured are shown in gray in the panel.
5. Has been selected port mirroring port, displayed in the faceplate is gray.

4.5.3 To Modify the Port Mirroring Group

Select the group to modify, click on the action bar " Ao button. Modify the corresponding mirroring group.

Port Mirroring

Syemfonc Description: Port miroring is used fo send nefwork traffc from multple source porls to a destination port. Nefwork analyzers can be connected fo the destination port o analyze network Iraffc.
Note: Aport aggregation group cannot be set as a destination or sourca port.The destination and source ports cannot be the same. Both a source and destinaton port must be selected for this feature to work correctl.

Quick Configuration
Choose the source port:(Selecting multiple source ports can affect the device performance. ).
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Figure 4-18: To modify the port mirroring group

Modify the port mirroring configuration Steps are as follows:

Step 1: In the image you want to modify the operation of the group column, click on “

Step 2: Add or remove the corresponding port in the panel;

Step 3: Click "Save".

Destination Port
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Edit
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4.5.4 Delete a Port Mirroring Group

A=ys (Csave ) admin

G‘FS E=m

you want to delete the mirroring group?

Port Mirroring

System Home Descrpton: Potmitarng s used 1 sen necr T o e =auecs ors o 3 s NPT, ... ..

i 2 Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and desiination port must be selecied for fis feature fo work correctly.
Quick Configuration
Choose the source port:(Selecting muliple source ports can affect the device performance. ).
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Figure 4-19: Delete port mirroring group

Port Mirroring

SRR Description: Port mirroring is used to send network traffic from muttiple source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic.
; 2 Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly.
Quick Configuration
Choose the source port:(Selecting multiple source ports can affect the device performance. ).
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Basic Settings
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S B2 S0 500 62 S ) S 6 Bt S5 [ [
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Flow Control

O] 0=
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§70ptional port 5 Fixed port | Selected port {77 Aggreoaton port
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Port Isolation
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SFp
Fist Prevous [1] Nex! Lesfi |/ 1Page

VLAN Management ¥

Figure 4-20: Deleted successfully port mirroring

Remove port mirroring configuration Steps are as follows:

o

Step 1: In the image you want to modify the operation of the group column, click * ;

Step 2: In the panel, click Cancel the source port, destination port and then click Cancel;
Step 3: In the panel, click Cancel the source port, destination port and then click Cancel;
Step 4: Click "Save".

4.6 PortIsolation

4.6.1 Portlsolation Configuration

Click "Port Management" "Configuration of Port Mirroring "Port Isolation" view of the switch:
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Port Isolation

System Home Description: First, click the ‘Edit' icon for the port you want to isolate from the table below. The port image will turn gray. Next, select the port(s) you want to isolate from the port selected. The isolated port image(s) will be blue. Finally, click ‘Apply". The isolated port(s) will now appear in the table.
. 3 Notice: You must click the Ed icon s fo configure port solaion
Quick Configuration
Selecta portto configure:
Port A

T3 5 7 o 1 131517 19 2 2 g5 27
P 0 o W 18 |
QQQQUUUUUUUUDD

0 12 14 16 18 20 2 24 % 28

Port Statistics

Port Information

§7 Optional port 5 Fixed port i Selected port §7 Aggregation port  Sellct all  Select al others  Cancel
Basic Settings

Port Isolation Type:
Storm Control
Apply
Flow Control
| portuist
Port Aggregation
Port Isolated State Edit
Port Mirroring
1 Disabled &
Port Isolation N — B
Port Speed Limit 3 Disabled B
SFP a Disabled 2
VLAN Management > N ey lz
8 Disabled
Fault / Safety 7 =
7 Disabled 74
System Management
8 Disabled Zz
PSE System > s Dated B
Qos v 10 Disabled 2

Frst Previous 1] 2131 Next Las 13Page
EEE v el { oo
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Guide - EHEARERAE(1).docx - WPS Office

Figure 4-21: Port Isolation configuration information

4.6.2 Configuring Port Isolation

Open Port Isolation Function: select the port on which you want to open port isolation, click the "port isolation type", select "On", "Save":

10.32.120.223 says

Settings saved!

Port Isolation

System Home Description: First, click the ‘Edit icon for the port you want to isolate from the table below. The oM T T Y VT U0 TEOToTE M Blected. The isolated port image(s) will be blue. Finally, click ‘Apply". The isolated port(s) will now appear in the table.
) ) Notice: You must click the Ed icon s fo configure port solaion
Quick Configuration
Selecta portto configure:
Port A

T3 5 7 o 1 13 1517 19 2 2 5 27
DOEEODOOIDRmROo
QQ?QEUUUUUUUDD

10 12 14 16 18 20 2 24 % 2

Port Statistics

Port Information

§7 Optional port 5 Fixed port § Selected port §7 Aggregation port  Select all  Select al others  Cancel
Basic Settings

PortIsolation Type:
Storm Control
Apply
Flow Control
| Portuist
Port Aggregation
port Isolated State Edit
Port Mirroring
1 Disabled &
Port Isolation 5 — B
Port Speed Limit 3 Disabled 2
SFp a Disabled 2z
VLAN Management ~ N ey ez
6 Disabled
Fault / Safety v 2z
7 Disabled B
System Management ~
8 Disabled 2
PSE System i 9 Disabled z
Qos ~ 10 Disabled 2

Fisk Prvios 12113 Next Lol 13Pane
EEE ~ mar ge

Figure 4-22: Enable port isolation function
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System Home

Port Isol;

lation

Description: First, click the ‘Edif icon for the port you want to isolate from the table below. The port image will tum gray. Next, select the pori(s) you want to isolate from the port selected. The isolated port image(s) will be biue. Finally, ciick ‘Apply". The isolated port¢s) will now appear in the table

Notice: Youmust click the 'Edit icon first to configure port isolation.

Quick Configuration
Selecta port to configure:
Port il
103 5 7 o 1 1315 17 19 20 23 25 27
o e §50 550 520 50 50 50 50 50 B0 S 0 B [ [
I Tl el Tt Bl et Bl Tl Bl Ot Bl Bt [ [
Dot I emation 2 4 6 8 10 12 14 16 18 20 2 24 % B
§7 Optional port 57 Fixed port i Selected port §7 Aggregation port  Select all  Select al others  Cancel
Basic Settings
Portisolation Type:[ BT %]
Storm Control m
Flow Control
| Portuist
Port Aggregation
Port Isolated State
Port Mirroring
1 Disabled
Port Isolation 5 —
Port Speed Limit 3 Disabled
SFp a Disabled
VLAN Management ~ N e
6 Enabled
Fault / Safety v
7 Enabled
System Management ~
8 Disabled
PSE System i 9 Disabled
Qos ~ 10 Disabled
EEE R 4

4.6.3 Modify the Port Isolation

Figure 4-23: Enable port isolation results

Select the port to modify, click on the action bar" Ao button. Modify the corresponding port isolation.

Edit
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K

First Previovs (11 2113) Next Lasft_|/3Page

System Home

Port Isolation

Description: First, click the ‘Edif icon for the port you want to isolate from the table below. The port image will tum gray. Next, select the pori(s) you want to isolate from the port selected. The isolated port image(s) will be biue. Finally, ciick ‘Apply". The isolated port¢s) will now appear in the table

Notice: Youmust click the 'Edit icon first to configure port isolation.

Quick Configuration
Selecta port to configure:
Port il
103 5 7 o 1 1315 17 19 20 23 25 27
o e IR — U 00 0 0 0 0 0 |
I Tl il Tt Bl et Bl T Bl st Bl Bt [ [
Dot I emation 2 4 6 8 10 12 14 16 18 20 2 24 % B
§7 Optional port 57 Fixed port i Selected port §7 Aggregation port  Select all  Select al others  Cancel
Basic Settings
Portisolation Type:[ G ]
Storm Control m
Flow Control
| Portuist
Port Aggregation
Port Isolated State
Port Mirroring
1 Disabled
Port Isolation 5 —
Port Speed Limit 3 Disabled
SFp a Disabled
VLAN Management ~ = Lot
6 Enabled
Fault / Safety v
7 Enabled
System Management ~
8 Disabled
PSE System i 9 Disabled
Qos ~ 10 Disabled
EEE R 4

Figure 4-24: To modify the port isolation
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4.7 PortSpeed Limit
4.7.1 View Port Rate Limit

Click "Port Management" "Port Speed Limit" switch to view the current port speed configured information:

Port Speed Limit

Sstem Bome Description: Select the por(s) you want to configure. Ciick on individual ports or cick and drag the mouse to select multiple ports

) N Notice: 1000Kbps = 1Mops
Quick Configuration

Selecta port to configure

Port £
9 7 9 1 13 15 17 19 21 23 25 27

18 5
P 0 o W 18 |
QQQUUUUUUUUUDD

8 10 12 14 16 18 20 22 24 % 28

Port Statistics

Port Information

§7 Optional port 5 Fixed port § Selected port §7 Aggregation port  Select all  Select al others  Cancel
Basic Settings

Storm Control
Input Speed Limit: ® vaimum The et side for the Minimum speed limt value,th right end fo the Maximum imitvalue, its no speed imit

Flow Control
Output Speed Limit: @ vaimum The et side forthe Minimum speed limt value,th right end fo the Maximum imitvalue, its no speed imit

Port Ac i
ort Aggregation

E | ot peea L

Port Isolation — Input Speed Limit Output Speed Limit Edit
Port Speed Limit 1 MAX ikl B
sep 2 A MAX z
VLAN Management > &) L MAX iz
4 MAX MAX
Fault / Safety v 2
5 A MAX 2
System Management ~
5 A MAX 2
PSE System =
Y 7 MAX MAX 74
QoS e 8 MAX MAX (74
EEE = 2 M MAX &z
10 A MAx B
First Previous [1] (2] [3] Next Las{1 1/3Page -

Figure 4-25: View rate configuration information

In the port speed list which shows the current speed limit switch attribute configuration information:
Port: The number of the port;

Input Limit: Uplink port speed;

Output Speed: Port downstream rate;

4.7.2 Configure Port Access Rate

Select the panel to set the speed limit of the port, set the rate limit value by dragging the speed bar.

6 FS [s2s00s-2472F |

Port Speed Limit

System Home Description: Select the port(s) you want to configure. Click on individual ports o cick and drz3 YN TNOURETDEEE

) ) Notice: 1000Kbps = 1Mops
Quick Configuration

Selecta port to configure

Port >
709 M 13 15 17 19 21 8 25 27

1 3 5
ESENSNSWINS — SIS S S iy ||
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B 10 12 14 16 18 0 22 24 26 2

Port Statistics

Port Information

¢ Optional port 57 Fixed port S Selected port {77 Aggregation port Selectall Select all others Cancel
Basic Settings

Storm Control
SO Input Speed Limit: |} ] 380.074MBitis ‘The left side for the Minimum speed limit value, the right end to the Maximum fimit value, it's no speed limit.

Fiow Control
b Output Speed Limit: )

Port A ti
ort Aggregation ook,

725.900MBitls  The left side for the Minimum speed limit value, the right end to the Maximum limit value, i's no speed lmit

Figure 4-26: Configure port rate limiting entrance
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Port Speed Limit

Sstem Bome Description: Select the por(s) you want to configure. Ciick on individual ports or cick and drag the mouse to select multiple ports

) N Notice: 1000Kbps = 1Mops
Quick Configuration

Selecta port to configure

Port o
9 7 9 1 13 15 17 19 21 23 25 27

19 5
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Port Statistics

Port Information

§7 Optional port 5 Fixed port § Selected port §7 Aggregation port  Select all  Select al others  Cancel
Basic Settings
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Flow Control
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ggreg: Apply
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Figure 4-27: Port entrance speed limit results

Entrance port rate limiting configuration Steps are as follows:

Step 1: Click on the right side of the port B2 Icon or select multiple icons;
Step 2: Set rate limiting strip port value;

Step 3: Click the lower right corner "Save" button to complete the configuration.
4.7.3 Remove the Port Speed Limit

Click the need to remove the limit on the right port icon " in the configuration area of the port rate value pull bar to the far right, "Save"

to complete the operation.
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Port Speed Limit

Sstem Bome Description: Select the por(s) you want to configure. Ciick on individual ports or cick and drag the mouse to select multiple ports

) N Notice: 1000Kbps = 1Mops
Quick Configuration

Selecta port to configure

Port o
7 9 1 13 15 17 19 21 23 25 27

19 5
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QQQUUUUUUUUUDD
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Port Statistics

Port Information

§7 Optional port 5 Fixed port § Selected port §7 Aggregation port  Select all  Select al others  Cancel
Basic Settings

st tontd Input Speed Limit: | | | 30976MBs  The leftside for e Minimum speed limitvalue, he rght end (o the Maximum limt value. ifs no speed it
Flow Control
Output Speed Limit: | | 725904MBIUs  Theleftside for the Minmum speed Imit value, the right end to the Maximum Imit value, its no speed imit
Port Aggregation
ggreg: Apply
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Figure 4-28: Remove the port speed limit

Remove uplink port rate limiting Steps are as follows:

Step 1: Click on the right side of the port Z icon;

Step 2: In the area of the port rate configuration value rate strip pulled to the far right;

Step 3: Click the "Save" button to complete the configuration.
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5. VLAN management

5.1 VLAN management

5.1.1 Check VLAN Configuration Information

Click on the navigation bar "VLAN Management" "VLAN management” "VLAN Settings" to view the switch configured:

VLAN Settings Port Mode
System Home | VLAN
Quick Configuration Watice: VLANS needto be as0es one at a tme
Port Management ] VLANID VLAN Home Tog Port Untag Port Edit
VLAN Management  ~ 1 defaut 19.14-28 A01Ag3 7
VLAN Management g - i z X
© NewVLAN @ Delete VLAN First Pravious (1] Next La:l‘:‘. 1Page

Vaice VLAN
Surveillance VLAN

anE

Figure 5-1: VLAN configuration information

In the VLAN list which shows the properties of the configuration information of the current switch VLAN ID:

1. VLAN ID: VLAN ID value is displayed.

2. VLAN Name: The name of the VLAN, the default VLAN ID to name.

3. VLAN IP Address: Displays the switch's management IP.

4. Port: Displays the port VLAN that exist.

5. By default, all ports belong to VLAN 1.

5.1.2 Addinga VLAN

Click "NEW VLAN" button, you can increase the VLAN configurations:
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VLAN Settings. Port Mode

System Home

e ey e Nwwsns K
Lo wany VLAND(1-4030) z
T —

Port Management

VLAN Management  ~ Selecta tag port to add to the VLAN:
1 3 5 7 9 M 13 15 17 19 21 23 25 21
VLAN M: t
e 02 W 6l 050 1) AR A "
Voice VLAN EEEELULCEL EEEESE
2 4 6 8 10 12 14 16 18 20 22 24 26 28
Surveillance VLAN 7 Optional port § Fixed port i Selected port [T Aggregation port [ Trunk Port Select all Select all others Cancel
ONVIF Selecta untag portto add to the VLAN:
o » 13 5 1 9 1 1315 17 192 B 25 o7
BEEy 729787 70 V7Y B 050 0D Y R S SR 1 ]
v od
ystem Management AR A LA

T Optional port i Fived port §iif Selected port [17 Aggregation port {:] Trunk Port  Select all Select all others Cancel

PSE System v
G ; Apply
EEE v

Figure 5-2: Adding a VLAN

Adding a VLAN, follow these Steps:

Step 1: Click "NEW VLAN" connection;

Step 2: Value added VLAN VLAN ID of the page tofill in;

Step 3: Select the ports;

Step 4: Click the lower right corner "Save" button to complete the configuration.
5.1.3 Remove VLAN

5.1.3.1 Single VLAN Delete

To delete the selected VLAN, click the "X" button to delete the selected VLAN, if the VLAN do not have ports, you can directly delete the
VLAN; if the VLAN have some ports, you must remove the ports in the VLAN firstly and then you can delete the selected VLAN.

10..

0223 says

28005 24T2F

GFs|

Settings saved!

VLAN Settings. Port Mode

System Home I VLAN
Quick Configuration Notice: VLANSs need to be added one at a time.
Port Management = a VLAN ID 'VLAN Name Tag Port Untag Port Edit
VLAN Management 1 dafallt 1-9,14,16-28,A01.A03,Ag8 2

@ 2 VLAN0002 16 Ag8
VLAN Management z %

3 3 z X
Voice VLAN

© NewVLAN @ Delete VLAN Fist Prevous (1] Nex! Lasft |/ 1Page

Surveillance VLAN

Figure 5-3: Delete a single VLAN
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5.1.3.2 Delete Multiple VLAN

First select the VLAN you want to be deleted before the "checkbox, then click” "Delete VLAN" button to delete the selected VLAN, if the

VLANs have some ports the VLAN cannot be removed because of there are member ports. The others will be removed.

10.32.130.223 says

GFS [s28005-2472F |

Are you sure you want to delete the VLAN?

VLAN Settings Port Mode

System Home I VLAN
Quick Configuration Notice: VLAN need o be added one at a time.
Port Management o (m} VLAN ID VLAN Name Tag Port Untag Port Edit
VLAN Management  ~ 1 default 1.9,14,16-28.Ag1.Ag3 Ag B
(=] 2 VLAN0002 % A8
VLAN Management z %
4 4 2z %
Voice VLAN
i 2 z %
Surveillance VLAN o = B %
ONVIF 7 7 PR
Fault / Safety = © NewVLAN @ Delete VLAN Fist Previous [1] Next Lasft ] /1Page

Figure 5-4: Delete multiple VLAN

Delete multiple VLAN, follow these Steps:

Step 1: 1 want to delete VLAN check box;

setp2: Click on the bottom left "Delete VLAN" connection;
Step 3: Confirm delete.

5.1.4 Editing VLAN

5.1.4.1 VLAN Port to a VLAN

Click on the icon can be added to the selected port in the VLAN:

VLAN Settings. Port Mode

System Home

e R e =

N Na VLAN ID(1~4084): & £

T e —

Port Management

VLAN Management  ~ Selecta tag port to add to the VLAN:
1 3 5 7 9 M 13 15 17 19 21 23 25 21

VLAN M: t

e 02 W 6l 050 1) AR A

Voice VLAN EEEELULCEL EEEESE
2 4 6 8 10 12 14 16 18 20 22 24 26 28 1

Surveillance VLAN 7 Optional port § Fixed port i Selected port [T Aggregation port [ Trunk Port Select all Select all others Cancel

ONVIF Selecta untag portto add to the VLAN:

o » 13 5 1 8 1 1315 17 19 2 B 25 o7

BEEy 7297787 577 VT B 050 00 OO e W S 1

e e b

PSE System 2 T Optional port i Fived port §iif Selected port [17 Aggregation port {:] Trunk Port  Select all Select all others Cancel

EEE =
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Figure 5-5: Add the port to the VLAN

Add the port to the VLAN, follow these Steps:

Step 1: Click” Z icon;

Step 2: Selected to join the ports in the port pane;
Step 3: Click the lower right corner "Save" button to complete the configuration.
5.1.4.2 to Remove the Port From a VLAN

Click on the icon, you can remove the port from this VLAN:

VLAN Settings. Port Mode

System Home

Quick Configuration LANs need o be added one at a fime [E s .

VLAN Nam VLAN ID(1~4094): &

s |

Port Management

VLAN Management  ~ B Select a tag portto add to the VLAN:
1 9 1 13 15 17 19 21 23 25 27
VIAN M t
e ﬁﬁﬁﬁ.@.lﬁﬁﬁﬁﬁﬁ
Voice VLAN EEEELLDEL EEEES

zasswum(smzqzznzsz& 1

Surveillance VLAN 7 Optiona port 57 Fixed port i Selected port {72 Aggregation port §=7 Trunk Port Select all Select allothers Cancel

ONVIF Selecta untag port to add to the VLAN:

» R
Fauit / Safety QDQQD@@!DDDDDD
S e ey YR TETE

PSE System 2 T Optional port i Fived port §iif Selected port [17 Aggregation port {:] Trunk Port  Select all Select all others Cancel

EEE =

Figure 5-6: To remove the port from the VLAN

Procedure to remove the port from VLAN as follows:

Z

Step 1: Click on the icon ” H
Step 2: Remove the port to be removed from the port panel;
Step 3: Click on the lower right corner of the "Save" button to complete the configuration.

5.1.5 View Port Mode

Click on the "VLAN Management" "Port Mode" view switches has been configured port mode information:
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VLAN Settings Port Mode

System Home
Note: 1.Access: This moade port can only beiong to one VLAN, you can fransmit packets of the VLAN ,the defaultis VLAN 1, is generaly used with the terminal irectly connected.

2Trunk: This mode port can belong to multiple VLAN, can transmit multiple VLAN packets, can only transmit data frames of Tag type (Native VLAN to Untag type transmission ), generally used in conjunction with other swiches in the network,
3 Hybrid: This mode port can belong to multiple VLAN, can transmit mulipie VLAN packets, can transmit Tag or Untag packet frame
Port Management v 4\When the port is changed to Trunk mode,twill be removed from the previous Untag vian

Quick Configuration

Selecta port to configure

VLAN Management ~
1 3 5 T 9 11 13 15 17 19 21 23 25 27
VIAN Management PR R R R BT YT i i v o
= i I T I Il Ol T O O Ot el
Voice VLAN 2 4 6 2 10 12 14 16 18 20 22 24 26 28
it e 77 Optional port i Selected port [T Aggregation port [ Trunk Port ~ Select all Selectall others Cancel
Fault / Safety R
System Management ” s i B
PSE System v 2 Access 1 iz
QoS v 3 Access 1 B
EEE » 2
6 Access 1 1
9 Access 1 j
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Figure 5-7: View port mode configuration information

Displayed in the port mode list is the property value of the port configuration of the current switch:

1. The Port Name: Display port number used.

2. The Native VLAN: Display native VLAN.

3. The Allowed VLAN: The VLAN allows the display message can be through VLAN.

4, The default port is T VLAN native VLAN.

5. The default port mode is access.

5.1.6 Change the Port Mode is Trunk

Select the port you want to change the mode and click the "port mode" list, you can set the port mode is trunk:
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0.223 says (save ) admin Tech

G FS [zosoer] 10.

Settings saved!

VLAN Settings Port Mode

System Home
Note: 1.Access: This mode port can only beiong to one VLAN, you can transmit packts of the VLAN , the default is VLAN 1, is generally used vith the terminal irectly connected.

2.Trunk. This mode port can belong to multiple VLAN, can transmit multiple VLAN packets, can only transmit data frames of Tag type (Native VLAN to Untag type transmission ) , generally used in conjunction with other switches in the network.

3 Hybrid: This mode port can belong to muitiple VLAN, can transmit multiple VLAN packets, can transmit Tag or Untag packet frame

4.When the port is changed to Trunk mode,it will be removed from the previous Untag vian.

Quick Configuration

Port Management

Selecta port to configure
VLAN Management  ~

3 5 7 9 1 13 15 17 19 21 2 25 27
P B e ST YT Y o |
QBB@@BBBUUBDD

6 8 10 12 14 15 18 20 22 24 26 28

VLAN Management
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S I VLAN 177 Optional port i@ Selected port 7T Aggregation port {7 Trunk Port  Selectall Selectall others Cancel
urveillance

ONVIF
Apply
Fault / Safety v
Port Port Mode Native VLAN Edit
System Management 5 s - B
PSE System v 2 Access 1 Zz
QoS o 3 Access 1 74
4 Access 1
EEE ~ z
5 Access 1 B
6 Access 1 7.4
7 Access 1 &
s Access 1 2
9 Access 1 1”4
10 Trunk 1 B
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Figure 5-8: Change the port mode is trunk

The Steps to set port mode is trunk are as follows:

Step 1: Chose one or more ports;

Step 2: Click the port mode list chose the mode is: trunk;
Step 3: Set Native VLAN, the VLAN must be is exist;

Step 4: Set by allowing the VLAN number, the default allowed VLAN is empty, if you want to allow the native VLAN, you must be

configure allowed the native VLAN;
Step 5: Click on the lower right corner of the "Save" button to complete the configuration.
5.1.7 Change the Port Mode is Hybrid

Select the port you want to change the mode and click the "port mode " list, you can set the port mode is hybrid:
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Settings saved!
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2Trunk: This mode port can belong to multiple VLAN, can transmit multiple VLAN packets, can only transmit data frames of Tag type (Native VLAN to Untag type transmission ), generally used in conjunction with other switches in the: network,
3 Hybrid: This mode port can belong to multiple VLAN, can transmit muliple VLAN packets, can transmit Tag o Untag packe frame
Port Management ¥ 4\When the portis changed to Trunk mode,twill be removed from the previous Untag vian

Quick Configuration
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Figure 5-9: Change the port mode is hybrid

The steps to set port mode is hybrid are as follows:

Step 1: Chose one or more ports;

Step 2: Click the port mode list chose the mode is: hybrid;
Step 3: Set Native VLAN, the VLAN must be is exist;

Step 4: Set by allowing the VLAN number, the default allowed VLAN 1, if you want to allow the native VLAN, you must be configure

allowed the native VLAN;

Step 5: Click on the lower right corner of the "Save" button to complete the configuration.
5.2 Voice VLAN

5.2.1 View Voice VLAN Information

Click on the navigation bar "VLAN Management" "Voice VLAN" " Voice VLAN Global" to view the switch configured:




FS

$2800S SERIES SWITCHES WEB CONFIGURATION GUIDE

6Fs|

'Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address
System Home I Voice VLAN Global
Quick Configuration Note: Surveillance VLAN ID and Voice VLAN ID can not be the same.
~ -
Port Management Voice VLAN State: ( (@oaal)
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ONVIF
Fault / Safety e

System Management >
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Figure 5-10: View voice VLAN information

5.2.2 Configure Voice VLAN global

Click on the navigation bar "VLAN Management" "Voice VLAN" " Voice VLAN Global" to configure the voice VLAN;

G FS [saoszarr|

Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address
System Home I Voice VLAN Global
Quick Configuration Note: Surveillance VLAN ID and Voice VLAN 1D can not be the same.
ERGISE Voice VLAN State: @EII )
VLAN Management = Voice VLAN ID(2-4094:f |
Voice VLANCos:(7 ]
MESIN BTG Aging Tme(1.65535: 777 | min

Voice VLAN Apply

Surveillance VLAN
ONVIF
Fault / Safety g

System Management

PSE System i
QoS ¥
EEE e

Figure 5-11: view voice VLAN information

To configure the voice VLAN global Steps as follows:

Step 1:In the voice VLAN state TEXT BOX, click ON the "OFF" to "ON";

Step 2: In the voice VLAN ID text box, enter the ID, such as 900;

Step 3: In the voice VLAN COS text box, choose 6;

Step 4: In the aging time text box, enter aging time, such as 1000;
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Step 5: Click on save.

5.2.3 Configure Voice VLAN Port

Click on the navigation bar "VLAN Management" "Voice VLAN" " Voice VLAN port" to configure the voice VLAN port;

Voice VLAN Global Voice VLAN Port 'Voice VLAN OUI Voice device address
System Home | vore v o
Quick Configuration Note: The port must be in Layer 2 Hybrid or Trunk mode and Access mode can only be configured in manual mode.

Dort Manmgementn Selecta port to configure:

103 5 7 9 M 13 15 17 19 2 23 3 27
VLAN Management  ~ PRy = SRS Cr R EIR YIS vl i o o |
[ Il ol Bl Bl B Bl =l (=]

VLAN Management 2 4 6 8 10 12 14 16 18 20 2 24 26 28

Voice VLAN [ optional port 57 Fixed port g Selected port 77 Aggregation port Select all Select all others Cancel

S A Y state: Mode:

ONVIF APPY

Jaut e T ] vorce portist

System Management ¥ Port state Mode. Edit

PSE System v 1 Disabled AutoTag iz

ot 2 2 Disabled AutoTag z
3 Disabled AutoTag 2

EEE =
4 Disabled AutoTag z
5 Enabled AutoUntag 1z
5 Enabled AutoUntag 74
7 Disabled AutoTag 2
8 Disabled AutoTag T4
9 Disabled AutoTag iz
10 Disabled AutoTag iz

First Previous [1] PI[3 Next Lasfi_]/3Page

Figure 5-12: Configure voice VLAN port

To configure the voice VLAN port steps as follows:

Step 1: Select ports to configure;

Step 2: In the state text box, choose enable;

Step 3: In the mode text box, choose manual;

Step 4: Click on save.

5.2.4 Configure Voice VLAN OUI

Click on the navigation bar "VLAN Management" "Voice VLAN" " Voice VLAN OUI" to configure the voice VLAN OUI.
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Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address
System Home | voice vean our
Quick Configuration oUl Address Mask Description: [ Aop |
Port Maagement = | Voice VLAN OUI List
VIAN Menaementl 2 OUlAddress Mask Description Edit

00E0.8800.0000 FEFFFF00.0000 acom @
VLAN Management

0003.6800.0000 FFFFFF00.0000 cisco s
Voice VLAN

00E0.7500.0000 FRFFFF00.0000 Veritel @
Surveillance VLAN

00D0.1E00.0000 FEFFFF00.0000 Pingel @
onvir 0001.£300.0000 FFFFFF00.0000 Siemens I
Fault / Safety 2 0060.8900.0000 FEFFFF00.0000 NECPhilis s
Sy Nenagement > 000F £200.0000 FEFFFF00.0000 Huawei-3C0M @

0009.6£00.0000 FFFFFF00.0000 Avaya @
PSE System ¥

9446.7E00.0000 FEFFFFO0.0000 test x
QoS %

Fist Previous [1] Next Lasfi |1 1Page

EEE &

Figure 5-13: Configure Voice VLAN OUI

To configure the voice VLAN OUI Steps as follows:

Step 1:In the OUl address text box, enter OUl address, such as 00-b0-1E-00-00-00;

Step 2: In the mask text box, enter the mask, such as FF-FF-FF-00-00-00;

Step 3: In the description text box, enter the description, such as test OUI;

Step 4: Click save.

5.2.5 Voice Device Address

Click on the navigation bar "VLAN Management" "Voice VLAN" " Voice device address" to view the voice device:

Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address
System Home I Voice device address List
Quick Configuration Port Voice Device Address Start Time.
5 94A6.7E5D.9C48 2021-08-07 13:13:42

Port Management
VLAN Management  ~ Fist Previous [1] Next Lasft ] /1Page
VLAN Management
Voice VLAN

Surveillance VEAN
ONVIF

Fault / Safety v

System Management

PSE System v
QoS v
EEE v

Figure 5-14: Voice device address

5.3 Surveillance VLAN

5.3.1 View Surveillance VLAN Information

Click on the navigation bar "VLAN Management" "surveillance VLAN" " surveillance VLAN" to view the switch configured:
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Surveillance VLAN Port Surveillance VLAN

System Home
| surveinance vian

Quick Configuration Notice: 1. Surveilance VLAN ID and Voice VLAN ID can not be the same
Port Management v Surveillance VLAN: ( (e0)
Surveiiance VLANID: [ J2-4094)
VLAN Management ~
surveillance VLAN CoS:

VLAN Management AgingTime:[ |(1-65535 min)
Voice VLAN Apply
Surveillance VIAN | mac settings ana surveitance Device
ONVIF Tip: 1. To add more device(s) for Auto Surveillance VLAN by user-defined configuration as belar.

2. Maximum User-defined OUI s 16 enties
Fault / Safety v

User-defined MAG Setting Auto Surveillance VLAN Summary
System Management ¥
Component Type: [ Video Management Server 2 Description:|____|(1-6 chars)
PSE System v mAC Address: [ Je.g.0001.02030000) Mosk[ Jeq FFFFFFO0000D)
aos o -
Component Type Description MAC Address Mask

EEE =

Fist Previous (1] Next Lasft | /1Page

3. [ @kiEDatasheet

Figure 5-15: Surveillance VLAN information

5.3.2 Configure Surveillance VLAN

Click on the navigation bar "VLAN Management" "surveillance VLAN" " surveillance VLAN" to configure the switch surveillance VLAN.

Surveillance VLAN Port Surveiliance VLAN

System Home
| surveitance vian

Quick Configuration Notice: 1. Surveilance VLAN ID and Voice VLAN ID can not be the same
Port Management ™~ Surveillance VLAN: (@00 )
Surveillance VLANID:E |(2-4004)
VLAN Management ~
Surveillance VLAN CoS:

VLAN Management Aging Time:[f00__|(1-65535 min)
Voice VLAN Apply
Surveillance VLAN | mac settings ana surveitance Device
ONVIF Tip: 1. To add more device(s) for Auto Surveillance VLAN by user-defined configuration as belov.

2. Maximum User-defined OU! s 16 enties.
Fault / Safety v

User-defined MAC Setting Auto Surveillance VLAN Summary
System Management
Companant Typé: Description:[ |1 chars)
PSE System ¥ MACAddress:[|(e.q 00010203.0000) Mask:[ |eg FFFFFF00.0000)
QoS v Apply
Component Type Description MAC Address Mask

EEE ¥
First Previous [1] Next Lasft |/ 1Page

Figure 5-16: Configure Surveillance VLAN

To configure the surveillance VLAN Steps as follows:

Step 1:In the surveillance VLAN TEXT BOX, click ON the "OFF" to "ON".

Step 2: In the surveillance VLAN ID text box, enter the ID, such as 500;

Step 3: In the surveillance VLAN COS text box, choose 3;

Step 4: In the aging time text box, enter aging time, such as 500;
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Step 5: Click on save.

5.3.3 MAC Settings and Surveillance Device

Click on the navigation bar "VLAN Management" "surveillance VLAN" "surveillance VLAN" “MAC Settings and Surveillance Device” to

configure the user-defined mac settings.

surveiliance VLAN Part Surveillance VLAN

System Home
| suneitance vian

Quick Configuration Notice: 1. Surveilance VLAN ID and Voice VLAN ID can not be the same
Port Management v Surveillance VLAN: (@E00D )
Surveilance VLANI0: [T 24094)
VLAN Management  ~
surveillance VLAN CoS:

VLAN Management AgngTime:piz  |(1essasmin
Voice VLAN Apply
T | s sting nd Suitance i
i ip: 1. To add more devics(s} or Auto Suvellance VLAN by user-defined configuration as below.

2. Maximum User-defined OUI is 16 entries
Fault / Safety v

User-defined MAC Setting Auto Surveiliance VLAN Summary
System Management
Component Type: [ Video Management Server v Description:[ |- chars)
PSE System o MACAddress:[|(eq. 0001.0203.0000) Mask[ Jeg FFFFFF00.0000)
ass - 3
e 3 Component Type Description MAC Address Mask
Video Management Server 5 0003.6800.0000 FFFFF00.0000 x

First Previous (1] Next Lasft |/1Fage

Figure 5-17: Configure the user-defined mac settings

To configure the surveillance VLAN Steps as follows:

Step 1: In the component type EXT BOX, choose video management server;

Step 2: In the description text box, enter test OUI;

Step 3: In the mac address text box, enter mac address, such as 00A1.0203.0000;

Step 4: In the mask text box, enter the mask, such as FFFF.F000.000;

Step 5: Click on save.

5.3.4 MAC Settings and Surveillance Device

Click on the navigation bar "VLAN Management" "surveillance VLAN" "surveillance VLAN" “MAC Settings and Surveillance Device” to view

the information:
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surveillance VLAN Port Surveillance VLAN

o
| suveitance vian

[ oo hon Notice: 1. Surveilance VLAN ID and Voice VLAN ID can not be the same

Port Management Surveillance VLAN: (@EN0D )
Surveillance VLANID:[T (24004
VLAN Management ~
Surveilance VLAN Cos:

VLAN Management Aging Time:[flz___ | 165535 min)
Voice VLAN Apply
Surveillance VIAN | wac setings ana surveitance pevice
ONVIF “Tip: 1. To add more device(s) for Auto Suvellance VLAN by user-defined configuration as belov

2. Maximum User-defined OUIis 16 entries
Fault / Safety “

User-defined MAC Setting Auto Surveillance VLAN Summary
System Management ~
Component Type: Description:|__— -9 chars)
PSE System < MACAddress:[J(eg. 0001.0203.0000) Maski[ Jeo FRFFFFO00000)
ass - £
- 2 Component Type Description MAC Address Mask
Video Management Server 5 0003.6800.0000 FFFFFF00.0000 %

First Previous [1] Next Lasfi  |/1Page

Figure 5-18: Configure the user-defined mac settings

54 ONVIF

5.4.1 View ONVIF

Click on the navigation bar "VLAN Management" "ONVIF” "ONVIF Global" to view the switch configured:

e FS [s28005-2412F |

ONVIF Global IP-Camera Information NVR Information

System Home Note: 1. Manage vian to enable ONVIF to use

x E 2. Unable to enable ONVIF when IGMP SNP or MLD SNP is enabled
Quick Configuration

I ONVIF Global Settings
Port Management o

Global State [“on D]
N D -0
VLAN Management VLAN CoS

Discover Port (554, 1025-65535) 554 [ | | [ |

Trap State @}

I 'ONVIF Global Status

VLAN Management =

Voice VLAN
Surveillance VLAN
ONVIF
Fault / Safety 3
Number of NVR Discovered
System Management ~
Number of IP-Camera Discoverad

System Settings

DHCP Server

o

Figure 5-19: ONVIF information

To configure the ONVIF Steps as follows:

Step 1: Turn off IGMP and MLD functions;
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6 FS [s28005-2412F |

System Home
Quick Configuration
Port Management
VLAN Management
Fault / Safety

Attack Prevention

Property Querier Throttling Router Port Group Address Filtering Statistics

I IGMP Snooping

Mote: 1. Internet Group Management Protocol (IGMF) snooping is a feature that allows a switch fo forward multicast traffic intelligently on the switch.
2. IGMF Snooping cannet be enabled when ONVIF is enabled..

@ Enable or disable the mullicast listener, when enabled, the siafic routing port can be set.

I IGMP Immediate Leave

@ Enable or disable the global immediate leave.

Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP

MLD

IEEE 802.1X

AAA

System Management >

Figure 5-20: Turn off IGMP

6' FS [sz800s-2472F |

Property Throttling Router Port Group Address Filtering Statistics

System Home I MLD Snooping

Quick Cenfiguration Mote: 1. Multicast Listener Discover (MLD) snooping is a feature that allows a switch to forward mulficast traffic intelligently on the switch.

2. IGMP Snooping cannat be enablad when ONVIF is enabled..

.

Port Management

(E Enable or disable the multicast listener, when enabled, the stafic routing port can be set.

w

VLAN Management
Fault / Safety
Attack Prevention
Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP

MLD

IEEE 802.1X

AAA

System Management
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Figure 5-21: Turn off MLD

Step 2: Enable management VLAN;

6 FS [(s28005-2472¢

Interfaces VLAN SystemRestart  User Management System Log LogExport  ARP Table MAC Management
Sptemfone Note: 1. Interfaces VLAN parameters: I°. MAG, gateway and the user's contact details. " denotes required field
2. The 1P adress and mask camot be conigured when the DHCF server s enabled.
3.The DHCP Client can be enabled vinen the management ian s enabled.
4. When the management vian i enabled, mulfe nferface VLANS cannot be confgured.
5. Vihen one ofthe DHCP server, DHCP client and ONVIF is enabled, the management VLAN cannot be disabled.

Quick Configuration
Port Management
VLAN Management 6. Deleting the gateway means delefing the defaut static route.
| Sesic sy seings

Management VLAN: @CI0) )

Fault / Safety =

System Management ~

ManagementvLANID: [T V] MAC: B, Cark HE -
System Settings DHCP: [Siatic Allocation v 1PV DHCP: [ Stateless AuloCaniis v
1P 5 Link Local Address: £e0: :basb: cOEF: £efa:374e/bd
DHCP Server
Subnet Mask: . 1Pu6 Address: '
Firmware Upgrade Default Gateway: 1PY5 Gatoway Address:

Login Timeout(s}:
Contactinformation: [ |

Device Name: [528005-24T2F .

System Information

Configuration Management

Dual Configuration Apply

SNMP | mtertace vian Tavte
RMON AN I3 Mask Default Gateway Status IPve Excluir
LLDP Settings

Administration | system Time sotungs
Log Server Notice: The sitch time can be synchronized with the infermet time by Setting the time synchronization server IP address to the NTP or SNTP server from your selected time zone.

Tip: The system will select a default fime syncronization server if no IP address is entered.
Static Route

The Current System Time: 2000-01-03 13:48:59

Time Zone (T): [ (UTC)Coordinated Universal v

PSE System v
Time Setting Mode: O' Auto-Sync @ Wanual
QoS = oz
L] e
EEE =

Figure 5-22: Enable management VLAN

Step 3: Confirm that the IP address segment of switch management address is the same as that of IPCand NVR;

6 FS [s28005-2472¢ |

Interfaces VLAN SystemRestart  User Management System Log LogExport  ARP Table MAC Management
Sptemfone Note: 1. Interfaces VLAN parameters: I°. MAG, gateway and the user's contact details. " denotes required field
2. The 1P adress and mask camot be conigured when the DHCF server s enabled.
3.The DHCP Client can be enabled vinen the management ian s enabled.
4. When the management vian i enabled, mulfe nferface VLANS cannot be confgured.
5. Vihen one ofthe DHCP server, DHCP client and ONVIF is enabled, the management VLAN cannot be disabled.
6. Deleting the gatevay means deleting the default static route.

Quick Configuration
Port Management

VLAN Management

Management VLAN: @CI0) )

Fault / Safety =

System Management ~

Management VLAN ID: . MAC: B, CaFA. 3742 .
System Settings DHCP: | Static Allocation v IPv6 DHCP: | Stateless AutoConfig v

»: .

Subnet Mask: .
Firmware Upgrade Default Gateway:
Login Timeout(s):
ContactName: [

DHCP Server

System Information

Link Local Address: [£ei: -batb: cOEF: Fefa:374e/64
1PV6 Address: /
IPVG Gateway Address:
Device Name: &
Device Location: [ ]

Configuration Management

Dual Configuration Apply

Contactinformation: [ |

SNMP | mtertace vian Tavte
RMON AN I3 Mask Default Gateway Status IPve Excluir
LLDP Settings

Administration | system Time sotungs
Log Server Notice: The sitch time can be synchronized with the infermet time by Setting the time synchronization server IP address to the NTP or SNTP server from your selected time zone.

Tip: The system will select a default fime syncronization server if no IP address is entered.
Static Route

The Current System Time: 2000-01-03 13:48:59

Time Zone (T): [ (UTC)Coordinated Universal v

PSE System v
Time Setting Mode: O' Auto-Sync @ Wanual
QoS = oz
L] e
EEE =

Figure 5-23: Configure IP address

Step 4: Configure the VLAN ID;
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e FS [szs00s-2412F |

ONVIF Global IP-Camera Information NVR Information

SySth Home Note: 1. Manage vian to enable ONVIF to use

: 2 2. Unable to enable ONVIF when IGMP SNF or MLD SNP is enabled
Quick Configuration

I ONVIF Global Settings
Port Management

Global State )
VLAN Management =~ @:
VLAN 1D 2-4054)
VEAN Mg amant VLAN CoS
Voice VLAN Discover Port (554, 1025-65535) BG4 | || H | |

Trap State @}

I ONVIF Global Status

Surveillance VLAN
ONVIF

Fault / Safety o

< M Number of NVR Discovered
ystem Management =
Number of IP-Camera Discovered

System Settings

DHCP Server

Goo

Figure 5-24: Configure the VLAN ID

Step 5: Configure the port number used by the ONVIF protocol, The default is 554.

e FS [s28005-2412F |

ONVIF Global IP-Camera Information NVR Information

System Home Note: 1. Manage vian to enable ONVIF to use

x E 2. Unable to enable ONVIF when IGMP SNP or MLD SNP is enabled
Quick Configuration

I ONVIF Global Settings
Port Management o

Global State @EE )
VLAN Management =
VLAN D (24088
VLAN Management VLAN Cos
AT Discover Port (554, 1025-85535) 554 [ | | [ |

Trap State @}

I 'ONVIF Global Status

Surveillance VLAN
ONVIF

Fault / Safety 3
Number of NVR Discovered
System Management ~
Mumber of IP-Camera Discovered

System Settings

DHCP Server

Figure 5-25: Configure the port number

5.4.2 View IP-Camera Information

Click on the navigation bar "VLAN Management" "ONVIF” " [P-Camera Information" to view the IP-Camera information:
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ONVIF Global IP-Camera Information NVR Information
System Home | IP-Camera Information
Quick Configuration Port 1P Address Model Location Manufacturer Description Throughput

Port Management ¥ First Previous [1] Next Lasfi |/ 1Page

VLAN Management  ~
VLAN Management
Voice VLAN

Surveillance VLAN

ONVIF

Fault / Safety 2

System Management

PSE System v
Qos v
EEE X

Figure 5-26: IP-Camera information

5.4.3 View NVR Information

Click on the navigation bar "VLAN Management" "ONVIF” " NVR information" to view the switch NVR information:

ONVIF Giobal IP-Camera Information NVR Information
System Home | NVR Information
Quick Configuration Port 1P Address IP-Camera Numbe Throughput Group Description

Port Management ¥ First Previous [1] Next LstPage
VLAN Management

VLAN Management

Voice VLAN

Surveillance VLAN

ONVIF

Fault / Safety -

System Management ¥

PSE System v
Qos v
EEE i

Figure 5-27: NVR information
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6. Fault/ Safety

6.1 Attack Prevention
6.1.1 ARP Spoofing
6.1.1.1 View ARP Configuration

Click the "Fault/Safety" “Attack Prevention” "ARP Inspection” to check the current switches has been configured for ARP information, this

feature is turned off by default .

G FS [szs00s o

ARP Inspection Port Security DHCP Snooping CPU Guard
System Home I ARP Inspection
Quick Configuration Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks

ARP Inspection: This feature can be used to protect equipment from ARP attacks.
Port Management -t

VLAN Management \E After enabling ARP Inspection, you can select trusted ports.
Fault / Safety o

Attack Prevention

Path Detection

Port Error Disable

DDOS Protection

Loopback Detection

STP

Access Control

IGMP

Figure 6-1: View port ARP Inspection information

6.1.1.2 ARP Inspection Function

In the ARP Inspection configuration, enable this function and then selected a port to configure some parameters. Click the "Save" button

to complete the configuration.
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G FS [zosaemr]

Technic:

System Home
Quick Configuration
Port Management
VLAN Management
Fault / Safety ~
Attack Prevention

Path Detection

Port Error Disable

DDOS Protection
Loopback Detection

sTP

Access Control

IGMP

MLD

IEEE 802.1X

ARA

System Management ¥

PSE System =
Qos =
EEE =

6‘ FS [s2s005-2472¢ |

System Home
Quick Configuration
Port Management o
VLAN Management
Fault / Safety >
Attack Prevention

Path Detection

Port Error Disable

DDOS Protection
Loopback Detection

STP

Access Control

IGMP

MLD

IEEE 802.1X

AAA

System Management

PSE System ~
QoS >
EEE ~

ARP Inspection Port Security DHGP Snooping

| A speson

GPU Guard

Description: To protect netork resources, the ARP Spoofing function will bock ilegal ARP messages and prevent ARP flood attacks

ARP Inspection: This feature can be used to protect equipment ffom ARP atiacks

@I ) After enabling ARP Inspaction, you can select trusted ports

Selecta port to configure.

o 1 13 15 7 19 21 2 2 &
PETEREIS FT ST i S i |
@UUUUUUDD

14 16 18 20 2 24 % 28

<] [0~

§77 Optional port 7 Fixed port i Selected port 572 Agaregaton port

Rate Limit: | Do Not Modify v

Destination MAC Check:

1P Check: D v
| state ortne AP able

port Trust Status Rate (pps)
1 Unirusted None
2 Untrusted None
3 Untrusted None
4 Untrusted None
5 Unirusted None
5 Uninusted None
7 Untrusted None
a Untnistect None

Port Security

ARP Inspection DHCP Snooping

| ARP inspection

Selectall Select all others Cancel

Rate Packet Limit
validate: Cpstmac O
Source MAC Check: £

Allow Zeros:

Source MAC Check

Disabled

Dicabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disablad

(1-50 pps)
Osremac

Destination MAC Check
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disahled

Figure 6-2: ARP Inspection configuration

10.32.130.223 says

Settings saved!

Description: To protect network resources, the ARP Spoofing function will bock ilegal ARP messages and prevent ARF flood attacks

ARP Inspection: This feature can be used o protect equipment from ARP

(@I ) At enabling ARP Inspecton, you can select rusted ports

Selecta port to configure.

attacks

103 5 7 9 M 1315 17 19 2 23 3 27
WOOOOomEmmOnnmon
Tt Tl B st 8 13 Ot el Bt Bt Bl st [=] (=)
2 4 6 8 10 12 14 16 18 20 2 24 26 28
73 Optional port | Fixed port 5 Selected port 57 Aggregation port
Rata Linit,
Trust Status: [Enabied 2
Destination MAC Check: [Enabled v
1P Check:
Apply
| st ane e e
Port Trust Status Rate (pps)
1 Untrusted None
2 Untrusted None
3 Untrusted None
4 Untrusted None
5 Untrusted None
6 Untrusted None
7 Untrusted None
2 Uninusted None

Selectall Select all others Cancel

Rate Packet Limit: [ |-50ppe)
Validate: @pstmac  @IP  Esicmac
Source MAC Check:
Allow Zeros:

Source MAC Check

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disablad

Figure 6-3: Change ARP Inspection configure
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I State of the ARP table

Port Trust Status Rate (pps) Source MAC Check Destination MAC Check IP Check Allow Zeros Edit
1 Trusted 50 Enabled Enabled Enabled Enabled &
% Untrusted Hane Disabled Disabled Disabled Disabled z
g Untrusted None Disabled Disabled Disabled Disabled iz
4 Untrusted None Disabled Disabled Disabled Disabled Z
5 Untrusted None Disabled Disabled Disabled Disabled iz
6 Untrusted Nene Disabled Disabled Disabled Disabled iz
7 Untrusted None Disabled Disabled Disabled Disabled iz
2 Untristad None Nisabiad Nisanlad Disabled Disabled >

Figure 6-4: Change ARP Inspection configure success

6.1.1.3 Disable ARP Inspection Function

In the ARP Inspection configuration table, click the button from on to off to disable the ARP Inspection and then click the "OK" button to

complete the configuration.

G FS [z 10.32.130.223 says =

Are you sure you want to disable ARP Inspection?

Port Security DHGP Snooping

ARP Inspection

System Home. | ARP Inspection

Quick Configuration Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks.
ARP Inspaction: Thi feature can be used to protect equipment rom ARP attacks
Port Management

VLAN Management @GED ) After enabling ARP Inspaction, you can select trusted ports.
Fault / Safety = Select a port to configure
. 103 5 7 9 1 1315 17 1920 2 25 27
WOOOOIMmMm O RRON
Path Detection It Ut Bl B8 151 U el Beh o B Bt =] (=
2 4 6 8 10 12 14 1 18 20 2 24 % 28
Port Error Disable 77 Optional port i Fixed port 8 Selected port 777 Aggregation port  Select all Select all others Cancel
DDOS Protection Rate Limit: [Enabled v Rate Packet Limit:[50_ |(1-50pps)
Trust Status: [Enabied v] Validate: Gst e EiP Bsicuac
Loopback Detaction
Destination MAC Check: Source MAC Check
TP 1P Check: [Enabled v Allow Zeros: [Enabled 2
A
1GMP l State of the ARP table
MLD Port Trust Status Rate (pps) Source MAC Check Destination MAC Check 1P Check Allow Zeros Edit
et 1 Trusted 50 Enabled Enabled Enabled Enabled z
2 Untrusted None Disabled Dicablect Disabled Dicabled 2
AAA
3 Unirusted None Disabled Disabled Disabled Disabled 2z
System Management
4 Untrusted None Disabled Disabled Disabled Disabed 2
i i 5 Unirusted None Disabled Disabled Disabled Disabled iz
QoS % 6 Untrusted None Disabled Disablect Disabled Disabed 2z
EEE ~ 7 Untrusted None Disabled Disabled Disabled Disabled 2z
2 Uninusted None Pisatled Nisablect Disabled Disahied > B

#I#£5-528005 Series Switches Web Configuration
Guide - #HZAEEHE(1).docx - WPS Office

Figure 6-5: Disable ARP Inspection function

6.1.2 Port Security

6.1.2.1 Port Security Configuration

Click the "Fault/Safety" "Attack prevention" "Port Security", configure the switch port security:
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e FS [szs00s-2a12F |

ARP Inspection Port Security DHCP Snooping CPU Guard
System Home Port Security
Quick Configuration Description: To protect network resources, the Port Security function will prevent malicious attack to take up a large number of MAC address table entries. tt will warn and discard the message when exceed the limited port MAC number

Port Management e ~ -~ )
After enabling Port Security, you can select frusted ports

VLAN Management
Fault / Safety e
Attack Prevention

Path Detection

Port Error Disable

DDOS Protection
Loopback Detection

STP

Access Control

IGMP

Figure 6-6: Port security configuration

In the configuration page, selected one or more ports, enable the admin state and configure the port max learning address. Finally, click

“Save” button.

10.32.130.223 says

(_Save ) admin

Settings saved!

ARP Inspection Port Security DHCP Snooping CPU Gug
System Home  portsecury
Quick Configuration :

Description: To protect network resources, the Port Security function wil prevent malcious attack 1o take p a large number of MAC address table entries. It vill wam and discard the message when excesd the limited port MAC number

Port Management S
@ ) Aer enabing Port Securty, you can select trusted porls

VLAN Management
Select a port to configure:

Fault / Safety W 1 3 5 7 9 11131517 19 21 23 25 27
= SWRESWRW] 55 50 By pa g ||
Attack Prevention OO EE DD 0
2 4 6 8 10 12 14 16 18 20 22 24 2 28

Path Detection
§7Optonal port 2 Fixed port g Selected port {79 Aggregation port  Selectall Select all others Cancel
Port Error Disable

Admin state:[Enabes ] Max Leaming Address: 6| (1:25%)
DDOS Protection At
Loopback Detection s
STP | portuist
Access Control Port Admin State Max Leaming Address Action Edit
1GMP 1 Disabled No timit discard iz
MLD 2 Disabled No limit discard 2
El Disabled No timit discard
IEEE 802.1X z
4 Disabled No fimit discard z
AAA
5 Disabled No limit discard 74
System Management ¥
6 Disabled No limit: discard @z
PSE System v 7 Disabied Notmi: dcard B
QoS v 8 Disabled No fimit discard z
9 Disabled No fimit discard
EEE ~ =z
14 Disabled Nolimit discard > =

Figure 6-7: Port security manual configuration

6.1.2.2 Change Port Security Status

In the port list, select the port to edit, change some parameters or disable the port security and click the button of “Save”.
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System Home
Quick Configuration
Port Management
VLAN Management
Fault / Safety ~
Attack Prevention

Path Detection

Port Error Disable

DDOS Protection
Loopback Detection

<P

Access Control

1GMP

MLD

IEEE 802.1X

AAA

System Management ¥

PSE System =
Qos =
EEE =

ARP Inspection Port Security DHGP Snooping

| port securty

Description: To protect network resources, the Port Security function will prevent malicious attack to take up a large number of MAC address table entries. It will wam and discard the message When exceed the imited port MAC number.

@) Aer enabing Por Secury you can selet tusted ports

Select a port to configure:

GPU Guard

103 5 7 9 1 1315 17 19 21 23 35 7
T R e e s
[l g e e e e
2 4 6 8 10 12 14 16 18 20 22 24 26 28
"3 Optional port G2 Fixed port g Selected port [T]Aggregation port  Selectall Select all others Cancel

P - —
| portuist
port
1
2
3
4
5
6
7
s
s
10

6.1.3 DHCP Snooping

6.1.3.1 View DHCP Snooping Configuration

Click the "Fault/Safety" "Attack prevention" "DHCP snooping", the configuration information show the anti DHCP attack

System Home
Quick Configuration
Port Management v
VLAN Management
Fault / Safety >
Attack Prevention

Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
STP.

Access Control

IGMP

MLD

IEEE 802.1X

AAA

System Management
PSE System

QoS

EEE

ARP Inspection Port Security DHCP Snooping

| orcp snooping

Description: DHCP snooping will fiter untrusted DHCP messages

@ )  Afer enabling DHCP snooping, you can select trusted ports

[ ctobt stngs

T Te—

MaxLeaming Address: [ |(1-256)

Admin State

Enabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Max Leaming Address
6
No limit
No limit
No fimit
No limit
No limit
No imit
No fimit:
No limit

No limit

Figure 6-8: Change port security status

CPU Guard

Remote ID:[ (163 chars) (Keep empy o st dofau)

Port Property Binding List Options?2 Circuit ID

Selecta port to configure:

9 1 1315 17 19 21 23 2 2
Sl il i i S nl Yl ] o] (=]
Lot Tl It Tl Beh Bl il Ul [ (=]

1 12 14 16 18 20 22 24 2% 28

Fixed port i Selected port 77 Agoregation port Select all Select al others Cancel

Options? State: Disabled -

Optiong2 State

Truststate:
P L —
Port. Trust Status
1 Trusted
4 Untrusted

Figure 6-9: View anti DHCP snooping configuration information
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6.1.3.2 Open DHCP Snooping Function

Click on a "Fault/Safety" "DHCP Snooping" click the button ) to open the DHCP snooping:

6 FS [s2s800s-2472F |

ARP Inspection Port Security DHCP Snooping CPU Guard
System Home I DHCP Snooping
Quick Configuration Description: DHCP snooping will filter untrusted DHCP messages.
Port Management iy ([ @EE8)  Afer enabling DHCP snooping, you can select trusted ports.

VLAN Management ~
Fault / Safety %
Attack Prevention

Path Detection

Port Error Disable

Figure 6-10: Activation of DHCP snooping function

6.1.3.3 Set the Port to DHCP Snooping Trusted Port

In the trusted port list, select the port that needs to be disabled to prevent DHCP attacks, and click the "Save" button and enable

option82 function.

ARP Inspection Port Security DHCP Snooping CPU Guard
System Home  otcp snooping

Quick Configuration Description: DHCP snooping will filter untrusted DHCP messages.

Port Management v @I )  Afer enabing DHCP snooping, you can select fusted ports

VLAN Management I
Global Settings

Faut/Safery O —
A RemoteID:[|(1-63 chars) (Keep emply to set defaul)
Apply
Path Detection
Port Error Disable Port Property Binding List Options2 Gircuit ID
DDOS Protection Selecta port to configure:
103 5 7 9 1 13 15 17 19 2 23 3 27
Loopback Detection BOOOONOONNOO000
TP I Tt T Bl Bl Tl Bl Ol Bl Bt Il Bl = (=]
2 4 6 8 10 iz 14 16 18 20 22 24 2 28
Access Control "7 Optional port [ Fixed port G Selected port £17 Agaregation port  Select all Select all others Cancel
IGMP Truststate: [Trusted | Options2 State: [ Enabled v
MLD
IEEE 802.1X
Port Trust status Options2 State Action Eait
AAA
1 Trusted Enabled keep. z
A Gl EET 2 Untrusted Disabled drop 2
PSE System > 3 Untrusted Disabled drop 74
QoS V 4 Untrusted Disabled drop iz
5 Untrusted Disabled drop
EEE = =
6 Untrusted Disabled drop iz -

Figure 6-11: Disable anti illegal DHCP server functions and enable option 82
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The activation of anti DHCP attack function, is the port setting for trust status;

Disable - preventing DHCP attack, is set to a non-trusted state port.

6.1.3.4 Configure CID Information

Click the "Option82 Circuit Id" button, configure the CID information:

ARP Inspection Port Security DHCP Snooping CPU Guard
System Home | orcp snooping
Quick Configuration Description: DHCP snooping will fiter untrusted DHCP messages
RO geen @ )  Aer enabiing DHCP snooping, you can select tusted ports

VLAN Management
| stovat setings

el oy iy VLAN:[f~084  |1-4004)

Attack Prevention: RemotelD:[ |(1-63 chars) (Kesp empty to set default)
Path Detection
Port Error Disable Port Property Binding List Options2 Circuit ID

DDOS Protection Selecta port to configure:

13 5 7 9 1 1315 17 182 23 35 27
W L 120 Siad i et 5 il S St Sl ] o] (=]
st gggBBUBBBUUBDD

8 10 12 14 16 18 20 22 24 2% 28

Loopback Detection

Access Control §77 Optional port g Fixed port G Selected port §72 Aggregation port  Sellect all Select al others Cancel
IGMP VIANG faoee) Circuit ID:[192. 165,100,254 (1-63 chars)

o oo |

IEEE 802.1X port VLAN CircuitID Edit
s 1 1 192168 100.254 z %

First Previous [1] Next Lasfl | /1Page

System Management

PSE System ~
QoS >
EEE ~

Figure 6-12: CID information

6.1.3.5 Off DHCP Snooping Function

Click the "ON" button, will prevent the DHCP attack function off:
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10.32.130.223 says

admin

( save
Sure you want to close?

ARP Inspection Port Security DHGP Snooping cPU Gu3
System Home I DHCP Snooping
Quick Configuration Description: DHCP snooping il fiter unirusted DHCP messages
e ETEEE @I )  Afer enabing DHGP snooping, you can seiect trusted ports

VLAN Management
| Gtobat settings

RGeS e —
i RemotelD:[ |(1-63 chars) (Kesp emply to set defaul)

Path Detection

Bort b Disalin Port Property Binding List Option82 Circuit I
DDOS Protection Selecta port fo configure:
103 5 7 o 1 1315 17 19 20 23 25 27
Loopback Detection i D ﬂ D ﬂ D D ﬂ D D D D OO
st It Il i Il B It el I 1 (=] (=]
2 4 6 8 10 12 14 16 18 20 3 34 2% 28

Access Control §7 Optionai port 5 Fired port i Selectad port [T Aggregation port Selectall Selectal others Cancel

1GMP T — T Circuit 10: 152 1e8 100 951 (163 chars)

mo &3

EEE 802.1X Port vLAN Circuit D =

1 1 192.168.100.254
ABA 2 %

First Previous [1] Next Last 1Page

System Management ¥

PSE System v
Qos v
EEE v

Figure 6-13: Off DHCP snooping function
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6.1.4 CPU Guard

Click the "Fault/Safety" "Attack prevention" "CPU Guard", the configuration information show the CPU guard.

e FS [sz2800s-2472F

ARP Inspection Port Security DHCP Snooping CPU Guard
System Home I CPU Guard
Quick Configuration Description: To Configure each type of message bandwidth can inhibit high rate of attack packets in network.
Port Management V
Cpu Port Bandwidth (64-500): [soo  Jops
VLAN Management ~ Cpu Protect Manage Bandwidth (1-500): pps
Cpu Protect Route Bandwidth (1-500): [z00 Jops

Fault / Safety i

Attack Prevention Apply

Path Detection

Cpu Protect Protocol Bandwidth (1-500): o0 Jops

Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control

IGMP

Figure 6-14: CPU Guard information

Change CPU guard configuration:

G FS [semo0s 2 1022 13052k says

The value of Cpu Port Bandwidth is 64-500

ARP Inspection Port Security DHCP Snooping

System Home | CPU Guard
Quick Configuration Description: To Configure each type of message bandwidth can inhibit high rate of attack packets in network.

Port Management i

Cpu Port Bandwidth (64-500): [so0  pps
VLAN Management Cpu Protect Manage Bandwidth (1-500): pps
Cpu Protect Route Bandwidth (1-500): [0 Jpps

Fault / Safe (s
ty Cpu Protect Protocol Bandwidth (1-500): jsoo  pps

Attack Prevention
Path Detection

Port Error Disable

DDOS Protection

Loopback Detection

STP

Access Control

IGMP

Figure 6-15: Change CPU Guard configuration
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6.2 Path Detection

6.2.1 Path Detection

Click the "Fault/Safety" "Path Detection" or “Tracert detection” can view the Path Detection configuration:

6‘ FS [s28005-2a12F

Ping Detection Tracert Detection Cable Detection

System Home Description: Use the ping function to determine whether the network connection is functional and whether the host is reachable.

Quick Configuration Destination IP .

Port Management >

Test Results

VLAN Management
Fault / Safety £
Attack Prevention

Path Detection

Port Error Disable

DDOS Protection

Loopback Detection

STP

Access Control

Figure 6-16: Path detection information
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6‘ FS [sz800s-2412F

Ping Detection Tracert Detection Cable Detection

System Home Description:

Tracert detection can detect to the destination through the gateway, the function is used to detect whether can reach the destination and the path to the

uick Configuration
Q g If the testing iz a domain name, it may need to wait for a long time (2-3 minutes), please be patient.

Port Management e Destination IP or domain name :
VLAN Management *~ Rneod (2-11is)
Start Test
Fault / Safety i
Test Results

Attack Prevention
Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control

IGMP

MLD

Figure 6-17: Tracert detection information

6.2.2 Cable Detection

Click the "Fault/Safety" "Path Detection" “Cable Detection” can view the Cable Detection configuration:

Ping Detection Tracert Detection Cable Detection
System Home Please select the port to detect!
2 = 2 1 3 & 7 81 ¥ W MR %y
e mialalalalnlsisialeiwiv,
o™
P | 75 15 18 2 0 i B i B I IS S S )
2 4 6 8 10 12 14 16 18 20 22 24 26 28
VLAN Management > 3 0ptional port §3 Fixed port G Selected port {77 Aggregation port Selectall Select all others Cancel
Fault / Safety a
Attack Prevention
| stect s
Path Detection
Port. Test Result Cable Fault Distance (meters)

Port Error Disable

RNAS Drntartinn

Figure 6-18: Cable detection information

The cable detection only selected one port:
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Ping Detection Tracert Detection Cable Detection

System Home Please select the port to detect!

5 7 9 11 13 15 17 19 21 23 25 27

oY Talatalatalaatatatatal
remee | sistsisisist=isi=teistei=l=

8 10 12 14 16 18 20 22 24 26 28

Quick Configuration

VLAN Management -

4]

Optional port 5 Fixed port i Selected port [ Aggregation port Selectall Select all others Cancel
Fault / Safety ~
Attack Prevention

Path Detection

Port Test Result Cable Fault Distance (meters)
Port Error Disable
Group Az Cutting-out Group A: 0.92
DDOS Protection . Group B: Cutting-out GroupB: 0.90
Group C: Cutting-out Group C: 0.85
Group D: Cutting-out Group D: 0.83

Loopback Detection

STP

Figure 6-19: Port cable detection result

6.3 DDoS Protection

Click the "Fault/Safety" "DDoS Protection" can view the DDoS protection configuration:

DDOS Protection

System Home Dos Type Selection:  [Land Attack [JPing Deatn Attack (TGP Null Scan
(TP Xmascan (TGP SYN-FIN [JTCP SYN Src Port Less 1024
Quick Configuration
Apply
Port Management
VLAN Management
Fault / Safety ~
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection

STP

Figure 6-20: DDoS Protection information

Selected dos type to prevent multiple computers from sending attack packets.

EFS [szoos 2arar

DDOS Protection

System Home Dos Type Selection:  [Land Attack [EBPing Death Attack
E3TCP Xmascan EGTCP SYNFIN [CJTCP SYN Src Port Less 1024
Quick Configuration
Apply
Port Management
VLAN Management
Fault / Safety ~
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection

Loopback Detection

Figure 6-21: Selected dos type

6.4 Loop Detection

Click the "Fault/Safety" "loop detection" can view the current loop detection configuration:
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Loopback Detection

System Home Loopback Detection:
. B Time Interval (1:32767): 0
Quick Configuration e interval( ) b
A
et Vimzgement
Select a port to configure:
VLAN M - 9 1 13 15 17 19 21 23 25 27

S e St B St $end ] $oid [em] (=]
%UUUUUUUDD

2 14 16 18 20 22 24 2 28

(][O~

e
Fault / Safety ~ =l e
I bl &
7 4%

Attack Prevention

§73 Optionsl port E3 Fixed por

elected port 77 Aggregation port  Select all Select all others Cancel
Path Detection

Stater Deaved <
Port Error Disable e

DDOS Protection

| Loopback Detection port
Loopback Detection

Port Loopback Detection State Result Edit
sTP
1 Enabled Normal 2
Access Control
2 Enabled Normal 2
JeME E Enabled Normal B
ML 4 Enabled Normal z
IEEE 802.1X 5 Enabled Normal B
ARA 5 Enabled Normal 2
7 Enabled Normal &
System Management
8 Enabled Normal 2z
PSE System v
e Enabled Normal 7
e & 10 Enabled Normal B
EEE =2 First Previous [11(2] (31 Next Las 3Page

Figure 6-22: View loopback detection configuration information

6.4.1 Enable Loopback Detection

Enable the loopback detection and configuration some parameters, click "Save” button:

Loopback Detection

System Home Loopback Detection: (TR

= Time nterval (1327673fi0Jsec
A

Port iarmgement

Select a port to configure:

VIANM - 9 1 13 15 17 19 21 23

2 27

%805 7
e N S S S 5umd S e S B S0 5 Sl $id [em] (=]
QQQQUUUUUUUUDD

1 12 14 16 18 20 22 24 26 28

Attack Prevention

§73 Optionsl port E3 Fixed port §

Selected port §17 Aggregation port  Select all Select all others Cancel
Path Detection

State: [Disabled -
Port Error Disable

DDOS Protection

| Loopback Detection port
Loopback Detection

Port Loopback Detection State Result Edit
sTP
1 Enabled Normal 2
Access Control
2 Enabled Normal 2
JeME E Enabled Normal B
ML 4 Enabled Normal z
IEEE 802.1X 5 Enabled Normal B
ARA 5 Enabled Normal 2
7 Enabled Normal &
System Management
8 Enabled Normal 2z
PSE System v
e Enabled Normal 7
e & 10 Enabled Normal B
EEE =2 First Previous [11(2] (31 Next Las 3Page

Figure 6-23: Enable loopback detection

6.4.2 Choose the Port to Configure

Select one or more ports to change the loopback detection status:
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10.32.120.223 says

Settings saved!

Loopback Detection

System Home Loopback Detection: (ELID

ik Coaean Time Interval (1327678 Jeec
A

Port ansgement

Select a port to configure:

VLAN M = 9 1 13 15 17 19 21 23 25 27

— SERRNS WS S S |
EUUUUUUUDD

2 14 16 18 20 22 24 2 28

«f] B~

B8
Fault / Safety ~ =l e
I bl &F
7 4%

Attack Prevention
£ Optonal port 50 Fved port 2 Selected port 572 Aggregation port Selectail Select al others  Cancel
Path Detection

State: [Enabled

Port Error Disable

DDOS Protection

| Loopback Detection port
Loopback Detection

Port Loopback Detection State Result Edit
TP
1 Enabled Normal 2
Access Control
2 Enabled Normal 2
JeME E Enabled Normal B
ML 4 Enabled Normal z
IEEE 802.1X 5 Enabled Normal B
ARA 5 Enabled Normal 2
7 Enabled Normal &
System Management
8 Enabled Normal 2z
PSE System v
e Enabled Normal 7
e & 10 Enabled Normal B
EEE =2 First Previous [11(2] (31 Next Las 3Page

Figure 6-24: Configure ports parameter

Click “Edit” button, change the port status:

Loopback Detection

System Home Loopback Detection: (@ELID )
ik Congaaton Time Interval (1-32767):fl0 |sec

A
ST

VLAN M =

Selecta port to configure:

9 1 13 15 17 19 2 B %
50 5 L v [ o | |
Esh bl

It b Dt I It [=]
W 12 14 16 18 20 % 24 % 28

£.9 8 P
jmymiwE—
Fault / Safety = SIS IalE|
2 4 6 8

Attack Prevention
§™7 0ptional port i Fixed port i Selected port §77 Aggregation port  Select al Select all others  Cancel
Path Detection

State: [Enabled v

Port Error Disable

DDOS Protection Apply

| Loopback Detection ort
Loopback Detection

Port Loopback Detection State Result Edit
sTP
1 Enabled Nomal B
Access Control
2 Enabled Nomal B
fME 3 Enabled Nomal Zz
ML 4 Enabled Nomal B
IEEE 802.1X 5 Enabled Nomal B
i 5 Enabled Nomal B
7 Enabled Nomal 7
System Management v
s Enabled Nomal &
PSE System v
9 Enabled Nomal B
Qo = 10 Enabled Normal @z
EEE ~ Fist Previous [11[2) 3] Next Last 3Page

Figure 6-25: Change the port configure

6.5 STP

Click the "Fault/Safety" "STP" “STP Global” can view the current STP global configuration:
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6' FS [s2s00s-2472F |

STP Global STP Port Settings
System Home I Spanning Tree Status Set
Quick Configuration Spanning Tree State (@ oFF )] m
Port Management I HisheS
VLAN Management ~ Bpct Set 2L m
I Spanning Tree Mode Set
Fault / Safety B
Spanning Tree Mode MSTF v m
Attack Prevention
I STP Traps Set
Path Detection
STP New Root Trap (@ oFF )]
Port Error Disable STP Topology Change Trap @

DDOS Protection m

= I Root Bridge Information
Loopback Detection

Root Bridge
5TP Root Cost

Root Maximum A |(6-40) [ Appy |
Access Control

Root Forward Delay|ls  |i4-30) Apply
L Hello Time B J+m Apply
MLD Root Port
IEEE 802.1X
AAA
o P

Figure 6-26: STP Global view

6.5.1 Enable STP Function

Enable STP global state and configuration mode and traps.

Notice:

1. When the loopback detection and STP functions are mutually exclusive.

2. LLDP PDU Flooding enabled prevents executing MSTP enable.
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6 FS [s2800s-2472F |

STP Global STP Port Settings
System Home I Spanning Tree Status Set
Quick Configuration Spanning Tree State (“on ) m
Port Management w I Spanning Tree Mode Set
VLAN Management Spannmg Tme Mo m
I STP Traps Set

Fault / Safety &

STP New Root Trap @
Attack Prevention STP Topology Change Trap @
Path Detection Apply

Port Error Disable Priority

DDOS Protection Prioy Apply

2 I Root Bridge Information
Loopback Detection

Root Bridge 3276800:0a:5a:4be0.d4
STP Root Cost 40020

RootMaximum Age[m  |(6-40) [ Apply |
Access Control

Root Forward Delay[ls  |(4-30) m
L Hello Time B Juo [ appy |
MLD Root Port 5
IEEE 802.1X

Figure 6-27: Enable STP change mode and traps

6.5.2 STP Port Settings

Selected port to configuration STP.
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STP Global STP Port Settings
System Home | st port setings
Quick Configuration Selecta port to configure:
13 5 7 9 1 B 15 7182 B s
B S pegiriaed 3 i el il i S i J o |
[0S R N R N N AU N A
VLAN Management > 2 4 6 8 10 12 14 16 18 20 22 24 26 28
Fault / Safety o "7 Optional port [ Fixed port g Selected port [17 Aggregation port Selectall Selectall others Cancel
Atk Provention port Status: [ Enabled v BPDU Filter: [Enabled v
BPDU Guard: Root Guard;
fethDetection Portpriory:
Port Erer Dl [ ave |
DDOS Protection | portuist
Loopback Detection Port Port Fast State BPDU Filter BPDU Guard Root Guard port Status Port Priority Role Edit.
o 1 Disabled Link down Disabled Disabled Disabied enabled 128 disaied 2
2 Disabled Link down Disabled Disabled Disabled enabled 128 disabied 2
Access Control
3 Disabled Link down Disabled Disabled Disabled enabled 128 disabled 1”4
IGMP
4 Disabled Link down Disabled Disabled Disabled enabled 128 disabled z
MLD
5 Disabled Fonwarding Disabled Disabled Disabied enabled 128 o0t 2
IECE 802 1% 6 Disabled Link dowin Disabled Disabled Disabled enabled 128 disabled 74
AAA T Disabled Link down Enabled Enabled Enabled enabled 128 disabled 7 4
S e s Disabied Link down Disabled Disabled Disabied enabled 128 disaled 2
B Disabled Link down Enabled Enabled Enabled enabled 128 disaied
PSE System ~ =z
10 Disabled Link down Disabled Disabled Disabled enabled 128 disabled 1”4
Qos =
st previoss (1) G113 Nt Lasfi ] 3page
EEE =

Figure 6-28: Selected port to configuration STP

6.6 Access Control

6.6.1 ACL Access Control List

6.6.1.1 View Access Control List

Click the "Fault/Safety" "Access Control" you can view the configuration information of the access control list:

AcL Apply ACL

SiE=monE Description: Access control lists (ACLS) ensure that only authorized users have access 1o Speciic esources while blocking off any unwarranted atiemps {0 reach network resources.
) " Notice: The ACL rule prority vill ollow the order of the lis (i, 1 & fist, 2 second, etc.). Creating many rules can cause operational delays
Quick Configuration 4
Mask: 1.Amask s a matching rue. The rule for @ mask is: 0 means that the equivalent bit does not matte, 1 means that the equivalent bt must match
P e 2. When configuring the ACL ruef mask s empty or 255.255.255.255, s represent the ules fo tne host. The mask opton n the ACL page il be empiyf mask is 0.0.0.0, ifs represent he rules for he any. And the mask opton in e ACL page wil b any.
New ACL Rules

VLAN Management

In. ACLC: v

Fault / Safety &
No. Action Protocol Source IPIMAC Source Mask Source Port Destination IP/MAC Destination Mask Destination Port Edit
Attack Prevention

Path Detection

Port Error Disable

DDOS Protection

Loopback Detection

TP

Access Control

Min

Figure 6-29: Access control list

6.6.1.2 Increased Access Rules

1.Increase the standard IP Access Rules
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Click "ACL Rules New", in the pop-up dialog box, select "Standard IPV4 ACL Configuration", in the list of ID: 0, ID: 0 ACE, rules to allow. IP

address is: any source IP address. Click "Save" to complete the new rules:

AcL Apply ACL
System Home s o S e
Quick Configuration B
Port Management 9
VLAN Management ~

SRR AR Eon AN ~ ListID: Standard IP ACLD ~
Fault / Safety A

N Aciion Protocol source ACEID: ACED 2 tion Mask Destination P

P Fues
Fails Dietaction IP Address @any source IP address

Ospeciy the IP address:
Port Error Disable

DDOS Protection
Loopback Detection
STP.

Access Control

MLD

Figure 6-30: Configuration standard IP access control list

2. Increase the Extended IP Access Rules

Click "ACL Rules New", in the pop-up dialog box, select "Expand IPV4 ACL Configuration", in the list of ACE, ID: 0 ID: 10, rules for "Permit".

Agreement: TCP, source IP address: any source IP address; purpose IP address: any destination IP address, click "Save" to complete the

new:

AcL Apply ACL
System Home eaccess 0 resources while blocking off a T —_——
Port Management ~ ~ & o
Select Configuration Type: (Comiguralion Expand IPACL <)
VLAN Management ~
PR A R s ListiD Expand IP ACL 10 ~
Fault / Safety ~
N actior Protocol sourcer|  AcemD: 1on sk Destination Port e
it
Path Detection Protocol P ~
Source IP Address ®any source IP address
Fort EirorDisabie Ospeciy the IP address
X Destination IP Address: @Ay destination IP address
BRES Eiotectin Ospeciy the IP address:
Loopback Detection
sTP
Access Control

Figure 6-31: Configuration standard IP access control list

3. Increase Expand MAC Access Rules

Click "New ACL Rules", select "Configuration Expand MAC ACL" in the pop-up window, in list ID: 20,ACE ID: 0,Rules "Deny". Source MAC
address: 0088.9999.999A

Destination MAC address is the random MAC. MAC protocol type: 0x0086. After the configuration is complete, click "Save":
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ACL Apply ACL
System Home » hile & o 3 empts {0 reach network resource
Port Management i #
VLAN Management ~
v k2 List ID: Expand MAC ACL 20 v

Fault / Safety (ol

No 0 Protocol Source ACEID: ACEQ v
e i Rules

Source MAC Address ®ny source MAC address

Path Detection
Ospecity the MAC address:

Port Error Disable
Destination MAC Address: @ny destination MAC address

DDOS Protection Spectiy the MAC address:

MAC Protocol Type: [ }<0x0800-0xfff-)loptional)
Loopback Detection
sTP

Access Contral

Figure 6-32: Configuration extended MAC access control list

Configuration instructions:

ACE ID is an optional rule. Do not fill: the default is 0;

The extended IP protocol access control list, type: TCP, UDP, IP.
6.6.1.3 Modify Configuration

Rules for modifying port applications

Select the rules to be replaced, click " Z ", enter the modified ACL rules page, the rules are: "Deny", click "Save":

AcL Apply ACL

System Home

Quick Configuration

e .

Port Management

Select Configuration Type: [Configuration standard PACL
VLAN Management >
= List ID: Standard IPACL 0 v
Fault / Safety 7
Action Protocol soucetf  AcEID: ACED v jon Wask Edi
bk et Rules
Path Detection 1P Adaress: @Any source 1P address

Ospecty the 1P adaress:
Port Error Disable

DDOS Protection
Loopback Detection
TP

Access Control

Figure 6-33: To modify the ACL rule

Configuration instructions

The modified extended MAC and extended IP for the same operation.
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6.6.1.4 Delete Rule

To delete the rule, click "X" to delete the current list of ACE under a ACL rule:

10.32.130.223 says

Are you sure you want to remove the ACL rule?

AcL Apply ACL m

b Description: Access contol lets (ACLS) ensure that oy authorized Usar have accsss to spouNE TEESITE RSN S ST O T TR Ve VRSO EN VO TECOUMES.

Notice: The ACLrule priory wil follow he order o the Ist (e, 1 s irst, 2is second, etc). Creating many rules can causs operational delays.

Mask: 1.Amaskis amatching fuie, The ruf for a maskis: 0 means that the equivalent bit does not matter, 1 means that the equivalent bt must match

2. When configurng fhe ACL ule maskis empty or 255.255.255 255, s represent e rules for fhe host. Tha mask apiion n the ACL page uill be empty fmask s 0.0.0.0 ifs reptesent he rues for the any: And the mask option n the ACL page willbe any.

Quick Configuration
Port Management >
New ACL Rules

VLAN Management ¥
I Displaying ACL C Standard IP ACLO v

Fault / Safety ~
No. Action Protocal Source IPMAC Source Mask Source Port Destination IPIMAC Destination Mask Destination Port Edit

Attack Prevention ” - i s % <
Path Detection

Port Error Disable

DDOS Protection

Loopback Detection

sTP

Access Control

MLD

Figure 6-34: Delete rules

Remove all of the ACE rule table under ACL, click "Delete”:

10.32.130.223 says (Csave )

admin

Are you sure you want to delete ACL List 07

AcL Apply ACL

System Home Description: Access controllists (ACLs) ensure that only authorized users have access to SpeeTE TEEOUTEES TNIC DISEHNE O I NI STTSE SIS TOTEEeN RETIOT TeS0tTces

Notice: The ACL rule priority will folow the order of the st (L., 1 is first, 2 s second, etc.). Creating many rules can cause operational delays.

Mask: 1. Amaskis a matching rule. The rule for a mask is: © means that the equivalent bit does not matter, 1 means that the equivalent bit must match

2. When configuring the ACL rule,If mask is empty or 255.265.255.255, its represent the rules for the host. The mask option in the ACL page-will be empty.If mask is 0.0.0.0, its represent the rules for the any. And the mask option in the ACL page will be any.

New ACL Rules
| oispiaying Act contigurationStandara e AcLo v

No. Action Protocol Source IPMAC Source Mask Source Port Destination IPIMAC Destination Mask Destination Port Edit

Quick Configuration
Port Management
VLAN Management
Fault / Safety ~
Attack Prevention " s i = B % ~
Path Detection

Port Error Disable

DDOS Protection

Loopback Detection

STP

Access Control

= E

Figure 6-35: Delete ACL rules

Configuration instructions

Delete - after the success of the kneeling in port configuration table deleted together.

6.6.2 Application ACL

6.6.2.1 View Application ACL

The configuration information and click on the "Fault/Safety" "Access Control" "Apply ACL" can view access control using ACL:
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AcL Apply ACL

Sitemfome Description: The table below shows the ACLS that are applied o the switch ports.
; : Notice: ACLs canrot be appled to pors on the panel hat ae gray.
Quick Configuration
| Act Rutes Appication
Port Management

Please select the ACL list(STandard IP ACLD 5

Selecta port to configure:

VLAN Management

Fault / Safety A
103 5 7 o 1 1315 17 19 21 23 2
Attack Prevention iRl § - Swriwiwiw i o S |
Bab Bt it Bt Bt B A S B E =
Path Detection 2 4 6 8 10 12 14 16 18 20 22 24 26 28

Port Fiver Die bl "3 Optional port § Fixed port G Selected port {7 Aggregation pori Selectall Select all others Cancel

DDOS Protection
Apply

| ac

Loopback Detection

STP
AcL Port Edit

Access Contral
Standard IP ACLO x

IGMP
it revous 1) Nt Lol 1esge

MLD

Figure 6-36: View application ACL rules

6.6.2.2 Increased Application ACL

Select the rules that need to be applied, then select the port of application, click "Save" to complete the configuration:

30.223 says (Csave ) admin Techni

AcL Apply ACL

SElemitione Description: The table below shows the AGLS that are applied to the svich ports.

X oo Notice: AGLS cannot be applied to ports on the panel that are gray.
Quick Configuration
| Act Rutes Appication

Please select the ACL list{ Standard IP ACLO v

Select a port to configure:

Port Management ¥
VLAN Management

Fault / Safety A

103 5 7 o 1 13 15 17 19 2 23 25 27
S5 T T R e e ]
QQQUUUUUUUUUDD

® 10 12 14 16 18 20 22 24 26 28

Attack Prevention

Path Detection

Port Error Disable "7 optional port 5] Fixed port G Selected port [17 Agaregation port  Select all Select all others Cancel

DDOS Protection

Loopback Detection

| Act
sTP
AcL port Edit

Access Control

Standard IP ACLO 79 x
IGMP

Fist Previous [1] Next Lasft ] /1Page

win

Figure 6-37: Add applications ACL

6.6.2.3 Delete Application ACL

Click to delete the application rule on the right side, cancel the application of the rules in the port:
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10.32.130.223 says

G FS [szsouszrrer]

Are you sure you want to remove the ACL rule?

ACL Apply ACL

System Home Description: The table below shows the ACLs that are appiied to the suitch ports.

i § Notice: ACLS cannot be apoiied to ports on ine panel that are gray.
Quick Configuration

| Act Rutes appication
Port Management

N Please seloct the ACL list{Sandard PACL: v
Selecta port o configure:
Fault / Safety ~
1 3 5 7 9 11 13 15 17 19 21 23 25 27
Attack Prevention PSWEWE — § - R R Ao R R B o | |
Tl bl Tt el o Bl ol el e 0 et el =] (=)
Path Detection 2 4 8 8 10 12 14 16 18 20 22 24 26 28

Port Error Disable
DDOS Protection
Loopback Detection
STP

ACL Port Edit
Access Control

Standard 1P ACLO 79 x

Fist Previous 1] Nex! Lesfi |/ 1Page

IGMP

Figure 6-38: Delete application ACL

6.7 IGMP Snooping
6.7.1 IGMP Snooping
6.7.1.1 View IGMP Snooping Configuration

Click the "Fault/Safety" "IGMP Snooping" to check the current switch configured multicast monitoring information:

6 FS [s2s00s-2412F |

Property Querier Throttling Router Port Group Address Filtering Statistics
System Home I IGMP Snooping
CQuick Conﬁguration Mote: 1. Internet Group Management Protecol (IGMP) snooping is a feature that allows a switch o forward muliicast traffic intelligently on the switch.

2_1GMP Snooping cannot be enabled when ONVIF is enabled. .
Port Management X

{E Enable or dizable the multicast listener, when enabled, the static routing port can be set.
VLAN Management *~ -

Fault / Safety e I IGMP Immediate Leave

e D0 @E ) cnaie or disable the global immediate leave
Path Detection

Port Error Disable

DDOS Protection

Loopback Detection

STP

Access Control

IGMP

MLD
Figure 6-39: View snooping IGMP configuration information

6.7.1.2 Action Multicast Listener Function

Click the "Fault/Safety" "IGMP Snooping", click "OFF" button to activate the multicast monitoring function:
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e FS [s2s00s-24128

Property Querier Throttling Router Port Group Address Filtering Statistics
System Home I IGMP Snooping
Quick Configuration Note: 1. Internet Group Management Protocol (IGMP) snooping is a feature that aliows a switch fo forward multicast traffic intelligently on the switch

2. IGMP Snooping cannot be enabled when ONVIF is enabled..
Port Management >

@) Enable or disable the multicast listener, when enabled, the stafic routing port can be set.
VLAN Management

I IGMP Immediate Leave

Fault / Safety 2
Attack Prevention @- Enable or disable the global immediale leave.
Path Detection I IGMP Version Selection

Port Error Disable

IGMP Version | IGMP_V2 v

DDOS Protection m

Loopback Detection
STP

Access Control
IGMP

MLD

Figure 6-40: Open multicast listener configuration

The default multicast listener (IGMP Snooping) did not open;

The default on multicast listener (IGMP Snooping), all VLAN are open;
The default version of V2 - IGMP.

6.7.1.3 Disable Multicast Listener Function

Click the "Fault/Safety" "IGMP Snooping", click "ON" button to disable multicast monitoring function:

e FS [s2s00s-24128

Property Querier Throttling Router Port Group Address Filtering Statistics
System Home I IGMP Snooping
Quick Configuration Note: 1. Internet Group Management Protocol (IGMP) snooping is a feature that aliows a switch fo forward multicast traffic intelligently on the switch

2. IGMP Snooping cannot be enabled when ONVIF is enabled..
Port Management >

@) Enable or disable the multicast listener, when enabled, the stafic routing port can be set.
VLAN Management

I IGMP Immediate Leave

Fault / Safety 2
Attack Prevention @- Enable or disable the global immediale leave.
Path Detection I IGMP Version Selection

Port Error Disable

IGMP Version | IGMP_V2 v

DDOS Protection m

Loopback Detection
STP

Access Control
IGMP

MLD
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Figure 6-41: Closed multicast listener function operation

6.7.1.4 Configuration Multicast Routing

Select VLAN, click "Router Port Add" button, to configure the multicast routing in the port panel:

Property Querier Throttiing Router Port Group Address Filtering statistics
ST Notice: 1. The default multicast monitor is not a static routing port, if required, a static routing port can be set
N N 2. Dynamic routing ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging.
Quick Configuration
Select a port to configure
Port i/

13 5 7 9 M o™ 1517192 B s
o B Bt 5 e B iy B o8 o Bl B e B8 s e f )
QQQDDDDDDBDDDD

8 10 12 14 16 18 20 22 24 26 28

VLAN Management

Fault / Safety A

§720ptonsl port §53 Fved port §aB Selected port [T Aggregation port  Selectall Sefect allothers  Cancel

T —

Add Routing Port

| otes ot or

Attack Prevention
Path Detection
Port Error Disable

DDOS Protection
VLAN Port Status

Loopback Detection
First Previous [1] Next Lasfi ]/ 1Page

STP

Figure 6-42: Configuration of multicast routing

Multicast routing configuration Steps are as follows:

Step 1: In the port panel to select multicast listener routing port;

Step 2: Select VLAN;

Step 3: Click on the "Add Router Port" button to complete the configuration.

6.7.1.5 IGMP Version

Click the "Fault/Safety" "IGMP Snooping", set the IGMP version of the page:

GFS [z 2]

Property Querier Throttling Router Port Group Address Filtering Statistics
System Home I IGMP Snooping
Quick Configuration Note: 1. Internet Group Management Protocol (IGMP) snooping is a feature that allows a switch to forward mulficast traffic intefligently on the switch.

2. IGMP Snooping cannot be enabled when ONVIF is enabled..
Port Management S

@S ) Enable or disable the multicast listener, when enabled, the stafic routing port can be set
VLAN Management ~

I IGMP Immediate Leave

Fault / Safety o
Atk Brovention @G ) Enabie or disabls the global immaciate lsave.
Path Detection I IGMP Version Selection
Rt b =nlc IGMP Version [IGMP_V2 -
DDOS Protection
Apply
Loopback Detection
STP

Access Control

IGMP

MLD
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Figure 6-43: Configuration IGMP version

IGMP version configuration Steps are as follows:

Step 1: Select the required version number;

Step 2: Click the "Save" button to complete the configuration.
6.7.2 MLD

6.7.2.1 View MLD Configuration

Click the "Fault/Safety" to check the current switch configured multicast monitoring information:

e‘ FS [szso0s-2412¢

Property Throttling Router Port Group Address Filtering Statistics
System Home I MLD Snooping
Quick Configuration Mote: 1. Multicast Listener Discover (MLD) snooping is & feature that allows a switch to forward multicast traffic intelligently on the switch.

2. IGMF Snooping cannot be enabled when ONVIF is enabled..
Port Management

VAN acement e @ Enable or disable the multicast listener, when enabled, the siatic routing port can be set.
Fault / Safety i/
Attack Prevention

Path Detection

Port Error Disable

DDOS Protection
Loopback Detection

STP

Access Control

IGMP

MLD

IEEE 802.1X

Figure 6-44: View MLD configuration information

6.7.2.2 Active Multicast Listener Function

Click the "Fault/Safety" "MLD", click "OFF" button to activate the multicast monitoring function:
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G FS Czosaz)

Property Throttiing Router Port Group Address

System Home I MLD Snooping
Quick Configuration Note: 1. Multcast Listener Discover (MLD) snooping is a festure that allows a swich to forward mulicast traffc intlligently on the switch

2. IGMP Snoaping cannot be enabled when ONVIF is enabled.
Port Management v

@ ) Enabie or disable the multicast listener, when enabled, the static routing port can be set.
VLAN Management ~

Fat £ Satety h I MLD Version selection

Attack Prevention MLD Version[MLD.VI |
Path Detection m

Port Error Disable

DDOS Protection

Loopback Detection

sTP

Access Control

1GMP.

MLD

Figure 6-45: Open multicast listener configuration

The default multicast listener (MLD), did not open;

The default on multicast listener (MLD), all VLAN are open;

The default version of V1 - MLD.

6.7.2.3 Disable Multicast Listener Function

Click the "Fault/Safety" "IGMP Snooping", click "ON" button to disable multicast monitoring function:

6‘ FS [szs00s-2412F |

Property Throttling Router Port Group Address Filtering Statistics
System Home I MLD Snooping
Quick Configuration Mote: 1. Multicast Listener Discover (MLD) snooping is & feature that allows a switch to forward multicast traffic intelligently on the switch.

2. IGMF Snooping cannot be enabled when ONVIF is enabled..
Port Management

VAN acement e (@ Enable or disable the multicast listener, when enabled, the siatic routing port can be set.
Fault / Safety (g
Attack Prevention

Path Detection

Port Error Disable

DDOS Protection
Loopback Detection

STP

Access Control

IGMP

MLD

IEEE 802.1X

Figure 6-46: Closed multicast listener function operation6.7.2.4 Configuration Multicast Routing
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Select VLAN, click "Router Port Add" button, to configure the multicast routing in the port panel:

System Home

Quick Configuration

Property Throttiing Router Port Group Address Filtering Statistics

Notice: 1. The default muttcast monitor is not a static routing port, if required, a static routing port can be set.
2. Dynammic routing ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging

Selecta port to configure

port
VLAN Management
Fault / Safety
Attack Prevention
Path Detection

Port Error Disable
DDOS Protection
Loopback Detection

STP

13 5 7 o 1 13 15 17 19 2 23 25 27
ooy Bt B8y oty v B o 2y Bl o8 oy St e
QUUUUUUUUUUUDD

4 5 & 10 12 14 16 18 20 22 24 2 28

7] Optional port | Fixed port G Selected port [T Aggregation port Select all Select all others Cancel

[ —

Add Routing Port

| wutticast wember port
Port Staus

1 7 Static

Figure 6-47: Configuration of multicast routing

Multicast routing configuration Steps are as follows:

Step 1:In the port panel to select multicast listener routing port;

Step 2: Select VLAN;

Step 3: Click on the "Add Router Port" button to complete the configuration.

6.8 [|EEE802.1X

IEEE 802.1X is a port-based authentication protocol, is a method and strategy for authenticating users.

Configure the PC 10.32.130.253, and connect with switch by Gi 0/2.

Configure the radius sever 10.32.130.254, and connect with switch by Gi 0/1.

Click ON “Fault/Safety" "IEEE 802.1X".

Fist Previous [1] Next LasfL ] /1Page
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IEEE 802.1X
System Home I |EEE 802.1X Global Setting
Quick Configuration (@540 Enable or disabls the IEEE 802 1X If you want this function to take efisct pleass configurs the 802 1X server of RADIUS first

Port Management v
VLAN Management
Fault / Safety 4
Attack Prevention

Path Detection

Port Error Disable

DDOS Protection
Loopback Detection

sTP

Access Control

IGMP

MLD

IEEE 802.1X

AAA

Figure 6-48: IEEE 802.1X

Click to OPEN

IEEE 802.1X

System Home: | 1E€€ 902:1% Global setting

O R I @I ) Enable or disable the IEEE 302 1 you want iis function fo take effect please configure e 302.1X server of RADIUS first

Port Management
| eee mzx seina

VLAN Management > Selecta port to configure:

ety T T T O 5 5 L 1
R OO OO S O OO

EanDsteoton) 77 Optional port G2 Fixed port G Selected port [T] Aggregation port Select all Select all others Cancel

Port Error Disable 802.1X Authentication: | Enabled » Host Mode: | Multi-auth -
Port Control: | Disabled v
Apply

DDOS Protection

Loopback Detection

sTP Port 802.1 Authentication Host Mode Port Control Edit
ey 1 Disabled Multi-auth Disabled iz
2 Disabled Multi-auth Disabled
1GMP =
3 Disabled Mutt-auth Disabledt 2
MDD
4 Disabled Mult-auth Disabled 2
IEEE 802.1X
5 Disabled Multi-auth Disabled iz
AAR 6 Disabled Multi-auth Disabled iz
System Management 7 Disabled Multi-auth Disabled 2
PSE System e [ Disabled Multi-auth Disabled ez
9 Disabled Multi-auth Disabled 2z
QoS =
10 Disabled Multi-auth Disabled 2z
EEE ¥

First Previous [1] [2] 3] Next Last

Figure 6-49: Enable IEEE 802.1X

Switch Configuration AAA RADIUS Server Address: 10.32.130.254

Auth Port: 1812

Key: 123
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type: all

RADIUS TACACS+ Enable Authentication Login Authentication
System Home I RADIUS Server
Quick Configuration B - — T
Key:tossss Je4chars) priority:[ 165534
Port Management L — e —
type:

VLAN Management

Priority Host IP Auth Port Key Retry Timeout type Edit

Fault / Safety &

Attack Prevention
1 1032120254 1812 123456 3 3 Al

Path Detection

First Previous [1] Next Lax

Port Error Disable
DDOS Protection
Loopback Detection
sTP

Access Control
IGMP

MLD

IEEE 802:1X

AAA

System Management -

Figure 6-50: Configuration radius

Switch Enable 802.1X port Gi 0/2

Port Control: auto

Host Mode: multi-auth

IEEE 802.1X

System Home: | 1E€€ 902:1% Global setting

O R I @I ) Enable or disable the IEEE 302 1 you want iis function fo take effect please configure e 302.1X server of RADIUS first

Port Management
| eee mzx seina

VLAN Management > Selecta port to configure:

o B nccr s o
Sy 5 R T T 5 5 L 1
R OO OO S O OO

EanDsteoton) 77 Optional port G2 Fixed port G Selected port [T] Aggregation port Select all Select all others Cancel

Port Error Disable 802.1X Authentication: | Enabled » Host Mode: | Multi-auth v
Por Control:

DDOS Protection

Loopback Detection

sTP Port 802.1 Authentication Host Mode Port Control Edit
ey 1 Disabled Multi-auth Disabled iz
2 Disabled Multi-auth Disabled
1GMP =
3 Disabled Mutt-auth Disabledt 2
MDD
4 Disabled Mult-auth Disabled 2
IEEE 802.1X
5 Disabled Multi-auth Disabled iz
AAR 6 Disabled Multi-auth Disabled iz
System Management 7 Disabled Multi-auth Disabled 2
PSE System e [ Disabled Multi-auth Disabled ez
9 Disabled Multi-auth Disabled 2z
QoS =
10 Disabled Multi-auth Disabled 2z
EEE ¥

First Previous [1] [2] 3] Next Last

Figure 6-51: Configuration IEEE802.1X

Tips: The IEEE802.1x function is used with the AAA function.
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Auto: It indicates that the initial state of the port is unauthorized. It only allows EAPOL packets to be sent and received. It does not allow
users to access network resources. If the authentication passes, the port switches to the authorized state, allowing the user to access the

network resources. This is also the most common case.

Force-auth: Indicates that the port is always authorized, allowing users to access network resources without authorization.

Force-unauth: Indicates that the port is always in an unauthorized state and does not allow the user to authenticate. The device does not

provide authentication services to clients that pass through the port.

Single-host: This port can only connect to a host, through authentication can be forwarded for data packets.

Multi-auth: This port can be connected to the following switches, including a host through the certification, other hosts can be

forwarded data packets.

Multi-host: This port can be connected to the following switches, including a host through the certification, other host data packets can

not be forwarded, must also have passed authentication.

6.9 AAA

6.9.1 RADIUS

Enabled and logged in can use radius authentication

Configure the PC 10.32.130.253., and connect with switch by Gi 0/2

Configure the radius sever 10.32.130.254, and connect with switch by Gi 0/1

Click ON “Fault / safety" "AAA" “RADIUS”

Switch Configuration AAA RADIUS server address: 10.32.130.254,

Auth Port: 1812

Key: 123

type: all
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System Home
Quick Configuration
Port Management
VLAN Management
Fault / Safety ~
Attack Prevention

Path Detection

Port Error Disable

DDOS Protection
Loopback Detection

sTP

Access Control

IGMP

MLD

IEEE 802.1X

AAA

System Management ¥

PSE System =
Qos =
EEE =

RADIUS

| maows sener

Priosity

1

TAGAG S+ Enable Authentication

[ —
Keyi[ s4char)

Rey:[ i1
type:

Host 1P

1032120254

Switch Config Method List:

Name: test

Method 1: RADIUS

Click save.

Switch Config Enable Authentication:

Console: 52800S

Telnet: S2800S

SSH: 528005

Click save.

Login Authentication

AuthPort[ |0-65535 default 1812)
Prioity:|1-65534)
e —

Auth Port Key Retry

1812 123456 3

Figure 6-52: Configuration radius

Timeout

3

type

Al

Edit
R 3
Fist Previous [1] Nex! Lasft |/ 1Page
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RADIUS TACACS+ Enable Authentication Login Authentication
System Home I Method List
Quick Configuration Name: (@2 chare) Method 1:

Method 2: None v Method 3: None v
Port Management > m
VLAN Management

Name Sequence Edit

FalitfSaichy & default ENABLE 2z
Attack Prevention First Previous [1] Next Lasft |/ 1Page
Path Detection I Enable Authentication
REEE A SSH: Telnet:

DDOS Protection

Loopback Detection
sTP

Access Control
IGMP

MLD

IEEE 802:1X

ARA

Figure 6-53: configuration enable authentication

Switch Config Method List:

Name: S2800S

Method 1: RADIUS

Click save.

Switch Config Enable Authentication:

Console: 52800S

Telnet: S2800S

SSH: 528005

Click save.
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RADIUS TAGAGS+  Enable Authentication Login Authentication
System Home | metosit
Quick Configuration. Name: 528005 (32 chers) Wethoa 1:[RADUS ]
Method 2; Method 3: None v
Port Management
g Apply
VLAN Management ¥
Name Sequence
falit ety s default LOCAL
Attack Prevention 28005 RADIUS
Path Detection
Port Error Disable | Louin Autnenication
DDOS Protection ssH: (528008 < Telnet: 528008 v
A
Loopback Detection
STP

Access Control
1GMP

MLD

IEEE 802.1X
AAA

System Management

Figure 6-54: Configuration login authentication

TIPS:

1. PCinput right username and password, PC can console, telnet and SSH switch
2. PCinput right password, user can join “# mode”

7. System Management

7.1 System Settings

7.1.1 ManagementVLAN

7.1.1.1 Configuration Basic System Settings

Click on the navigation bar "System Management" "System Settings

current switch configuration information:

Edit
iz
z R
First Previous [1] Next Lasft |/ 1Page

Management VLAN" to view the management address of the

Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAG Management

System Home: Note: 1. Interfaces VLAN parameters: IP. MAC, gateway and the user's contact details. ™** denotes required field

o —— 2. The IP address and mask cannot be configured when the DHCP sever i enabled
Dk Coniyeation 3. The DHCP Client can be enabled when the management vianis enabled
4. When the management vian i enabled, multple nterface VLANS cannot be configured.

Port Management v
5. When one of the DHCP server, DHCP cient and ONVIF is enabled, the management VLAN cannot be disabled.

VLAN Management v 6. Deleting the gateway means deleting the defaultstatic route.
Basic System Settings
Fault / Safety v I
Management VLAN: (@S )
System Management ~
Management vLANID: [T <] WAC: Tom Cora 57sE
System Settings DHCP: [Static Allocation v 1PV DHCP: [ Siateless AutoConiig v.
: . Link Local Address:  £630:bagh: oot Eefar34e/ot
DHCP Server
Subnet Mask: . 1PvB Address: i
Firmuare Upgrade Default Gateways 1PVS Gateway Address:
' Login Tt Dovia ame: -
System Information
Comactame: [ Devics Location: [
C C I |
Dual Configuration Apply
SNMP | ntertace viaN Tabte
RMON VLAN » Mask Default Gateway

LLDP Settings

Figure 7-1: Basic system settings

Status 1Pv4

Excluir
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To configure the switch Basic System Settings as follows:

Management VLAN: switch management VLAN ID, the default is 1

1. In the DHCP text box, choose static allocation.

2. Inthe Management IP text box, enter the IP address, such as 192.168.1.1.

3. Inthe Subnet Mask text box, enter the subnet mask, such as 255.255.255.0.

4. Inthe Gateway Address text box to enter the gateway address, such as 192.168.1.254.

5. In the Device Location text box, enter the Device Location.

6. In the Contact Name text box, enter the Contact Name, such as john.

7. Inthe Contact Information text box, enter Contact Information, such as 12345678900.

8. Click on "Save Settings" button to complete the configuration.

7.1.1.2 System Time Synchronization

Note: 1. Interfaces VLAN parameters: IP, MAC, gateway and ihe user's contact dstails. " denotes required fisid
2 The IP address and mask cannot be configured when the DHCP ssrver is enabled.

System Home
3. The DHCP Client can be enabled when the management vian is enabled.

Ouice Conguiration 4 \When the management vian is enabled, multple interface VLANS cannot be configured
5. When one of the DHCP server, DHCP client and ONVIF is enabled, the management VLAN cannot be disabled.
Port Management 6. Deleting the gateway means deleting the default static route

Vit amagement || ot sy soinge

Management VLAN: @D )
Fault / Safety v
ManagementvLANID: [T V] MAC: B35 Cark SHE
System Management ~ DHCP: [StaicAllocaion v 1Pv6 DHCP: [ Siateless AUloGonTi v
1P: . Link Local Address: £e30: ‘bagh: cOEf: fefa:374e/64
System Settings
Subnet Mask: . 1Pv6 Address: '
DHCP Server Default Gateway: [192. 168.1.254 IPV6 Gateway Address:
Firmware Upgrade
System Information Contact information: ]
Configuration Management Apply
Dual Configuration I Interface VLAN Table
SNMP vLAN P Mask Default Gateway Status 1Pva. Excluir
RMON
£ PR Sethge I System Time Settings
Administration Notice: The switch time can be synchronized vith the internet time by setting the time synchronization server IP address to the NTP or SNTP server from your selected time zone.
Tip: The system will select a default fime syncronization server ifno IP address is entered.
Log Server
The Current System Time: 2021-08-06 10:31:39 Time Zone (T): [(UTC)Coordnated Universal v
Static Route
Time Setting Mode: @ Auto-Sync O Manual
PSE System . ode: Sorver 1 Aaress:
QoS 7 Apply

EEE =

Figure 7-2: System time synchronization

To configuration system time, You can select NTP or SNTP, enter SNTP/NTP Server IP Address such as 20.189.79.72 (local SNTP/NTP

servers or internet SNTP/NTP servers), in the Time Zone (T) text box, you can choose any time zone you want, such as UTC+08: 00.

The user can manually configure the device system time.
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LLDP Settings I System Time Settings
Administration Motice: The switch time can be synchronized with the internet time by setting the time synchronization server IP address fo the NTP or SNTP server from your selected time zone.
Tip: The system will select a default time syncronization server if no IP address is entered
Log Server
The Current System Time: 2021-05-06 13:2&:11 Time Zone (T): | (UTC)Coordinated Universal
Static Route
Time Setting Mode: (@] Auto-Sync @ Manual
PSE System - Time: [2021-08-08 18:28:02

oS -

7.1.1.3 Telnet

After enabling telnet, you can telnet to manage the device

6 FS [s2800s-2472F |

Administration

System Home Motice: SSH takes a long time to open for the first time. Please be patient

Quick Configuration I Administration Settings

Port Management v Teinet: (@D )
HTTPS: ["OFF )

VLAN Management

Fault / Safety o
System Management ~
System Settings

DHCP Server

Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP

RMON

LLDP Settings
Administration

Log Server

Static Route

Figure 7-3: Telnet

7.1.1.4 SSH

After enabling SSH, you can use SSH to manage the device more securely
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6Fs

Administration

System Home Notice: SSH takes a long time to open for the first time. Please be patient

Quick Configuration I Administration Settings

Port Management ¥ Tenet: (@E00D )
C M@ OFF

VLAN Management *~

Fault / Safety S
System Management ~
System Settings

DHCP Server

Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP

RMON

LLDP Settings
Administration

Log Server

Static Route

Figure 7-4: SSH

7.1.1.5 DHCP Server

Click on the navigation bar "System Management" "System Settings" "DHCP Server" to configure the switch DHCP server:

DHCP Server

G Note: 1.The DHCP Server can be enabled when the management VLAN is enabled.

) o 2.ien the DHCP Clientis enabled, the DHCP server cannot be enabled.
Quick Configuration

| e soer st

DHCP Server: (@D )

VLAN Management 1P Address: 10.32.130.223

Default Gateway: 10.52.130.223

Port Management

Fault / Safety ~
OHCP Sever ook 52 11 |-[o.32 .21
System Management ~ Client Mask: 55 255 255.0 |
DNs:
e e L —
OHCP Server - —C

| e s crmt it

Firmware Upgrade

System Information

Host Name 1P Address MAC Address Lease Time (s)

Fist Prevous ] Next Lesfi |/ 1Page

Configuration Management

Dual Configuration

Figure 7-5: DHCP Server

DHCP server configuration, follow these Steps:

Step 1:In the DHCP server, choose enable;

Step 2: In the DHCP client range, configure the server IP.
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7.1.2 System Restart

Click on the navigation bar "System Management" "System Settings" "System Restart" to reboot the switch:

Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

System Home Description: To restart the switch, click on the ‘restart the device immediately’ button. Please do not close the browser until the process is completed. The browser will automatically refresh when the restart is completed

Quick Configuration Restart the device immediately

Port Management A
VLAN Management
Fault / Safety g
System Management ~
System Settings

DHCP Server

Figure 7-6: System Restart

Restart the device, follow these Steps:

Step 1: Click on "Restart the device immediately" button;

Step 2: Click OK in the box that pops up "OK" button;

Step 3: Prompted to save the current configuration, depending on your need to select "OK" or "Cancel";
Step 4: After the restart the progress bar moves to 100%, reboot the device.

7.1.3 User Management

Click on the navigation bar "System Settings" "User Management" to modify the super user password:

6 FS [s2s00s-247F |

Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management
System Home I Modify the super user password and telnet password
Quick Configuration Notice: After setting a new password, you must logout and login again. The password can only contain letters, numbers and underscores
Port Management NewPassword:[ |*
Confirm NewPassword:[__ |+
VLAN Management

Fault / Safety e
System Management =~
System Settings

DHCP Server

Firmware Upgrade

System Information

Figure 7-7: Change Password

Change password follow these Steps:
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Step 1: Enter the old password: password;

Step 2: Enter the new password: admin;

Step 3: Confirm new password: admin;

Step 4: Click the "Save" button;

Step 5: Pop-up dialog box, click "OK" button.

7.1.4 System Log

Click on the navigation bar "System Management" "System Settings" "System Log" to enter the log management interface, you can query

the system log, clear the log:

G FS (szoososrer]

Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAG Management
System Home

Description: The system log displays system operating information.

Quick Configuration | svstem Fiash Log

Port Management o )

VLAN Management ~
o — - |

Log messages in file

After enabing Flash Log, the log ram will writs into flash: after disabling Flash Log, the log wil be recorded, but not writen to flash.

Fault / Safety 2

System Management ~
NO| Timestamp | Category |Severiy| Message

System Settings |Aug 06 2021 19:02:10| STP|  info] INFO: GigabitEthernet0/19 STP MST instance id 0 is set to Forwarding
|Aug 06 2021 19:02:08] STP|  info| INFO: GigabitEthernet0/19 STP MST instance id 0 is set to Learning
|Aug 06 2021 19:02:06] STP| info| INFO: GigabitEthernet0/19 STP MST instance id 0 is set to Blocking
|Aug 06 2021 18:52:36| SYSTEM|  info| INFO: System DHCP is set to enabled
SYSTEM| info| INFO: System telnet daemon is set to disabled
|Aug 06 2021 18:29:50| DHCP_SNOOPING| nofice| INFO: DHCP Snooping invalid DHCP Reply Drop
|Aug 06 2021 18:29:50| DHCP_SNOOPING| notice] INFO: DHCP Sniooping invalid DHCP Reply Drop
|Aug 06 2021 18:28:22| DHCP_SNOOPING| notice] INFO: DHCP Snooping invalid DHCP Reply Drop
|Aug 06 2021 18:28:02] SYSTEM|  infol INFO: System time is set to 2021-08-06 18:28:02 Coordinated(UTC+0)
lAug 06 2021 1626021 SYSTEM| _imio INFO: Syctem fime i set o 2021-08-06 18:28:02 Coordinaled(UTC+0)
11]Aug 06 2021 10:31:35] DHCP_SNOOPING| notice| INFO: DHCP Snooping invalid DHCP Reply Drop

C i 12|Jan 02 2000 06:22:53] DHCP_SNOOPING| notice| INFO: DHCP Snooping invalid DHCP Raply Drop
13)Jan 02 :53| DHCP_SNOOPING| notice| INFO: DHCP Snooping invalid DHCP Reply Drop
14|Jan 02 2000 06:10:15] DHCP_SNOOPING| notice| INFO: DHCP Snooping invalid DHCP Repiy Drop
Dual Configuration 15|Jan 02 2000 06:10:15] DHCP_SNOOPING| notice| INFO: DHCP Snooping invalid DHCP Reply Drop
16|Jan 02 2000 05:27-13] DHGP_SNOOPING| notice| INFO: DHCP Snooping invalid DHCP Reply Drop

in 02 2000 05:27:13] DHCP_SNOOPING|  notice| INFO: DHCP Snooping invalid DHCP Reply Drop
18|Jan 02 2000 05:20:43] DHCP_SNOOPING| notice| INFO: DHCP Snooping invalid DHCP Repiy Drop
19|Jan 02 2000 05:18:21] DHCP_SNQOPING| notice| INFO: DHCP Snooping invalid DHCP Reply Drop
RHON 20{J2n 02 2000 05:15.21] DHCP_SNOOPING|  notce| INFO: DHCP Srooping invalid DHCP Reply Drop
21|Jan 02 2000 04:50:48] DHCP_SNOOPING| notice| INFO: DHCP Snooping invalid DHCP Reply Drop
22|Jan 02 2000 04:50:48] DHCP_SNOOPING| notice| INFO: DHCP Snooping invalid DHCP Reply Drop

DHCP Server

Firmware Upgrade

z
&
g
-3
&

System Information

SNMP

LLDP Settings 23|Jan 02 2000 04:45:24] DHCP_SNQOPING| notice| INFO: DHCP Snooping invalid DHCP Reply Drop
24]Jan 02 2000 04:45:24] DHCP_SNOOPING| noticel INFO: DHCP Snooping invalid DHCP Reply Drop b
25|Jan 02 2000 04:33:39] DHCP_SNOOPING| _notice| INFO: DHCP Snooping invalid DHCP Reply Drop v
Administration
l System Memory Log
Log Server
[ — . - |
Static Route
e o [ v—
5;:Jan 01 2000 00:00:52;%SYSTEM-5-INFO: Logging is enabled
5:Jan 01 2000 00:00:52;%SYSTEM-5-RESTART: System restarted - Warm Start
Qos v /54an 01 2000 00:00'53 %LINEPROTO-5-UPDOIN: Line protocol on GigabitEthermet0/19, changed state 1o up
5:Jan 01 2000 00:00:54;%LINEPROTO-5-UPDOWN: Line protocol on GigabitEthernet0/5, changed state to up
5,Jan 01 2000 00:00:54;%DAI-5-INFO: DAI IP & MAC Mismatch drop because entry not found of GigahitEthemet0/19, mac e4:f1:4c:3b-ee be, sender ip 10.32.130.230 and vid 1 -
EEE =

Figure 7-8: System log

Log management system WEB page to view the contents of the command line is consistent with the results of the command show

logging; Click "Clear" button to clear the current log information switch.
7.1.5 Log Export

Click on the navigation bar "System Management" "System Settings" "Log Export" to export log information into the interface, you can

export the log information through TFTP Server.
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6 FS [s2800s-2472¢ |

Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

System Home Description: This is a log upload to an external TFTP server

Quick Configuration I Log Export
Port Management ¥ TFTP Server (IP):[10.32.130.25¢ |

VLAN Management ~
Fault / Safety i

System Management =

System Settings

DHCP Server

Firmware Upgrade

System Information

Figure 7-9: Log export

7.1.6 ARPTable

Click on the navigation bar "System Management" "System Settings" "ARP Table" to enter the ARP entry interface, you can view the ARP

information:

Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

System Home

Description: The table below contains the ARP entries. To clear the table, click the ‘Clear ARP Table Entries' icon

Quick Configuration I ARP Table

Port Management ~ ~ P MAC

VLAN Management ¥ 10.32.130.254 78:2C:29:4B:A2:01
10.32.130.97 00:29:9F:01:ABEC

Fault / Safety -

@ Clear ARP Table Entries
System Management ~

System Settings

DHCP Server

Figure 7-10: ARP message

Click "Clear ARP table entries" button to clear the display ARP information.

7.1.7 MAC Management

7.1.7.1 MAC Address Lookup

Click the "System Management" "System Settings" "MAC Management" can switch MAC address information query:
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Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management
System Home | stovat settings
Quick Configuration Aging Time(10-630): sec
Port Management m
VLAN Management I Protection Settings
Fault / Safety > Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the stafic MAC address table.
S em s crieot S N R Rl o ioure MAC Binding e — s | WAC counts 45 Clear Dynamic MAC =3
System Settir
R o User MAC Port Port Type VAN Edit
DHCE St o 0000.0000.0074 5 Dynamic 1 oo
Firmware Upgrade [m] 000C.2016.050F 5 Static 1 ®
System Information o 000C.298E 53BF 5 Dynamic 1 GO
= o 0011.2233.4456 5 Dynamic 1 co

Configuration Management

(m) 0011.2233 4481 5 Dynamic 1 co
Dual Configuration

[m] 0011.2233 4430 5 Dynamic 1 oo
SNMP

(m] 00112233 44E2 5 Dynamic 1 co
EMON @ 0029.9F01.ABEC 5 Dynamic 1 oo
LLDP Settings [m] 0029.9F03 ABEC 5 Dynamic 1 co
Administration [m] 00E0.4C36.5AD6 5 Dynamic 1 f=¥>)
Lo Soress © Dynamic MAC to Static MAC @ Delete Static MAC First Previous [1112] (31 [4][5] Next LES /5Page

Static Route

PSE System v
Qos e
EEE =

Figure 7-11: MAC address lookup display

In the MAC address list which shows the current switch port to learn MAC addresses:

1. User MAC: MAC address of the switch that currently exists is displayed.

2. Port: Displays the source port number of the MAC address.

3. Port Type: There are two types of dynamic and static.

4. VLAN: VLAN ID display value.

You can query the MAC address type: according to the type of query MAC address, type in the MAC address MAC check list next to the

drop-down box Select: All / static / dynamic.

7.1.7.2 Add a Static MAC Address Type

1. Use manual binding MAC address.

Click the "Configure MAC Binding" After, you can configure a static MAC address type in the MAC address configuration area:
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Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAG Management

System Home

o g R

Port Management v User MAC: * (format:0000.0000.0000) /8, MAC errort
L —
VLAN Management ~ Protection Seftings ' )
Contigure MAC ype:
Fault / Safety v Selecta port bind to the MAC:
System Management ~ - , 103 5 7 9 W 1315 17 19 21 2B 25 7
[EAWEMSWS - SSW IS A S |
System Settinge ser MAC et I8 et it el il Bl B Bl I Bl Bt (=l =
2 4 6 & 10 12 14 16 18 20 22 24 2 28
DHCP Server
T3 Optional port g Fixed port § Selected port [T Aggregation port §.7Trunk Port
Firmware Upgrade

i i 296E 530F [ it ]

Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings
Administration

Log Server

Static Route

PSE System v
Qos e
EEE =

Figure 7-12: MAC addresses statically bound static configuration

Statically typed MAC address configuration Steps are as follows:

Step 1: Click the "Configure MAC Binding" button;

Step 2:In the "User MAC" text box to enter the MAC address, such as 0001.7A4F.74D2;
Step 3:In the "VLAN ID" text box to enter the VLAN ID, such as 1;

Step 4: Select ports in the port panel;

Step 5: Click on "save" to complete the configuration.

2. Use” 99 »ytton binding static MAC address.

In the MAC address list, select the MAC address to be bound, click on the left “ GO . Button, to achieve binding:
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Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAG Management
System Home | stovat settings
Quick Configuration Aging Time(10-630): sec
Port Management m
VLAN Management I Protection Settings
Fault / Safety > Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the stafic MAC address table.
S em s crieot S MAC lst Configure MAC Binding e — s | WAC counts 44 Clear Dynamic MAC =3
System Settir
Y O User MAC port Port Type VLAN Edit
DHCE St o 0000.0000.0074 5 Dynamic 1 oo
Firmware Upgrade [m] 000C.2016.050F 5 Static 1 ®
i i 000C.298E 53BF 5 Dynamic 1 [<2>)
= o 0011.2233 4456 5 Dynamic 1 co
Configuration Management
(m) 0011.2233.4481 5 Dynamic: 1 co
Dual Configuration
[m] 0011.2233 4480 5 Dynamic 1 oo
SNMP
0 00112233 4482 5 Dynamic 1 oo
EMON @ 0029.9F01.ABEC 5 Dynamic 1 oo
LLDP Settings (m) 00E0 4C36 5AD6 5 Dynamic 1 co
Administration [m] 24FD.0D4D.EOCT 5 Dynamic 1 f=¥>)
Lo Soress © Dynamic MAC to Static MAC @ Delete Static MAC First Previous [1112] (31 [4](5] Next Las{ /5Page

Static Route

PSE System v
Qos e
EEE =

Figure 7-13: MAC address of the static binding configuration

3. Using the "Dynamic MAC to Static MAC" link Bulk Bind static MAC.

In the MAC address list by checking the front of the column you want to bind, "V" check box, click on the "Dynamic MAC to Static MAC"

button to complete the configuration:

Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management
System Home | stovat settings
Quick Configuration Aging Time(10-630): sec
Port Management m
VLAN Management I Protection Settings
Fault / Safety > Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the stafic MAC address table.
S em s crieot S MAC lst Configure MAC Binding e — s | WAC counts 44 Clear Dynamic MAC =3
System Settir
R o User MAC Port Port Type VAN Edit
DHCE St o 0000.0000.0074 5 Dynamic 1 oo
Firmware Upgrade [m] 000C.2016.050F 5 Static 1 ®
System Information 000C.298E 53BF 5 Dynamic 1 GO
= 0011.22334456 5 Dynamic 1 co
Configuration Management
0011.2233 4481 5 Dynamic 1 co
Dual Configuration
[m] 0011.2233 4489 5 Dynamic 1 oo
SNMP
(m] 00112233 44E2 5 Dynamic 1 co
EMON @ 0029.9F01.ABEC 5 Dynamic 1 oo
LLDP Settings [m] 00EO 4C36 5AD6 5 Dynamic 1 co
Administration a 24FD.0D4D.EOCT 5 Dynamic 1 oo
@ v ) )
Log Server © Dynamic MAC to Static MAC @ Delete Static MAC First Previous [11(2] (31 [4][5] Next L

Static Route

PSE System v
Qos e
EEE =

Figure 7-14: Batch-MAC binding configuration

7.1.7.3 Remove the Static MAC Address Type

1. Single MAC records are deleted
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Select the need to delete the MAC address, click the "X" button to delete a static MAC address type:

0.223 says ((save ) admin Tech

G FS [szmosaimr] 1032

Are you sure you want to delete the selected static MAC?

Interfaces VLAN System Restart User Management sys|

System Home I Global Settings
Quick Configuration Aging Time(10-630): sec
Port Management ¥ m
VLAN Management  ~ I Protection Settings
Fault / Safety i Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the static MAC address table.
Pl Naadstient S MAC list: Configure MAC Binding e — S | MAC count; 43 [ — =
Sylom Settis (@} User MAC Port Port Type VLAN Edit
BRI 0 0000.0000.0074 5 Dynamic 1 co
Firmware Upgrade 000C.2916.0500 13 Static 1 x
Astemitamation o 000C.2916.0501 2 Statc 1 x
000C.2916.050F 5 Static 1
Configuration Management o x
[m] 000C 298E.53BF 5 Dynamic 1 oo
Dual Configuration
o 0011.2233.4456 5 Dynamic 1 oo
SNMP
[m] 0011.2233 44281 5 Dynamic 1 (=]
HMON o 00112233 4489 3 Dynamic. il GO
LLDP Settings [m] 0011.2233.44E2 5 Dynamic 1 (<2
Administration [m] 0026.73247DAT 5 Dynamic 1 co
o © Dynamic MAC to Static MAC @ Delete Static MAC First Previous [11[2] B 14115 Next Lasfi  |/5Page

Static Route

PSE System v
Qos v
EEE a

Figure 7-15: MAC address deletion

Remove MAC address configuration Steps are as follows:
Step 1: To delete the selected MAC address;

Step 2: Click” % ” button to delete the configuration.

2. Batch delete a static MAC address

In the MAC address list by checking the front of the column you want to bind, "V" check box, click "Delete Static MAC" button:
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6‘ FS [s2s005-2a12¢ 10.32.120.203 says
s ot yomt wisab o ettt st siatic AT

Interfaces VLAN System Restart User Management sy

System Home | stovat settings
Quick Configuration Aging Time(10-630): sec
Port Management ¥ m
VLAN Management I Protection Settings
Fault / Safety > Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the stafic MAC address table.
S em s crieot S N R Rl o ioure MAC Binding e — s | WAC counts 48 Clear Dynamic MAC =3
System Settir
S o User MAC Port Port Type VAN Edit
DHCE St (=] 0000.0000.0074 5 Dynamic 1 [
Firmware Upgrade 000C.2916.0500 13 Static 1 ®
System Information 000C.2916.0501 12 Static 1 x
- 000C.2916.050F 5 Static 1
Configuration Management x
(m) 000C 298E 538F 5 Dynamic 1 co
Dual Configuration
[m] 0011.2233 4456 5 Dynamic 1 oo
SNMP
(m] 0011 2233 4481 5 Dynamic 1 co
RMON. @ 0011.2233.4489 7 Dynamic 1 oo
LLDP Settings [m] 00112233 4482 5 Dynamic 1 co
Administration [m] 0026.7324.7DAT 5 Dynamic 1 f=¥>)
Lo Soress © Dynamic MAC to Static MAC @ Delete Static MAC First Previous [1112] (31 [4][5] Next Las /5Page

Static Route

PSE System v
Qos e
EEE =

Figure 7-16: MAC address batch deletion

7.2 System Upgrade

Click the "System Management" "System Upgrade" to upgrade the software on the switch:

6 FS [sz28005-2472F |

Firmware Upgrade & Backup

System Home Motice: 1. Please confirm the name and version of the upgrade file is appropriate for your switch model.

2. Do not refrash the page or close the upgrade process until it has compieted or the upgrade will fail.

uick Configuration
Q 9 3. During the upgrade process the page may be temporarily unavailable, do not remove power or reboot the device until the upgrade process completes.

Backup firmware to file :
VLAN Management ™

Firmware Upgrade from file : | Choose File | Ho file chosen Upgrade
Fault / Safety &=

Port Management et

System Management ~
System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

Figure 7-17: Switch System Upgrade

Switch system upgrade Steps are as follows:

Step 1: Click "Choose File" button to select the switch upgrade file;
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Step 2: Click the "Upgrade" button switch to start the upgrade new software;

Step 3: When the upgrade progress bar is at 100%, the switch will automatically reboot, completion of the upgrade is completed.
7.3 System information

7.3.1 Memory Information

Click on the "System Management" "System Information" "of" the Memory Information into the Memory Information interface, can view

the System Memory Information:

6 FS (528005 2472F |

Memory Information CPU Information
System Home

Description: Display system memory information

Quick Configuration I System Memory Information

Port Management

VLAN Managemem £ total (KB} uged (KB) free (KB) shared (KB) buffer (KB) cache (KB)
em: 127372 72836 54536 0 3540 22692

v ~/+ buffers/cache: 40604 26762

Fault / Safety Swap: 2 2 5

System Management ~
System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management

Dual Configuration

SNMP
RMON
LLDP Settings

Administration

Figure 7-18: System memory information

See the WEB page of memory information content consistent with the results show the memory command line; Click on the "Clear"
button to Clear the current switches in the memory information; Click on the "Refresh" button to Refresh the current switches in the

memory information.

7.3.2 CPU Information

Click on the "System Management" "System Information" "CPU Information" to enter the CPU Information interface, can view the System

task Information:
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e FS |[s28005-2412F

Memory Information CPU Information

System Home Description: Display system CPU information.

Quick Configuration I CPU Information
Port Management > @
ICPU: 15% used 85% free
v ’ -
VLAN Management dem: 72S50K used, S4492K fres, 0K shrd, 3540K buff, 28704K cached
Load average: 5.47, 2.80, 1.73 {State: S=3leeping R=running, W=waiting)
S
Fault "" Safety PID USER STATUS R3S FPPID 3%CPU EMEM COMMARND
78 root R o 1 8.5 0.0 MSTP FSM Thread
A 44 root RE< o 1 2.8 0.0 WA Mcnitor Thre
SySth Management 59 root Sh< 8] 1 0.9 0.0 Port Statistics
82 root Ri< o 1 8 0.0 MLD RX Thread
System Settings 42y root 8 g 2 &7
21§ root R g 6.7
228 root 3 8 €.7
DHCP Server 226 root g 48 6.7
225 root 5 2 2.5
g 195 root bi 2 1.0
Firmware Upgrade 196 root 3 2 2 350
194 root s 2 -0
. 191 root 5 1.0 E
System Information 308 Fact z 1.0 polld
1719 root 5 0.3 dnsmasg
Configuration Management ol zonh 2 ik
d d 1743 root 5 9.2 sn
200 root 5 0.2 syslogd
Dual Configuration 214 root E 0.2 sh ki
el
SNMP
RMON
LLDP Settings

Administration

Figure 7-19: CPU information

WEB pages to the content of the system task view consistent with the results show the CPU commands command line; Click on the
"Clear" button to remove the current switches in the system; Click on the "Refresh" button to Refresh the current switches in the system

task.

7.4 Configuration Management
7.4.1 Configuration Management

1. To See the Current Configuration

Click on "System Management" "Configuration Management" "Configuration Management", and click the button "View", View the

current Configuration information:
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FS

System Home
Quick Configuration

Port Management
VLAN Management
Fault / Safety 2
System Management ~

System Settings

Restore the Factory Settings

Current Configuration

'System Description: 52800S-24T2F Switch
I System Version: 126798

| System Name: S2800S-24T2F

| System Up Time: 1 days, 7 hours, 35 mins, 27 secs
A

1
lepu-protect cpu bandwidth 500
(cpu-protect sub-nterface manage pps 200
(cpu-protect sub-interface route pps 200
lcpu-protect subinterface protocol pps 500

lusemame web admin MEyMzImMIK3YTU3Y TVhNZQZODKO'

lusemame web user WZTO

web-login-time 35000
eb-language en

'eb tip port 80
A

DHCP Server 1
ip dhcp server
Firmware Upgrade ip default-gateway 10.32.130.254
lipv6 autoconfig
) onip server 20.189.79.72 port 123
System Information nip server 20.189.70.72 port 123
easycump acs usemame easycamp password easycwmp
5 leasycump acs periodic_enable =
Configuration Management leasycwmp acs periodic_interval 1200 P
Dual Configuration Close
SNMP
RMON
LLDP Settings

Administration
Log Server

Static Route

PSE System v
Qos e
EEE =

Figure 7-20: View the Current Configuration

2. Save the Current Configuration

Click on the "System Management" "Configuration Management" "Configuration Management", click "Save" button, the running - the

content of the config files saved to the start up --config file:

GFS (S2800s-2472F |

Configuration Management Restore the Factory Settings

Rrtemtions Description: View, save or export he current running configuration. Import  previousy save OGUTANON

Quick C i | Configurat
Port Management m
VLAN Management ~ @ import Configuration O Export Configuration
Notice: 1. Do not close the page o refresh the page during the import process o the import il fail
Fault / Safety ~

2. Afterimporting a configuration, the switch must be restarted in order for settings to take effect.

System Management ~

Upgrade configuration from file - [ Choose File | o £ile chosen Import Configuration
System Settings

DHCP Server
Firmware Upgrade
System Information
Configuration Management

Puial Canfinuration

Figure 7-21: To save the current configuration

3. The configuration

Click on the "System Management" "Configuration Management" "Configuration Management", select "Import Configuration", click

"Choose File" button to find Configuration File to Import, click the "Import Configuration" button, complete the Configuration Import:
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GFS [ s28005-2472F |

Configuration Management Restore the Factory Settings

System Home Dascription: View, save or export fie current running cenfiguration. Impert a previously saved configuration

Quick Configuration I Configuration Management
Port Management > m m
VLAN Management ® Import Configuration (@] Export Configuration

Notice: 1. Do not close the page or refresh the page during the import process or the import will fail.

~
Fault / Safety 2. After importing a configuration, the switch must be restarted in order for settings to take effect

System Management ™~

Upgrade configuration from file - | Choose File |Ho file chosen Import Configuration
System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management

Dual Configuration

SNMP

Figure 7-22: Imported Configuration

Import the configuration Steps are as follows:

Step 1: Select the "Import Configuration"”;

Step 2: Click "Choose File" button to find you want to import the configuration file;
Step 3: Click on "Import Configuration" button;

Step 4: Confirm the restart.

4. Export configuration
Click on the "System Management" "Configuration Management" "Configuration Management", select "Export Configuration", Export

Configuration.
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eFS | s28005-24T2F |

Configuration Management Restore the Factory Settings

System Home Dascription: View, save or export fie current running cenfiguration. Impert a previously saved configuration

Quick Configuration I Configuration Management
Port Management > m m
VLAN Management ~ ® Import Configuration (@] Export Configurafion

Notice: 1. Do not close the page or refresh the page during the import process or the import will fail.

~
Fault / Safety 2. After importing a configuration, the switch must be restarted in order for settings to fake effect

System Management ™~

Upgrade configuration from file - | Choose File |Ho file chosen Import Configuration
System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management

Dual Configuration

SNMP

Figure 7-23: Export configuration

7.4.2 Restore Factory Settings

Click on the "System Management" "Configuration Management" "Restore the Factory Settings" to switch to Restore the Factory

Configuration actions:

e FS [s28005-2a72F | 10.32.130.223 says

Are you sure you want to restore the factory configuration?

Configuration Management Restore the Factory Settings

Sy home Description: Click ‘Restore' to reset the switch to the factery defaut settings.

Quick Configuration

Port Management ¥
VLAN Management
Fault / Safety ~
System Management ~
System Settings

DHCP Server

Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP

RMON

Figure 7-24: Restore factory Settings

Factory default operation Steps are as follows:

Step 1: Click the "Restore the Factory Settings" button;

Step 2: In the pop-up confirmation box, click the "OK" button;

Step 3: After the completion of the reset switch, wait for equipment to restart, switch back to factory default configuration.
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7.5 SNMP

7.5.1 Checkthe SNMP

Click on the "System Management" "SNMP", you can view the SNMP configured information:

SNMP Configuration View Group User Community Notification
System Home | stwe connguration
Quick Configuration swwp service: (D

Port Managemert | | e Coniuraion

NI NP TRAP Service: (" EEED)
Fault / Safety > type: [JSNMP Authentication Trap [JPort Link Up [JPort Link Down
[JCold Start [JWarm Start [JSTP Trap

System Management ~ m

System Settings
| contigure engine

Engine ID: [30006 492030004 223300 10 - 64 Hex)

Firmware Upgrade
[y ] peiuio

System Information

DHCP Server

| Remote Engine 1 Contiguration

Configuration Management

P L= — B —
Dual Configuration Engned: J1o-s4Hen
st D
RUON o Server Address Engine 1D Delete
10.32.130.144 2624283040
LLDP Settings o] x
© Remove First Previous [1] Next Lasft | /1Page

Administration
Log Server

Static Route

PSE System v
Qos e
EEE =

Figure 7-25: View the SNMP configuration information

By default, SNMP is not open;

SNMP monitoring software and switches the SNMP version is consistent, if inconsistencies can lead to communication failure.

7.5.2 Activate the SNMP

Click ON the "System Management" "SNMP", choose the SNMP service, click ON the "OFF" to "ON", click OK:
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6' FS [s2s00s-2a12r |

SNMP Configuration View Group User Community Notification
System Home | SNMP Configuration
Quick Configuration SNMP Service: @3
Port Management > I SNMP Trap Configuration
SRR RGNS SNMP TRAP Service: (_ (lia))
Fault / Safety e type: [_JSNMP Authentication Trap [JPort Link Up [CPort Link Down

[JJCold Start [[JWarm Start [CJSTP Trap

System Management

Apply
System Settings

I Configure Engine
DHCP Server
Engine 10: [300062920300040223300)( 10 - 64 Hex)

Firmware Upgrade

Apply Default ID
System Information

I Remote Engine |D Configuration
Configuration Management
Address Type: [Fosiname | Server Address: ||
Dual Configuration EnginelD:[  |10-64Hax)
swvr 3
RMON O Server Address
] 1032130144

LLDP Settings
@ Remove
Administration

Figure 7-26: Activation SNMP function

Activation function SNMP configuration steps are as follows:

Step 1: Choose open SNMP options;

Step 2: Click "OK" button to complete the configuration.

7.5.3 to Disable the SNMP

Click ON the "System Management" "SNMP", choose the SNMP service, click ON the "ON" to "OFF", complete the configuration:

G'FS [s2800s2ar2r |

Settings saved!

SNMP Configuration

View Group

System Home | s configuration
SNMP Service: (_ ([elaal)
| st T Conuraion

SNMP TRAP Service: ( (elia)

type: (JSNMP Autnentication Trap [CPortLink Up [Port Link Down
[JCold Start [CWarm Start (ISTP Trap

Quick Configuration
Port Management
VLAN Management
Fauit / Safety %

System Management ~ ca

System Settings
| configure Engine

DHCP Server

Engine ID: 5608 528300204<223300 10 - 64 Hex)

Apply || Default D

| Remote Engine 1D Configuration

Adatoss Type:[Fosbams ]
Engine 10:J10- 64 Hex)

Firmware Upgrade
System Information
Configuration Management

Semer Adtress ]

Dual Configuration

SNMP Apply

o o o Engine 1D Delete
LLDP Sett = 1032130.144 2624283040 ®
ettings
© Remove Fist Previous [1] Next Lasft |/ 1Page

Administration
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Figure 7-27: Disable the SNMP function

Disable the SNMP function configuration Steps are as follows:

Step 1: Choose close SNMP options;

Step 2: Click "OK" button to complete the configuration.

7.5.4 Activate the TRAP

After open the SNMP, select the SNMP TRAP service, click ON the "OFF" to "ON", click ok:

G‘ FS [s2800s-2472F |

System Home

Quick Configuration
Port Management =
VLAN Management v
Fault / Safety &2
System Management ~
System Settings

DHCP Server

Firmware Upgrade
System Information
Configuration Management
Dwal Configuration
SNMP

RMON

LLDP Settings

Administration

SNMP Configuration View Group User
I SNMP Configuration
SNMP Service: @1
I SNMP Trap Configuration
SNMP TRAP Service: (L )
type: EJSNMP Authentication Trap EPort Link Up
EJCold Start E3vvarm Start

Apply

I Configure Engine

Engine I 0602000422550 10 -4 Hor)

Apply Default ID

I Remote Engine ID Configuration

£ ]
O

@ Remove

Community

Notification

EdPort Link Down
E3STP Trap

Server daress: ]

Server Address

10.32.130.144

Figure 7-28: Activation function of the TRAP

Activate the TRAP function configuration Steps are as follows:

Step 1: Select "ON" option;

Step 2: Click "OK" button to complete the configuration.

7.5.5 Disable the TRAP

Choose the SNMP TRAP service, click ON the "ON" to "OFF", click "OK", complete the configuration:
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10.32.130.223 says

G FS [s2800s 24128

Settings saved!

View

SNMP Configuration Group

System Home I SNMP Configuration

Quick Configuration SNMP Service: (LD )

Port Management I SNMP Trap Configuration

VLAN Management SNMIP TRAP Service: ( (Qlaal)

Fault / Safety i type: EFSNMP Authentication Trap E@Port Link Up E3Port Link Down

EaCold Start E3Warm Start EISTP Trap

System Management ~
Apply

Systemn Settings
I Configure Engine

DHCP Server

Firmware Upgrade
m Defauit ID

System Information
l Remote Engine ID Configuration

Adress Tpe: Hasiame ] Serveragaress:[ ]
Dual Configuration EngineiD:[_ [(10-BdHex)

s vy

Configuration Management

RMON a Server Address Engine ID
LLDP Setti O 10.32.130.144 2624283040
ettings
@ Remove

Figure 7-29: Disable TRAP function

Disable the TRAP function configuration steps are as follows:

Step 1: Select "ON" to "OFF" option;

Step 2: Click "OK" button to complete the configuration.

7.5.6 Change Community

Click on the "System Management" "SNMP", in the community name text box input: public, permissions choice: read and write, click the

"OK" button, complete the configuration:

SNMP Configuration View Group user Gommunity Notification
System Home Notic: 1. The defaut MIB View i

Quick Configuration | Configure Community

Port Management Community Name:[plis —(-20chars) Access Mode:

MIB View: [ viewDefault v

VLAN Management

| community List

Fault / Safety =

System Management ~

Community Name Access Mode MIB View
System Settings
et Read-Only viewDefault
DECE e public Read/Write viewDefault
Firmuare Upsrade Fist Frovous 1) Nt Lasfi_ |/ 1Pace

System Information
Configuration Management
Dual Configuration

SNMP

RMON

Figure 7-30: Change Community

Change community configuration Steps are as follows:
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Step 1: In the community name dialog box input: the public;

Step 2: Select "RW" permissions;

Step 3: Click on "OK" button, complete the configuration.

7.5.7 Added the SNMP TRAP Service Host

Click on the "System Management" "SNMP", in the host IP text box input: 10.32.130.254, TRAP community name: public, SNMP version

choice: 2C, click the "OK" button, complete the configuration:

G‘FS [ s800s-2a72¢ |

SNMP Configuration View Group User Community Notification
i Notica: 1. Ifthe version is SNMPY3, the name is the user name, cthenwise the community name.
Quick Configuration | contigure Notication
Port Management IPAddress:[10.32.130.254 | UDP Port: 162 (1-65535, default 162)
VLAN Management ~
Security Level: noAuiNoPrv v B —
Fault / Safety - Retry: (1-255, gefaut 3) Timeout: sec (1-2600 defaut 15)

System Managernent ~

. Notification List
System Settings I e

DHCP Server (m} 1P Address UDP Port Community/User Version Security Level type Retry Timeout Delete
a) 1032130258 162 e e - ®
Firmware Upgrade
@ Remove First Previous [1] Next Lasfi | /1Page

System Information
Configuration Management
Dual Configuration

SNMP

RMON

Figure 7-31: Increases the SNMP TRAP service host

Increase the SNMP TRAP service host configuration Steps are as follows:
Step 1:In the host IP dialog box input: 10.32.130.254;

Step 2: In TRAP community name dialog input: public;

Step 3: Select the SNMP version: 2C;

Step 4: Click on "OK" button, complete the configuration.

When an SNMP closed, hide the SNMP TRAP service host list.

7.5.8 Delete the SNMP TRAP service host

Click on the "System Management" "SNMP", in the SNMP TRAP service host list need to delete the object, click E "finish"

configuration:
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SNMP Configuration

View Group User

System Home

Quick Configuration | Configure Nofification

P e w—
CommunityUserpuilie ]

Security Level: noAuthiloF

Port Management

VLAN Management

Fault / Safety v Retry: (1-255 defaut 3)

| Wottcatontis

System Management ~

System Settings

DHCP Server 0 1P Address P Port
o t032130258 .
Firmware Upgrade
© Remove

System Information
Configuration Management
Dual Configuration

SNMP.

7.6 RMON

7.6.1 View RMON Configure Information

Communi]

10.32.130.223 says

Settings saved!

Notice: 1. fthe version is SNMPV3, the name is the user name, othenvise the community name

UDP Port; 162 (1-65535, default 162)
verson:
e
Community/User Version Security Level type Retry Timeout Delete

First Previous [1] Next Last

Figure 7-32: Delete community

Click on the "System Management" "RMON", can view RMON configure information.

RMON

System Home | Rvwon configure

Guick Contigaration Configure Type: @aiam  Ofvent Obistory

Selecta port to configure

GO MEREEE 1 3 5 7 0 1 13 15 17 19 A 33 25 27
e . [zoooooocooonon
Hoci o e o o o o)

2 4 6 8 10 12 14 16 18 20 22 24 26 28

Fault / Safety =

§7 Optonal port 5 Fised port i Selected port 577 Aggregation port Selectall Selectal others  Cancel

System Management ~

Interval[ Jt-2raraaean)
Rising Threshold: [ |(1-2147483647)

System Settings

Variable: [Broadcastois v
‘Sample Type: [Absolte v
Rising Eventindex:[ |(1-68535)

DHCP Server Falling Threshold:[__|(0-2147483628) Falling Eventindex:[__ |(1-65535)

Firmware Upgrade Type: owner[ o3t chars)

e Alarm List Event List History List Statistics List

Duial Canfiguiation Index interval Port Variable Sample Type Type Rising Threshold Rising Event Index Falling Threshold Falling Event Index Owner Delete.
N First Previous [1] Next La /1Page
RMON

LLDP Settings

Administration

Log Server

Static Route

PSE System v
Qos v
EEE a

Figure 7-33: View RMON configure information

7.6.2 Configure RMON Type

Configure RMON type: Alarm, selected one port to configure and setting parameters and click “Save” button.
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RMON

System Home | Rmon configure

Quick Configuration Configure Type: @ajarm ~ Ofvent  Oistory

Selecta port to configure
PO Magement e 5 7 0 11 13 15 17 192 2 % w
$2 M 520 50 Kol o 0 10 5 0 [ [l
QUUUUUUUUUDD

% 10 12 14 16 18 20 22 24 26 28

2 3

VLAN M: it o
lanagemen’ d

o B

e

Fault / Safety v
§73 Optionaiport g Fved port i Selected port [T Agaregation port Select al Select all others. Cancel
System Management ~
Index:@Bal_ J-6s535) aae
System Settings Interval:[l482  |(1-2147483847) Sample Type: [ Absolute v
Rising Threshold: Gite—Jr-2147483647) Rising Event Indexs [ Jro5538)
DEEE Sarver: Falling Threshold: 541 J0-2147483645) Falling Eventindex:[i_ |1-6553)
Firmware Upgrade Type: Ownerifiest —J0-31 chars)
e Alarm List Event List History List statistics List
o e Index Interval Port Variable Sample Type Type Rising Threshold Rising Event Index Falling Threshold Falling Event Index owner Delete
T 2541 1492 7 BroadcastPhts absolute Faling 254166 1 2541 1 fest x
First Provious [1] Next Las{i |/ 7Page
o b
LLDP Settings

Figure 7-34: Configure RMON Type

Notice: Parameters There are some special rules in the configuration. The EVENT should be created first. Please note the prompts in the

configuration. eg: Rising Threshold is greater than Falling Threshold.
7.6.3 Change RMON Type

On the RMON configure page, click the type “Event” or “History” and setting parameters. Be careful the parameter of Community should

be exit in SNMP Community name. Configure OK after clicking “Save”.

RMON
System Home | RMON Configure
Quick Configuration Configure Type: Oalam  @Event  Oistory

P — ) T
Port Management Deseription:[[2_Ji0-127 cnars) ownerfme  Jodtehare)
v anagemens | D
Fault / Safety “ Alarm List EventList History List Statistics List
System Management ~ Index Type Community Description Owner Delete
1 Log 2 124 %

System Settings
e Fist Previous 1] Next Lesfi |/ 1Page
Firmware Upgrade

System Information

Configuration Management

Dual Configuration

SNMP

RMON

Figure 7-35 Change RMON Type is Event




=

$2800S SERIES SWITCHES WEB CONFIGURATION GUIDE

RMON
System Home I RMON Configure
ick Coniu sHon Conigure Type: Oniam  Ofvent @History
Selecta port to configure
BRIREEE 13 5 7 9 1 1B 1517182 2 % n
pRavasy = Sy ard vl wef ur S S |
VAN Menegement = | I3 B i mteistsimim
2 4 6 8 10 12 14 16 18 20 22 24 2 2%
Fault / Safety v
3 Optional port {3 Fixed port G Selected port {7 Aggregation port Selectall Select all others Cancel
System Management ~
ndex:fiz_ J165535) Interval:fgz__ |(1-3600)
System Settings Bucketsie [50) Ouwner(12335 |03 characlers)
A
DHCP Server
e Alarm List Event List History List Statistics List
System Information Index Port Buckets Interval Owner Delete
2 7 19 452 12233 x

Configuration Management

First Previous [1] Next Lax
Dual Configuration m

SNMP

RMON

Figure 7-36: Change RMON type is History

When the parameters configure is OK, click the Statistics List .We can choose the port to view the information.

RMON

System Home | RMON Configure

Quick Configuration Configure Type: Olarm  OEvent - @History

Selecta port to configure.

BolEManagEment S 13 5 7 9 11 13 15 17 19 21 B 25 27
wiwinl Jelalelelelelals]nls
VIANManagement ¥ | | 3 3D S D D3 3 OO
Fault / Safety ~
§™7 Optiona port §] Fixed port 2 Selected port §T3 Agaregation port Selectall Select all others Cancsl
System Management ~
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System Settings L T — ) OwnerfiEE ot craactrs)
A
e

Fitniware Ughads Alarm List Event List History List Statistics List

System Information

Configistion Mansgement Received Octets 0 Collisions 0
Dual Configuration Received Packets 0 Drop Events. 0
SNMP Broadcast Packets 0 Frames of 64 Octets 0
SMON Multicast Packets 0 Frames of 65 10 127 Octets 0
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LLDP Settings

Oversize Packets o Frames of 256 to 511 Octets 0
Administration

CRC Align Errors o Frames of 512 t0 1023 Octets 0
Log Server

Jabbers 0 Frames of 1024 to 1518 Octets 0

Static Route Frogmits o

Figure 7-37: View the port configure information

7.6.4 Delete the Configured Rule

Select the entry you want to delete and click Fork to delete the unwanted configuration
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Settings saved!

RMON

System Home | RMON Configure
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Figure 7-38: Delete the Alarm list rule

7.7 LLDP Settings
7.7.1 LLDP Settings

Click on the "System Management" "LLDP Settings", "LLDP Settings” can view the LLDP settings information. The default mode is Global

settings and this feature is turned off by default.

LLDP Global Set LLDP Port Set Neighbor Info MED Set MED Port Set

System Home I LLDP Global Set

Quick Configuration

LLDP: [Enabled v
Port Mansgement' > sending Interval:3o |(5-327675) Ssending Defay:z | (1~8191%)
ThMultiplierla  |i2~10) ion Delay: 2 (1-10s)

VLAN Management ™ Apply

Fault / Safety N

System Management -~
System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

KAt ias s

Figure 7-39: View LLDP Settings Information

7.7.2 Enable LLDP Settings

Click the drop-down menu to select enable and configuration parameters. Finally click “Apply” button.
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LLDP Global set LLDP Port Set Neighbor Info MED set MED Port Set

System Home I LLDP Global Set

Quick Configuration

Port Mansgements s = Sending Intervali(30__|(5~32767s) Sending Defay:z  |(1~8191g)
ThMuitipierla  |@2~10) ion Delay: |2 (1~108)

VLAN Management > Apply

Fault / Safety et

System Management ~
System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Rsrtmecstones

Figure 7-40: Enable LLDP settings

7.7.3 Neighbor Info

When the LLDP function is enabled, the neighbor information is recorded when a neighbor device is found.

LLDP Giobal Set LLDP Port set Neighbor Info MED set MED Port set

System Home | Neighbor Info

Quick Configuration Local Port. System Name Neighbor Port Capabilities Address Management

Port Management giois. switch el Bridge, Router 00112233 4481

e Fist Previous [1] Next Lasfi_ |/ 1Page

Fault / Safety E
System Management ~
System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Figure 7-41: Neighbor Info

7.8 Static Route

Click on the "System Management" "Static Route"

Step 1: Turn off switch management VLAN;
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System Home

Quick Configuration
Port Management
VLAN Management

VLAN Management

Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAG Management

Note: 1. Interfaces VLAN parameters: IP MAC, gateway and the user's contact details. " denotes required field.
2 The IP address and mask cannot be configured when the DHCP server s enabled

3. The DHCP Client can be enabled when the management vian is enabled.

4. When the management vian is enabled, multple interface VLANS cannot be configured.

5. Vhen one of the DHCP server, DHCP client and ONVIF is enabled, the management VLAN cannot be disabled.
6. Deleting the gateway means deleting the defauit static route.

| s Sy st

Management vLAN: ()

Voice VLAN
Interfaces VLAN: [T v* MAC: 5695 CFA 3T4E 8
Surveillance VLAN DHC location 1PV DHCP: [ Static Allocation v
N Iy — Link Local Address: £650: b.sb: 0E8:Eafa: Tae/od
Subnet Mask: [255. 265 255 0 * Pv6Address: [ /[ ]
Faut/Safey v etut Gatemay: e —

Login Timeoutsy:
B E—

System Management ~

e E—

System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP

RMON

LLDP Settings
Administration

Log Server

Static Route

Contact nformation: ]
Apply

| intertace vLan Table

VLAN P Mask Default Gateway Status IPv4

| svstem Time Sottings

Notice: The suitch time can be synchronized vith the internet time by seting the time synchronization server IP address to the NTP or SNTP server from your selected time zone
Tip: The system will select a defauit fime syncronzation server if no IP address is entered

The Current System Time: 2000-01-01 00:10:30

Time Zone (T): [ (UTC)Coordinated Universal v

Time Setting Mode: O Auto-Sync @ Manual

Time: [0a-12-1 10112

Figure 7-42: Static Route

Step 2: Modify the IP address of interface VLAN1 to 192.168.1.1/24;

6 FS [s28005-2472¢ |

Excluir

System Home

Quick Configuration
Port Management
VLAN Management ~
VIAN Management
Voice VLAN

Surveillance VLAN

ONVIF

Fault / Safety >
System Management ~
System Settings

DHCP Server

Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP

RMON

LLDP Settings
Administration

Log Server

Static Route

Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Note: 1. Interfaces VLAN parameters: IP. MAG, gateway and the user's contact details. " denotes required field.
2 The IF address and mask cannot be configured when the DHCP server is enabled

3. The DHCP Client can be enabled wihen the management vian is enabled.

4 When the management vian is enabled, muliple interface VLANs cannot be configured.

5. \When one of the DHCP server, DKCP client and ONVIF is enabled, the management VLAN cannot be disabled.
6. Deleting the gateway means deleling the default static route

Management VLAN: (@)

Interfaces VLAN: . MAC: B, CaFA 3742 .
DHCP: S Allocation v IPv6 DHCP: | Static Allocation ~

Link Local Address: [£e6: -batb: cOEF: Fefa:374e/64
Y — ]
IPV6 Gateway Address: [ |
Device Name: &
Device Location: [ ]

p: .

Subnet Mask: .
Defauit Gateway:
Login Timeout(s):
ContactName: [
Contactinformation: [ |

Apply

VLAN P Mask Default Gateway Status 1Pv4.

(e

Notice: The suitch time can be synchronized vith the intermet time by setting the time synchronization server IP address to the NTP or SNTP server from your selected time zone
Tip: The system will select a default fime syncronization server if no IP address is entered.

The Current System Time: 2000-01-01 00:10:30 Time Zone (T): [ (UTC)Coordinated Universal v

Time Setting Mode: O' Auto-Sync @ Wanual

Time: [ats-12-1 10112

Figure 7-43: Static Route

Step 3: The gateway with static route 192.168.2.0/25 added is 192.168.1.254.

Excluir
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System Home
Quick Configuration
Port Management

VLAN Management

Fault / Safety

System Management ~

System Settings

Static Route

Note: 1.Static routes can be configured for use vinen the Management VLAN is clesed
2.Deleting the default static route means deleting the gateway.

| stotic Route
Destination 1P Mask Gateway[182 168, 1250 |
| static Routing List
Destination 1P Mask

192.166.2.0 255.255.255.0

Figure 7-44: Static Route

Gateway

192.168.1.254
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8. PSE System Management
8.1 PSE System Configuration

8.1.1 View the PSE System Configuration

Click on the navigation bar "PSE System Management" "PSE System Configuration" to view the PSE system information of the current

switch, Click "Refresh" button, display refresh configuration information:

6 FS [s2s00s-812r-p |

PSE System Configuration
¢ Power Supply Mode: | Energy saving mod: v

System Home

Quick Configuration * [ Apply Settings || Refresh |
Port Management PSE System Information
VLAN Management Power supply port: 2i0/6

Power management mode: Energy saving mode
Fault / Safety i =

System total power: TOW
System Management ~ System power consumption: 3434W

System available power: 66.566 W [93%]
PSE System N

PSE System Configuration
PSE Port Configuration
PSE Timer Configuration
QoS i

EEE -2

Figure 8-1: View the PSE System Information
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8.1.2 Configure Power Supply Mode
8.1.2.1 Configure Power Supply Mode to Automatic

Click on the navigation bar "PSE System Management" "PSE System Configuration" to configure power supply mode to automatic mode

6 FS [s28o00s-s12F-P |

PSE System Configuration
s Power Supply Mode: | Automatic mode  w

System Home

Quick Configuration + [Apply Settings | [ Refresh |
Port Management PSE System Information
VLAN Management > Power supply port: 2106

Power management mode: Automatic mode
Fault / Safety = =

Svstem total power: TOW
System Management Svstem power consumption: 154W

Svstem available power: 54.6 W [78%]
PSE System s

PSE System Configuration
PSE Port Configuration
PSE Timer Configuration
QoS .

EEE =

Figure 8-2: Automatic Mode

To configure the switch PSE System steps as follows:

Step 1: In the power supply mode, choose automatic mode;

Step 2: Click on "Apply Settings" button to complete the configuration.

8.1.2.2 Configure Power Supply Mode to Static

Click on the navigation bar " PSE System Management" "PSE System configuration" to configure power supply mode to static mode
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e FS [szs00s 12F |

PSE System Configuration

System Home Power Supply Mode: | Static mode ~
Quick Configuration Apply Seitings
Port Management = I PSE System Information
VLAN Management ~ Power supply port
Fault / Safety - Power management mode Static mode
System total power: 70W
System Management ~
System power consumption oW
PSE System e
System available power: 0 W [0%]
PSE System Configuration

PSE Port Configuration

PSE Timer Configuration
QoS i
EEE i1

Figure 8-3: Static Mode

To configure the switch PSE System steps as follows:

Step 1: In the power supply mode, choose static mode;

Step 2: Click on "Apply Settings" button to complete the configuration.
8.1.2.3 Configure Power Supply Mode to Energy Saving

Click on the navigation bar " PSE System Management" "PSE System Configuration" to configure power supply mode to energy saving

mode
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PSE System Configuration

System Home Power Supply Mode: | Energy saving mode w

Quick Configuration TS

Port Management o I PSE System Information

VLAN Management Pouwer supply port
Fault / Safety - Power management mode Energy saving mode
aul afe
System total power: TOW
System Management >
System power consumption: ow
PSE System o
System available power: 70 W [100%]

PSE System Configuration
PSE Port Configuration
PSE Timer Configuration
QoS >

EEE i

Figure 8-4: Energy saving mode

To configure the switch PSE System Steps as follows:

Step 1: In the power supply mode, choose energy saving mode;

Step 2: Click on "Apply Settings" button to complete the configuration.
8.2 PoE Port Configuration

Click the " PSE System Management" "PoE Port Configuration” to configure the PoE port on the switch:
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PSE Port Settings

System Home Description: 1. When port description is emply, there is no description for that port.

2. \When max power and distribution of power felds are empiy, the port is set to default settings

CARRRIIE 3. When in automatic mode, max power is determined by the classification level.

Port Management Selecta port to configure:

VIAN Management 1 2.3 4.8 8.2 @ g 10
i I

Fault / Safety 2

§™70ptonal port 5 Fixed port i Selected port 79 Agoregation port  Selectall Select all others Cancel
System Management ¥

PSE System ~ Port:
Power Supply Enable:| Do Not Modify v

PSE Sfem Configtc fion Distribution of Power: 16+ 11, 20, 32, 35

2eoy J et
PSE Port Configuration

| st po nfomaton
PSE Timer Configuration

o Port Power Supply Enable Power Status Current Power Average Power Peak Power Voltage Max Power Distribution of Power Device Type Edit
0! v
1 Normal Detecting ow ow ow ov BW 20w NiA z
EEE =
2 Normal Detecting ow ow ow ov BW nwW NIA 2z
3 Normal Detecting ow ow ow ov BW 6w NiA B2
4 Normal Detecting ow ow ow ov £ ow NA 2 E
5 Normal Detecting ow ow ow ov BW ow NiA iz
5 Disable Disable ow ow ow ov BW 6w NiA iz
7 Normal Detecting ow ow ow ov BW oW NiA iz
i Normal Detecting ow ow ow ov BW ow NA z

Fist Previous [1] Next Lasft | /1Page

Figure 8-5: PoE Port Configuration

POE Port configuration steps are as follows:

Step 1: Select a port to configure;

Step 2: In the power supply enable, choose enable;
Step 3: In the max power text, choose 20.

8.2.1 Editing PoE Port

Clickonthe “  "icon can be configured selected port:
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PSE Port Settings

System Home Description: 1. When port description is emply, there is no description for that port.

2. \When max power and distribution of power felds are empiy, the port is set to default settings

CARRRIIE 3. When in automatic mode, max power is determined by the classification level.

Port Management Selecta port to configure:

VIAN Management 1 2.3 4.8 8 .F @ g 10
i WO EE

Fault / Safety 2

§™70ptonal port 5 Fixed port i Selected port 79 Agoregation port  Selectall Select all others Cancel
System Management ¥

PSE System = port:1
Power Supply Enable: Enabled v
PSE Sfem Configtc fion Distribution of Power:po ][5+ 11, 20, 32. 351

2eoy J et
PSE Port Configuration

| st po nfomaton
PSE Timer Configuration

o Port Power Supply Enable Power Status Current Power Average Power Peak Power Voltage Max Power Distribution of Power Device Type Edit
0! v
1 Normal Detecting ow ow ow ov BW 20w NiA z
EEE =
2 Normal Detecting ow ow ow ov BW nwW NIA 2z
3 Normal Detecting ow ow ow ov BW 6w NiA B2
4 Normal Detecting ow ow ow ov £ ow NA 2 E
5 Normal Detecting ow ow ow ov BW ow NiA iz
5 Disable Disable ow ow ow ov BW 6w NiA iz
7 Normal Detecting ow ow ow ov BW oW NiA iz
i Normal Detecting ow ow ow ov BW ow NA z

Fist Previous [1] Next Lasft | /1Page

Figure 8-6: Editing PoE Port

Modify PoE port settings follow these steps:

Step 1: Select port and Click” 4 "icon;

Step 2: In the power supply enable, choose disable.
8.3 PoE Timer Configuration

Click the " PSE System Management" "PoE Timer Configuration” to configure the POE port absolute and periodic time on the switch:

PSE Timer Settings

System Home Desciption: T confgurs Periodicime can bs frmed an week and To confure absolute e can be umed o n tis ime

Quick Configuration Selecta port to configure:

Port Management ﬁéﬁééﬁéﬁ T
EHE

VLAN Management

§2 Optona port 5 Fixed port i Selected port {77 Aggregation port Select all Selectall others Cancel

Fault / Safety %
Port:

System Management Timer:

O periodic Time Start Mon v | (00 v [: 00 v | m~End Mon w|[00 v h: 00~ m
PSE System G

@ Absolute Time Start ~Eng
PSE System Configuration m @
PSE Port Configuration | pse Timer nromation
PSE Timer Configuration Port Time Mode Start Time End Time Edit
QoS F First Previous [1] Next Last
EEE v

Figure 8-7: PoE timer absolute time configuration
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PSE Timer Settings

System Home Doscipion Tocotiie Pafod s Gt o U o wy e o Gt ol M s b o o 1 T e

Quick Configuration Selecta port to configure:

Port Management 122 3. 4.5 K 0 8 8 a0
et ieswiwied | |
VLAN Management

[ Optional port i Fixed port g Selected port [T Aggregation port  Selectall Select all others Cancal

Fault / Safety v
Port: 2
System Management “Timer
eriodic Time art [Mon ~ (38 w | (00w ] m — End [Won v [ v]v (60w m

PSES: @ Periodic Tir Start | M 08 v |h:| 00 End | M 18 v |h: |00

stem o

2 O Apsolute Time star e
PSE System Configuration el
PSE Port Configuration | pse Timer intormation
PSE Timer Configuration Port Time Mode Start Time. End Time Edit.
QoS = 2 Periodic Monday 0800 Monday 18:00 iz %

Fist Provous 1 Nt Lo 1Page
EEE v m [ Jr1eeo

Figure 8-7: PoE timer periodic time configuration

PoE Port configuration Steps are as follows:

Step 1: Select a port to configure;

Step 2: In the timer, choose enable;

Step 3: configure absolute time start time 2017-07-25 08: 30 end time 2017-07-28 08: 30;

Step 4: configure periodic time start time Every Monday to Friday 08: 00 end time Every Monday to Friday 18: 00.




FS

$2800S SERIES SWITCHES WEB CONFIGURATION GUIDE

9. QoS

9.1 Priority Schedule
9.1.1 View the Priority Schedule

Click on the "QoS" "Priority Schedule", can view the device priority schedule:

Priority Schedule

System Home Moie 1.By default the 802.1p is chosen To enable DSCP mode, please select the DSCP mode and press fo go fo DSCP Priority Settings page.

2.1 you want to see more detail QoS status,Please go fo CLI manual and chack the detail

Scheduling mark 802.1p v
Port Management 32 Scheduling algorithm Strict Priority

Select a port to configure:

Quick Configuration

VLAN Management

9 M 13 15 17 18 H 23 25 97

b bt bt B Sl ] o]
Led L0 B8 Bl B Bl Rl 8 ] 2]

10 12 14 16 18 20 22 24 26 28

Fault / Safety "

ot | [

System Management

PSE Syst T Optional port G55 Fixed port B Selected port [T Aggregation port  Selectall Selectall others Cancel
ystem e

Qos -

Priority Schedule Apply

EEE v I Port List

Figure 9-1: Priority Schedule

9.1.2 The Configuration Global Settings of SP
9.1.2.1 The Configuration Global Settings of 802.1P SP

Click on "QOS" "Priority Schedule" “Global Settings”, in scheduling mark, choose 802.1p, in the Scheduling algorithm, choose strict
priority.

Priority Schedule =

Sstem Bome Note 1.By default the 802.1p is chosen To enable DSCP mode, please select the DSCF mode and press to go to DSCP Priorty Settings page.

) N 2.fyou want to see more detail QoS status: Please 9o fo CLi manual and chck the detai
Quick Configuration

Scheduling mark

Port Management Scheduling algorithm
Selecta port to configure:
VLAN M
103 5 7 9 1315 17 19 N 23 3 a7

Fault / Safety P i e o W e O e o i |

I8 el Bl Tt Bl ol Bl B Bt 0t B Bt (= (=
System Management 2 4 6 8 10 12 14 16 18 20 2 24 % 28

§70 Optional port 57 Fixed port §iif Selected port §T7 Aggregation port  Selectall  Selectall others Cancel

PSE System

Qos cosfo ]

Priority Schedule

22 | portiist

Port Scheduing aigorithm cos

1 sp 0
2 sp 0
3 P 0
4 sp 0
5 sp o
5 sp 0
7 sp 0
s sp 0
9 sp 0
10 sp 0

Eirct Bravinue (10111 Navt 1 acht [ETIRNE
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Figure 9-2: Global settings in 802.1p and SP

9.1.2.2 The Configuration Global Settings of 802.1p SP and WRR

Click on "QoS" "Priority Schedule" “Global Settings”, in scheduling mark, choose 802.1p, in the Scheduling algorithm, choose WRR.

6‘ FS [s28005-2472¢F

Priority Schedule =

Sptemfone Note 1.By default the 802.1p s chosen To enable DSCP mode, please select the DSGP mode and press to go to DSCP Priorty Settings page.

” N " 2.Ifyou want to see more detail QoS status Please go to CLI manual and check the detail
Quick Configuration

Scheduling mark
Port Management v ‘The queue weight value configuration:

queues (+127)
VLAN Management > Scheduling algorithm WRR v queuss [lo___|(1-127)

Fault / Safety o queued b |(1-121) Queues 1127}

Selecta port to configure:

System v
1 3 5 7 9 1 13 15 17 19 21 23 25 27
PSE System v S St B G i S ol ] St il [ ]
ettt i 1l bl U U e S ot [ (=]
QoS g~ 2 4 6 8 10 12 14 16 18 20 22 24 26 28
e 573 Optional port B8 Fixed port 8 Selected port 77 Agaregation port_ Select all Select allothers  Cancel
EEE v cos:[0__v]
[ 200 |
=
port Scheduing aigorithm cos
¥ WRR 0
> wRR 0
y wRR 0
4 WRR 0
5 WRR o
s wRR 0
7 wRR 0
8 WRR 0

Figure 9-3: Global settings in 802.1p and WRR

Priority schedule steps are as follows:

Step 1: In scheduling mark, choose 802.1p;

Step 2: In the Scheduling algorithm, choose WRR;

Step 3:In queuel text box, enter the weight value, such as 1;

Step 4: In queue2 text box, enter the weight value, such as 20;

Step 5: In queue3 text box, enter the weight value, such as 40;

Step 6: In queue4 text box, enter the weight value, such as 1.

9.1.2.3 The Configuration Global Settings of 802.1p and Hybrid

Click on "QoS" "Priority Schedule" “Global Settings”, in scheduling mark, choose 802.1p, in the scheduling algorithm, choose hybrid.
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Priority Schedule

Sstem Bome Note 1.By default the 802.1p is chosen To enable DSCP mode, please select the DSCF mode and press to go to DSCP Priorty Settings page.

) N 2.fyou want to see more detail QoS status: Please 9o fo CLi manual and chck the detai
Quick Configuration

Scheduling mark 8021p v
Port Management The queue scheduling algorithm:  The queue weight value configuration:
quevet L |t-127) queue5 5 (1-127)
VLAN Management Scheduing algorithm aveues 1o (1-127)
‘The queue to choose:
queues 4 (129 queve? 12 (-121)
Fault / Safety 2 i v~ v]an queued & (1-127) queues 14 (1-127)
Selecta port to configure:
System >
103 5 7 9 1 1315 17 19 2 23 3 27
PSE System v 2 0 0 0 G ) ) ) ][]
It 1t i 7t bl el Bt U Bl el B[] (=]
QoS ~ 2 4 6 8 10 12 14 16 18 20 22 24 26 28
Priority Schedule 73 Optional port 5 Fixed port 5§ Selected port £ Aggregation port  Select all Select all others Cancel
EEE v cos:[0v]
Apply
| portuist
Port Scheduling algorithm cos
1 Hyorid 0
2 Hyorid 0
3 Hybrid 0
4 Hyorid 0
5 Hyorid 0
6 Hybrig 0
i Hyria 0
et Hyorid 0

Figure 9-4: Global settings in 802.1p and hybrid

Priority schedule steps are as follows:

Step 1:in scheduling mark, choose 802.1p;

Step 2:in the Scheduling algorithm, choose hybrid;

Step 3:in strict priority text box, choose the queue 3,4;

Step 4: in WRR text box, choose the queue 1, 2;

Step 5:in queuel text box, enter the weight value, such as 1;
Step 6:in queue2 text box, enter the weight value, such as 20.
9.1.3 The Configuration Global Settings of DSCP

9.1.3.1 The Configuration Global Settings of DSCP and SP

Click on "QoS" "Priority Schedule" “Global Settings”, in scheduling mark, choose DSCP, in the Scheduling algorithm, choose strict priority.
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Priority Schedule

el Note 1.8y detault the 80219 is chosen.To enable DSCP mode, please Sesect he DSCP mode and press to 90 1o DSCP Friorty Setings page.
2 you wani fe see more detail QoS siatus Piease o fo CLI manal and check the delad
Quick Configuration
Scheduling mark
fort - Scheduling algori

VLAN Management T
Fault / Safe e
e | portuist
SiS(c Morageent s From DSCP value: [T v To DSCPvalue: [T ] prionty: 7w [ avpiy |
PSE System > DSCP value Prionity Edit

QoS =
Priority Schedule
EEE >

0
1
2
3
4
5

&

EVRAFRPREER

s (11213 (41151 Next Lasfl I TPage

Figure 9-5: Global settings in DSCP and SP

Priority schedule Steps are as follows:

Step 1: In scheduling mark, choose DSCP;

Step 2: In the Scheduling algorithm, choose strict priority;

Step 3: In from DSCP value text box, choose 0 and in to DSCP value text box, choose 1 and in priority text box, choose low;
Step 4: In from DSCP value text box, choose 2 and in to DSCP value text box, choose 3 and in priority text box, choose medium;
Step 5: In from DSCP value text box, choose 4 and in to DSCP value text box, choose 5 and in priority text box, choose high;
Step 6: In from DSCP value text box, choose 6 and in to DSCP value text box, choose 8 and in priority text box, choose highest.
9.1.3.2 The Configuration Global Settings of DSCP and WRR

Click on "QoS" "Priority Schedule" “Global Settings”, in scheduling mark, choose DSCP, in the Scheduling algorithm, choose strict priority.
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Priority Schedule

Sstem Bome Note 1 By default the 802 1p is chosen To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priorty Settings page.

) N 2.1 you want to ses more detail QoS status, Please 9o to CLI manual and check the detail
Quick Configuration

Scheduling mark DSCP v
Port Management v The queue weight value configuration:
aueues (121)
VLAN Management ‘Scheduling algorithm WRR ~ queues
aueue

Fault / Safety = quewed b (1127 queues

System Management m

PSE System v

| portuist

i From DSCP value: To DSCP value: Priority: Apply

Priority Schedule DSCP value Priority Edit

EEE i 0 1 z
1 i z
2 1 2
3 1 7
4 1 2z
5 1 z
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8 2 z
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Figure 9-6: Global settings in DSCP and WRR

Priority schedule Steps are as follows:

Step 1:in scheduling mark, choose DSCP;

Step 2:in the Scheduling algorithm, choose WRR;

Step 3:in queuel text box, enter the weight value, such as 10;

Step 4:in queue2 text box, enter the weight value, such as 20;

Step 5:in queue3 text box, enter the weight value, such as 30;

Step 6: in queue4 text box, enter the weight value, such as 40.

9.1.3.3 The Configuration Global Settings of DSCP and Hybrid

Click on "QoS" "Priority Schedule" “Global Settings”, in scheduling mark, choose DSCP, in the Scheduling algorithm, choose hybrid.
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Priority Schedule

System Home Note 1.By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priorty Settings page.
i i 2.1 you want to see more detall QS status, Please go fo CLI manual and check the detail
Quick Configuration
Scheduling mark DSCP v
Port Management ad The queue scheduling algorithm:
VLAN Management Scheduling algorithm
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System Management Apply

PSE System v
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Figure 9-7: Global settings in DSCP and HYBRID

Priority schedule Steps are as follows:

Step 1: In scheduling mark, choose DSCP;

Step 2: In the Scheduling algorithm, choose hybrid ;

Step 3: In strict priority text box, choose the queue 3,4;

Step 4: In WRR text box, choose the queue 1,2;

Step 5: In queuel text box, enter the weight value, such as 10;
Step 6: In queue2 text box, enter the weight value, such as 20.

9.1.4 Editing the DSCP Values

Click on the ” “ "icon to modify DSCP values:
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Priority Schedule
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Scheduling mark DSCP v,
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System Management Apply
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Figure 9-8: Add the port to the VLAN

Modify DSCP values follow these Steps:

2

Step 1: Select DSCP values and click” "icon;
Step 2: In the priority text box, choose medium;

Step 3: Click on the save;

Step 4: Click OK.
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10. EEE

10.1 EEE
10.1.1 802.3az EEE Settings

Click on the "EEE" "EEE" “802.3az EEE settings”, you can view the EEE information:

6 FS [s2s00s-2412r |

802.3az EEE settings

System Home Motice: The interface will link down and then up, when enable/disable EEE
Quick Configuration I 802.3az EEE seftings

Port Management 802.3az EEE: ( (Wela)

VLAN Management ~ m

Fault / Safety 5

System Management ~

PSE System b
QoS i
EFE £
EEE

Figure 10-1: View the 802.3az EEE settings

10.1.2 Active the EEE

Click ON the "EEE “ "EEE" "802.3az EEE Settings”, choose the 802.3az EEE, click ON the "OFF" to "ON", click save:

6 FS [s2800s-2472F |

802.3az EEE settings

System Home Notice: The interface will link down and then up, when enable/disable EEE.
Quick Configuration I 802.3az EEE settings

Port Management v 802.3az EEE: (@I )

VLAN Management ~ m

Fault / Safety i

System Management

PSE System ¥
QoS 2
EEE 7
EEE

Figure 10-2: Active the 802.3az EEE settings
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