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Chapter 1 Basic Configuration Commands

1.1 Commands for Managing Configuration Files

Commands for managing configuration files are shown in the following:
®  copy

delete

dir

ip address

ip route

show configuration

format

More
1.1.1 Copy

To read files from the TFTP server to the switch, run copy.

copy tftp<:filename> {flash<:filename>|rom} [ip_addr]

Parameters

tftp<:filename> Reads files from the TFTP server. The filename parameter shows the
corresponding file name. If the filename parameter is not
designated, you are prompted to enter the file name after the copy
command is run.

flash <:filename> Writes files into the flash of the switch. The filename parameter
shows the corresponding file name. If the filename parameter is not
designated, you are prompted to enter the file name after the copy
command is run.

rom Updates the bootrom of the switch.

ip_addr Means the IP address of the TFTP server. If this parameter is not
designated, you are prompted to enter the IP address after the copy
command is run.

Default Value
None

Command Mode
Monitoring Mode
Usage Guidelines
None

Example

monitor#copy tftp:switch.bin flash:switch.bin 192.2.2.1

The example shows how to copy the switch.bin files from the TFTP server to the flash of the switch.




Related Command
None
1.1.2 delete

To delete a file, run delete.

delete file-name

Parameters

file-name Means a file name with up to 20 characters.

Default Value

If the file name is not entered, the startup-config files will be deleted by default.
Command Mode

Monitoring Mode

Usage Guidelines

None

Related Command

None

1.1.3 ip address

To designate the IP address of the Ethernet port, run ip address in monitor status.

ip address ip-address mask

Parameters

ip-address IP address
mask Mask of the IP network

Default Value
None
Command Mode
Monitoring Mode
Usage Guidelines
None
Example

monitor#ip address 192.168.1.1 255.255.255.0




Related Command

ip route
ping
1.1.4 ip route

To designate a default gateway, run ip route in monitor status.

ip route default gw_ip_addr

Parameters

gw_ip_addr Stands for a default gateway address.

Default Value

None

Command Mode
Monitoring Mode

Usage Guidelines

None

Example

monitor#ip route default 192.168.1.3
Related Command

ip address

1.1.5 show configuration
To display the current configuration file of the system, run show configuration.
Parameters

None

Default Value

None

Command Mode
Monitoring Mode

Usage Guidelines

None

Related Command

None




1.1.6 format

To format the file system, run format in EXEC mode.

format
Parameters

None

Default Value
None

Command Mode
EXEC

Usage Guidelines
If the format command is used, all files in the file system will be lost.
Related Command
None

1.1.7 more

To display the content of a file, run more in EXEC mode.

more file-name

Parameters

file-name Means a file name with up to 20 characters.

Default Value

None

Command Mode

EXEC

Usage Guidelines

If all characters in the file are legible, they are displayed in the ASCII code; otherwise, it will be displayed in the binary system.
Related Command

None

1.2 Basic System Management Commands

Basic System Management Commands

bootflash
®
®  chinese
®  english




date
md
pwd

rd
rename

reboot

alias

boot system flash
help

show

[

[

[

[

[

[

®  show break
[

[

[

[

®  history

® showalias
1. 2.1 bootflash

To start a device from the designated file in monitor mode, run the following command.

boot flash filename

Parameters

filename Stands for the name of the designated file.

Default Value

None

Command Mode

Monitoring Mode

Usage Guidelines

After a user enters the monitor state, you can use this command to start a device.
Example

monitor#boot flash switch.bin
Related Command

None

1.2.2 «d

To change the current directory, run the following command in the monitoring mode.

cd directory|.




Parameters

directory Means a file name with up to 20 characters.
Parent directory
Default Value
None
Command Mode
Monitoring Mode
Usage Guidelines
None
Example
monitor#cd my_dir
Related Command
pwd
1. 2.3 chinese
To switch the command prompt to Chinese mode, use the chinese command.
Parameters
None
Default Value
None
Command Mode
Monitoring Mode
Usage Guidelines
None
Example
None
Related Command
None
1.2.4 date
To set system absolute time, run command "date".
Parameters

None




Default Value
None

Command Mode
Monitoring Mode
Usage Guidelines

This command is used to set the absolute time for the system. For the switch with a battery-powered clock, the clock will be powered by
the battery. If the clock doesn't keep good time, you need to change the battery.

For the switch without a battery-powered clock, the system date is configured to Jan 1st,1970 after the reboot of the switch, and user
needs to set the current time each time when starting the switch.

Example

monitor#date

The current date is 2000-7-27 21:17:24
Enter the new date(yyyy-mm-dd):2000-7-27
Enter the new time(hh:mm:ss):21:17:00

Related Command
None

1.2.5 english

To switch the command prompt to english mode, use the english command.
Parameters

None

Default Value
None

Command Mode
Monitoring Mode
Usage Guidelines
None

Example

None

Related Command
None

1.2.6 md

md directory




Parameters

directory Means a file name with up to 20 characters.

Default Value
None

Command Mode
Monitoring Mode
Usage Guidelines
The command can be used to set a directory.
Related Command
None

1.2.7 pwd
Parameters

None

Default Value
None

Command Mode
Monitoring Mode
Usage Guidelines
The command can be used to display the current directory.
Related Command
None

1.2.8 rd

rd directory

Parameters

directory Means a file name with up to 20 characters.

Default Value
None
Command Mode

Monitoring Mode
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Usage Guidelines

The system prompts if the directory is not empty. The system prompts if the directory doesn't exist. To delete a command, use the rd

command.

Related Command

None

1. 2.9 rename

To rename a file in a file system, use the rename command.

rename old_file_name new_file_name

Parameters

old_file_name

new_file_name

Default Value
None

Command Mode
Monitoring Mode
Usage Guidelines
None

Related Command
None

1.2.10 reboot
Parameters

None

Default Value
None

Command Mode
Monitoring Mode

Usage Guidelines

The command can be used to reboot the switch.

Related Command

None

The original filename.

The new filename.




1.2. 11 alias
alias alias_name command_line

Parameters

alias_name Name the alias name.
command_line The command of naming the alias name.
Default Value
None
Command Mode
Configuration mode
Usage Guidelines

The command can be used to replace "command_line" with "alias_name". For instance, alias update1 copy tftp:BDMSU8508_4.0.0B.bin
flash:switch.bin 10.168.30.188. The command "copy tftp:BDMSU8508_4.0.0B.bin flash:switch.bin 10.168.30.188 " will automatically run on
the switch only update 1 is input.

Example

Replace command "copy tftp:MSU8508_4.0.0B.bin flash:switch.bin 10.168.30.188" with "update1”.
alias update1 copy tftp:MSU8508_4.0.0B.bin flash:switch.bin 10.168.30.188

Related Command
None
1.2.12 boot system flash

To designate the systematic mirror file that will be executed when the system is started, run the following first command; to cancel this
settings, run the following second command.
boot system flash filename

no boot system flash filename

filename Means a file name with up to 20 characters.

Parameters

Default Value

None

Command Mode

Global configuration mode
Usage Guidelines

If the user doesn't configure the command, the system will execute the first system mirror file of the flash file system. If the user configures
with multiple commands, the system executes the mirror documents in turn. If the document doesn't exist or occurs mirror. The next file
will be executed consecutively. If the file doesn't run successfully, the system enters the monitor mode.




Example

config#boot system flash switch.bin
Related Command

None

1.2. 13 help

help

Parameters

None

Default Value

None

Command Mode

EXEC

Usage Guidelines

The command can be used to show the help system of the switch.
Example

The following example shows how to show the help system of the switch.
switch# help

Help may be requested at any point in a command by entering a question mark '?If nothing matches, the help list will be empty and you
must backup until entering a '?' shows the available options.

Two styles of help are provided:
1. Full help is available when you are ready to entera command argument(e.g.show ?') and describes each possible argument.

2. Partial help is provided when an abbreviated argument is entered and you want to know what arguments match the input (e.g.
'interface e?')

Related Command
None
1. 2. 14 history

To show history command, run the following command. To return to the default setting, use the no form of this command.

[no] history [ + <count> | - <count> | clear]

Parameters

+ <count> To display the count<1-20> historical command from
the beginning to the end.

- <count> To display the count<1-20> historical command from
the end to the beginning.
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Default Value

If there are no more than 20 commands executed, all historical command lines will be displayed from the beginning to the end. If there
are more than 20 commands executed, all historical command lines will be displayed from the beginning to the end.

Command Mode
Any command mode
Usage Guidelines

The modularized switch can save up to 20 historical commands. You can invoke these commands with the "up" or “down” key or directly
use it after edition. The command can be used to browse the history command. You can run the [no] history command to delete the
history command.

Example

The following example shows how to display the latest 5 history commands from the end to the beginning.

switch#history - 5

config

intel/1

no ip addr

ip addr 192.2.2.49 255.255.255.0
exit

Related Command
None
1. 2. 15 show

To display the relevant information of the system, which or specific ones of which can be filtered through the filter, run the following
command:

show <sub-command> [ | <begin | include | exclude | redirect> <WORD> [SEPARATOR WORD]]

Parameters

sub-command Stands for a child command.
| Uses the output filter.

begin Means to show the result of the show command starting with a
specific word.

include Means to show the lines of the result of the show command
containing a specific word.

exclude Means not to show the lines of the result of the show command
containing a specific word.

redirect Redirects the result of the show command to the file in the
designated file system.

WORD Stands for a designated word, which is the designated filename as
to the redirect command.

SEPARATOR WORD Stands for the designated separator, which is space by default to
separate the words.

Default Value

None




Command Mode
The EXEC mode or the configuration mode
Usage Guidelines

This command can be used to filter the useless information in the result of the show command, especially when the result is too much to
read. For example, if you want to browse a designated MAC address in an MAC address table, which contains a lot of MAC addresses, this
command will give you convenience for you.

Example

The following example shows how to display the lines, in which the word “interface”is contained, in the result of show running-config.

Switch#show running-config | include interface
Building configuration...

Current configuration:

1

interface GigaEthernet0/1
interface GigaEthernet0/2
interface GigaEthernet0/3
interface GigaEthernet0/4
interface GigaEthernet0/5
interface GigaEthernet0/6
interface GigaEthernet0/7
interface GigaEthernet0/8

Related Command
None
1.2.16 show alias

To display all aliases or the designated alias, run the following command.

show alias [<alias name>]

Parameters

alias name Name the alias name.

Default Value

Display all aliases according the format “alias name=command line".
Command Mode

The EXEC mode or the configuration mode

Usage Guidelines

None

Example

The following example shows how to display all aliases of the current system:

switch_config#show alias
hualab=date




router=snmp
Related Command
alias

1. 2. 17 show break

It is used to display the abnormal information of the system. The system stores all abnormal information in the latest running. The
abnormal information contains the times of abnormity, the stack content and the invoked functions when abnormity occurs.

Parameters

None

Default Value

None

Command Mode

Monitoring Mode

Usage Guidelines

The command is only used for debugging.
Related Command

None

1.3 Telnet Configuration Commands

The chapter describes telnet and relative commands. The telnet command is used to establish a session with the remote server. The telnet
command is always working at the UNIX operating systems. Option negotiation is required. Telnet does not provide itself the login
authentication. Telnet is different from Rlogin because telnet does not provide itself password check.

The telnet configuration commands include:
® telnet

ip telnet

where

disconnect

resume

clear Telnet

show Telnet

debug Telnet

1. 3.1 telnet

To establish a telnet session, run the following command:

telnet server-ip-addr/server-host-name [/port port][/source-interface interface] [/local local-ip-addr] [/debug] [/echo | /noecho] [/script
scripthame]




Parameters

server-ip-addr Dotted-decimal IP address of the remote server

Name of the remote server, which is configured by the ip
server-host-name

hostcommand

Port Telnet port of the remote server
interface Local interface where the telnet connection is originated
local-ip-addr Local IP address where the telnet connection is originated

/debug A negotiation process fqr gnabling the dek?ug at the client side and
printing the connection
/echo/noecho Enable or disable the local echo. The default value is noecho.
scriptname A script name used for auto login

Default Value

The default port number is 23. The interface has no default number.
Command Mode

EXEC and global configuration mode

Usage Guidelines

You can use one of the following command lines to establish a remote login.
telnet server-ip-addr/server-host-name

In this case, the application program directly sends the telnet login request to port 23 of the remote server. The local IP address is the IP
address which is nearest to the peer and found by the routing table.

telnet server-ip-addr/server-host-name /port port

In this case, the application program sends a telnet login request to the port of the peer.

telnet server-ip-addr/server-host-name /source-interface interface

In this case, the application program uses the IP address on the interface ass the locallP address.
telnet server-ip-addr/server-host-name /debug

In this case, the application program opens the debug and exports the connection at the client side.
telnet server-ip-addr/server-host-name echo/noecho

In this case, the application program enables or disables the local echo. The local echo is disabled by default. Only when the server is not
in charge of echo is the local echo enabled.

telnet server-ip-addr/server-host-name /script scriptname

Before executing the automatic login command of the script, run the command ip telnet script to configure the script.

The previous commands can be used together.

During the session with the remote server, you can press the Q button to exit the session. If the session is not manually quit, the session
will be complete after a10-second timeout.

Example

Suppose you want to telnet server 192.168.20.124, the telnet port of the server is port 23 and port 2323, and the local two interfaces are
€1/1(192.168.20.240) and s1/0(202.96.124.240). You can run the following operations to complete the remote login.

1. telnet 192.168.20.124 /port 2323

In this case, the telnet connection with port 2323 of the peer is to be established. The local IP address of the peer is 192.168.20.240.

2. telnet 192.168.20.124 /source-interface vlan2
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In this case, the telnet connection with port 23 of the peer is to be established. The local IP address of the peer is 202.96.124.240.
3. telnet 192.168.20.124 /local 192.168.20.240

In this case, the telnet connection with port 23 of the peer is to be established. The local IP address of the peer is 192.168.20.240.
4. telnet 192.168.20.124 /debug

In this case, the telnet connection negotiation with port 23 of the peer will be printed out.

5. telnet 192.168.20.124 /echo

In this case, the local echo is enabled. If the echo is also enabled at the server side, all input will be echoed twice.

6. telnet192.168.20.124 /script s1

Use login script S1 for automatic login.
1. 3.2 ip telnet

To establish a telnet session, run the following command.
ip telnet max-user num

ip telnet enable

ip telnet source-interface vlan value

ip telnet access-class accesslist

ip telnet listen-port start-port [end-port]

ip telnet script scriptname ‘user_prompt’ user_answer ‘pwd_prompt’ pwd_answer

Parameters

num telnet maximum connections
value Local interface where the telnet request is originated
accesslist Access list name to limit Fhe source addrgss when the local client
receives the connection
start-port Starting port number designated at the listening port area
end-port End port number designated at the listening port area
scriptname Name of the login script
user_prompt Username prompt returned by the telnet server
user_answer Username response information from the client side
pwd_prompt Password prompt returned by the telnet server
pwd_answer Password response information submitted by the client side

Default Value

None

Command Mode

Global configuration mode
Usage Guidelines

®  Run the following command to configure the local interface for originating the telnet connection:

ip telnet source-interface interface
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In this case, all telnet connections originated afterwards are through the interface. The configuration command is similar to the command
telnet source-interface interface. However, the telnet command has no interface parameters followed. When the interface s
configured and the telnet command has interface parameters, the interface followed the telnet command is used.

° Run the following command to configure the name of the access list which performs limitation on local telnet connection
reception.

ip telnet access-class access list
In this case, the access list will be checked when the server accepts all telnet connections.

° Run the following command to configure a port, except the default port 23, to receive the telnet service.
ip telnet listen-port start-port [end-port]

Note: If the end port number is not designated, the listening will be executed at a specific port. The number of the designated ports
cannot be bigger than 16 and the port number ranges between 3001 and 3999.

° Run the following command to configure the telnet login script.

ip telnet script s1'login:’ switch ‘Password:’ test
NOTE:

When the script is configured, the username prompt and password prompt and their answers must be correctly matched, especially the
prompt information is capital sensitive and has inverted comma (“). If one of them is wrongly configured, the automatic login cannot be
performed.

NOTE:

You can add the NO prefix on the above four commands and then run them to cancel previous configuration.
Example

1. ip telnet source-interface vlan1i

In this case, the s1/0 interface will be adopted to originate all  telnet connections afterwards.

2. iptelnet access-class abc

In this case, all the received telnet connections use access list abc to perform the access list check.

3. iptelnetlisten-port 3001 3010

Except port 23, all ports from port 3001 to port 3010 can receive the telnet connection.

4. iptelnet script s1‘login:’ switch ‘Password:’ test

The login script s1 is configured. The username prompt is login: and the answer is switch. The password prompt is Password: and the
answer is test.

1. 3. 3 ctrl-shift-6+x (the current connection is mounted)

To mount the current telnet connection, run the following command:

ctrl-shift-6+x

Parameters

None

Default Value

None

Command Mode

Any moment in the current telnet session
Usage Guidelines

You can use the shortcut key to mount the current telnet connection at the client side.




Example

switchA>telnet 192.168.20.1

Welcome to Multi-Protocol 2000 Series switch

switchB>ena

switchB#(press ctrl-shift-6+x)

switchA>

You press ctrl-shift-6+x to mount the telnet connection to switch B and return to the current state of switch A.

1. 3. 4 where

To check the currently mounted telnet session, run the following command:

where

Parameters

None

Default Value

None

Command Mode

Global configuration mode
Usage Guidelines

The command can be used to check the mounted outward telnet connection at the client side. The displayed information contains the
serial number, peer address, local address and local port.

NOTE:

The where command is different from the show telnet command. The former is used at the client side and the displayed information is
the outward telnet connection.

Example

switchA>telnet 192.168.20.1

Welcome to Multi-Protocol 2000 Series switch
switchB>ena

switchB#(press ctrl-shift-6+x)

switchA> telnet 192.168.20.2

Welcome to Multi-Protocol 2000 Series switch
switchC>ena

switchC#(press ctrl-shift-6+x)

switchA>where

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.1 23 192.168.20.180 20034
2 192.168.20.2 23 192.168.20.180 20035

Enter where at switch A. The mounted outward connection is displayed.
1.3.5 resume

To resume the currently mounted outward telnet connection, run the following command:

resume no




Parameters

Number of the currently mounted telnet session that is checked

no through the where command

Default Value

None

Command Mode

Global configuration mode

Usage Guidelines

The command can be used to resume the currently mounted outward telnet connection at the client side.
Example

switchA>telnet 192.168.20.1

Welcome to Multi-Protocol 2000 Series switch
switchB>ena

switchB#(press ctrl-shift-6+x)

switchA> telnet 192.168.20.2

Welcome to Multi-Protocol 2000 Series switch
switchC>ena

switchC#(press ctrl-shift-6+x)

switchA>where

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.1 23 192.168.20.180 20034
2 192.168.20.2 23 192.168.20.180 20035

switchA>Resume 1

[Resuming connection 1 to 192.168.20.73 .. .]
(enter)
switchB#

After you enter where at switch A and the mounted outward connection of switch A is displayed, enter Resume1.You will be prompted
that connection 1 is resumed. The command prompts of switch B are displayed after the Enter key is pressed.

1. 3. 6 disconnect

To clear the currently mounted outward telnet session, run the following command:

disconnect no

Number of the currently mounted telnet session that is checked
through the where command

Parameters

no

Default Value
None
Command Mode

Global configuration mode




Usage Guidelines
The command can be used to clear the currently mounted outward telnet connection at the client side.
NOTE:

The disconnect command is different from the clear telnet command. The former is used at the client side and clears the outward telnet
connection.The latter is used at the server and clears the inward telnet connection.

Example

switchA>telnet 192.168.20.1
Welcome to Multi-Protocol 2000 Series switch
switchB>ena
switchB#(press ctrl-shift-6+x)
switchA> telnet 192.168.20.2
Welcome to Multi-Protocol 2000 Series switch
switchC>ena
switchC#(press ctrl-shift-6+x)
switchA>where

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.1 23 192.168.20.180 20034
2 192.168.20.2 23 192.168.20.180 20035

switchA>disconnect 1
<Closing connection to 192.168.20.1> <y/n>y

Connection closed by remote host.
switchA>

After you enter where at switch A and the mounted outward connection of switch A is displayed, enter disconnect 1. You will be prompted
whether the connection of switch B is closed. After you enter Y, the connection is closed.

1. 3.7 clear telnet

To clear the telnet session at the server, run the following command:

clear telnet no

Number of the telnet session that is displayed after the show telnet
command is run

Parameters

no

Default Value

None

Command Mode

EXEC

Usage Guidelines

The command can be used to clear the telnet session at the server.
Example

clear telnet 1

The telnet session whose sequence number is 1 is cleared at the server (192.168.20.220:1097).




1. 3. 8 show telnet

To display the telnet session at the server, run the following command:

show telnet

Parameters

None

Default Value

None

Command Mode

All command modes except the user mode
Usage Guidelines

The command can be used to display the telnet session at the server. The displayed information includes the sequence number, peer
address, peer port, local address and local port.

Example

Switch# show telnet
If you run the previous command, the result is shown as follows:

NO. Remote Addr Remote Port Local Addr Local Port
1 192.168.20.220 1097 192.168.20.240 23
2 192.168.20.180 14034 192.168.20.240 23

1.3.9 debug telnet

The following is a format of the debug command for the telnet session:

debug telnet
Parameters

None

Default Value
None

Command Mode
EXEC

Usage Guidelines

The command can be used to enable the switch of the telnet debug.

If the switch of the telnet debug is enabled, the negotiation processes of all the incoming telnet sessions are printed on the window that
the debug command invokes. The debug telnet command is different from the telnet debug command. The former is to export the debug
information of the telnet session connected to the server. The latter is to export the debug information of the telnet session that the client
originates.

Example

debug telnet

The debug information of the telnet session that is connected to the server is displayed.




1.4 Terminal Configuration Commands

The terminal configuration commands include:
) attach-port
autocommand
clear line
connect
disconnect
exec-timeout
length
line
location
login authentication
monitor
no debug all
password
resume
show debug
show line
terminal-type
terminal monitor
terminal width
terminal length
where

width

1.4. 1 attach-port

To bind the telnet listening port to the line vty number and enable the telnet connection at a specific port generates vty according to the
designated sequence number, run the following command:

[no] attach-port PORT

Parameters

Port Listening port of the telnet server (3001-3999)

Default Value

None

Command Mode

Line configuration mode
Example

Bind listening port 3001 to line vty 2 3.

switch_config# line vty 2 3
switch_config_line#attach-port 3001
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1. 4. 2 autocommand

To set the automatically-run command when user logs in to the terminal, run the following command. The connection is cut off after the
command is executed.

autocommand LINE

no autocommand

LINE Command to be executed

Parameters

Command Mode
Line configuration mode
Example

switch_conf#line vty 1
switch_conf_line#autocommand pad 123456

After you successfully log in, the host whose X.121 address is 123456 will be automatically padded.
1. 4.3 clearline

To clear the designated line, run the following command:

clear line [console | vty] [number]
Parameters

Conform to the line command
Command Mode

EXEC

Example

switch#clear line vty 0

1. 4.4 connect

To connect Telnet server, run the following command:

connect server-ip-addr/server-host-name {[/port port][/source-interface interface] [/local local-ip-addr1} [/script word]

server-ip-addr/server-host-nam

Parameters

IP adress or host name of the server

e
Port Port number

interface Interface name  where the Telnet connection is originated

local-ip-addr Local IP address where the telnet connection is originated

word Name of the script




Command Mode

All Configuration Modes
Example

switch# connect 192.168.20.1
1. 4.5 disconnect

To delete the suspended telnet session, run the following command:

disconnect N

Parameters

N number of the suspended telenet dialog

Command Mode

All Configuration Modes
Example
switch#disconnect 1

1. 4.6 exec-timeout

To set the max idle time of the terminal, run the following command:

[no] exec-timeout [time]

Parameters

Idle time in seconds
Value range: 0-86400

time

Default Value

0 (no time-out limit)
Command Mode

Line configuration mode
Example

The following example shows how to set the idle time of the line to 1 hour.

switch_config_line#exec-timeout 3600
1.4. 7 length

To set the line number on the screen of the terminal, run the following command:

[no] length [value]




Parameters

value Value range: 0 to 512. The value 0 means there is no pause.

Default Value

24

Command Mode

Line configuration mode
1. 4.8 line

To enter the line configuration mode, run the following command:

line [console |[vty] [number]

Parameters

console Monitoring line, which has only one number 0
vty Virtual lines such as Telnet, PAD and Rlogin
number Number in the line of the type

Command Mode
Global configuration mode
Example

The following example shows how to enter the line configuration mode of VTY 0 to 10.

switch_config#line vty 0 10
1.4.9 location

To record the description of the current line, run the following command:
location [LINE]

no location

Parameters

LINE Description of the current line

Command Mode
Line configuration mode
1. 4. 10 login authentication

To set line login authentication, run the following command:

[no] login authentication [default | WORD]




Parameters

default Default authentication mode
WORD Name of the authentication list
Command Mode
Line configuration mode
Example

switch_conf_line#login authentication test

The above example shows how to set the authentication list of the line to test.
1.4. 11 monitor

To export the log and debugging information to the line, run the following command:

[no]l monitor

Parameters

None

Command Mode

Line configuration mode
Example
switch_config_line#monitor
1.4. 12 nodebugall

To shut down all debugging output of the current VTY, run the following command:

no debug all
Parameters

None

Command Mode
EXEC

Example
switch#no debug all

1. 4. 13 password

To set the password for the terminal, run the following command: password {password | [encryption-type] encrypted-password }

no password

Parameters

password Password configured on the line, which is entered in the plaintext




[encryption-type]
encrypted-password

For password encryption, refer to
password.

Command Mode
Line configuration mode
Example

switch_conf#line vty 1
switch_conf_line#password test

form and whose maximum length is 30 bits.

encryption-type means the encryption type of the
password.Currently, products only support two encryption modes: 0
and 7. The number 0 means the password is not encrypted and the
plaintext of password is directly entered. It is the same as the way of
directly entering the password. The number 7 means the password
is encrypted through an algorithm . You need to enter the
encryption text for the encrypted password. The encryption text can
be copied from the configuration files of other switches.

the explanation of the commands service password-encryption and enable

The above example shows how to set the login password of VTY1 to test.

1. 4. 14 resume

To resume the mounted telnet session, run the following command:

resume N

Parameters

Command Mode
All Configuration Modes
Example

switch#resume 1

1. 4. 15 show debug

number of the suspended telenet dialog

To display all debugging information of the current VTY, run the following command:

show debug

Parameters

None

Command Mode

EXEC or global configuration mode
Example

Switch# show debug

http authentication debug is on
http cli debug is on

http request debug is on




http response debug is on

http session debug is on

http erro debug is on

http file debug is on

TELNET:

Incoming Telnet debugging is on

1. 4. 16 showline

To display the status of the current effective line, run the following command:

show line {[console | vty] [number]}
Parameters

If there is no parameter followed, the status of all effective lines will be displayed.

The definition of other parameters is similar to that of the line command.
Command Mode

Non-user mode

1.4. 17 terminal length

To change the line number on the current terminal screen, run the following command. The parameter can be obtained by the remote
host. The rlogin protocol uses the parameter to notify the remote UNIX host. Run the no terminal length command to resume the default
value:

terminal length length

no terminal length

Line number displayed on each screen

Parameters

length
Value range: 0-512

Default Value

Pause when 24 lines are displayed on the screen.
Command Mode

Global configuration mode

Usage Guidelines

This command only takes effect on the current terminal. When a session is terminated, the attributes of this terminal are also gone.
Example

switch#terminal length 40

Related Command

line

1. 4. 18 terminal monitor

To display the output debug and the system error information, run the following command. To shutdown the monitor, use the no form of
this command.




terminal monitor

no terminal monitor

Parameters

None

Default Value

The system’s console port is enabled by default, while other terminals are disabled by default.
Command Mode

Global configuration mode

Usage Guidelines

This command only takes effect on the current terminal. When a session is terminated, the attributes of this terminal are also gone.
Example

switch#terminal monitor

Related Command

line

debug
1. 4. 19 terminal width

In default settings, the switch is to export 80 characters in each line. If the default settings cannot meet your requirements, you can reset it.
The parameter can be obtained by the remote host. To set the character number in each line, run the following command. To return to the
default setting, use the no form of this command.

terminal width number

no terminal width

Parameters

number Character number of each line

Default Value

80 characters in each line

Command Mode

Global configuration mode

Usage Guidelines

This command only takes effect on the current terminal. When a session is terminated, the attributes of this terminal are also gone.
Example

switch#terminal width 40




Related Command
line
1. 4. 20 terminal-type

To set the terminal type, run the following command:

[no] terminal-type [name]

Terminal name Terminal types currently supported are
VT100, ANSI andVT100J.

Parameters

hame

Default Value

ANSI

Command Mode

Line configuration mode
1. 4. 21 where

To check the currently mounted telnet session, run the following command:

where

Parameters

None

Command Mode

All Configuration Modes
Example

switch#where

1. 4. 22 width

To set the terminal width of the line, run the following command:

[no] width [value]

value Value range: 0 to 256. The value 0 means no execution.

Parameters

Default Value
80
Command Mode

Line configuration mode




1.5 Network Testing Tool Commands
1.5.1 ping

To test host accessibility and network connectivity, run the following command. After the ping command is run, an ICMP request message
is sent to the destination host, and then the destination host returns an ICMP response message.

ping [-al[-d][-f] [-i {source-ip-address}] [-m {source-interface}] [-j host1 [host2 host3 ...]] [k host1 [host2, host3 ...]] [-] length] [-n
number] [-r hops] [-s tos] [-t ttI] [-v] [-w waittime] [-b interval] [-c] host

Parameters

-a Sets the ping command keeping running until it is interrupted.

-d Sets the direct routing to the port without checking the routing
table when forwarding the packet.

-f Sets the DF digit (message is not segmented). If the message
required to be sent is larger than the MTU of the path, the message
will be dropped by the routing switch on the path and the routing
switch will then return an ICMP error message to the source host. If
network performance has problems, one node in the network may
be configured to a small MTU. You can use the —f option to decide

the smallest MTU on the path. Default value: No resetting

-i Sets the source IP address of the message or the IP address of an
interface. Default  value: Main [P address of the
message-sending interface

source-ip-address Source IP address adopted by the message
source-interface Message takes the IP address of the source-interface interface as the
source address.
-j host1 [host2 host3...] Sets the relaxation source route. Default: Not set
-k host1 [host2 host3...] Sets the strict source route Default: Not set
-llength Sets the length of ICMP data in the message. Default: 56 bytes
-n number Sets the total number of messages. Default: 5 messages
-r hops Records routes. Up to hops routes are recorded. Default: not record
-s tos Sets IP TOS of the message to tos. Default Value:0.
-tttl Sets IPTTL of the message to ttl. Default Value:255.
-v Detailed output
-w waittime Time for each message to wait for response

Default Value:2seconds.

-b interval Sets the time interval of sending ping packet.
Unit: 10ms; Value range: 0-65535; Default Value: 0.

-C Simple output
host Destination host
Command Mode
EXEC and global configuration mode

Usage Guidelines

The command supports that the destination address is the broadcast address or the multicast address. If the destination address is the
broadcast address (255.255.255.255) or the multicast address, the ICMP request message is sent on all interfaces that support broadcast or
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multicast. The routing switch is to export the addresses of all response hosts. By pinging multicast address224.0.0.1, you can obtain the
information about all hosts in directly-connected network segment that support multicast transmission.

Press the Q key to stop the ping command.

Simple output is adopted by default.

A response message is received.
Response message is not received in the timeout time.

V) The message that the ICMP destination cannot be reached is
received.

The ICMP source control message is received.
The ICMP redirection message is received.

The ICMP timeout message is received.

v 4 »® O

The ICMP parameter problem message is received.

The statistics information is exported:

packets transmitted Number of transmitted messages
packets received Number of received response messages, excluding other
ICMPmessages
packet loss Rate of messages that are not responded to
round-trip min/avg/max Minimum/average/maximum time of a round trip (ms)

Example

switch#ping -1 10000 -n 30 192.168.20.125

PING 192.168.20.125 (192.168.20.125): 10000 data bytes
I

---192.168.20.125 ping statistics ---
30 packets transmitted, 30 packets received, 0% packet loss
round-trip min/avg/max = 50/64/110 ms

1.5. 2 traceroute

To detect which routes have already reached the destination, run the following command.

You can transmit to the destination the UDP packets (or ICMP ECHO packets) of different TTLs to confirm which routes have come to the
destination. Each router on this path has to deduct 1 from the TTL value before forwarding ICMP ECHO packets. Speaking from this aspect,
TTL is an effective hop count. When the TTL value of a packet is deducted to zero, the router sends back to the source system the ICMP
timeout message. Send the first response packet whose TTL is 1 and send TTL plus 1 subsequently until the target reaches to the max TTL.

By checking the ICMP timetout message sent back by inter medial routers, you can confirm the routers. At the arrival of the destination,
the traceroute sends a UPD packet whose port ID is larger than 30000; the destination node hence can only transmit back a Port
Unreachable ICMP message. This reception of this message means the arrival of destination.

traceroute [-i source-ip-address ] [-m source-interface}] [-j host1 [host2 host3 ...1] [k host1 [host2, host3 ...]] [-p port-number] [-q
probe-count] [-r hops] [-t ttl] [-w waittime] [-x icmp] host




Parameters

-i source-ip-address Sets the source IP address of packet.
-m source-interface Sets the packet-transmitted port.
-j host1 [host2 host3...] Sets the relaxation source route. Default: Not set
-k host1 [host2 host3.. Sets the strict source route Default: Not set
-p port-number Sets the ID of destination port that transmits UDP packets. Default value:

33434 Default: 33434

-q probe-count Sets the number of packets that you detect each time. Default: 3 messages
-r hops Records routes. Up to hops routes are recorded. Default: not record
-tttl Sets IP TTL of the message to ttl. Default: the minimum and maximum TTLs
are 1 and 30 respectively.
-w waittime Time for each message to wait for response Default: 3 seconds
-X icmp Sets the detection packet to be the ICMP ECHO packet. Default: UDP packet
host Destination host

Command Mode
EXEC and global configuration mode
Usage Guidelines

The UDP packet is used for detection by default, but you can run -x icmp to replace it with ICMP ECHO for detection.

If you want to stop traceroute, press q or Q.By default, the simple output information is as follows.

Simple output is adopted by default.

Receives an ICMP-route unreachable packet.

'H Receives an ICMP-host unreachable packet.

P Receives an ICMP-protocol unreachable packet.

IF Receives an ICMP unreachable (need to be fragmented) packet.
IS Receive an ICMP unreachable (failing to detect the source-station

route) packet.
The statistics information is exported:

hops max Means the maximum detection hops (the threshold of ICMP).

byte packets Stands for the size of each detection packet.

Example

switch#traceroute 90.1.1.10




traceroute to 90.1.1.10 (90.1.1.10), 30 hops max, 36 byte packets
1 90221 Oms Oms Oms
2 90.1.1.10 Oms Oms Oms

1.1.8 dir

To display a file and a directory, run dir.

dir file-name

Parameters

file-name Means a file name with up to 20 characters.

Default Value
None

Command Mode
Monitoring Mode
Usage Guidelines
None

Related Command

None

1.6 Fault Diagnosis Commands
The chapter describes the commands used for fault diagnosis. All the following commands are used to detect the reason of the fault. You
can use other commands to remove the fault, such as the debug command.
The chapter only introduces the universal diagnosis commands. For more details, please refer to the Fault Diagnosis White Paper.
The fault diagnosis commands include:
® logging
logging buffered
logging console
logging facility
logging monitor
logging on
logging trap
logging command
logging source-interface
logging history alerts
logging history critical
logging history debugging
logging history emergencies
logging history errors

logging history informational

logging history notifications




logging history warnings
logging history rate-limit
logging history size
service timestamps

clear logging

show break

show debug

show logging

1.6. 1 logging

To display the state of logging (syslog), run the following command.To return to the default setting, use the no form of this command.
logging A.B.C.D level
no logging A.B.C.D level

Parameters
A.B.C.D IP address of the syslog server
level Level of log information on the server Refer to table 1.

Default value

The log information is not recorded to the server.
Command Mode

Global configuration mode

Usage Guidelines

The command can be used to record the log information to the designated syslog server. The command can be used for many times to
designate multiple syslog servers.

Example

logging 192.168.1.1 errors
Related Command
logging trap

1. 6. 2 logging buffered

To record the log information to the memory of the switch, run the following command.
logging buffered [size | level | dump ]
no logging buffered

Parameters

size Size of memory cache
Value range: 4096-2147483647 Unit: byte




level Information level of the log recorded to memory cache Refer to
table 1.
dump When the system has abnormality, the information in the current

memory is currently recorded to the flash and the information is
resumed after the system is restarted.

Default Value

The information is not recorded to the memory cache.
Command Mode

Global configuration mode

Usage Guidelines

The command records the log information to the memory cache of the switch. The memory cache is circularly used. After the memory
cache is fully occupied, the latter information will cover the previous information.

You can use the show logging command to display the log information recorded in the memory cache of the switch.

Do not use big memory for it causes the shortage of memory.

Table 1 Level of log recording

emergencies System unusable LOG_EMERG
Immediate action
alerts 1 LOG_ALERT
needed
critical 2 Critical conditions LOG_CRIT
errors 3 Error conditions LOG_ERR
warnings 4 Warning conditions LOG_WARNING
N | but significant
notifications 5 PR S SR LOG_NOTICE
condition
i X Informational messages
informational 6 LOG_INFO
only
debugging 7 Debugging messages LOG_DEBUG

Related Command

clear logging

show logging
1. 6. 3 logging console

To control the information volume displayed on the console, run the following command.
To forbid the log information to be displayed on the console, use the no form of this command.
logging console level

no logging console




Parameters
level Information level of the logs displayed on the console Refer to table
2.

Default Value

The log level displayed on the console port is debugging by default.
Command Mode

Global configuration mode

Usage Guidelines

After the information level is specified, information of this level or the lower level will be displayed on the console.

Run the command show logging to display the currently configured level and the statistics information recorded in the log.

Table 2 Level of log recording

emergencies System unusable LOG_EMERG
alerts 1 Immediate action needed LOG_ALERT
critical 2 Critical conditions LOG_CRIT
errors 3 Error conditions LOG_ERR
warnings 4 Warning conditions LOG_WARNING
notifications 5 Normal but significant LOG_NOTICE
condition
informational 6 Informational messages LOG_INFO
only
debugging 7 Debugging messages LOG_DEBUG

Example
logging console alerts
Related Command

logging facility
show logging

1. 6. 4 logging facility

To record specified error information, run the following command. To restore to local7, use the no form of this command.
logging facility facility-type
no logging facility




Parameters

facility-type Facility type Refer to table 3.

Default Value

local7

Command Mode

Global configuration mode
Usage Guidelines

Table 3 Facility type

auth Authorization system
cron Cron facility
daemon System daemon
kern Kernel
local0-7 Reserved for locally defined messages
lpr Line printer system
mail Mail system
news USENET news
sys9 System use
sys10 System use
sys11 System use
sys12 System use
sys13 System use
sys14 System use
syslog System log
user User process
uucp UNIX-to-UNIX copy system

Example
logging facility kern
Related Command

logging console




1. 6. 5 logging monitor

To control the information volume displayed on the terminal line, run the following command.
To forbid the log information to be displayed on the terminal line, use the no form of this command.
logging monitor level

no logging monitor

Parameters
level Information level of the logs displayed on the terminal line Refer to
table 4.

Default Value

debugging

Command Mode

Global configuration mode
Usage Guidelines

Table 4 Level of log recording

emergencies System is unusable LOG_EMERG
alerts 1 Immediate action needed LOG_ALERT
critical 2 Critical conditions LOG_CRIT
errors 3 Error conditions LOG_ERR
warnings 4 Warning conditions LOG_WARNING
notifications 5 Normal but significant LOG_NOTICE
condition
informational 6 Informational messages only LOG_INFO
debugging 7 Debugging messages LOG_DEBUG

Example

logging monitor errors
Related Command
terminal monitor

1. 6.6 logging on

To control the recording of error information, run the following command.
To forbid all records, use the no form of this command.
logging on

no logging on




Parameters
None
Default Value
logging on
Command Mode
Global configuration mode
Example

switch_config# logging on
switch_config# AZ

switch#

Configured from console 0 by DEFAULT
switch# ping 192.167.1.1

switch#ping 192.167.1.1

PING 192.167.1.1 (192.167.1.1): 56 data bytes

---192.167.1.1 ping statistics -—-

5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 0/4/10 ms

switch#IP: s=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP:s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP:5=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP:s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP:5=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP:s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP:s=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP:s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd
IP:s=192.167.1.111 (local), d=192.167.1.1 (FastEthernet0/0), g=192.167.1.1, len=84, sending
IP:s=192.167.1.1 (FastEthernet0/0), d=192.167.1.111 (FastEthernet0/0), len=84,rcvd

switch_config# no logging on

switch_config# AZ

switch#

switch# ping 192.167.1.1

PING 192.167.1.1 (192.167.1.1): 56 data bytes

---192.167.1.1 ping statistics -
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0/4/10 ms

Related Command

logging
logging buffered
logging monitor

logging console
1. 6. 7 logging trap

To control the information volume recorded to the syslog server, run the following command.

To forbid the information to be recorded to the syslog server, use the no form of this command.




logging trap level
no logging trap

Parameters
level Information level of the logs displayed on the terminal line Refer to
table 5.

Default Value
Informational

Command Mode

Global configuration mode
Usage Guidelines

Table 5 Level of log recording

emergencies System is unusable LOG_EMERG
alerts 1 Immediate action needed LOG_ALERT
critical 2 Critical conditions LOG_CRIT
errors 3 Error conditions LOG_ERR
warnings 4 Warning conditions LOG_WARNING
notifications 5 Normal but significant condition LOG_NOTICE
informational 6 Informational messages only LOG_INFO
debugging 7 Debugging messages LOG_DEBUG

Example

logging 192.168.1.1

logging trap notifications
Related Command
logging

1. 6. 8 logging command

To enable the command execution recording, run logging command. After this function is enabled will be generated for each of all
entered commands, in which the line to execute this command, the command line, the execution result, the login line and the login
address will be recorded.

To disable this function, use the no form of this command.
Parameters

None




Default Value

no logging command
Command Mode

Global configuration mode
Example

Switch_config#logging command
Switch_config#Jul 11 15:26:56 %CMD-6-EXECUTE: ‘logging command " return 0, switch(vty 0, 192.168.25.42).

Related Command
logging
1. 6.9 logging source-interface

To set the source port of log exchange, run the following command.

You can use no logging source-interface to disable this function.
Parameters
None
Default Value
no logging source-interface
Command Mode
Global configuration mode
Example
Switch_config# logging source-interface vlan 1
Related Command
logging
1. 6. 10 logging history alerts
To set the level of the historical log table to alerts (need to act immediately), run the following command.
Parameters
None
Default Value
logging history warnings
Command Mode
Global configuration mode
Example

Switch_config#logging history alerts




Related Command

logging

1. 6. 11 logging history critical

To set the level of the historical log table to critical, run the following command.
Parameters

None

Default Value

logging history warnings

Command Mode

Global configuration mode

Example

Switch_config#logging history critical
Related Command

logging

1. 6. 12 logging history debugging

This command is used to set the level of the historical log table to debugging.
Parameters

None

Default Value

logging history warnings

Command Mode

Global configuration mode

Example

Switch_config#logging history debugging
Related Command

logging

1. 6. 13 logging history emergencies

To set the level of the historical log table to emergencies, run the following command:

Parameters
None
Default Value

logging history warnings




Command Mode

Global configuration mode

Example

Switch_config#logging history emergencies
Related Command

logging

1. 6. 14 logging history errors

This command is used to set the level of the historical log table to errors.
Parameters

None

Default Value

logging history warnings

Command Mode

Global configuration mode

Example

Switch_config#logging history errors
Related Command

logging

1. 6. 15 logging history informational

This command is used to set the level of the historical log table to informational.

Parameters

None

Default Value

logging history warnings

Command Mode

Global configuration mode

Example

Switch_config#logging history informational
Related Command

logging

1. 6. 16 logging history notifications

This command is used to set the level of the historical log table to notifications.




Parameters

None

Default Value

logging history warnings

Command Mode

Global configuration mode

Example

Switch_config#logging history notifications
Related Command

logging

1. 6. 17 logging history warnings

To set the level of the historical log table to warnings, run the following command:
Parameters

None

Default Value

logging history warnings

Command Mode

Global configuration mode

Example

Switch_config#logging history warnings
Related Command

logging

1. 6. 18 logging history rate-limit

To set the log output rate, run the following command.

Parameters

<1-512> Stands for the number of logs which are exported each second.

Default Value
logging history rate-limit 0
Command Mode

Global configuration mode




Example

Switch_config#logging history rate-limit 256
Related Command

logging

1. 6. 19 logging history size

To set the number of entries in the historical log table, run the following command.
logging history size

Parameters

<0-500> Stands for the number of historical log entries.

Default Value

logging history size 0

Command Mode

Global configuration mode

Example

Switch_config#logging history size 256

Related Command

logging

1. 6. 20 service timestamps

To set configure the time stamp that is added when the system is debugged or records the log information, run the following command.
To cancel the time stamp that is added when the system is debugged or records the log information, use the no form of this command.
service timestamps [log|debug] [uptime| datetime]

no service timestamps [log|debug]

Parameters
log Adds the time stamp before the log information.
debug Adds the time stamp before the debug information.
uptime Duration between the startup of the switch and the current time
datetime Real-time clock time

Default Value

service timestamps log date

service timestamps debug date




Command Mode
Global configuration mode
Usage Guidelines

The time stamp in the uptime form is displayed like HHHH:MM:SS, meaning the duration from the start-up of the switch to the current
time.

The time stamp in the date form is displayed like YEAR-MON-DAY HH:MM:SS, meaning the real-time clock time.
Example

service timestamps debug uptime

1. 6. 21 clearlogging

To clear the log information recorded in the memory cache, run the following command.

clear logging
Parameters

None

Command Mode
EXEC

Related Command

logging buffered
show logging

1. 6. 22 show break

To display the information about abnormal breakdown of the switch, run the following command.

show break
Parameters

None

Default Value
None

Command Mode
EXEC

Usage Guidelines

The command can be used to display the information about abnormal breakdown of the switch, helping to find the cause of the
abnormality.

Example

switch#show break

Exception Type:1400-Data TLB error

BreakNum: 1 s date: 2000-1-1 time: 0:34:6

r0 r1 r2 r3 r4 r5 r6
00008538-01dbc970-0054ca18-00000003-80808080-fefefeff-01dbccal-




r7 r8 r9 r10 r11 r12 r13
00000000-00009032-00000000- 7ffffff0-00008588-44444444-0054c190-
ri4 r15 ré r7 r8 r19 r20
000083f4-000083f4-00000000-00000000-00000000-00000000-00000000-
r21 r22 r23 r24 r25 r26 r27
00000000-0000000a-00000001-00000000-00000000-004d6ce8-01dbd15¢c-
r28 r29 r30 r31 spr8 spr9 ip
00000002-00467078-00010300-00000300-00000310-00008588-00000370-
Variables :
00008538-44444444-01dbd15c-01dbcaac-00000002-00000000-004d6ce8-
01dbcal8-

00008538 --- do_chram_mem_sys_addr---bspcfg.o

0001060c --- subcmd---cmdparse.o---libcmd.a

000083e4 --- do_chram_mem_sys---bspcfg.o

0000fb24 ---  lookupcmd---cmdparse.o---libcmd.a

0000f05c --- cmdparse---cmdparse.o---libcmd.a

003e220c --- vty---vty.o---libvty.a

00499820 --- pSOS_qcv_broadcast---ksppc.o---os\libsys.a

The whole displayed content can be divided into six parts:
1. RRORfile function.map not found

The prompt information means that the system has not been installed the software function.map, which does not affect the system
running.

If the version of the software function.map is not consistent with that of the switch, the system prompts that the version is not consistent.
2. Exception Type—Abnormal hex code plus abnormal name
3. BreakNum

It is the current abnormal number. It means the number of abnormalities that the system has since it is powered on in the latest time. It is
followed by the time when the abnormality occurs.

4. Content of the register

The common content of the register is listed out.
5.Variable area

The content in the stack s listed out.

6. Calling relationship of the number

If the map file is not installed on the system, only the function's address is displayed. If the map file is installed on the system, the
corresponding function name, .o file name and .a file name are displayed.

The calling relationship is from bottom to top.
1. 6. 23 show debug

To display all the enabled debugging options of the switch, run the following command.

show debug
Parameters
None
Command Mode
EXEC

Example

switch# show debug

Crypto Subsystem:
Crypto Ipsec debugging is on




Crypto Isakmp debugging is on
Crypto Packet debugging is on

Related Command
debug
1. 6. 24 show logging

To display the state of logging (syslog), run the following command.

show logging
Parameters
None
Command Mode
EXEC
Usage Guidelines
The command can be used to display the state of logging (syslog), including the login information about the console, monitor and syslog.
Example
switch# show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 12 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 4 messages logged
Trap logging: level informations, 0 message lines logged
Log Buffer (4096 bytes):
2000-1-4 00:30:11 Configured from console 0 by DEFAULT
2000-1-4 00:30:28 User DEFAULT enter privilege mode from console 0, level = 15

Related Command

clear logging
1.7 SSH Configuration Commands

1.7.1 ip sshd enable
Syntax

ip sshd enable

no ip sshd enable
Parameters

None

Default Value

Disabled
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Usage Guidelines

The command can be used to generate the rsa encryption key and then monitor the connection to the ssh server. The process of
generating encryption key is a process of consuming the calculation time. It takes one or two minutes.

Command Mode
Global configuration mode
Example

In the following example, the SSH service is generated.

switch_config#ip sshd enable
1.7.2 ip sshd timeout
Syntax

ip sshd timeout time-length

no ip sshd timeout

Parameters

time-length Maximum time from the establishment of connection to the authentication
approval;Value range: 60-65535

Default Value
180 seconds
Usage Guidelines

To prevent the illegal user from occupying the connection resources, the connections that are not approved will be shut down after the
set duration is exceeded.

Command Mode
Global configuration mode
Example

In the following example, the timeout time is set to 360 seconds

switch_config#ip sshd timeout 360
1.7. 3 ip sshd auth-method
Syntax

ip sshd auth-method method
no ip sshd auth-method

Parameters

method Sets authentication method list. The length of the authentication method's
name is no more than 20 characters.




Default Value

The default authentication method list is used.

Usage Guidelines

The ssh server uses the authentication method list of the login type.
Command Mode

Global configuration mode

Example

In the following example, an auth-ssh authentication method list is configured and it is applied to the ssh server:

switch_config#aaa authentication login auth-ssh local
switch_config#ip sshd auth-method auth-ssh

1.7. 4 ip sshd access-class
Syntax

ip sshd access-class access-list

no ip sshd access-class

Parameters

access-list Standard IP access list The length of the access list's name is no more than 20
characters.

Default Value
No access control list
Usage Guidelines

The command can be used to configure the access control list for the ssh server. Only the connections complying with the regulations in
the access control list can be approved.

Command Mode
Global configuration mode
Example

In the following example, an ssh-accesslist access control list is configured and applied in the ssh server:
switch_config# ip access-list standard ssh-accesslist

switch_config_std#deny 192.168.20.40

switch_config#ip sshd access-class ssh-accesslist

1. 7.5 ip sshd auth-retries

Syntax

ip sshd auth-retries times

no ip sshd auth-retries




Parameters

times Maximum re-authentication times; Value range: 0-65535

Default Value

6 times

Usage Guidelines

The connection will be shut down when the re-authentication times exceeds the set times.
Command Mode

Global configuration mode

Example

In the following example, the maximum re-authentication times is set to five times:

switch_config#ip sshd auth-retries 5
1.7.6 ip sshd clear
Syntax

ip sshd clear ID

ID Number of the SSH connection to the local device; Value range: 0-15

Parameters

Default Value
None
Usage Guidelines

The command can be used to disable the incoming ssh connection with the specified number compulsorily. You can run the command
show ssh to check the current incoming connection’s number.

Command Mode
Global configuration mode
Example

In the following example, the No.0 incoming connection is mandatorily closed:

switch_config#ip sshd clear 0
1. 7. 7 ip sshd silence-period
Syntax

ip sshd silence-period time-length

no ip sshd silence-period




Parameters

time-length Means the time of the silence, which ranges from 0 to 3600.

Default Value
60s
Usage Guidelines

The command can be used to set the login silence period. After the accumulated login failures exceed a certain threshold, the system
regards that there exist attacks and disables the SSH service in a period of time, that is, the system enters the login silence period.

The silence period is set by the ip sshd silence-period command. The default silence period is 60 seconds. The allowable login failures are
set by the ip sshd auth-retries command, whose default value is 6.

Command Mode
Global configuration mode
Example

The following example shows how to set the silence period to 200 seconds.

switch_config#ip sshd silence-period 200
1. 7.8 ip sshd sftp
Syntax

ip sshd sftp
no ip sshd sftp

Parameters

None

Default Value
None

Usage Guidelines

The command can be used to enable the SFTP function. The SFTP function refers to the secure file transmission system based on SSH, of
which the authentication procedure and data transmission are encrypted. Though it has low transmission efficiency, network security is
highly improved.

Command Mode
Global configuration mode
Example

The following example shows how to enable the SFTP function.

switch_config#ip sshd sftp
1.7.9 ip sshd save
Syntax

ip sshd save




no ip sshd save
Parameters

None

Default Value
None

Usage Guidelines

The command can be used to save the initial key. When the SSH server is restarted, the key will be first read from the flash; if the key
reading is successful, the recalculation of key will be avoided and the startup time will be shortened.

Command Mode
Global configuration mode
Example

The following example shows how to enable the key protection function.

switch_config#ip sshd save
1.7. 10 ip sshd disable-aes
Syntax

ip sshd disable-aes

no ip sshd disable-aes

Parameters

None

Default Value

The AES encryption algorithm is forbidden.
Usage Guidelines

The command can be used to decide whether to use the AES algorithm during the encryption algorithm negotiation. The AES algorithms
such as aes128-cbc and aes256-cbc are not used by default.

Command Mode
Global configuration mode
Example

The following example shows how to disable the AES encryption algorithm.

switch_config#ip sshd disable-aes
1.7.11 ssh
Syntax

ssh -l userid -d destIP [-c {des|3des|blowfish }] [-o numberofpasswdprompts] [-p port] [-v {1|2}]




Parameters

-l userid User account on the server
-d destIP Destination IP address in the dotted decimal system
-0 Re-authentication times after the first authentication fails; Actual
numberofpasswdp re-authentication times is the set value plus the smallest value set on the
rompts server. Its default value is three times. Value range: 0-65535
-p port Port number that the server monitorslts default value is 22. Value range:
0-65535
-C Encryption algorithm used during communicationThe encryption algorithm is
{des|3des|blowfish} 3des by default.

-v version Specified version number

Default Value

None

Usage Guidelines

The command can be used to create a connection with the remote ssh server.
Command Mode

Privileged mode

Example

The following example shows how a connection with the ssh server whose IP address is 192.168.20.41 is created. The account is zmz and
the encryption algorithm is blowfish:

switch#ip ssh -1 zmz —-d 192.168.20.41 —c blowfish
1.7.12 showssh

Syntax

show ssh

Parameters

None

Default Value

None

Usage Guidelines

The command can be used to display the sessions on the ssh server.
Command Mode

Privileged mode

Example

The following example shows the sessions on the ssh server:

switch#show ssh




1.7.13 showip sshd
Syntax

show ip sshd
Parameters

None

Default Value

None

Usage Guidelines
The command can be used to display the current state of the ssh server.
Command Mode
Privileged mode
Example

In the following example, the current state of the ssh server is displayed:

switch#show ip sshd




Chapter 2 Network Management Configuration

2.1 SNMP Commands

SNMP commands are listed below:

®  snmp-server community
snmp-server contact
snmp-server engine ID local
snmp-server group
snmp-server host/hostvé
snmp-server location
snmp-server packet size
snmp-server queue-length
snmp-server trap-source
snmp-server trap-timeout
snmp-server user
snmp-server view

snmp-server source-addr

[ J

)

)

)

)

)

)

)

[ J

[ J

[ J

[ J

[ snmp-sever udp-port

®  snmp-server encryption
®  Snmp-server trap-add-hostname
®  snmp-server trap-logs
®  snmp-server set-snmp-dos-max
® snmp-server keep-alive
®  snmp-server necode
®  snmp-server event-id
®  snmp-server getbulk-timeout
®  snmp-server getbulk-delay
) show snmp

)

debug snmp
2.1.1 snmp-server community
Syntax

To set the community access string of the accessible SNMP protocol, run snmp-server community in global
configuration mode. To delete the specified community character string, run the no form of this command.
snmp-server community [0|7] string [view view-name] [ro | rw] [word]

no snmp-server community string

no snmp-server community




Parameters

0 Sets the community string of the text.
7 Sets the encrypted public string of the text.
string Means the community string of the accessible SNMP

protocol, which is similar to the password.

view view-name (optional) stands for the previously defined view's name.
In this view, the MIB objects, which are effective to the
community, are defined.

ro (Optional) Designates the read-only permission. Those
authorized workstations can only read the MIB objects.

rw (Optional) Designates the read-write permission. Those
authorized workstations can read and modify the MIB
objects.
word (optional) Specifies the name of IP ACL of the SNMP

proxy, which can be accessed by the community string.

Default Value

By default, the SNMP community string allows the read-only permission to all objects.
Command Mode

Global configuration mode

Usage Guidelines

The following command shows how to delete a designated community.

no snmp-server community string

The following command shows how to delete all communities.

no snmp-server community

Example

The following example shows how to distribute the “comaccess” string to SNMP, allow the read-only access and designate IP ACL to use
the community string.

snmp-server community comaccess ro allowed

The following example shows how to distribute the “mgr” string to SNMP, allow to read and write the objects in the Restricted view
snmp-server community mgr view restricted rw

The following example shows how to delete the “comaccess” community.

no snmp-server community comaccess
Related Command

access-list

snmp-server view




2.1.2 snmp-server contact
Syntax

To set the information about the contact person in a management node, run snmp-server contact text. To delete the contact information,
use the no form of this command.
snmp-server contact text

no snmp-server contact

text Means the string of the information about the contact person.

Parameters

Default Value

The information about contact person is not set.

Command Mode

Global configuration mode

Usage Guidelines

It corresponds to the sysContact of the MIB variable in the System group.
Example

The following example shows the information about the contact person in a node.

snmp-server contact Dial_System_Operator_at_beeper_#_27345
2.1.3 snmp-server enginelD local
Syntax

To configure the local agent SNMP engine ID, run the following command in the global configuration mode. To return to the default
setting, use the no form of this command.
snmp-server enginelD local enginelD

no snmp-serverr enginelD local enginelD

enginelD SNMP engine ID.

Parameters

Default Value

SNMP engine ID is not set.
Command Mode

Global configuration mode
Usage Guidelines

The command is used to configure the SNMP engine ID of the local agent.




Example
snmp-server enginelD local 80000cf80300e00f3f56e3
2.1.4 snmp-server group

Syntax

To create or update a snmp-server group in global configuration mode, run the following first command; to cancel this SNMP group, run
the following second command. Format of the command is as follows:

snmp-server group [groupname { v3 [auth | noauth | priv]}][read readview][write writeview] [notify notifyview] [access access-list]

Parameters

groupname Stands for the name of the created or modified SNMP group.
v3 Means the version ID of the SNMP protocol.
auth|noauth|priv Stands for the lowest security level of users in the SNMPv3 group.
readview Means the access permission of GET operations, which is defined by
the view.
writeview Means the access permission of SET operations, which is defined by
the view.
notifyview Stands for the access permission during the transmission of Trap

packets, which is defined by the view.

access-list Allows users in the SNMP group to get through the IP access control
list.

Default value

The readview allows all leaves of the Internet sub-tree to be accessed.

Command mode:

Global configuration mode

Usage Guidelines

The SNMP group is used to designate the access permission of the users in this group.

Example

In the following example, an SNMP group is set and named as setter, the version ID of the SNMP protocol is 3, the security level is
authentication and encryption, and the view that is accessed by the set operation is v-write.

snmp-server group setter v3 priv write v-write

Related Command

snmp-server view

snmp-server user




2.1.5 snmp-server [host|hostv6]

Syntax

To specify the receiver of SNMP trap operation, run the first of the following commands in global configuration mode. To cancel this
designated host, run the following second command.

snmp-server host|hostvé host [vrf word] [udp-port port-num] [permit|deny event-id] {{version [v1 | v2c | v3]} | {linforms | traps] |
[auth |noauthl}} community-string/user [authentication | configure| snmp]

no snmp-server host host community-string

Parameters

Default Value

host|hostvé

host

[vrf word]

[udp-port port-num]

[permit|deny event-id]

{version [v1|v2c|v3]}

[informs | traps]

[auth |[noauth]

community-string/user

[authentication |
configure| snmp]

Sets the IPv4 or IPv6 trap host.

Means the host’s name or the address of the Internet.
uses ipv4 address in host

uses ipv6 address in hostvé
(Optional) binds VRF.

(Optional) Specifies the ID of the UDP port, which transmits the
traps.

(Optional) Allows or blocks to transmit a designated event.

(Optional) Means the version ID of the SNMP protocol, which is used
to transmit traps.
(Optional) Specifies the type of trap for version V2C.
Informs: means the type of trap is “informs”.

Traps: means the type of trap is “traps”.

Specifies the trap authentication mode for version V3.
auth: authentication
noauth: non-authentication
Means a community string in version 1 and version 2c which is

similar to the password and sent with the trap operations or means
the username in version 3.

(optional) if no trap is designated, all generated traps will be sent to
the host.
authentication: allows to transmit those authentication-error traps.
configure: allows to transmit the SNMP-configure traps.

snmp: allows to transmit the SNMP traps.

This command is invalid in default settings. That is to say, no trap will be sent by default. If no command with any key word is entered, all

traps with v1 standard are not sent by default.

Command Mode

Global configuration mode
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Usage Guidelines

If this command is not entered, the traps will not be sent. In order to enable a switch to send the SNMP traps,

you must run snmp-server host. If the keyword “trap-type” is not contained in this command, all kinds of traps of this host will be activated.
If the keyword “trap-type” is contained in this command, all trap types related with this keyword are activated. You can specify multiple
trap types in this command for each host.

If you designate multiple snmp-server host commands on the same host, the SNMP trap messages that are sent to the host will be
decided by the community string and the trap type filtration in this command. (Only one trap type can be configured for a same host and
a same community string).

The availability of the trap-type option depends on the switch type and the attributes of routing software, which is supported by this
switch.

Example

The following example shows how to transmit the RFC1157-defined SNMP traps to host 10.20.30.40. The community string is defined as
comaccess.

snmp-server host 10.20.30.40 comaccess snmp

The following example shows that the switch uses the public community string to send all types of traps to host 10.20.30.40.

snmp-server host 10.20.30.40 public

The following example shows that only the authentication traps are effective and can be sent to host bob.

snmp-server host bob public authentication
Related Command

snmp-server queue-length
snmp-server trap-source
snmp-server trap-timeout
snmp-server event-id

snmp-server user
2.1.6 snmp-server location
Syntax

To set the location string of a node, run the first one of the following two commands in global configuration mode. To cancel this
designated host, run the following second command.

snmp-server location text

no snmp-server location

text The location string of a node is not set by default.

Parameters

Default Value

The location string of a node is not set by default.
Command Mode

Global configuration mode

Usage Guidelines

It corresponds to the sysLocation of the MIB variable in the System group.




Example

The following example shows how to define the actual location of a switch.

snmp-server location Building_3/Room_214
Related Command

snmp-server contact

2.1.7 snmp-server packetsize

Syntax

To define the maximum size of the SNMP packet when the SNMP server receives requests or responds, run the following first command in
global configuration mode.
snmp-server packetsize byte-count

no snmp-server packetsize

byte-count Stands for the integer bytes between 484 and 17940. The default
value is 3000 bytes.

Parameters

Default Value

3000 bytes

Command Mode

Global configuration mode

Usage Guidelines

It corresponds to the sysLocation of the MIB variable in the System group.
Example

The following example shows how to set up a filter to filter those packets whose maximum length is 1024 bytes.

snmp-server packetsize 1024
Related Command

snmp-server queue-length

2.1.8 snmp-server queue-length
Syntax

To set the queue length for each trap host, run the following first command in global configuration mode.
snmp-server queue-length length

no snmp-server queue-length




Parameters

length Stands for the number of trap events which can be saved in the
queue (1-1000).

Default Value

10 trap events.

Command Mode

Global configuration mode
Usage Guidelines

This command is used to set the queue length for each trap host. Once the trap messages are successfully transmitted, the switch will
empty the queue.

Example

The following example shows how to set up a message queue which can capture four events.

snmp-server queue-length 4
Related Command
snmp-server packetsize

2.1.9 snmp-server trap-source
Syntax

To designate an interface to be the source address of all traps, run the following first command in global configuration mode. To cancel
this interface, run the following second command.
snmp-server trap-source interface

no snmp-server trap-source

interface Stands for the interface where SNMP traps generate. The parameters

Parameters

include the interface type and interface ID of the syntax mode of
specific platform.

Default Value

The interface is not designated.
Command Mode

Global configuration mode
Usage Guidelines

When the SNMP server sends out a SNMP trap on whichever interface, the SNMP trap shall carry a trap address. If you want to use the trap
address for tracking, you can use this command.




Example

The following example shows how to designate interface vlan1 as the source address of all traps.

snmp-server trap-source vlan1
Related Command

snmp-server queue-length

snmp-server host
2.1.10 snmp-server trap-timeout
Syntax

To set the timeout value of retransmitting traps, run the following first command in global configuration mode. To return to the default
setting, use the no form of this command.
snmp-server trap-timeout seconds

no snmp-server trap-timeout

seconds Means an interval for retransmitting traps, whose unit is second
(1-1000).

Parameters

Default Value

30 seconds

Command Mode

Global configuration mode
Usage Guidelines

Before switch software tries to send traps, it is used to look for the route of destination address. If no routes exists, traps will be saved in
the retransmission queue. The server trap-timeout command decides the retransmission interval.

Example

The following example shows how to set the retransmission interval to 20 seconds:

snmp-server trap-timeout 20

Related Command

snmp-server host

snmp-server queue-length




2.1.11 snmp-server user

Syntax

To create or update ansnmp-server user in global configuration mode, run the following first command; to cancel this SNMP user, run the
following second command. If the remote parameter is designated, a remote user will be configured; when a remote user is configured,
the SNMP engine ID that corresponds to the IP address of this management station must exist. Format of the command is as follows:

snmp-server user username groupname { v3 [ encrypted | auth ] [ md5 | sha ] auth-password}

Parameters

username Stands for the name of the created or modified SNMP user.
groupname Stands for the group where the user is.
v3 Stands for the SNMP version.
[ encrypted | auth ] Encryption type:

encrypted: Encrypted: packet encryption

auth: packet authentication
[md5|shal Means the method of encryption authentication.

auth-password Stands for the authentication password of the user. If this password
is localized, it will be used as the authentication key and the
encryption key of SNMPv3.

Default Value

None

Command Mode

Global configuration mode

Usage Guidelines

This command is used to set the username and the password.

Example

In the following example, an SNMP user is created, whose name is set-user and which belongs to setter, the version of the SNMP protocol
is version 3, the security level is authentication and encryption, the password is 12345678, and MD5 is used as the harsh algorithm.

snmp-server user set-user setter v3 encrypted auth md>5 12345678

Related Command

snmp-server view

snmp-server group




2.1.12 snmp-server view

Syntax

To create or update a MIB view, run the first one of the following two commands in global configuration mode. To cancel a view in the
SNMP server, run the second one of the following two commands.

snmp-server view view-name oid-tree {included | excluded}
no snmp-server view view-name

Parameters

view-name Updates or creates the label of a view.

oid-tree Means the object IDs of the ASN.1 sub-tree that must be contained
or excepted from a view. The identifier sub-tree is used to designate
a numeral-contained string, e.g., 1.3.6.2.4 or a system sub-tree. The
sub-tree name can be found in all MIB trees. Means the view type.
The parameter “included” or “excluded” must be specified.

included | excluded Means the view type. The parameter “included” or “excluded” must
be specified.
Default Value
None
Command Mode
Global configuration mode
Usage Guidelines

If other SNMP commands need a view as a parameter, you can use this command to create a view. By default, you need not define the
view and you can see all the views, equivalent to Cisco-predefined everything views. The command is used to define the object the view
sees.

Example

The following example shows how to create the views of all objects in the MIB-Il sub-tree.

snmp-server view mib2 mib-2 included

The following example shows how to create the views of all objects, including those objects in the system group.
snmp-server view phred system included

The following example shows how to create the views of all objects that includes the objects in the system groups but excludes the
objects in system7(sysServices.7) and interface 1.

snmp-server view agon system included
snmp-server view agon system.7 excluded

Related Command

snmp-server community




2.1.13 snmp-server source-addr

Syntax

To specify a source address for answering all SNMP requests, run the second one of the following two commands in global configuration
mode. To cancel this interface, run the following second command.

snmp-server source-addr a.b.c.d

no snmp-server source-addr

a.b.c.d Means the source address for all SNMP requests to be answered.
Designate the source address of SNMP generating packets. The
parameter is the IP address the device has set.

Parameters

Default Value

The default source address is the nearest routing address.

Command Mode

Global configuration mode

Usage Guidelines

When the SNMP server transmits an SNMP request, you can run this command to designate a special source address.
Example

The following example shows how to designate the IP address “1.2.3.4” of the designated interface as the source address of all SNMP
packets.

snmp-server source-addr 1.2.3.4
Related Command

None

2.1.14 snmp-server udp-port
Syntax

To specify the port number for the SNMP agent to receive packets, run the following first command in global configuration mode.
snmp-server udp-port portnum

no snmp-server udp-port

udp-port Stands for the ID of the destination port to which SNMP traps are

Parameters

sent, which cannot be a command port ID.

Default Value

Itis the listening port of SNMP agent by default, that is, port 162.




Command Mode

Global configuration mode

Usage Guidelines

The SNMP agent will listen to this port when SNMP server transmits SNMP packets.
Example

The following example shows how to specify the listening port of SNMP agent to port 1234.

snmp-server udp-port 1234
Related Command

None

2.1.15 snmp-server encryption

Syntax

To display the configured SNMP community, the SHA encryption password and the MD5 encryption password, run snmp-server
encryption in global mode. This command is a once-for-all command, which cannot be saved or canceled by its negative form. Format of
the command is as follows:

snmp-server encryption

Parameters

None

Default Value

The default settings is to display the SNMP community, the SHA encryption password and the MD5 encryption password in plain text.
Command Mode

Global configuration mode

Usage Guidelines

This command is used to display the SNMP community, the SHA encryption password and the MD5 encryption password in plain text. In
this way, the security of the password is guaranteed.

Example

The following example shows how to show in the plain text the SNMP community, the SHA encryption password and the MD5 encryption
password, which are set for host 90.0.0.3.

snmp-server encryption

Related Command

snmp-server community

snmp-server user




2.1.16 snmp-server trap-add-hostname

Syntax

To add the host name to the binding variable when SNMP sends traps, run the first one of the following two commands.

snmp-server trap-add-hostname

no snmp-server trap-add-hostname

Parameters

None

Default Value

The hostname is not added to the binding variable list when traps are being transmitted.

Command Mode

Global configuration mode

Usage Guidelines

This command is a great help in some cases when the NMS needs to locate which host sends these traps.
Example

The following example shows how to enable the trap-to-hostname binding function.

Router_config# snmp-server trap-add-hostname
2.1.17 snmp-server trap-logs
Syntax

To write the trap transmission records into logs, run the first one of the following two commands.
snmp-server trap-logs

no snmp-server trap-logs

Parameters

The command has no parameters or keywords.
Default Value

The transmitted traps are not recorded by default.
Command Mode

Global configuration mode

Usage Guidelines

After this function is enabled, the trap transmission records of a device can be sent to the log server and then you can know more about
the running state of the device.

Example

The following example shows how to the trap logs function.

Router_config# snmp-server trap-logs




2.1.18 snmp-server set-snmp-dos-max
Syntax

To set the incorrect community login retry times in five minutes on the SNMP server, run the first one of the following two commands.
snmp-server set-snmp-dos-max retry times

no snmp-server set-snmp-dos-max

Parameters

The retry times parameter stands for the login times for a user to conduct the incorrect community login in five minutes.
Default Value

The incorrect community login times is not limited.

Command Mode

Global configuration mode

Usage Guidelines

This command can be used to prevent those SNMP host from guessing the device’s community viciously, which lessening unnecessary
CPU consumption of the device.

Example

The following example shows how to enable the refuse service function and set the max trying times to 10 in five minutes.

Router_config# snmp-server set-snmp-dos-max 10
2.1.19 snmp-server keep-alive

Syntax

To set the timely sending heartbeat trap, run snmp-server keep-alive in global configuration mode. The time interval is times.
snmp-server keep-alive times
no snmp-server keep-alive

Parameters

times The time interval of heartbeat trap.

Default Value

The command is not configured by default.
Command Mode

Global configuration mode

Usage Guidelines

The command must be used with snmp-server host.




Example

The following example shows how to set the device sending heartbeat trap every 3 seconds.

snmp-server keep-alive 3

Related Command

snmp-server host
snmp-server hostvé

2.1.20 snmp-server necode
Syntax

To set the information about the management node (the unique identifier of the device), run snmp-server necode text. To delete the
identifier information, use the no form of this command.
snmp-server necode text

no snmp-server necode

text Sets the information about the management node (the unique
identifier of the device) .

Parameters

Default Value

The node identifier is not set.

Command Mode

Global configuration mode

Usage Guidelines

The command is corresponding to the snmp private MIB variable.
Example

The following example shows the information about the node.

snmp-server necode Dial_System_Operator_at_beeper_#_ 27345
2.1.21 snmp-server event-id
Syntax

To create and set event list, run command snmp-server event-id in the global configuration mode. To delete the event list, use the no form
of this command.
snmp-server event-id number trap-oid oid

no snmp-server event-id number [trap-oid oid]




Parameters

number The only identifier of event-id.

oid trap OID included in event-id.

Default Value

The event list information is not set by default.
Command Mode

Global configuration mode

Usage Guidelines

The command is used in host configuration.
Example

The following example shows how to set trap whose trap OID is 1.2.3.4.5 to event ID 1.

snmp-server event-id 1 trap-oid 1.2.3.4.5
2.1.22 snmp-server getbulk-timeout
Syntax

To set the timeout of processing getbulk request, run command snmp-server getbulk-timeout in the global configuration mode. If all
getbulk requests cannot be processed in timeout, the system will return to the current result directly. To delete the configuration, use the
no form of this command.

snmp-server getbulk-timeout seconds

no snmp-server getbulk-timeout

seconds The timeout of processing getbulk request.

Parameters

Default Value

The timeout of processing getbulk request is not set by default.
Command Mode

Global configuration mode

Usage Guidelines

The command is used to set the timeout of processing getbulk request. If all getbulk requests cannot be processed in timeout, the system
will return to the current result directly.

Example

The following example shows how to set getbulk-timeout and set the timeout to 5 seconds.

snmp-server getbulk-timeout 5




2.1.23 snmp-server getbulk-delay
Syntax

To set getbulk-delay time to prevent snmp occupying excessive cpu when snmp agent processing getbulk request, run command
snmp-server getbulk-delay in the global configuration mode. The unit is 0.01 seconds. To delete the configuration, use the no form of this
command.

snmp-server getbulk-delay ticks

no snmp-server getbulk-delay

ticks Sets CPU interval time in processing getbulk request. The unit is
0.01s.

Parameters

Default Value

The command is not configured when CPU is processing getbulk request in full load.
Command Mode

Global configuration mode

Usage Guidelines

The command is used to set getbulk-delay time to prevent snmp from occupying excessive cpu when snmp agent processing getbulk
request. The unit is 0.01s.

Example

The following example shows how snmp agent pauses one ticks when getting one result in configuring getbulk.

snmp-server getbulk-delay 1
2.1.24 show snmp
Syntax

To monitor SNMP input and output statistics, including illegal community character strings, the number of errors and request variables,
run command show snmp. To show SNMP engine information, run command show snmp enginelD. To show SNMP trap host information,
run command show snmp host. To show SNMP view information, run command show snmp view. To show snmp mibs registration
information, run command show snmp mibs. To show snmp group information, run command show snmp group. To show SNMP user
information, run command show snmp user.

show snmp [enginelD |host | view | mibs |group|user] Parameters

enginelD Shows SNMP engine information.
host Shows SNMP trap host information.
View Shows SNMP view information.
mibs Shows SNMP MIB registration information.
group Shows SNMP group information.

user Shows SNMP user information.




Default Value

None

Command Mode

EXEC and global configuration mode

Usage Guidelines

The command show snmp is used to show SNMP input and output statistics.

To show SNMP engine information, run command show snmp engine ID.

The command show snmp host is used to show SNMP trap host information.
The command show snmp view is used to show SNMP view information.

The command show snmp mibs is used to show mib registration information.
The command show snmp group is used to show SNMP group information.

The command show snmp user is used to  show SNMP user information.
Example

The following example shows how to list SNMP input and output statistics.

#show snmp

37 SNMP packets input

0 Bad SNMP version errors

4 Unknown community name

0 lllegal operation for community name supplied
0 Snmp encoding errors

24 Number of requested variables

0 Number of altered variables

0 Get-request PDUs

28 Get-next PDUs

0 Set-request PDUs

78 SNMP packets output

0 Too big errors (Maximum packet size 1500)
0 No such name errors

0 Bad values errors

0 General errors

24 Get-response PDUs PDUs

13 SNMP trap PDUs

Meaning of statistics information of SNMP Agent receiving and sending packets:

Unknown community name Unknown community name
lllegal operation for community name lllegal operation
supplied
Encoding errors Encoding errors
Get-request PDUs Get-request PDUs
Get-next PDUs Get-next PDUs
Set-request PDUs Set-request PDUs

Too big errors The packets are too big to generate response




packets.
e
No such name errors No such name errors
Bad values errors Bad values errors
General errors General errors
Get-response PDUs Get-response PDUs
Trap PDUs SNMP trap packets

The following example shows how to show SNMP trap host information.

#show snmp host
Notification host: 192.2.2.1 udp-port: 162 type: trap
user: public security model: v1

The following example shows how to show SNMP view information.

#show snmp view
mib2 mib-2 - included permanent active

Related Command
snmp-server host
snmp-server view
2.1.25 debug snmp
Syntax

To show SNMP event, packet sending and receiving process and error information, run command debug snmp.
debug snmp [ error | event | packet ]
To stop showing the information, run command no debug snmp.

no debug snmp

Parameters

error Enable the debug OLT of SNMP error information.
event Enable the debug OLT of SNMP event information.
packet Enable the debug OLT of SNMP input/output packets.

Command Mode
EXEC
Usage Guidelines

The command is used to enable SNMP debug information switch and output SNMP event, information of sending and receiving packets,
which is helpful for SNMP fault diagnosis.

Example

The following example shows how to debug SNMP receiving and sending packets.




switch#debug snmp packet

Received 49 bytes from 192.168.0.29:1433
0000:3082002D 02010004 06707562
0016:8200 1TE02 027D 0102 01000201
0032: 10308200 0C06082B 06010201
0048: 00

Sending 52 bytes to 192.168.0.29:1433
0000:30820030 02010004 06707562
0016:82002102 027D0102 01000201
0032:13308200 OF06082B 06010201
0048: 03 00 F4 36 .6
Received 51 bytes from 1192.168.0.29:1434
0000:3082002F 02010004 06707562
0016:82002002 026B8402 01000201
0032:12308200 OE060A2B 06010201
0048:01 05 00
Sending 62 bytes to 192.168.0.29:1434
0000:3082003A 02010004 06707562
0016:82002B 02 026B8402 01000201
0032:1D308200 1906 0A 2B 06010201
0048:01040B45 74686572 6E657430

“

Received
192.168.0.29
1433
51 bytes

3082002D 02010004 067075
62 6C6963A0

82001E02 027D 0102 010002
01 00308200

10308200 0C06082B 060102
01 01030005

00

sending
192.168.0.29
1433
52 bytes

30820030 02010004 067075
62 6C6963A2

82002102 027D 0102 010002
01 00308200

13308200 OF 0608 2B 06 0102

6C 6963 A0 O..-....public
00308200 ... § S

01 03 00 05

6C 6963 A2 0..0...public
00308200 .ll}...O0.
01030043 .0...+.....C
6C6963A0 O./...public.
00308200 ...k....0.
02020102 .0...+....
6C 6963 A2 O...public
00308200 .+.k....0..
02020102 .0...+........
2F 31 ..Ethernet0/1

Stands for SNMP receiving packets
Stands for source IP address
Stands for source address port number

Stands for the length of receiving packets

Stands for packets after SNMP ASN encoding

un

Stands for ASCII character of receiving packets. " means not in the

range of ASCII character.

SNMP sending packets
Stands for the destination IP address

Stands for the source address port number

Stands for the length of sending and receiving packets

Stands for packets after SNMP ASN encoding
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01 01030043
03 00F4 36

“

0..0.....public.
LIS S 4 I
{1 SO SO C
.6

The following example shows how to debug SNMP events.

switch#debug snmp event
Received SNMP packet(s) from 192.2.2.51
SNMP: GETNEXT request
-- ip.ipReasmFails.0
SNMP: Response
>> ip.ipFragOKs.0 =1
Received SNMP packet(s) from 192.2.2.51
SNMP: GETNEXT request
- ip.ipFragOKs.0
SNMP: Response
>> ip.ipFragFails.0 = 0
SNMP: GETNEXT request
-- ip.ipFragFails.0
SNMP: Response
>> ip.ipFragCreates.0 = 2

Stands for ASCII character of sending and receiving packets. "’
means not in the range of ASCII character.

“

SNMP
GETNEXT request

RESPONSE

>>
ip.ipReasmFails.0

ip.ipFragOKs.0 =1

2.2 RMON Configuration Commmands

RMON configuration commands include:
) rmon alarm

rmon event

rmon collection stat

rmon collection history

show rmon

Stands for the current debug SNMP protocol.
SNMP getnext request
SNMP response
Stands for receiving packets
Transmitting packets
Stands for MIB OID of access request

Stands for being accessed MIB OID and the return value




2.2.1 rmonalarm
Syntax

To configure a rmon alarm entry, run the following command.

rmon alarm index variable interval {absolute | delta} rising-threshold value [eventnumber] falling-threshold value [eventnumber] [repeat]
[owner string]

Parameters

index Stands for the index of the event table Value range: 1-65535

variable Stands for the object needs to be monitored. Value range: oid of the
monitored object.

interval Stands for the sampling interval Value range: 1~ 2147483647
value Stands for the alarm threshold Value range: -2147483648~
2147483647.
eventnumber Stands for the event index generated after reaching the threshold.

Value range: 1~65535.
repeat Stands for the repeat trigger event.

string Stands for the owner description information Value range: the
length of the character string is 1~31.

Default Value

eventnumber is not set by default.

repeat is not set by default.

Usage Guidelines

The command is used to monitor the value of specified object. The certain event will be triggered when the value exceeds the threshold.
Example

The following example shows how to set an alarm entry to monitor the object ifiInOctets.2 and the sampling interval is 10. When the
sampling interval increases more than15, the event 1 will be triggered. When the sampling interval decreases more than 25, the event 2
will be triggered.

rmon alarm 1 1.3.6.1.2.1.2.2.1.10.2 10 absolute rising-threshold 15 1 falling-threshold 25 2 repeat owner switch
2. 2.2 rmon event
Syntax

To configure a rmon event entry, run the following command.

rmon event index [description des-string] [log] [owner owner-string] [trap community] [ifctrl interface]

index Stands for the index of the event table Value range: 1-65535

Parameters




des-string Stands for the event description character string. Value range:
1~127.
owner-string Stands for the owner character string. Value range: 1~31.
community Stands for the community name when generating trap. Value range:
1~31.
interface Stands for the shutdown port that the event controls.

Default Value

None

Usage Guidelines

The command is used to set a rmon event entry. It is used for alarm.
Example

The following example shows to set one rmon event entry to 6 and the description character string to example; add one item in the log
entry when triggering the event and generates trap with public as the community name.

rmon event 6 log trap public description example owner switch
2. 2. 3 rmon collection stats
Syntax

To set rmon statistics function, run the following command.

rmon collection stats index [owner string]

Parameters

index Stands for the index of the statistics entry. Value range: 1~65535.

string Stands for the owner character string. Value range: the length of the
character string is 1~31.

Default Value

None

Usage Guidelines

The command must be configured in the interface mode.
Example

The following example shows how to enable the statistics function on gigabit Ethernet interface g0/1.

int g0/1
rmon collection stats 2 owner switch




2. 2. 4 rmon collection history
Syntax

To configure a history control entry, run the following command.

rmon collection history index [buckets bucket-number] [interval second] [owner owner-name]

Parameters

index index Value range: 1-65535

The entry of all history record control entries nearest to the
bucket-number
bucket-number need to be reserved. Value range: 1~65535.

second Stands for the time interval. Value range: 1~3600.

Stands for the owner character string. Value range: the length of the

owner-name L
character string is 1~31.

Default Value

The default bucket-number is 50 and the default second is 1800.

Usage Guidelines

The command is used to configure in the interface mode. It is used for adding one entry to the history control table.
Example

The following example shows how to add the history control entry on the gigabit Ethernet interface g0/1 and save the statistics of latest
20 time intervals.(Each time interval is 10 seconds.)

int g0/1
rmon collection history 2 buckets 20 interval 10 owner switch

2.2.5 showrmon
Syntax

To show rmon configuration, run the following command.

show rmon [alarm] [event] [statistics] [history]
Parameters

None

Default Value

None




Usage Guidelines
The command is used to show rmon configuration.
Example

The following example shows how to show rmon configuration, run the following command.

show rmon




Chapter 3 AAA Configuration Commands

This Chapter describes the commands used for configuring the AAA authentication method. AAA authentication commands can be
classified into authentication, authorization, accounting and local account policy configuration commands. Learn more in following
sections.

3.1 Authentication Configuration Commands
This section describes the commands for configuring authentication methods. Authentication defines the access right of the users before
they are allowed to access the network and network services.

Please refer to “Configuring Authentication” for information on how to use the AAA method to configure the authentication. Please refer
to the last part to review the examples configured by the commands in this Chapter.

Authentication Configuration Commands include:
) aaa authentication banner
aaa authentication fail-message
aaa authentication username-prompt
aaa authentication password-prompt
aaa authentication dot1x

aaa authentication enable default

)

[ J

[ J

[ J

[ J

®  aaaauthentication login
®  aaa group server

[ server

®  debug aaa authentication
[ enable password

[ J

enable(enter)

service password-encryption

3.1.1 aaa authentication banner
Syntax

To configure a personal banner, run aaa authentication banner in global mode. To delete a personal banner, run no aaa authentication
banner.
aaa authentication banner delimiter string delimiter

no aaa authentication banner

Parameters

To-be-displayed text string when the user logs in; The delimiter
delimiter string delimiter parameter stands for the delimiter which adopts double quotation
masks.

Default Value

If you do not define the login banner, the system will display the following default banner:

User Access Verification




Command Mode
Global configuration mode
Usage Guidelines

When creating a banner, you need to configure a delimiter and then to configure the text string itself. The delimiter is to notify that the
following text string will be displayed as the banner. The delimiter appears repeatedly at the end of the string, meaning the banner ends.

Example

The following example shows that the banner is modified to “Welcome to AACOM system” when logging on:

aaa authentication banner“Welcome to  system!”
Related Command

aaa authentication fail-message

3.1.2 aaa authentication fail-message
Syntax

To configure a personal banner when login fails, run aaa authentication fail-message in global mode. To delete a personal banner, use the
no form of this command.

aaa authentication fail-message delimiter string delimiter
no aaa authentication fail-message

Parameters

Text string that will be displayed when user fails to log in. The

delimiter string delimiter delimiter adopts double quotation marks.

Default Value

If you do not define the login banner, the system will display the following default banner:

Authentication failed!

Command Mode

Global configuration mode
Usage Guidelines

When creating a banner, you need to configure a delimiter and then to configure the text string itself. The delimiter is to notify that the
following text string will be displayed as the banner. The delimiter appears repeatedly at the end of the string, meaning the banner ends.

Example

The following example shows that user name prompt is changed to the following character string:

aaa authentication fail-message “See you later”
Related Command

aaa authentication banner

3.1.3 aaa authentication username-prompt
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Syntax
To change the text display prompting the user name input, run command “aaa authentication username-prompt” in global mode. To
return to the default setting, use the no form of this command.

aaa authentication username-prompt text-string
no aaa authentication username-prompt

Itis used to prompt the user of the text to be displayed at the time
of the user name input.

Parameters

text-string

Default Value

When there is no user-defined text-string, the prompting character string of the user name is “Username”.
Command Mode

Global configuration mode

Usage Guidelines

The command “aaa authentication username-prompt”is used for changing the displayed character string prompting the user name input.
The “no” format of the command changes the prompt of username into default value.
Username:

Some protocols (such as TACACS+) have the capability to cover the prompting information of local username. Under such circumstances,
the use of the command “aaa authentication username-prompt” will not change the prompting character string of username.

NOTE:

The command “aaa authentication username-prompt” does not change any prompting information provided by remote TACACS +server.
Example

The following example shows that user name prompt is changed to the following character string:

aaa authentication username-prompt “YourUsername:”
Related Command

aaa authentication password-prompt

3.1.4 aaa authentication password-prompt
Syntax

To change the text display prompting the user password input, run command “aaa authentication password-prompt” in global
configuration mode. To return to the default setting, use the no form of this command.

aaa authentication password-prompt text-string
no aaa authentication password-prompt

It is used to prompt the user of the text displayed at the time of
password input.

Parameters

test-string




Default Value

When the user-defined text-string is not used, the password prompt is “Password".
Command Mode

Global configuration mode

Usage Guidelines

The displayed default literal information prompting the user password input can be changed by using the command “aaa authentication
password-prompt”. The command not only changes the password prompt of the enable password, it also changes the password prompt
of login password. The “no” format of the command restores the password prompt to default value.

Password:

The command “aaa authentication password-prompt” does not change any prompting information provided by remote TACACS+ or
RADIUS server.

Example

The following Example will change the password prompt to “YourPassword:”

aaa authentication password-prompt “YourPassword:”
Related Command

aaa authentication username-prompt
enable password

3.1.5 aaa authentication dot1x
Syntax

To set do1x access authentication, run command aaa authentication dot1x in global configuration mode. To disable dot1x authentication,
use the no form of this command.

aaa authentication dot1x {default | list-name} method1 [method?2..]
no aaa authentication dot1x {default | list-name}

Parameters

It uses the listed authentication method following the parameter as the default

Default authentication method list at the time of the user’s login.
list-name It uses the listed authentication method following the parameter as the default
authentication method list at the time of the user’s login.
Method It is one of the key words described in the Form 2 at the least.

Command Mode
Global configuration mode
Usage Guidelines

The default list or other naming list created by the command “aaa authentication login” will act on some specific line using the command
“login authentication”.

Only when the said authentication method feeds back error, other authentication methods will be used. Should the said authentication
method feedback the failure, no other authentication methods will be used.

dot1x authentication method




group name Uses the server group for authentication.
group radius Uses RADIUS authentication.
group tacacs+ Uses group tacacs+ for authentication.
local Uses the local username database for authentication.
local-case Uses case-sensitive local user name authentication.
none Uses no authentication.

Example

The following example creates an AAA authentication list called TEST. This authentication first tries to contact a TACACS+ server. If no
server is found, TACACS+ returns an error and AAA tries to use the enable password. If this attempt also returns an error (because no
enable password is configured on the server), the user is allowed access with no authentication. (Now the authentication method either
enable(line) or local can obtain a success or failure result. Therefore, the following command will not use the none method.

aaa authentication dot1x TEST group tacacs+ local none

The following example creates the same list, but it sets it as the default list that is used for all login authentications if no other list is
specified:

aaa authentication dot1x default group tacacs+ local none
Related Command

None

3.1.6 aaa authentication enable default
Syntax

To enable AAA authentication to determine if a user can access the privileged command level, use the aaa authentication enable default
global configuration command. To disable this authentication method, use the no form of this command.

aaa authentication enable default method1 [method?2...]
no aaa authentication enable default

method At least one of the keywords described in Table 1.

Parameters

Default Value

No authentication method is set. The authentication will succeed if it is the console port user. Otherwise, the authentication will fail.
Command Mode

Global configuration mode

Usage Guidelines

Use the aaa authentication enable default command to create a series of authentication methods that are used to determine whether a
user can access the privileged command level. Method keywords are described in Table 1. The additional methods of authentication are
used only if the previous method returns an error, not if it fails. To specify that the authentication should succeed even if all methods
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return an error, specify none as the final method in the command line. Only when the said authentication method feeds back error, other
authentication methods will be used. Should the said authentication method feedback the failure, no other authentication methods will
be used.

enable authentication method

enable Uses the enable password for authentication.
group name Uses the server group for authentication.
group radius Uses RADIUS authentication.
group tacacs+ Uses tacacs+ for authentication.
line Uses the line password for authentication.
none Passes the authentication unconditionally.

Example

The following example creates an authentication list that first tries to contact a TACACS+ server. If no server can be found, AAA tries to use
the enable password. If this attempt also returns an error (because no enable password is configured on the server), the user is allowed
access with no authentication. (Now the authentication method either enable (line) or local can obtain a success or failure result. Therefore,
the following command will not use the none method.

aaa authentication enable default group tacacs+ enable none
Related Command

enable password

3.1.7 aaa authentication login
Syntax

To set authentication, authorization, and accounting (AAA)authentication at login, use the aaa authentication login command in global
configuration mode. To disable AAA authentication, use the no form of this command.

aaa authentication login {default | list-name} method1 [method?2..]
no aaa authentication login {default | list-name}

Uses the listed authentication methods that follow this argument as

Parameters

Default the default list of methods when a user logs in.
. Character string used to name the list of authentication methods
list-name . .
activated when a user logs in.
method At least one of the keywords described in Table 2.

Default Value
No authentication method is set. The authentication will succeed if it is the console port user. Otherwise, the authentication will fail.
Command Mode

Global configuration mode
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Usage Guidelines
The default and optional list names that you create with the aaa authentication login command are used with the login authentication
command.

The additional methods of authentication are used only if the previous method returns an error, not if it fails. To ensure that the
authentication succeeds even if all methods return an error, specify none as the final method in the command line.

login authentication method

enable Uses the enable password for authentication.
r N
group Uses the server group for authentication.
name
group Uses RADIUS authentication.
radius
group Uses group tacacs+ for authentication.
tacacs+
line Uses the line password for authentication.
local Uses the local username database for authentication.
Uses the local strategy group username database for
localgroup T
authentication.
local-case Uses case-sensitive local user name authentication.
none Uses no authentication.

Example

The following example creates an AAA authentication list called TEST. This authentication first tries to contact a TACACS+ server. If no
server is found, TACACS+ returns an error and AAA tries to use the enable password. If this attempt also returns an error (because no
enable password is configured on the server), the user is allowed access with no authentication.

aaa authentication login TEST group tacacs+ group radius none

The following example creates the same list, but it sets it as the default list that is used for all login authentications if no other list is
specified:

aaa authentication login default group tacacs+ group radius none
Related Command

None

3.1.8 aaa group server
Syntax

To group different RADIUS server hosts into distinct lists and distinct methods, run command aaa group server radius in global
configuration mode. To remove a group server from the configuration list, use the no form of this command.

aaa group server {radius | tacacs+} group-name
no aaa group server {radius | tacacs+} group-name

group-name Character string used to name the group of servers.

Parameters




Default Value

No default behavior or values.

Command Mode

Global configuration mode

Usage Guidelines

The command is used to enter the configuration of the server group and add the corresponding server to it. It can establish 63 server

groups in maximum.

Example

aaa group server radius radius-group

The example shows how to add a radius server group named radius-group.

Related Command

server

3.1.9 server

Syntax

To add a server in an AAA server group, run the following command. To delete a server, use the no form of this command.

To add a server in a radius server group:

server {A.B.C.D | X:X:X:X::X} [key {password | {encryption-type encrypted-password}} 1 [auth-port num] [acct-port num] [retransmit value]
[timeout value] [privilege pri]

To add a server to a tacacs+ server group:

server {A.B.C.D | X:X:X:X::X} [key {password | {encryption-type encrypted-password}} ]

no server AB.C.D

Parameters

A.B.C.D
X:XeXeXaeX
key
password
encryption-type
encrypted-password
auth-port
acct-port
num
retransmit value

timeout value

IP address of the server
IPv6 address of the server
Key

key character string

encryption type, 0 means no encryption, and 7 means encryption.

key character string corresponding to the encryption type
authentication destination port
accounting destination port
Standing for a port ID
retransmit times, the default is 2.

timeout for retransmit. The default is 3 seconds.




privilege pri server priority; the default is 0.
g

Default Value

no server

Command Mode

Server group configuration mode
Usage Guidelines

You can add 63 server groups at most,1 radius server link table and 1 tacacs+ server link table. The value of all radius server groups and
servers in the server link table amounts to 64. The value of all tacacs+ server groups and servers in the server link table also amounts to 64.

Example

The following example adds a server at 12.1.1.1 to the server group:

server 12.1.1.1
Related Command

aaa group server

3.1.10 debug aaa authentication
Syntax

To track the user authentication process, run debug aaa authentication. To disable the debug information, run no debug aaa
authentication.

debug aaa authentication
no debug aaa authentication

Parameters

None

Default Value

The debug information is disabled by default.
Command Mode

EXEC

Usage Guidelines

This command can be used to track the authentication process of each user to detect the cause of the authentication failure.
Example

None

Related Command

None

3.1.11 enable password




6Fs

Syntax

To set a local password to control access to various privilege levels, use the enable password command. To remove the password
requirement, use the no form of this command.

enable password { password | [encryption-type] encrypted-password } [level number]
no enable password [level number]

Parameters

password Plain text of the password character string
encryption-type Type of password encryption
encrypted-password Encrypted password corresponding to the set

encryption type
level Privilege level parameter

number Value of the privilege level (1-15)

Default Value

There is no password by default.

Command Mode

Global configuration mode

Usage Guidelines

The passwords configured for the device do not contain space, that is, when the enable password command is used, space cannot be

entered when you enter the plain text of the password. The length of the password plain-text cannot exceed 127 characters.

When the level parameter is not entered, the default level is level 15. The higher the privilege level is, the more rights the user has. If some
privilege level is not configured with password, authentication will fail when the user enters the level.

Currently, our products only support two encryption modes: 0 and 7. The number 0 means the password is not encrypted and the
plaintext of password is directly entered. It is the same as the way of directly entering the password. The number 7 means the password is
encrypted through an algorithm. You need to enter the encryption text for the encrypted password. The encryption text can be copied
from the configuration files of other switches.

Example

The following example shows how to set the password of privilege level 10 to clever and encryption-type to 0.

enable password 0 clever level 10

The following example shows how to set the password of the default privilege level (15) to oscar and encryption-type to 7.

enable password 7 074A05190326

Suppose that the cipher text of oscar is 074A05190326, the value of the cipher text is obtained from the configuration files of other
devices.

Related Command

aaa authentication enable default

service password-encryption

3.1.12 enable(enter)
Syntax

To enter the privilege mode (EXEC mode), run command enable(enter).




enable(enter) <1-15>

<1-15> To be obtained privilege level

Parameters

Default Value

Do not enter the privileged level by default.
Command Mode

User mode

Usage Guidelines

None

Example

>enable(The user level is 15 by default.)
Password: (enter the password to authenticate)
#

#exi

>enable 1(To be obtained privilege level is 1)
Password: (enter the password to authenticate)

Related Command

aaa authentication enable default
enable password

3.1.13 service password-encryption
Syntax

To encrypt passwords, use the service password-encryption command. To return to the default setting, use the no form of this command.

service password-encryption
no service password-encryption

Parameters

None

Default Value

Related passwords in the system are not encrypted.
Command Mode

Global configuration mode

Usage Guidelines

This command is related with three commands, username password, enable password and password. If this command is not configured
and the previous three commands adopt the password plain-text storage mode, the configured password's plain text can be displayed
after the show running-config command is run. If this command is configured, the passwords configured for the previous three
commands will be encrypted and the configured password's plain text cannot be displayed after the show running-config command is
run; in this case, the password plain-text display cannot be resumed even if you run no service password-encryption. The no service
password-encryption command is effective only to the password which is configured by this command, while is not effective to those
passwords which are encrypted before this command is used.




Example

switch_config#service password-encryption

The example show how to encrypt the configured plain-text password and also the plain-text password after this command is used.
Related Command

username username password
enable password

password (the configuration command under vty which can be used for line authentication)

3.2 Authorization Configuration Commands

This chapter describes the commands for authentication, authorization and accounting. AAA authorization can limit the effective service
to a user. When the authorization result is effective, network access server configures the dialogue process of the user by using the
authorization information fed back from authorization server. Then the user is available to services required. Only information included in
the user profile provides such service.

Please refer to “Configuration Authorization” for information on how to configure authorization. Please refer to the last part to review the
examples configured by the commands in this Chapter.

Authorization Configuration Commands include:

aaa authorization
debug aaa authorization

3. 2.1 aaa authorization
Syntax

The global configuration command “aaa authorization” is used for setting the parameter to limit the authority of the user’s access to
network.

To set the parameter to limit the authority of the user’s access to network, run command “aaa authorization” in global configuration mode.
To return to the default setting, use the no form of this command.

aaa authorization {{commands <0-15>} | network | exec} {default | list-name} method1 [method2..]
no aaa authorization {{commands <0-15>} | network | exec } {default | list-name}

Parameters

commands EXEC (shell) command authorization
<0-15> To be authorized command privilege (EXEC)
network The authorization of network type service
exec It adapts to the attribute related to the user EXEC terminal

dialogue. It determines whether XEC shell program is allowed to
register or grant the privilege level of the user entering EXEC

shell.
default Default authorization methods list
list-name Character string which is used to name the authorization
method list
method At least one of the keywords listed in the form below.

Default Value

If the user requires accounting but he does not designate the authorization method list on the corresponding path or interface, the
default authorization method list will be applied. If the default method list is not defined, the authorization will not be executed.




Command Mode
Global configuration mode
Usage Guidelines

The command “aaa authorization” is used for enabling the authorization, creating authorization methods list and defining the
authorization method that can be used when the user accesses to the designated functions. The authorization method list defines the
authorization execution method and the order to execute these authorization methods. The method list is just a simple naming list,
describing the authorization method (RADIUS or TACACS+). The method list can designate one or multiple authorization security
protocols. Hence, it secures a standby method if all previous authorization methods fail. Under general condition, the listed first method
is used at first in an attempt to authorize the user the authority to access to the designated network service. If the method does not work,
the next method in the list shall be selected. The process shall be continued till the successful feedback of authorization results by using
some authorization method or all the defined methods are used up.

Authorization method

group name Uses the server group for authorization.
group radius Uses RADIUS authorization.
group tacacs+ Uses tacacs+ authorization.

If the user passes the authorization, the user is

e allowed to access the function required.

local The local database is used for authorization.

none No authorization

Once the authorization methods list is defined, the methods list shall be used on the designated line or interface before the defined
method is executed. As a part of the authorization process, the authorization command sends a series of request packets of AV pairs to the
program of RADIUS or TACACS +server. The server is likely to execute one of the following actions:

®  Therequest is accepted completely.
®  Therequestis accepted and the attribute is added to limit the authority of user service.

[ Request is refused and authorization fails.
Example

The following Example defines the network authorization methods list named “have a try” The methods list designates RADIUS
authorization method used on the serial line employing vty. If RADIUS server makes no response, the local network authorization is
executed.

aaa authorization exec have_a_try radius local
Related Command

aaa authentication
aaa accounting

3. 2. 2 debug aaa authorization
Syntax

To track the user authorization process, run debug aaa authorization command. To disable the debug information, run the no form of this
command.

debug aaa authorization
no debug aaa authorization




Parameters

None

Default Value

The debug information is disabled by default.
Command Mode

EXEC

Usage Guidelines

This command can be used to track the authorization process of each user to detect the cause of the authorization failure.
Example

None

Related Command

None

3.3 Accounting Configuration Commands

This chapter describes the commands for accounting. The accounting function can track the services that users access, and at the same
time track the service-consumed network resource number. When AAA accounting is activated, the system will report user's activities to
the TACACS+ server or the RADIUS server in the accounting record method (It depends on the adopted security method). Each accounting
record contains the attribute value peer which is stored on the access control server. The data is then applied to network management,
client's accounting analysis or audit.

Authorization Configuration Commands include:
[ aaa accounting
®  aaaaccounting update
®  aaa accounting suppress null-username
®  debugaaa accounting

3. 3.1 aaaaccounting
Syntax

To execute AAA accounting onto required services on the basis of accounting or security, run aaa accounting in global mode. You can run
no aaa accounting to disable the accounting function.

aaa accounting {{commands <0-15>} | network | exec | connection} {default | /ist-name} {{{start-stop | stop-only} group {groupname |
radius | tacacs+}} | none }

no aaa accounting { network | exec | connection} {default | list-name}

Parameters

commands Provide accounting for a priority level command
<0-15> The priority level of the command
network Provides accounting information to all PPP sessions, including

packets, bytes and time numbering.

exec Provides information about EXEC terminal session (it is not
supported currently).




connection Provides information about all egress connections from related
device. Currently, only the H323 session is supported.

default Default accounting method list

. Character string which is used to name the accounting method
list-name

list
start-stop accounting in beginning and end
stop-only accounting in the end
none no accounting
group groupname Uses the server group for accounting
group radius Uses RADIUS for accounting
group tacacs+ Uses tacacs+ for accounting

Default Value

If the user requires accounting but he does not designate the accounting method list on the corresponding path or interface, the default
accounting method list will be applied. If the default method list is not defined, the accounting will not be executed.

Command Mode
Global configuration mode
Usage Guidelines

You can use the aaa accounting command to enable the accounting function, create the accounting method list and define the applied
accounting method when user sends the accounting record. The accounting method list defines the accounting execution method and
the order to execute these accounting methods. The method list is just a simple naming list, describing the accounting method (RADIUS
or TACACS+). The method list can designate one or multiple accounting security protocols. Hence, it secures a standby method if all
previous accounting methods fail.

Related Command

aaa authentication

aaa accounting

3. 3.2 aaa accounting update
Syntax

To periodically transmit temporary accounting records to the accounting server, run aaa accounting update. You can run no aaa
accounting update to disable temporary accounting records.

aaa accounting update { newinfo | periodic number}
no aaa accounting update { newinfo | periodic}

update Activates the device to transmit temporary accounting records (It needs
support from the application client. It is not supported at present.).

Parameters




newinfo Transmits temporary accounting records to the accounting server when new
accounting information need be reported.

Periodically transmits temporary accounting records. The period is defined by

periodic the number parameter.

number A parameter to define the period for temporary accounting record transmission

Default Value

Temporary accounting activity does not occur.

Command Mode

Global configuration mode

Usage Guidelines

The function runs with the support of the application client. It is not supported at present.
Related Command

aaa accounting

3. 3. 3 aaa accounting suppress null-username
Syntax

To stop generating accounting records for those non-user sessions, run aaa accounting suppress null-username in global mode. To return
to the default setting, use the no form of this command.

aaa accounting suppress null-username
no aaa accounting suppress null-username

Parameters

None

Default Value

The accounting records will be generated for all sessions, no matter the sessions have username or not.
Command Mode

Global configuration mode

Usage Guidelines

None
Related Command
aaa accounting

3. 3.4 debug aaa accounting
Syntax

To track the user accouting process, run debug aaa accouting command. To disable the debug information, run the no form of this
command.

debug aaa accounting
no debug aaa accounting




Parameters

None

Default Value

The debug information is disabled by default.
Command Mode

EXEC

Usage Guidelines

This command can be used to track the accounting process of each user to detect the cause of the accounting failure.
Example

None

Related Command

None

3.4 Local Account Policy Configuration Commands
This section introduces local account policy configuration commands. The local account policy is used for local authentication and local
authorization.

Please refer to “local account policy configuration” for information on how to configure local account policy. Please refer to the last part to
review the examples configured by the commands in this Chapter.

Local Account Policy Configuration Commands include:
localauthen

localauthor

localpass

localgroup

local authen-group

local author-group

local pass-group

local user

username

show local-users

show aaa users

3.4.1 localauthen
Syntax

To configure local authentication policy, run the command localauthen. To return to the default setting, use the no form of this command.

localauthen WORD
no localauthen WORD

Parameters




WORD Local authentication policy name

Default Value

None

Command Mode

Global configuration mode
Usage Guidelines

To enter local authentication configuration, run command localauthen WORD.
The max login tries within a certain time

login max-tries <1-9> try-duration 1d2h3m4s

max-tries The max login tries
<1-9> The max login tries ranges from 1 to 9
try-duration Duration
1d2h3m4s The format of day, hour, min and second.

Related Command

login max-tries
localgroup

local authen-group
username

3. 4. 2 localauthor
Syntax

To configure local authentication policy, run the command localauthen. To return to the default setting, use the no form of this command.

localauthor WORD
no localauthen WORD

WORD Local authorization policy name

Parameters

Default Value
None
Command Mode

Global configuration mode
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Usage Guidelines

The command localauthor WORD is used to enter the local authorization policy configuration. Use following command to configure local
authorization policy.

To authorize priority for login users.

exec privilege {default | console | ssh | telnet} <1-15>

default Default priority (Use the priority for authorization if there
is no concrete login method.)

Parameters

console authorization priority of the login user on console port
ssh authorization priority of the ssh login user on console
port
telnet authorization priority of the telnet login user on console
port
<1-15> Priority

Related Command

exec privilege
localgroup

local author-group
username

3. 4. 3 localpass
Syntax

To configure local password policy, run the command localpass in global mode. To return to the default setting, use the no form of this
command.

localpass WORD
no localpass WORD

WORD Local password policy name

Parameters

Default Value

None

Command Mode

Global configuration mode
Usage Guidelines

The command localpass WORD is used to enter the local password policy configuration. Use following command to configure local
password policy.




The password and username is different

non-user

History password check (When the password is different from the history one or modifying the password)
non-history

Set the elements of the password

element [number] [lower-letter] [upper-letter] [special-character]

Parameters

number The password must include numbers.
lower-letter The password must include lower-letters.
upper-letter The password must include upper-letters.
special-character The password must include special characters.

The minimum length of the password

min-length <1-127>

<1-127> The minimum length (ranges from 1-127)

The validity of the password

1d2h3m4s The format of day, hour, min and second.

validity 7d2h3m4s

Related Command

non-use
non-history
element
min-length
validity
localgroup

local pass-group
username

3. 4. 4 localgroup
Syntax

To configure local policy group, run command localgroup in global mode. To return to the default setting, use the no form of this
command.

localgroup WORD
no localgroup WORD




Parameters

WORD Local policy group name

Default Value

None

Command Mode

Global configuration mode

Usage Guidelines

The command localgroup WORD is used to enter the local password policy configuration. Use following command to configure local
policy group.

Stands for the local authentication configuration
local authen-group

Stands for the local authorization configuration
local author-group

Local password configuration

local pass-group

Local account configuration

local user

Configuring account

username
Related Command

local authen-group
local author-group
local pass-group
local user
username
localgroup

local author-group

3.4.5 local authen-group
Syntax

To configure local authentication policy group, run command local authen-group. It is local policy group in global mode by default. To
return to the default setting, use the no form of this command.

local authen-group WORD
no local authen-group

WORD Local authentication policy name

Parameters




Default Value

None

Command Mode

Global configuration mode, local policy group configuration mode
Usage Guidelines

None

Related Command

localauthen
localgroup
local authen-group

3. 4. 6 local author-group
Syntax

To configure local authentication policy group, run command local author-group. It is the local policy group in global mode by default. To
return to the default setting, use the no form of this command.

local author-group WORD
no local author-group

WORD Local authorization policy name

Parameters

Default Value

None

Command Mode

Global configuration mode, local policy group configuration mode
Usage Guidelines

None

Related Command

localauthor
localgroup
local author-group

3.4. 7 local pass-group

Syntax

To configure local password policy group, run command local pass-group. It is the default policy group by default in global configuration
mode. To return to the default setting, use the no form of this command.

local pass-group WORD
no local pass-group




Parameters

WORD Local password policy name

Default Value

None

Command Mode

Global configuration mode, local policy group configuration mode
Usage Guidelines

None

Related Command

localpass
localgroup
local pass-group

3. 4. 8 local user
Syntax

To configure the maximum connection numbers and freezing users, run command local user. It is the default policy group by default in
global configuration mode. To return to the default setting, use the no form of this command.

local user {maxlinks <1-255>} | { freeze WORD }
no local user {maxlinks | { freeze WORD }}

Parameters

maxlinks The maximum links to the router, the same user can create at the
same time.
<1-255> The number of links created at the same time. (value range:
1-255)
freeze freezing user
WORD A user name

Default Value

None

Command Mode

Global configuration mode, local policy group configuration mode
Usage Guidelines

None




Related Command

Localgroup

3.4.9 username
Syntax

To add users in the local user database for local authentication and authorization, run this command. The command is used in local policy
group configuration mode. It is the default local policy group in global configuration mode. To return to the default setting, use the no
form of this command.

username username [password password | {encryption-type encrypted-password}] [maxlinks number] [authen-group WORD]
[author-group WORD] [pass-group WORD] [autocommand command] [bind-ip A.B.C.D] [bind-mac H:H:H:H:H:H] [bind-pool WORD]
[bind-port port][callback-dialstring string] [callback-line /ine] [callback-rotary rotary] [nocallback-verify] [nohangup] [noescape]

no username username

Parameters

username Character string of username

password
password

encryption-type

encrypted-password

maxlinks

number
authen-group
WORD
author-group
WORD
pass-group

WORD

autocommand

command

bind-ip

A.B.C.D

User password
Plain text of the password character string
Type of password encryption

Cipher text of the password which corresponds to the limited
encryption type

The maximum links to the device, the same user can create at
the same time

number of links
Set the local authentication policy
Local authentication policy name
Set the local authorization policy
Local authorization policy name
Set the local password policy
Local password policy name

Run the specified command when the user logs in.
autocommand must run at the end of the command line.

Run the command character string automatically.

The switch does not support following options.

bind user IP address (non-support)

IP address




bind-mac bind user mac address (non-support)
H:H:H:H:H:H 48 byte hardware address of ARP record
bind-pool bind user address pool (non-support)
WORD address pool name
bind-port bind user port (non-support)
Port Port
callback-dialstring callback dial (non-support)
string telephone number character string
callback-line callback line (non-support)
line Stands for the ID of the line.
callback-rotary callback rotary configuration (non-support)
rotary rotary number;
nocallback-verify: no callback verify (non-support)

no hangup after the user logs in and run the command

AT automatically (non-support)

noescape no escape character after the user logs in (non-support)

Default Value

no users

Command Mode

Global configuration mode, local policy group configuration mode
Usage Guidelines

The password is considered as empty character string when there is no password parameter.

user-maxlinks limits the session numbers the same account can establish. But the account will not be counts in if its session is not
authenticated by local authentication. Command show aaa users can be used to check the basic information of each on-line user.

The passwords configured for the device do not contain space, that is, when the enable password command is used, space cannot be
entered when you enter the plain text of the password.

Currently, our products only support two encryption modes: 0 and 7. The number 0 means the password is not encrypted and the
plaintext of password is directly entered. It is the same as the way of directly entering the password. The number 7 means the password is
encrypted through an algorithm . You need to enter the encryption text for the encrypted password. The encryption text can be copied
from the configuration files of other switches.

Example

The local user is added in the Example below. The username is someone, the password is someother.
username someone password someother

The local user is added in the Example below, the username is Oscar, the password is Joan. The encryption type applied is 7, namely the
encryption method, the ciphertext of the password is needed to be entered.
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enable password 7 1105718265

Given the assumption that the ciphertext of Joan is 1105718265, the value of the ciphertext is obtained from the configuration files of
other routers.

Related Command

aaa authentication login

3.4.10 show local-users
Syntax

To show summary informationn of all local AAA account, run command show local-users.

show local-users
Parameters

None

Default Value
None

Command Mode
EXEC

Usage Guidelines

The command is used to show all AAA accounts, including following information: Local group default, links, pw_present, login_tries,
login_try_time, and freezing_cause.

Example

#show local-users
Local group default:

username links  pw_present login_tries login_try_time freezing_cause
admin 1 0s 0 (0
aaa 0 0s 0 0s
m
Local group default: The local policy group that the accout belongs to
links The connections that the account is using (repesents how

much users are using the accout.)
pw_present Password validity period

login_tries login password failure times (sets the maximum failure
times and 0 means no set)

login_try_time login password failure time (sets the maximum failure
times and 0 means no set)

freezing_cause reason of the account being frozen

Related Command

Username




3.4. 11 show aaa users
Syntax

To display the summary information about all online AAA users, run show aaa users.

show aaa users
Parameters

None

Default Value
None

Command Mode
EXEC

Usage Guidelines

After this command is run, the following information about online users can be displayed: port, username, service, online duration time
and peer_address.

Example

#show aaa users

Port User Service Duration Peer Address
console 0 zjl exec 04:14:03 unknown
vty O aaa exec 00:12:24 172.16.20.120
T
Port ID of the interface where user lies, or index number of VTY
User Character string of username
Service Service applied by the user
Duration Online duration time of the user
Peer Address IP address of the remote host where the user lies

Related Command

Usernam

3.5 RADIUS Configuration Commands

This chapter introduces the commands for RADIUS configuration. RADIUS is a distributed client/server system capable of denying the
unauthorized network access. RADIUS client is running on the router and sends the request of authentication, authorization and
accounting to the central RADIUS server containing the authentication of all the user and the information of network service access.

Please refer to “RADIUS Configuration” about how to configure RADIUS information and learn more about configuration examples.
RADIUS Configuration commands include:

®  debugradius




ip radius source-interface
radius-server challenge-noecho
radius-server deadtime
radius-server host

radius-server key

radius-server retransmit
radius-server timeout
radius-server vsa send
radius-server attribute

[ J

[ J

[ J

[ J

[ J

® radius-server optional-passwords
[ J

[ J

[ J

[ J

) radius-server directed-resquest
3.

5.1 debug radius
Syntax

To track RADIUS event or packet, run command debug radius. To disable the debug information, run the no form of this command.

debug radius {event | packet }
no debug radius { event | packet }

Parameters

event Tracing RADIUS event.

packet Tracing RADIUS packets.

Default Value

None

Command Mode

EXEC

Usage Guidelines

The command can be used for network system debug and finding the reason of user authentication failure.
Example

The following example shows how to enable RADIUS event track:

debug radius event

3. 5.2 ip radius source-interface
Syntax

To force RADIUS to use the IP address of a specified interface for all outgoing RADIUS packets, use the ip radius source-interface command
in global configuration mode. To prevent RADIUS from using the IP address of a specified interface for all outgoing RADIUS packets, use
the no form of this command.

ip radius source-interface interface-name
no ip radius source-interface




Parameters

interface-name Name of the interface that RADIUS uses for all of its
outgoing packets.

Default Value

No default behavior or values
Command Mode

Global configuration mode
Usage Guidelines

Use this command to set the IP address of a subinterface to be used as the source address for all outgoing RADIUS packets. The IP address
is used as long as the subinterface is in the up state. In this way, the RADIUS server can use one IP address entry for every network access
client instead of maintaining a list of IP addresses. This command is especially useful in cases where the device has many subinterfaces
and you want to ensure that all RADIUS packets from a particular device have the same IP address.

The specified subinterface must have an IP address associated with it. If the specified subinterface does not have an IP address or is in the
down state, then RADIUS reverts to the default. To avoid this, add an IP address to the subinterface or bring the subinterface to the up
state.

Example

The following example shows how to configure RADIUS to use the IP address of vlan 1 for all outgoing RADIUS packets:

ip radius source-interface vlan 1
Related Command

ip tacacs source-interface

3. 5. 3 radius-server attribute
Syntax

To designate some attributes to be transmitted during radius authentication and charging, run radius-server attribute. To disable AAA
authentication, use the no form of this command.

radius-server attribute {4 | 32 | 95}
no radius-server attribute {4 | 32 | 95}

Parameters

4 Transmits the following address as attribute 4 (NAS ip address)
during radius operation.

32 Transmits attribute 32 (NAS identifier) during radius
authentication or request.

95 Transmits the following address as attribute 95 (NAS ipv6
address) during radius operation.

Default Value

None




Command Mode
Global configuration mode
Usage Guidelines

This command is used to designate a specific attribute to be transmitted during radius authentication or radius request.
The radius-server attribute 4 command is used to configure attribute 4 (NAS ip address) in radius and transmit it in the RADIUS packets.
The radius-server attribute 32 command is used to designate attribute 32 (NAS ID) to be transmitted in Radius authentication or charging.

The radius-server attribute 95 command is used to configure attribute 95 (NAS ipv6 address) in radius and transmit it in the RADIUS
packets.

Example

The radius-server attribute 4 X.X.X.X command is used when attribute 4 need be transmitted in the Radius packets and attribute 4 serves
as the attribute value of X.X.X.X.

The radius-server attribute 32 in-access-req command is used when the NAS identifier need be transmitted in the authentication request.
The radius-server attribute 32 in-account-req command is used when the NAS identifier need be transmitted in the charging request.
radius-server attribute 32 identifier configuring NAS identifier

The radius-server attribute 95 X:X:X:X::X command is used when attribute 95 need be transmitted in the Radius packets and X:X:X:X:X
serves as the attribute value.

Related Command

None

3. 5. 4 radius-server challenge-noecho
Syntax

The command “radius-server challenge-noecho” shall be used for not showing the user data under the Access-Challenge Mode.

radius-server challenge-noecho
no radius-server challenge-noecho

Parameters

None

Default Value

The user data is shown under the Access-Challenge.
Command Mode

Global configuration mode

Usage Guidelines

None

Example

radius-server challenge-noecho

3. 5.5 radius-server deadtime
Syntax

The global configuration command “radius-server dead-time” shall be used for improving the echo time of RADIUS when some servers are
not workable. The command allows the system to skip the unworkable servers. The “no” format of the command can be used for setting
dead-time as 0, namely, all the servers are thought to be workable.




radius-server deadtime minutes
no radius-server deadtime

Parameters

minutes The time length of RADIUS server thought to be
unworkable, the maximum length is 1440 minutes
(24 hours)

Default Value

The unworkable time is set as 0, meaning that the server is thought to be workable all the time.
Command Mode

Global configuration mode

Usage Guidelines

The command is used for labeling those RADIUS servers that do not respond to the authentication request as “dead’, which avoids too
long waiting for the response before using the next server. The RADIUS server labeled as “dead” is skipped by all the requests during the
set minutes unless otherwise all the servers are labeled as “dead".

Example

The following Example designates 5-minute dead time for the RADIUS server that does not respond to the request.

radius-server deadtime 5
Related Command

radius-server host
radius-server retransmit
radius-server timeout

3. 5. 6 radius-server directed-resquest
Syntax

To enable the user to set RADIUS server with the format of ‘@server, run command radius-server directed-resquest in global mode. To
return to the default setting, use the no form of this command.

radius-server directed-resquest [restricted]
no radius-server directed-resquest [restricted]

restricted The user can only use the format of ‘@server' to set
RADIUS server.

Parameters

Default Value
It does not support using the format of '@server' to set RADIUS server.
Command Mode

Global configuration mode




Usage Guidelines

None

Example

radius-server directed-resquest
Related Command

None

3. 5. 7 radius-server host
Syntax

The global configuration command “radius-server host” is used for designating IP address of radius server. The “no” format of the command
is used for deleting the designated RADIUS host.

radius-server host ip-address|ipv6-address [auth-port port-number1] [acct-port port-number2]
no radius-server host ip-address|ipv6-address

Parameters

ip-address the ip address of RADIUS server
ipv6-address the IPv6 address of RADIUS server
auth-port (optional item) Designating UDP destination port for

authentication request.

port-number1 (optional item) The port number of authentication
request.
acct-port (optional item) Designating UDP destination port for

accounting request.

port-number2 (optional item) The port number of accounting
request.

Default Value

Any RADIUS host is not designated.
Command Mode

Global configuration mode

Usage Guidelines

The command “radius server” can be used repeatedly for designating multiple servers. The polling can be made under the order of
configuration when necessary.

Example

The Example below designates RADIUS host whose IP address is 1.1.1.1. The default port is used for accounting and authentication.
radius-server host 1.1.1.1

The following Example designates Port 12 as the destination port of authentication request on the RADIUS host whose IP address is 1.2.1.2.
Port 16 is used as the destination port of accounting request.

radius-server host 1.2.1.2 auth-port 12 acct-port 16




Related Command

aaa authentication
radius-server key
tacacs server
username

3. 5. 8 radius-server key
Syntax

The global configuration command shall be used for setting encryption key for RADIUS communication between the router and RADIUS
server. The “no” format of command can be used for invalidating the encryption key.
radius-server key string | {encryption-type encrypted-password}

no radius-server key

string The secret key used for encrypting. The secret key shall
match with the one used by RADIUS server.

Parameters

encryption-type encryption type, 0 means no encryption, and 7 means
encryption.
encrypted-password The ciphertext of the password corresponding to the

encryption type limited by “encryption-type”.

Default Value

The key is empty character string.
Command Mode

Global configuration mode.
Usage Guidelines

The key must correspond to the key used by RADIUS server. All start empty blank will be ignored. The key cannot include the empty
character.

Example

The following example shows how to set encryption key to “firsttime”:

radius-server key firstime
Related Command

radius-server host
tacacs server
username

3. 5.9 radius-server optional-passwords
Syntax

To specify that the first RADIUS request to a RADIUS server be made without password verification, use the radius-server
optional-passwords command in global configuration mode. To return the default setting, use the no form of this command.

radius-server optional-passwords
no radius-server optional-passwords




Parameters

The command has no parameters or keywords.
Default Value

optional-password is not used by default.
Command Mode

Global configuration mode

Usage Guidelines

When the user enters the login name, the login request is transmitted with the name and a zero-length password. If accepted, the login
procedure completes. If the RADIUS server refuses this request, the server software prompts for a password and tries again when the user
supplies a password. The RADIUS server must support authentication for users without passwords to make use of this feature.

Example

The following example configures the first login to not require RADIUS verification:

radius-server optional-passwords
Related Command

radius-server host

3. 5. 10 radius-server retransmit
Syntax

To specify the number of times the software searches the list of RADIUS server hosts before giving up, use the radius-server retransmit
command in global configuration mode. To disable retransmission, use the no form of this command.

radius-server retransmit retries
no radius-server retransmit

Parameters

retries Maximum number of retransmission attempts. The
default is 2 attempts.

Default Value

2 attempts

Command Mode

Global configuration mode
Usage Guidelines

This command is generally used with the radius-server timeout command, indicating the interval for which a router waits for a server host
to reply before timing out and the times of retry after timing out.

Example

The following example specifies a retransmit counter value of five times:

radius-server retransmit 5




Related Command

radius-server timeout

3. 5. 11 radius-server timeout
Syntax

To set the interval for which a router waits for a server host to reply, use the radius-server timeout command in global configuration mode.
To return the default setting, use the no form of this command.

radius-server timeout seconds
no radius-server timeout

seconds Number that specifies the timeout interval, in
seconds. The default is 5 seconds.

Parameters

Default Value

3 seconds

Command Mode

Global configuration mode

Usage Guidelines

This command is generally used with the radius-server retransmit command.
Example

The following example shows how to set the number of seconds a router waits for a server host to reply before timing out.

radius-server timeout 10
Related Command

None

3. 5. 12 radius-server vsa send

Syntax

To configure the network access server to recognize and use vendor-specific attributes, use the command radius-server vsa send. To return

to the default setting, use the no form of this command.

radius-server vsa send [authentication]
no radius-server vsa send [authentication]

authentication (Optional) Limits the set of recognized
vendor-specific attributes to only authentication
attributes.

Parameters

Default Value

Disabled




Command Mode
Global configuration mode
Usage Guidelines

The Internet Engineering Task Force (IETF) draft standard specifies a method for communicating vendor-specific information between the
network access server and the RADIUS server by using the vendor-specific attribute (attribute 26). Vendor-specific attributes (VSAs) allow
vendors to support their own extended attributes not suitable for general use. The radius-server vsa send command enables the network
access server to recognize and use both accounting and authentication vendor-specific attributes. Use the authentication keyword with
the radius-server vsa send command to limit the set of recognized vendor-specific attributes to just authentication attributes.

Example

The following example configures the network access server to recognize and use vendor-specific accounting attributes:

radius-server vsa send authentication
Related Command

radius-server host

3.6 TACACS+ Configuration Commands

This chapter describes the commands for configuring TACACS+ security protocols. TACACS+ can be used for authenticating the identity of
the user, authorization of service authority and the accounting of the execution process of user service.

Please refer to “TACACS+ Configuration” about how to configure TACACS+ information and learn more about configuration examples.
TACACS+ configuration commands include:
debug tacacs

ip tacacs source-interface

tacacs-server key

[ ]

[ ]

[ ] tacacs-server host
[

[ tacacs-server timeout
3.

6.1 debug tacacs
Syntax

To trace TACACS+protocol event or checking the packets received or sent, run command “debug tacacs” To return to the default setting,
use the no form of this command.

debug tacacs {event | packet}
no debug tacacs {event | packet}

event Tracing TACACS+ event

Parameters

packet Tracing TACACS+ packet

Default Value

The debug information is disabled by default.




Command Mode

EXEC

Usage Guidelines

The command is only used for the debugging of the network to find out the cause of failure of AAA service.
Example

The following example shows how the debugging of the network to find out the cause of failure of AAA service.

debug tacacs event
Related Command

None

3. 6. 2 ip tacacs source-interface
Syntax

To apply IP address of the designated interface to all the TACACS+ packets, run command “ip tacacs source-interface” in global mode. To
return to the default setting, use the no form of this command.

ip tacacs source-interface subinterface-name
no ip tacacs source-interface

Parameters

subinterface-name Interface name corresponding to the source IP address of all
TACACS+ packets.

Default Value

None

Command Mode

Global configuration mode
Usage Guidelines

The command can be used to set source IP address for all TACACS+ packets by designating the source interface. So long as the interface
is under “up” state, all TACACS+ packets will use IP address of the interface as the source address, thus ensuring that TACACS+ packet of
each router will have the same source IP address. So TACACS+ server will not need to maintain the address list containing the IP address.
That is to say, in order to ensure all TACACS+ packets coming from the specific router to have the same source IP address, the command
will work when the router has many interfaces.

The designated interface shall have the IP address linked to the interface. If the designated interface has no IP address or is under a “down”
state, the default value will be restored, namely the source IP address shall be determined on the real condition. In order to avoid the case,
the IP address shall be added to the interface and the interface shall be ensured under the “up” state.

Example

The following Example will use IP address of the interface vlan1 as source IP address of all TACACS+ packets.

ip tacacs source-interface vlan1




Related Command

ip radius source-interface

3. 6. 3 tacacs-server host
Syntax

To designate TACACS+ server in global configuration mode, run command “tacacs server host”. To return to the default setting, use the no
form of this command.

tacacs-server host ijp-address  [single-connection|multi-connection] [port integer1] [timeout integer2] [key string]

no tacacs-serve jp-address

Parameters

ip-address IP address of the server

single-connection (optional) Designating router to maintain the single and open
TCP connection for the confirmation from AAA/TACACS+ server.

multi-connection (Optional) Designating router to maintain the different TCP
connection for the different confirmation from AAA/TACACS+
server
Port (optional) Designating port number of server. The option covers

the default port number 49.

integer1 (optional) The port number of server. The range of valid port
number is 1 to 65536.

timeout (optional) Designating the timeout of waiting for server
response. It will cover the global timeout set for the server by
using the command “tacacs timeout”

integer2 (optional) Setting the value of timeout timer. It is calculated on
second.
key (optional) Designating authentication and encryption key.The

secret key shall match with the one used by the program of
TACACS+ server. Designating this. It will cover all keys set for the
server by command "tacacs key".

string (optional) Specifying the encrypted key.

Default Value

Disabled

Command Mode

Global configuration mode
Usage Guidelines

The command can be used to search a host according to the specified order by command tacacs-server plus host. As some parameters of
tacacs-server host will cover all configurations of commands "tacacs-server timeout" and "tacacs-server key"in global mode, the command
can set the communication attribute of each TACACS+ server exclusively. Thus, the security of the network enhanced.
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Example

The following example shows how the designated server negotiates with TACACS+ server whose IP address is 1.1.1.1 and carries out AAA
authentication. The command can also designate the TCP port number of the server to 51, the timeout is 3 seconds and the encryption
key is tacacs-server key.

tacacs -server host 1.1.1.1 single-connection port 51 timeout 3 key a_secret

3. 6. 4 tacacs-server key
Syntax

To set the encryption key of the communication process between the device and TACACS+ server, run command tacacs-server key in
global mode. To return to the default setting, use the no form of this command.

tacacs-server key
no tacacs-server key

key Uses for setting encryption key. The secret key shall match with
the one used by the program of TACACS+ server.

Parameters

Command Mode
Global configuration mode
Usage Guidelines

You must set the encryption key by command tacacs-server key before running TACACS+ protocol. The key must correspond to the key
used by TACACS+ server program. All sentence-initial spaces will be ignored and there cannot be any space in the middle of the key.

Example

The following example shows how to set the encryption key as testkey.
tacacs-server key testkey

3. 6.5 tacacs-server timeout
Syntax

To set the timeout of TACACS+ waiting for a server reply, run command tacacs-server timeout in global configuration mode. To return to
the default setting, use the no form of this command.

tacacs-server timeout seconds
no tacacs-server timeout

seconds The timeout in seconds (ranges from 1 to 600) The default value
is 5 seconds.

Parameters

Default Value
5 seconds
Command Mode

Global configuration mode




Usage Guidelines
If the command tacacs-server sets timeout, it will cover the global timeout set by the command before.
Example

The following example shows how to change the timeout to 10 seconds:

tacacs-server timeout 10




Chapter 4 HTTP Configuration Commands

4.1 ip http language
Syntax

[no] ip http language {english}

Sets the language of prompt messages during command configuration.

Parameters

english Set web configuration prompt language to
English

Default Value

None

Usage Guidelines

Configure this command in global configuration mode.
Example

Set the web configuration prompt language to English.

Switch_config#ip http language english

4.2 ip http port
Syntax

ip http port { portNumber }

Set the HTTP service port.

no ip http port

Restore the HTTP service port to the default port 80.

Parameters

portNumber HTTP service port, valid range <1-65535>
Default Value
80

Usage Guidelines
Configure this command in global configuration mode.
Example

Set the http service port to 1234,




Switch_config#ip http port 1234

4. 3 ip http secure-port
Syntax

ip http secure-port {portNumber}
Set the HTTPS service port.
no ip http secure-port

Restore the HTTPS service port to the default port of 443.

portNumber HTTP service port, valid range <1-65535>

Parameters

Default Value

443

Usage Guidelines

Configure this command in global configuration mode.
Example

Set the https service port to 1234.
Switch_config# ip http secure-port 1234

4.4 ip http server

Syntax

[no] ip http server

Open http service

Usage Guidelines

Configure this command in global configuration mode.
Example

Open http service
Switch_config# ip http server

4.5 ip http http-access enable

Syntax

[no] ip http http-access enable

Configure the http access mode.
Usage Guidelines

Configure this command in global configuration mode. This command is used to access the http: // website.




Example

Set the http access mode.

Switch_config# ip http http-access enable

4. 6 ip http ssl-access enable

Syntax

[no] ip http ssl-access enable

Configure https access mode.

Usage Guidelines

Configure this command in global configuration mode. This command is used to access the https: // website.
Example

Set the https access mode.

Switch_config# ip http ssl-access enable

4.7 ip http web max-vian

Syntax

ip http web max-vlan { max-vlan}
Configure the maximum number of VLAN entries displayed on the web page.
no ip http web max-vlan

Restores the maximum number of Vlan entries displayed in the web page to the default value of 100.

max-vlan The maximum number of Vlan entries
displayed in the Web page, valid range
<1-4094>

Parameters

Default Value

100

Usage Guidelines

Configure this command in global configuration mode.
Example

Set the maximum number of Vlan entries displayed in the web page to 123.

Switch_config# ip http web max-vlan 123
4. 8 ip http web igmp-groups
Syntax

ip http web igmp-groups { igmp-groups }

Configure the maximum number of multicast entries displayed on the web page.




no ip http web igmp-groups

Restores the maximum number of multicast entries displayed on the Web page to the default value of 15.

igmp-groups Maximum number of multicast entries
displayed on the Web page, valid Range
<1-100>

Parameters

Default Value

15

Usage Guidelines

Configure this command in global configuration mode.
Example

Set the maximum number of multicast entries displayed on the web page to 12.

Switch_config#ip http web igmp-groups 12
4.9 show ip http

Syntax

show ip http

Usage Guidelines

Used to see if the http server is open
Example

Switch_config#show ip http
Http server is running




Chapter 5 Interface Configuration Commands

5.1 Interface Configuration Commands

The interface configuration commands include:
® interface

®  description

®  bandwidth

® delay

®  shutdown

® show interface
[

show running-config interface
5. 1.1 interface
Syntax

To enter the interface configuration mode, run this command. If the logical port is inexistent, you have to create this port first and then
enter the port mode. If the physical port is inexistent, the command will fail to be executed. The negative form of this command has
different functions for the physical port and the logical port.

[no] interface port

To return to the default settings of the physical port, run this command.
no interface physical-port

To delete the logic interface, run this command.

no interface logical-port

Parameters

Port Stands for the existent physical or logical port.

Default Value
The default mode is not the port mode.
Usage Guidelines

When you execute this command in configuration mode, you have to enable this command to be in port configuration mode first. When
the port command is configured, you shall use the exit command to exit from the port mode.

Example

The following example shows how to enter the port mode of port g0/1.

Switch_config#

Switch_config#interface gigaEthernet0/1
Switch_config_g0/1#exit
Switch_config#




5. 1. 2 Description
Syntax

To set the description information of a port, run the following command.

[no] description line

Stands for the character string of the description information,
among which space may exist.

Parameters

line

Default Value

There is no description information by default.

Usage Guidelines

The command must be configured in port configuration mode.
Example

The following example shows how to set the description information of port g01/1 to up link.

Switch_config# interface gigaEthernet0/1
Switch_config_g0/1# description uplink

5. 1. 3 bandwidth
Syntax

To set the bandwidth of an interface, run the following command.

[no] bandwidth kilobps

kilobps port bandwidth, the value ranges from 1 to 10000000(kbps).

Parameters

Default Value
The default value of the 100M port is 100000 and the default value of gigabit port is 1000000.
Usage Guidelines

The command must be configured in port configuration mode.
Note:

The configured bandwidth does not mean the actual bandwidth of a port, but is used by some protocol to calculate the port cost.
Example

The following example shows how to set port g0/1 to 10000000.

Switch_config # interface gigaEthernet0/1
Switch_config_g0/1# bandwidth 10000000




5. 1.4 delay
Syntax

To set the delay of an interface, run the following command.

[no] delay tensofmicroseconds

Parameters

tensofmicroseconds port delay, the value ranges from 1 to 10000000 (10
microseconds)

Default Value

The default value of the delay is 1.

Usage Guidelines

This command is configured in port configuration mode.
Example

The following example shows how to set the delay of an interface to 10.

Switch_config_g0/1# delay 10
5. 1.5 shutdown
Syntax

To enable the port, run this command.

[no] shutdown

Parameters

None

Default Value

The physical port is in enabled shutdown status by default.

Usage Guidelines

This command can be used in port mode to enable or disable port.
Example

The following example shows how to enable port g0/1.
Switch_config_g0/1#

Switch_config_g0/1# no shutdown
Switch_config_g0/1#

5. 1.6 show interface

Syntax

To browse the state of an interface, run the following command.

show interface <port>




Parameters

Port Name of an interface If a specific port is not in the command, the
system will show the statuses of all ports.

Default Value

None

Usage Guidelines

This command can be used in EXEC and configuration modes to show the physical status and packet reception statistics of a port.
Example

The following example shows the information about port g0/1:

Switch_config# show interface gigaEthernet 0/1
GigaEthernet0/1 is administratively down, line protocol is down
Hardware is Giga-Combo-FX, address is 00e0.0fe4.d083 (bia 00e0.0fe4.d083)
MTU 1500 bytes, BW 1000000 kbit, DLY 10 usec
Encapsulation ARPA

Auto-duplex,  Auto-speed

low-control off

5 minutes input rate 0 bits/sec, 0 packets/sec

5 minutes output rate 0 bits/sec, 0 packets/sec
Received 0 packets, 0 bytes

0 broadcasts, 0 multicasts

0 discard, 0 error, 0 PAUSE

0 align, 0 FCS, 0 symbol

0 jabber, 0 oversize, 0 undersize

0 carriersense, 0 collision, 0 fragment

0 L3 packets, 0 discards, 0 Header errors
Transmited 0 packets, 0 bytes

0 broadcasts, 0 multicasts

0 discard, 0 error, 0 PAUSE

0 sqettest, 0 deferred

0 single, 0 multiple, 0 excessive, 0 late

0 L3 forwards

5. 1. 7 show running-config interface
Syntax

To display the settings of a port, run the following command.

show running-config interface port

Parameters
Port Stands for the existent port.

Default Value

None




Usage Guidelines
This command can be executed in EXEC or configuration mode to browse the settings of a port.
Example

The following example shows the settings of port g0/1:

Switch_config#show running-config interface g0/1
Building configuration...

Current configuration:

!

interface GigaEthernet0/1
shutdown

description uplink
bandwidth 10000000
delay 10

Switch_config#

5. 2 Configuration Example

The following example shows how to create a VLAN port, set its description information and IP address and browse the status and settings
of this port. To browse the port status and configuration, run show command.

Switch_config#

Switch_config# interface vlan1

Switch_config_v1# description uplink
Switch_config_v1#

Switch_config_v1# ip address 192.168.1.1 255.255.255.0
Switch_config_v1# exit

Switch_config#

Switch_config# show running-config interface vlan1
Building configuration...

Current configuration:

!

interface VLAN1

description uplink

ip address 192.168.1.1 255.255.255.0

Switch_config# show interface vlan1

VLANT1 is up, line protocol is down

Description: uplink

Hardware is EtherSVI, Address is 00e0.0fe4.d06a(00e0.0fe4.d06a)
Interface address is 192.168.1.1/24

MTU 1500 bytes, BW 1000000 kbit, DLY 2000 usec
Encapsulation ARPA

ARP type: ARPA, ARP timeout 04:00:00

Peak input rate 0 pps, output 0 pps

0 packets input, 0 bytes

Received 0 broadcasts, 0 multicasts

0 mpls unicasts, 0 mpls multicasts, 0 mpls input discards
0 input errors, 0 input discards

0 packets output, 0 bytes

Transmited 0 broadcasts, 0 multicasts

0 mpls unicasts, 0 mpls multicasts, 0 mpls output discards
0 output errors, 0 discards

Switch_config#




Chapter 6 Interface Range Commands

6.1 Interface Range

Syntax
interface range type slot/<port1-port2 | port3>[, <port1-port2|port3>]

Parameters

type Port type All reasonable port types, except the
manager port on the main control
board of the cabinet-like switch

slot Slot number All legal slot numbers
port1 Starting value of the port numbers All legal port numbers on a slot
port2 Ending value of the port numbers All legal port numbers on a slot

which are no smaller than port 1

port3 An independent port All legal port numbers on a slot
Default Value
None
Usage Guidelines
The command can be used to enter the interface range mode.

Example

The following example shows how to enter the port configuration mode of gigabit Ethernet port 1, 2, 3 or 4 on slot 0.

switch_config# interface range gigaEthernet 0/1-4
switch_config_if_range#

Note:

There is no space at the neither side of the symbo

|«

and the symbol *"
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Chapter 7 Port Physical Characteristic Configuration Commands

7.1 Port Physical Characteristic Configuration Commands

Configuration commands are shown as follows:
®  speed
®  duplex

° flow-control
7.1.1 speed
Syntax

To set the speed of the interface, ran speed {10]| 100 | 1000 | auto}.
speed {70| 100 | auto } (TX port)
speed {700 7000 | auto } (Optical port)

no speed

Parameters

10, 100,1000 Sets the speed of an interface to 10M, T00M or 1000M.
auto Sets the speed of the interface to auto.
Default Value

The speed of the electrical interface is auto, the speed of the 100M optical interface is 100M and the speed of the 1000M optical interface
is T000M.

Usage Guidelines
This command is configured in layer-2 interface configuration mode.

Note:

The optical interface speed is fixed. The gigabit optical interface enables auto-negotiation function by default. The optical/electric port
cannot support the gigabit and full-duplex at the same time. The ordinary TX port does not support speed 1000.

Example

The following example shows how to set the speed of interface g0/1 to T00M.

Switch_config# interface g0/1
Switch_config_g0/1# speed 100

7. 1.2 duplex
Syntax

To set the duplex mode of an interface, run duplex {auto | full | half}.
duplex {auto | full | half}

no duplex




Parameters

auto Automatic negotiation
full Full duplex
half Half duplex

Default Value
The electrical interface is in automatic negotiation mode , while the optical interface is in full duplex mode.
Usage Guidelines

This command is configured in layer-2 interface configuration mode.
Note:

The duplex mode of the optical interface is fixed, that is, the duplex mode of all optical interfaces is the full duplex mode. The
optical/electric port cannot support the gigabit and full-duplex at the same time. There is backpressure in half-duplex mode.

Example

The following example shows how to set the interface g0/1 to the full duplex mode.

Switch_config# interface g0/1
Switch_config_g0/1# duplex full

7. 1.3 flow-control
Syntax
To configure flow control for an interface, run the following command.

flow-control { on | off | auto}

Parameters

on Enables the flow control.
off Disables the flow control.
auto Auto-negotiation Mode

Default Value
The flow control function is disabled by default.
Usage Guidelines

The command must be configured in L2 port configuration mode.

NOTE:

The difference between “flow-control auto” and “flow-control on” is in the “auto” mode the device sends flow control frame only when it
negotiates successfully with the opposite end as the system is compelled to receive flow control frame in both modes.

Example

The following example shows how to enable the flow control function for port go/1.

Switch_config#int g0/1




Switch_config_g0/1#flow-control on
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Chapter 8 Port Additional Characteristics Configuration Commands

8.1 Configuring Port Isolation
8.1.1 port-protected
Syntax

To configure a port isolation group, run the following command. To return to the default setting, use the no form of this command.
port-protected group-id
[no] port-protected group-id

Parameters

group-id Configures port isolation group 1 to 28.
Default Value
None
Usage Guidelines
The command can be used to configure the group isolation in global configuration mode.
Example

The following example shows how to set ID of the isolation group to 1.
Switch_config#port-protected 1

8. 1. 2 Description
Syntax

To set the port isolation group description, run the following command. To delete the description, use the no form of this command.
description word
no description

Parameters

Word Sets the port isolation description. The description covers 31 characters
at most.

Default Value

None

Usage Guidelines

The command can be used to describe the group in global configuration mode.
Example

The following example shows how to set ID of the isolation group g1 to 1.
Switch-config-p1#description g1




8. 1. 3 switchport protected
Syntax

To set port isolation, run the following command. To return to the default setting, use the no form of this command.
switchport protected <group-id>
no switchport protected

Parameters

group-id Selects the port isolation group 1 to 28.

Default Value
None
Usage Guidelines

The command must be configured in layer-2 port configuration mode. The system configures isolation not based on groups by default
and group-id doesn't need to configure at the end. If configures isolation based on groups, it should be configured in global mode. Only
deleting the isolation on all ports can you reselect isolation based on groups or not based on groups.

Example

The following example shows how to set isolation of port g0/1 not based on groups.
Switch_config_g0/1#switchport protected

8. 2 Configuring the Storm Control Command

Syntax

To configure the storm control function of the port, run the following command. To return to the default setting, use the no form of this
command.

storm-control {broadcast | multicast | unicast} threshold count

no storm-control {broadcast | multicast | unicast} threshold

Parameters

broadcast | multicast |
unicast

count Defines the threshold flux of the storm. 1-65535

Defines broadcast/multicast/unicast storm control.

Default Value

The storm control function is disabled by default.

Usage Guidelines

The command must be configured in L2 port configuration mode.

Example

The following example shows how to set the unknown unicast-frame storm to 20pps on port go/1.

Switch_config#interface g0/1
Switch_config_g0/1#storm-control unicast threshold 20




8. 3 Configuring Switchport Rate Limit

Syntax

To configure the rate limit for a port, run this command. To return to the default setting, use the no form of this command.
switchport rate-limit {band | bandwidth percent} { ingress|egress}
no switchport rate-limit{ ingress|egress}

Parameters
Band Means the rate of the flow. The step length is 64Kbps.
percent Means the percentage of the flow. unit 1%
ingress Functions on the ingress port.
egress Functions on the egress port.

Default Value

The rate of the port is not limited by default.
Usage Guidelines

Layer-2 port configuration mode

Example

The following example shows how to set the incoming flow rate to 1M on port g0/1.
Switch_config#interface g0/1
Switch_config_g0/1#switchport rate-limit 16 ingress

8.4 Configuring Port Loop Check

Syntax

To configure the interval for a port to transmit the loop check packets, run keepalive second. To return to the default setting, use the no
form of this command.

keepalive second

[no] keepalive second

Parameters

Second Interval, unit: second.

Default Value

12 seconds

Usage Guidelines

The command must be configured in physical interface configuration mode.

Example

The following example shows how to set the transmission interval to 10 seconds on interface g0/1.

Switch_config#interface g0/1
Switch_config_g0/1#keepalive 10




8. 5 Configuring MAC Address Learning

Syntax

To configure the MAC address learning for a port, run switchport disable-learning. To return to the default setting, use the no form of this
command.

switchport disable-learning

[no] switchport disable-learning

Parameters

None

Default Value

The MAC address learning is enabled by default.

Usage Guidelines

The command must be configured in physical interface configuration mode.
Example

The following example shows how to disable the MAC address learning on interface g0/1.
Switch_config#interface g0/1
Switch_config_g0/1#switchport disable-learning

8. 6 Configuring Port Security

The port security configuration commands include:
switchport port-security mode

switchport port-security dynamic

switchport port-security static

switchport port-security sticky

8. 6. 1 switchport port-security mode
Syntax

To set the interface security mode, run the following command. To return to the default setting, use the no form of this command.
switchport port-security mode {dynamic | static accept|reject | sticky}

[no] switchport port-security mode

Parameters

None

Default Value

The port security is disabled by default.

Usage Guidelines

The command must be configured in physical interface configuration mode.

Example

The following example shows how to set interface g0/1 to the dynamic port security mode.
Switch_config#inter g0/1
Switch_config_g0/1#switchport port-security mode dynamic




8. 6. 2 switchport port-security dynamic
Syntax

To configure the maximum number of MAC addresses when the port is in dynamic security mode, run switchport port-security dynamic
maximum. To return to the default setting, use the no form of this command.

switchport port-security dynamic maximum dynamic_number

[no] switchport port-security dynamic maximum

Parameters

dynamic_number The maximum address number that 1-2048
can be learned

Default Value

The number of MAC addresses that can be learned is 1- the maximum number of items in the MAC address table.
Usage Guidelines

The command must be configured in physical interface configuration mode.

Example

The following example shows how to set the number of that can be learned MAC addresses of port g0/1 to 10.
Switch_config#inter g0/1

Switch_config_g0/1# switchport port-security dynamic maximum 10

8. 6. 3 switchport port-security static mac-address

Syntax

To configure a static security MAC address, run switchport port-security static mac-address H.H.H. To return to the default setting, use the
no form of this command.

switchport port-security static mac-address H.H.H

[no] switchport port-security static mac-address H.H.H

Parameters

None

Default Value

None

Usage Guidelines

The command must be configured in physical interface configuration mode.
Example

The following example shows how to set MAC address 0001.0002.0003 to a static security MAC address.
Switch_config#inter g0/1

Switch_config_g0/1# switchport port-security static mac-address 1.2.3

8. 6.4 switchport port-security sticky

Syntax

To configure the sticky characteristic of MAC address, run the following command. To return to the default setting, use the no form of this
command.

switchport port-security sticky {maximum sticky_number| mac-address H.H.H| aging-time aging_time | absolute-aging |
inactivity-aging}




[no] switchport port-security sticky {maximum_| mac-address H.H.H| aging-time | absolute-aging | inactivity-aging}
Parameters

The maximum address number that can be learned. The default is

sticky_number 100 and the value range is from 1 to 2048.

H.H.H Mac Address
. . aging time Unit: minute, the default value is 0 and the value range is
aging_time 0to 100.

Default Value

There is no sticky of mac address by default.

Usage Guidelines

The command must be configured in physical interface configuration mode.
Example

The following example shows how to set mac: 4433.0002.0021 to the sticky mac.
Switch_config#inter g0/1
Switch_config_g0/1# switchport port-security sticky mac-address 4433.0002.0021

8. 7 Configuring Port Binding

Syntax

To bind a MAC address to a IP address, run switchport port-security bind|block {ip|arp|both-arp-ip ip-addr| ipv6 ipv6-addr | mac
mac-addr}.

To cancel the address binding one by one or to exit the port binding state by cancelling all addresses on the port, run no switchport
port-security bind|block {ip|arp| both-arp-ip ip-addr | ipv6 ipv6-addr | mac mac-addr}.

switchport port-security bind|block {ip|arp|both-arp-ip ip-addr| ipv6 ipv6-addr | mac mac-addr }

no switchport port-security bind|block {ip|arp| both-arp-ip ip-addr | ipvé ipv6-addr | mac mac-addr}

Parameters
ip-addr IP address AB.CD
ipv6-addr Stands for the IPV6 address XXX XXX
Mac-addr Stands for the MAC address. H.H.H

Default Value
None
Usage Guidelines

It works in layer-2 port configuration mode.
The port binding function is forbidden by default. However, if one address is bound, the port is then in binding state unless you use the
negative form of this command to clear all bound address items.

Example

The following example shows how to bind IP address 1.2.3.4 to MAC address 0001.0001.1111 on interface g0/1 to decline the IP packets
and ARP packets from the bound address.

Switch_config#inter g0/1

Switch_config_g0/1# switchport port-security block both-arp-ip 1.2.3.4 mac 0001.0001.1111




8.8 SVL/IVL

Syntax

To set SVL, run the following command.
[nolvlan shared-learning

Parameters

None

Default Value

VLAN IVL on the port

Usage Guidelines

This command is run in global configuration mode.
Example

The following example shows how to set SVL.
Switch_config#vlan shared-learning

8.9 Configuring Link Scan Commands

Syntax

To set the scan interval of an interface, run the following command.
[no] Link scan [normal | fast] interval

Parameters

Normal means standard link scan mode.
Fast means fast link scan mode.

interval scan interval, unit Tms, 10-1000.

[normal | fast]

Default Value

The scan interval is 500ms in standard mode by default.
Fast mode, the default interval is 10ms.

Usage Guidelines

This command is configured in global configuration mode. The Fast mode is mainly used for cooperating with the protocol, for instance,
RSTP.The Normal mode is mainly used for finding up/down.

Example

The following example shows how to set the scan interval of a switch to 20ms.
Link scan normal 20

8. 10 Configuring the Enhanced Link State Detection Command

Syntax

To enable/disable the enhanced link state detection command, run the following command.
[no] switchport enhanced-link




Parameters

None

Default Value

Disabled.

Usage Guidelines

The command must be configured in port configuration mode.
Example

The following example shows how to enable the enhanced link state detection on interface g0/1:
Switch_config#interface g0/1
Switch_config_g0/1#switchport enhanced-link

8. 11 Configuring System MTU

Syntax

To configure the value of system mtu, run the following command.
[no] system mtu mtu

Parameters

mtu Sets the value of system mtu, 1500-9216.

Default Value

The default mtu is 1500 bytes.

Usage Guidelines

This command is configured in global configuration mode.
Example

The following example shows how to set system mtu to 2000 bytes.
Switch#config
Switch_config#system mtu 2000




Chapter 9 Port Mirroring Configuration Commands

9.1 Port Mirroring Configuration Commands

Port mirroring configuration commands include:
[ mirror

[} show mirror
9. 1.1 mirror
Syntax

To set port mirror, run this command.
[no] mirror session session_number {destination {interface interface-id } { rspan vid tpid} | source {interface interface-id [, | -1 [rx | tx |
both]}

Parameters

session_number Number of port mirroring Value range: 1-4
destination Information about destination port mirroring
vid VID of the tag of remote mirroring
TPID TPID of the tag of remote mirroring
source Information about the mirrored port
Data flow that will be mirrored Rx means that only the input data is
rx | tx |both mirrored; tx means that only the output data is mirrored; both

means both the input data and the output data are mirrored.

Default Value

None

Usage Guidelines

This command is configured in global configuration mode.
Note:

The unknown unicast packets including the unknown unicast and the broadcast take the source whose mirroring number is 1 as the
source port in output mirroring.

Example

Local mirroring: The following example shows how to set interface g0/2 as the output mirroring of interface g0/1.
Switch_config# mirror session 1 destination interface g0/2
Switch_config# mirror session 1 source interface g0/1

Remote mirroring: The following example shows how to set interface g0/2 as the local output mirroring of interface g0/1. The VLAN of
remote mirroring is 100. TPID is 0x8100.

Switch_config# mirror session 1 destination interface g0/2 rspan 100 0x8100
Switch_config# mirror session 1 source interface g0/1

9. 1.2 show mirror
Syntax

To display the configuration information about port mirroring, run the following command.
show mirror [session session_number]




Parameters

session_number Number of port mirroring Value range: 1-4

Default Value

None




Chapter 10 Power Over Ethernet Configuration Commands

10. 1 POE Configuration Commands

10. 1. 1 show poe system

Display POE related system information

show poe system
Parameters

None

Default Value
None

Command Mode
Monitoring Mode
Usage Guidelines

POE DRIVER

POE CHIP

POE Port Num

PSE Power Management (There are three types: automatic, preemption and non-preemption)
PSE Total Power

PSE Usage Threshold (Set by percentage)
PSE Alarm Power

PSE Lower-Port-Disable Power

PSE Lower-Port-NoConnect Power

PSE Consumed Power

PSE Peak Power

PSE Mib Notification

Temperature PSE
Example

Switch#show poe system

POE DRIVER:PETH PD69012 DRV POE CHIP:PD69012

POE Port Num:24

PSE PowerManagement:Preemptive PSE Total Power:80000 mW

PSE Usage Threshold:80% PSE Alarm Power:64000 mW

PSE Lower-Port-Disable Power:62000 mW PSE Lower-Port-NoConnect Power:44000 mW PSE Consumed Power:47500 mW
PSE Peak Power:101300 mW PSE Mib Notification:Disable PSE Temperature:38 degree

Related Command

None




10. 1. 2 show poeall

Display POE port information description table

show poe all
Parameters

None

Default Value
None

Command Mode
Monitoring Mode
Usage Guidelines

Port enabled/disabled

Port detection Port power status(disabled. searching. delivering-power. fault)

delivering-power Indicates normal power supply

Port pairs Line sequence of port power supply, signal indicates power supply of signal line, spare indicates power supply of idle line

Port priority Priority of port power supply: critical, high, low from high to low

Example

Switch#show poe all

Port Enable Status Pair Priority
fo/3 enabled Disabled signal low
f0/3 enabled Disabled signal low
fo/3 enabled Disabled signal low
f0/3 enabled Disabled signal low
f0/3 enabled Disabled signal low
fo/3 enabled Disabled signal low
f0/3 enabled Disabled signal low
fo/3 enabled Disabled signal low
f0/3 enabled Disabled signal low
f0/3 enabled Disabled signal low
fo/3 enabled Disabled signal low
f0/3 enabled Disabled signal low
fo/3 enabled  Disabled signal low
f0/3 enabled Disabled signal low
f0/3 enabled Disabled signal low
fo/3 enabled Disabled signal low
f0/3 enabled Disabled signal low
fo/3 enabled Disabled signal low
fo/3 enabled Disabled signal low
f0/3 enabled Disabled signal low
fo/3 enabled Disabled signal low
f0/3 enabled Disabled signal low
fo/3 enabled Disabled signal low
fo/3 enabled Disabled signal low

Related Command

None




10. 1. 3 show poe power

Display power supply information for all ports

show poe power
Parameters

None

Default Value
None

Command Mode
Monitoring Mode
Usage Guidelines

Max (Maximum power limit of the port)
Current (Current power of the port)

Average (The average power of the port. The peak power of the port is valid only when the power statistics are enabled. The bottom
power of the bottom port is valid only when the power statistics are enabled.)

Example

Switch#show poe power

Port Current Max Average  Peak Bottom
fo/3 0mw 30000 mW 0mw 0mw 0mw
fo/4 0mw 30000 mW 0mw 0mw 0mw
fo/2 0mwW 30000 mW 0mw 0mW 0mW
fo/1 0mwW 30000 mW 0mw 0mw 0mw
fo/5 0mwW 30000 mW 0mw 0mWw 0mWw
fo/6 0mwW 30000 mW 0mw 0mWw 0mWw
fo/7 0mwW 30000 mW 0mw 0mw 0mw
fo/8 0mwW 30000 mW 0mw 0mWw 0mWw
fo/9 0mwW 30000 mW 0mw 0mwW 0mwW
fo/10 0mwW 30000 mW 0mw 0mWw 0mWw
fo/11 0mwW 30000 mW 0mw 0mWw 0mWw
fo/12 0mwW 30000 mW 0mw 0mw 0mw
fo/13 7600 mW 30000 mW 7620 mW 7800 mW 7600 mW
fo/14 0mwW 30000 mW 0mw 0mw 0mw
fo/15 7600 mW 30000 mW 7600 mW 7800 mW 7600 mW
fo/16 0mwW 30000 mW 0mw 0mWw 0mWw
fo/17 0mwW 30000 mW 0mw 0mw 0mw
fo/18 0mwW 30000 mW 0mw 0mWw 0mWw
fo/19 0mwW 30000 mW 0mw 0mW 0mW
f0/20 0mwW 30000 mW 0mw 0mw 0mw
fo/21 0mwW 30000 mW 0mw 0mWw 0mWw
f0/22 15900 mW 30000 mW 15890 mW 16200 mW 14900 mW
fo/23 7700 mW 30000 mW 7780 mW 7800 mW 7700 mW
f0/24 8400 mW 30000 mW 9850 mW 22500 mW 6500 mW

Related Command

None




10.1.4 show poe interface

Display detailed POE information for the specified port

show poe interface type slot/port

Parameters
Type Interface Type
Slot Slot or card number
Port Slot or card port number

Default Value
None

Command Mode
Monitoring Mode
Usage Guidelines

PSE Port Number

Port Power Enabled

Port Force Power

Port Detection Status Port power status( disabled. searching. delivering-power, fault)

Port Fault Status

Port Last Disconnection Reason

Port Pairs Line sequence of port power supply, signal indicates power supply of signal line, spare indicates power supply of idle line
Port IEEE Class

Port Priority Port power priority, critical, high, low port from high to low Current

Port Voltage

Port Current Power

Port Average Power The average power of the port. The peak power of the port is valid only when the power statistics are turned on.

Port PD Discription
Example

Switch#show poe interface f0/24 PSE Port

Number : 23

Port Power Enabled : enable

Port Force Power : disable

Port Detection Status : delivering-power

Port Fault Status :

Port Last Disconnection Reason :

Port was disabled Port Pairs : signal

Port IEEE Class : 0 Port Priority : critical Port Current: 163 mA
Port Current Power : 8400 mW Port Average Power : 8440 mW
Port Peak Power : 22500 mW Port Bottom Power : 6500 mW Port Max Power : 30000 mW Port PD Discription : AP




Related Command

None

10. 1. 5 poe power-management

Configure switch power management mode

poe power-management {auto | preemptive | non-preemptive | lowDisable | lowNoConnect } value

Parameters

Parameters Description

Auto Configure the switch power management mode to
automatic mode

Preemptive Configure the switch power management mode to
preempt mode

non-preemptive Configure the switch power management mode to
non-preemptive mode

lowDisable When the total power exceeds lowDisable, the port can no
longer supply power, and when it is lower, it can continue
to supply power. lowDisable = machine power - value

lowNoConnect When the total power exceeds lowNoConnect, ports with
priority lower than or equal to the lowest priority of the
current power supply will be powered off and enabled.
lowNoConnect = lowDisable - value

Default Value

Power management is automatic (auto)
Command Mode

Global configuration mode

Usage Guidelines

Automatic mode: The maximum port power limit cannot be set, and the default is the maximum port power supported by the chip.
Preemption mode: Enable the maximum power limit function of the port; enable the power supply priority function of the port;
Non-preemption mode: enable the maximum power limit function of the port; enable the power supply priority function of the port;

Preemption means that under full load conditions, when a high-priority power supply interface accesses a PD device, power is normally
supplied to the newly connected PD device, and the port with the lowest power supply priority is powered off;

Non-preemption means that when the device is under full load, a high-priority power supply interface connects to the PD device and
generates a prompt message, prompting that the high-priority interface has a PD device access.

Example

The following command sets the power management mode to preemptive mode
Switch_config#poe power-management preemptive

Switch_config#poe power-management lowDisable 18000

Switch_config#poe power-management lowNoConnect 18000

Related Command

poe max-power




poe priority

10. 1. 6 poe led-time

Configure the duration when the LED mode is POE
poe led-time time

no poe led-time

Parameters

Time Unit is second

Default Value

30 seconds duration when LED mode is POE
Command Mode

Global configuration mode

Usage Guidelines

The prefix no will set the duration back to the default
Example

The following command sets the duration to 10 seconds

Switch_config#poe led-time 10
Related Command

None

10. 1. 7 poe mib notification-stop

No trap will be sent to the user when the port power supply changes or a power alarm occurs
poe mib notification-stop

no poe mib notification-stop

Parameters

None

Default Value

By default, when the port power supply changes or a power alarm occurs, a trap will be sent to notify the user
Command Mode

Global configuration mode

Usage Guidelines

The prefix no is restored to the default value
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Example

The following command configures not to send a trap to notify the user when the port power supply changes or a power alarm occurs

Switch_config#poe mib notification-stop
Related Command

None

10. 1. 8 poe pse-unprotect

Port power protection can prevent problems caused by PSE device docking.
poe pse-unprotect

no poe pse-unprotect

Parameters

None

Default Value

Port protection is enabled by default
Command Mode

Global configuration mode

Usage Guidelines

The prefix no is restored to the default value
Example

The following command turns off port protection

Switch_config# poe pse-unprotect
Related Command

None

10. 1.9 poe counter value

Enable global and port power statistics
poe counter value

no poe counter

Parameters

value Sampling interval in seconds

Default Value

Turn off power statistics by default




Command Mode

Global configuration mode

Usage Guidelines

The prefix no is restored to the default value
Example

The following command sets the sampling interval of power statistics to 5 seconds.

Switch_config# poe counter 5
Related Command

None

10. 1. 10 poe threshold

Configure the percentage of alarm power to the total power
poe threshold value

no poe threshold

Parameters

value Alarm power relative to the total power

Default Value

By default, the percentage of the alarm power to the power of the whole machine is 100%
Command Mode

Global configuration mode

Usage Guidelines

The prefix no will set the percentage back to the default

Example

The following command sets the percentage of alarm power to the power of the whole machine to 50%

Switch_config#poe threshold 50
Related Command

poe power-management

10. 1. 11 poe standard

Configure PSE power standards

poe standard {AF| AT| MAX}




Parameters
AF Select AF standard, the port can be powered up 15.4W
AT Select AT standard, the port can be powered up 30W
MAX Select MAX to take the latest standard supported by this

switch. For both AF and AF
AT devices take AT, for AF only supported
Devices that do not support AT take AF.

Default Value

Take the latest standard (MAX) supported by this switch by default
Command Mode

Global configuration mode

Usage Guidelines

Select AF standard, the port can supply power up to 15.4W; Select AT standard, the port can supply power up to 30W;

Select MAX to take the latest standard supported by this switch. For devices that support both AF and AT, take AT, and for devices that only
support AF but not AT.

Example

The following command sets the PSE power standard to AF

Switch_config#poe standard AF
Related Command

None

10. 1. 12 poe disable

Configure port power supply

poe disable { time-range name | <cr>} no poe disable {time-range| <cr>}

Parameters
time-range name name is the name of the unpowered time period
<cr> Enter, that is, enter poe disable separately to close the port

Default Value

By default, the port power supply is enabled, and there is no time period power limitation.




Command Mode
Port configuration mode
Usage Guidelines

poe disable
no poe disable
poe disable time-range name

no poe disable time-range
Example

The following command will disable the power supply enable of port f0/ 1
Switch_config_f0/1#poe disable

The following command enables the closed port power supply when the time of the POE device is within the time period named
Sunday_free.

Switch_config_f0/1poe disable time-range Sunday_free
Related Command

time-range

10. 1. 13 poe max-power

Configure port maximum power poe

max-power value no poe max-power

Parameters

value Maximum port power in mW

Default Value

Maximum port power is 30000mW by default

Command Mode

Port configuration mode

Usage Guidelines

The prefix no will set the port maximum power back to the default value; this command is a command in non-auto mode.
Example

The following command sets the maximum power of port f0/ 1 to 15000mW

Switch_config_f0/1#poe max-power 15000
Related Command

poe power-management
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10. 1. 14 poe priority

Configure port power priority

poe priority {critical | high | low }

Parameters
critical Highest priority
high Second highest priority
low Lowest priority

Default Value

Port power priority is low by default

Command Mode

Port configuration mode

Usage Guidelines

This command is a command in non-auto mode.
Example

The following command sets the power priority of port f0/ 1 to critical

Switch_config_f0/1#poe priority critical
Related Command

poe power-management

10. 1. 15 poe PD-discription

Configure port descriptions, usually describing PD devices
poe PD-discription string

no poe PD-discription

Parameters

string Port description string

Default Value
None
Command Mode

Port configuration mode




Usage Guidelines
The prefix no means to clear the description string
Example

The following command sets the POE port description of port f0/ 1 to "AP-1"
Switch_config_f0/1#poe PD-discription AP-1

Related Command

None

10. 1. 16 poe force-power

Configure the port power supply function
poe force-power

no poe force-power

Parameters

None

Default Value

Forced power off by default

Command Mode

Port configuration mode

Usage Guidelines

The prefix no means to turn off the forced power supply
Example

The following command configures the POE port of port f0 / 1 to force power

Switch_config_f0/1#poe force-power
Related Command

poe power-management
Usage Guidelines

This command can be used to display the information about port mirroring.

Example

The following example shows how to display the information of port mirroring on port 1.

Switch_config#show mirror session 1

Session 1

Destination Ports: g0/3

Source Ports:
RX Only: None
TX Only: None
Both: g0/2




Chapter 11 MAC Address Configuration Commands

11.1 MACAddress Configuration Commands

11. 1. 1 mac address-table static
Syntax

To add a static MAC address, run mac address-table static mac-addr vlan vlan-id interface interface-id. To cancel the static MAC address,
run no mac address-table static mac-addr vlan vlan-id interface interface-id.
mac address-table static mac-addr vlan vlan-id interface interface-id

[no] mac address-table static mac-addr vlan vian-id interface interface-id

Parameters

mac-addr MAC address Value range: H.H.H
vlian-id AVLAN that the MAC address belongs to Value range: 1-4094
interface-id Physical port that the MAC address belongs to.

Default Value

None

Usage Guidelines

This command is configured in global configuration mode.
Example

The following example shows how to bind MAC address 0004.5600.67ab to port g0/2 of VLAN1.
Switch_config# mac address-table static 0004.5600.67ab vlan 1 interface g0/2

11. 1. 2 mac address-table aging-time
Syntax

To configure the aging time of the MAC address table, run the following command.

mac address-table aging-time [0 | 10-1000000]

0 Means that the MAC address never ages.

Parameters

10-1000000 Aging time of the MAC address whose unit is second

Default Value

300s




Usage Guidelines
This command is configured in global configuration mode.
Example

The following example shows how to set the aging time of the MAC address to 100 seconds.

Switch_config# mac address-table aging-time 100
11. 1. 3 mac address-table blackhole
Syntax

To add or delete a black hole MAC address, run the following command.

[no] mac address-table blackholemac-addr vlan vian-id

mac-addr MAC address Value range: H.H.H

Parameters

vlan-id AVLAN that the MAC address belongs to Value range: 1-4094

Default Value

None

Usage Guidelines

This command is configured in global configuration mode.
Example

The following example shows how to configure the address 0004.5600.67ab to the black hole mac on VLANT.
Switch_config# mac address-table blackhole 0004.5600.67ab vlan 1

11. 1. 4 show mac address-table
Syntax

To display the MAC address table of the switch, run the following command.

show mac address-table [dynamic [interface interface-id | vlan vian-id] | static | brief | multicast | interface interface-id | vlan vian-id
| H.H.H | blackhole]

Parameters

dynamic Dynamically-learned MAC address table
interface-id Name of an interface
vlan-id VLAN ID Value range: 1-4094
static Static MAC address table

brief Brief information about the MAC address




multicast Multicast MAC address table

Interface Interface’s MAC address table
Vlan Vlan mac address table
H.H.H Specific address

Blackhole Blackhole MAC address;

Default Value

None

Usage Guidelines

This command is used to display the MAC address table.
Example

The following example shows how to display all dynamic MAC address tables.

Switch_config#show mac address-table
Mac Address Table (Total 2)

Vlan Mac Address Type Ports
1 0026.5a7c.fad3 DYNAMIC g0/2
1 0000.0000.0004 DYNAMIC g0/2

11. 1. 5 clear mac address-table
Syntax

To delete the dynamic MAC address, run the following command.

clear mac address-table dynamic [address mac-addr | interface interface-id | vlan vian-id]

Parameters

mac-addr MAC address Value range: H.H.H
interface-id Means a name of a L2 interface.
vlian-id VLAN ID Value range: 1-4094

Default Value

None

Usage Guidelines

This command is used in EXEC mode.
Example

The following example shows how to clear all dynamically-learned MAC addresses on interface g0/2.




Switch# clear mac address-table dynamic interface g0/2




Chapter 12 MAC Access List Configuration Commands

12. 1 MAC Access List Configuration Commands

The MAC access list configuration commands include:
®  mac access-list

° permit

® deny

®  macaccess-group
12.1. 1 macaccess-list

Syntax

To add or cancel a MAC access list, run the following command.

[no] mac access-list name

name MAC: Name of the MAC access list

Parameters

Default Value

When there is a rule in the access list, an item- deny any any- will be added to the end by default and the item will not show.
Usage Guidelines

This command is run in global configuration mode.

Example

The following example shows how to configure a mac-acl MAC access list.

Switch-config# mac access-list mac-acl
Switch-config-macl#

12. 1. 2 permit
Syntax

To add or cancel an item to or from the MAC access list, run the following command.

[no] permit {any | host src-mac-addr | src-mac-addr src-mac-mask } {any | host dst-mac-addr | dst-mac-addr ~ dst-mac-mask}[ arp [{any |
src-ip-addr} {any | dst-ip-addr}] | ethertypel

any Any value —

Parameters

host Chassis —




src-mac-addr Stands for source MAC address H.H.H
src-mac-mask Stands for source mac mask H.H.H
dst-mac-addr Stands for destination MAC address H.H.H
dst-mac-mask Stands for destination mac mask H.HH
arp Stands for matched arp packets —
src-ip-addr Stands for source IP address AB.CD
dst-ip-addr Stands for the destination IP address AB.CD
ethertype Type of the matched Ethernet packet 0x0600-0xFFFF

Default Value

All items are rejected.

Usage Guidelines

This command is running in MAC access list configuration mode.
Example

The following example shows how to set the MAC address of a host to 1234.5678.abcd.
Switch-config-macl#permit host 1234.5678.abcd any

12.1.3 deny
Syntax

To add or cancel an item rejected by the MAC access list, run the following command.

[no] deny f{any | host src-mac-addr | src-mac-addr src-mac-mask } {any | host dst-mac-addr | dst-mac-addr ~ dst-mac-mask}[ arp [{any |
src-ip-addr} {any | dst-ip-addr}] | ethertypel

Parameters

any Any value —

host Chassis —
src-mac-addr Stands for source MAC address H.H.H
src-mac-mask Stands for source mac mask H.H.H
dst-mac-addr Stands for destination MAC address H.H.H
dst-mac-mask Stands for destination mac mask H.HH

arp Stands for matched arp packets —

src-ip-addr Stands for source IP address AB.CD

dst-ip-addr Stands for the destination IP address AB.CD




ethertype Type of the matched Ethernet packet 0x0600-0xFFFF

Default Value

All items are rejected.

Usage Guidelines

This command is running in MAC access list configuration mode.
Example

The following example shows how to reject a host whose MAC address is 1234.5678.abcd.
Switch-config-macl#deny host 1234.5678.abcd any

12. 1. 4 mac access-group
Syntax

Global:

To apply the established MAC access list to an interface or in the global mode or cancel a MAC access list which is already applied to an
interface or in the global mode, run the following command.

mac access-group name [vlan {word | add word | remove wordj]
[no] mac access-group name [vlan ]
Port

[no] mac access-group name

Parameters

name MAC: Name of the MAC access list
Vian THE ACCESS LIST IS APPLIED IN INGRESS.
Word VLAN RANGE TABLE
add ADD VLAN RANGE TABLE
remove DELETE VLAN RANGE TABLE

Default Value
No MAC access list is applied to an interface.
Usage Guidelines

This command is configured in layer-2 interface configuration mode or the interface configuration mode. If there is no access list, an
access list with the empty rule will be created.

Example

The following example shows how to configure the macacl MAC access list on interface g0/1.

Switch_config_g0/1#mac access-group macacl




Chapter 13 802.1x Configuration Commands

13. 1 802.1x Configuration Commands

13.1.1

Syntax

802.1x configuration commands include:
dot1x enable

dot1x port-control

dot1x authentication multiple-hosts
dot1x authentication multiple-auth
dot1x default

dot1x reauth-max

dot1x re-authentication

dot1x timeout quiet-period

dot1x timeout re-authperiod

dot1x timeout tx-period

dot1x mab

dot1x mabformat

dot1x user-permit

dot1x authentication method

dot1x accounting enable

dot1x accounting method

dot1x authen-type. dot1x authentication type
dot1x guest-vlan

dot1x guest-vlanid

dot1x forbid multi-network-adapter
dot1x keepalive

aaa authentication dot1x

debug dot1x error

debug dot1x state

debug dot1x packet

show dot1x

dot1x enable

dot1x enable

no dot1x enable

Parameters

None

Default Value

None
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Usage Guidelines

If the 802.1x function is not enabled, you cannot start it on an interface. If the 802.1x function is forbidden, all interfaces have no the
802.1x function, and at the same time, all 802.1x packets will not be received by CPU but can be forwarded in VLAN like normal multicast
packets.

Command Mode
Global configuration mode
Example

The following example shows how to enable dot1x.

Switch_config#dot1x enable
Switch_config #

13. 1. 2 dot1x port-control
Syntax

dot1x port-control {auto|force-authorized|force-unauthorized|misc-mab}

no dot1x port-control

Parameters

auto Enables the 802.1x authentication mode.

force-authorized Disables 802.1X on the interface and causes the port to change to
the authorized state without any authentication exchange required.

force-unauthorized Denies all access through this interface by forcing the port to
change to the unauthorized state, ignoring all attempts by the client
to authenticate.

Misc-mab The hybrid mode of multi-user and mab authentication
Default Value
force-authorized

Usage Guidelines

The 802.1x protocol is an interface-based two-layer authentication mode. You can run the auto command to enable the authentication
mode. This authentication mode can be configured only on the physical interface and the interface’s attributes cannot include VLAN
backbone, dynamical access, security port or listening port.

Command Mode
Port configuration mode
Example

The following example shows how to enable 802.1x on interface g0/1.

Switch_config _g0/1# dot1x port-control auto

Switch_config _g0/1#

The following example shows how to firstly set interface g0/1 to the VLAN backbone and then enable 802.1x.
Switch_config _g0/1#switchport mode trunk

Switch_config _g0/1#dot1x port-control auto

802.1x Control Failed, 802.1x cannot cmd on vlanTrunk port(g0/1)




Switch_config _g0/1#
13. 1. 3 dot1x authentication multiple-hosts
Syntax

dot1x authentication multiple-hosts

no dot1x authentication multiple-hosts
Parameters

None

Default Value

Disabled

Usage Guidelines

Set one port to the multi-hosts mode of 802.1x, and the switch will authenticate different users. When one user passes the authentication,
the port sets to the “up” state. Other users can access the port without authentication.

Note: After modifying the multi-host authentication mode, all users of the port will be authenticated again.
Command Mode

Port configuration mode

Example

The following example shows how to enable multi-hosts authentication on interface g0/1.

Switch_config _g0/1# dot1x authentication multiple-hosts
Switch_config _g0/1#

13. 1. 4 dot1x authentication multiple-auth
Syntax

dot1x authentication multiple-auth

no dot1x authentication multiple-auth
Parameters

None

Default Value

Disabled

Usage Guidelines

Set one port to the multi-hosts mode of 802.1x, and the switch will authenticate different users. When only one user passes its
authentication, the interface will be up; only when all users fail in their authentication, in another word, only when no successfully
authenticated user exist on the interface, the interface will be down. This mechanism gives guarantee to respective authentication for
each user and if a user fails in its authentication, other users still have the normal access rights.

NOTE:

The multi-auth mode cannot coexist with guest vlan or mab. If an interface is in multi-authen mode, all users on the interface will be
authenticated again.

Command Mode

Port configuration mode




Example

The following example shows how to enable multi-auth authentication on interface g0/1.

Switch_config _g0/1# dot1x authentication multiple-auth
Switch_config _g0/1#

13.1.5 dot1x default
Syntax

dot1x default
Parameters

None

Default Value

None

Usage Guidelines

This command is used to resume all global configurations to the default settings.
Command Mode

Global configuration mode
Example

The following example shows how to resume all dot1x configuration parameters to their default values.

Switch_config #dot1x default
Switch_config #

13. 1. 6 dot1x reauth-max
Syntax

dot1x reauth-max count

no dot1x reauth-max

Parameters

count Maximum authentication re-try times, ranging between 1 and 10

Default Value

Usage Guidelines

This command is used to set the authentication retry times. If the retry times exceeds the maximum retry times and the client has no
response, the authentication is mounted.

Command Mode

Global configuration mode




Example

The following example shows how to configure the maximum times of dot1x identity authentication request to 4.

Switch_config #dot1x reauth-max 4
Switch_config #

13. 1. 7 dot1x re-authentication
Syntax

dot1x re-authentication

no dot1x re-authentication
Parameters

None

Default Value

None

Usage Guidelines

After an interface passes authentication, the interface will still perform authentication to hosts in a certain period. You can run dot1x
timeout re-auth period to configure the period.

Command Mode
Global configuration mode
Example

The following example shows how to enable the re-authentication function.

Switch_config #dot1x re-authentication
Switch_config #

13. 1. 8 dot1x timeout quiet-period
Syntax

dot1x timeout quiet-period time

no dot1x timeout quiet-period

Parameters

time Period for restarting dot1x authentication, ranging between 0 and
65535 seconds

Default Value
60s
Usage Guidelines

There is a certain period when the switch cannot perform any authentication after the previous authentication fails.




Command Mode
Global configuration mode
Example

The following example shows how to set the value of quiet-period to 40.

Switch_config #dot1x timeout quiet-period 40
Switch_config #

13. 1.9 dot1x timeout re-authperiod
Syntax

dot1x timeout re-authperiod time

no dot1x timeout re-authperiod

Parameters

time dot1x re-authentication period, ranging between 1 and
4294967295s

Default Value

3600s

Usage Guidelines

This command validates only when the re-authentication function is enabled.
Command Mode

Global configuration mode

Example

The following example shows how to set the dot1x re-authentication period to 7200 seconds.

Switch_config # dot1x timeout re-authperiod 7200
Switch_config #

13. 1. 10 dot1x timeout tx-period
Syntax

dot1x timeout tx-period time

no dot1x timeout tx-period

Parameters
time Time which ranges between 1 and 65535 seconds

Default Value

30s
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Usage Guidelines

This command is used to set the client’s authentication request response interval. If the interval is exceeded, the switch would retransmit
the authentication request.

Command Mode
Global configuration mode
Example

The following example shows how to set the transmission frequency to 24.

Switch_config # dot1x timeout tx-period 24
Switch_config #

13. 1. 11 dot1x mab
Syntax

dot1x mab

no dot1x mab

Parameters

None

Default Value

The debugging switch is disabled.
Usage Guidelines

When a peer device cannot run the 802.1x client software, the switch will adopt the MAB authentication mode and then the MAC address
of the peer device will be sent as both the username and password to the radius server for authentication.

When the MAB authentication is enabled and the peer device, however, neither sends the eapol_start packet nor responds to the
request_identity packet and exceeds the timeout threshold, the switch regards this case as the evidence of not support the 802.1x
authentication client on the peer device and then turns to the MAB authentication. When the switch sends the gained MAC address as the
username and password to the Radius server for authentication, the authentication will still not succeed until the Radius server has
authorized this MAC address.

Note:

The MAB authentication mode cannot coexist with the multi-auth mode.
Command Mode

Port configuration mode

Example

The following example shows how to enable mab authentication on port g0/1.

Switch_config _g0/1# dot1x mab
Switch_config _g0/1#

13. 1. 12 dot1x mabformat
Syntax

dot1x mabformat {1|2|3|4|5|6}

no dot1x mabformat




Parameters

1 Format of the MAC address: aa:bb:cc:dd:ee:ff
2 Format of the MAC address: aa:bb:cc:dd:ee:ff
3 Format of the MAC address: aabbccddeeff

4 Format of the MAC address: AABBCCDDEEFF

5 Format of the MAC address: aa-bb-cc-dd-ee-ff
6 Format of the MAC address: AA-BB-CC-DD-EE-FF

Default Value

The defaultis 1.

Usage Guidelines

When the MAB authentication is enabled, you can set the format of the MAC address to the Radius server through this command.
Command Mode

Global configuration mode

Example

The following example shows how to set the format of MAC to 3.

Switch_config # dot1x mabformat 3
Switch_config #

13. 1. 13 dot1x user-permit
Syntax

dot1x user-permit xxx yyy zzz

no dot1x user-permit

Parameters

XXX A user name
yyy A user name
22z A user name

Default Value

No user is bound and all users would pass.
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Usage Guidelines

This command can be used to bind users on an interface. Each interface can be bound to up to eight users. When the 802.1x
authentication is enabled, the authentication is performed only to those bound users. However, to those unbound users, the
authentication must fail.

Command Mode
Port configuration mode
Example

The following example shows how to bind users a, b, cand d on interface g0/1.

Switch_config _g0/1# dot1x user-permita b cd
Switch_config _g0/1#

13. 1. 14 dot1x authentication method
Syntax

dot1x authentication method xxx

no dot1x authentication method

Parameters

XXX Method name

Default Value
Default method
Usage Guidelines

This command is used to configure the authentication method which must be one of authentication methods provided by AAA. One
interface only uses one authentication method. When AAA performs authentication to the 802.1x user, AAA would select the configured
authentication method to perform the authentication.

Command Mode
Port configuration mode
Example

The following example shows how to set the authentication method on interface g0/1 to abcd which applies the local username for
authentication and that on interface g0/2 to efgh which applies the remote radius authentication.

Switch_config #aaa authentication dot1x abcd local
Switch_config #aaa authentication dot1x efgh group radius
Switch_config #int g0/1

Switch_config _g0/1# dot1x authentication method abcd
Switch_config _g0/1# int g0/2

Switch_config _g0/2# dot1x authentication method efgh

13. 1. 15 dot1x accounting enable
Syntax

dot1x accounting enable

no dot1x accounting enable




Parameters

None

Default Value

The accounting service is disabled by default.
Usage Guidelines

This command is used to enable the accounting function on a port which runs with the authentication function. You'd better enable the
dot1x re-authentication function when the accounting function is running.

Command Mode
Port configuration mode
Example

The following example shows how to configure the dot1x authentication function on interface g0/1 and enable the accounting function.
Switch_config #dot1x enable

Switch_config #int g0/1

Switch_config _g0/1# dot1x port auto

Switch_config _g0/1# dot1x accounting enable

13. 1. 16 dot1x accounting method

Syntax

dot1x accounting method xxx

no dot1x accounting method

Parameters

XXX Name of the accounting method

Default Value
Default method
Usage Guidelines

This command is used to configure an accounting method on a port. This method must be one of the accounting methods provided by
AAA. Each port has only one accounting method. When the dot1x accounting function is enabled, this method will be used for
accounting.

Command Mode
Port configuration mode
Example

The following example shows how to set the accounting method on interface g0/1 to abcd, which uses the radius server.

Switch_config # aaa accounting network abcd start-stop group radius
Switch_config #radius host 192.168.20.100

Switch_config #int g0/1

Switch_config _g0/1# dot1x accounting method abcd




13. 1. 17 dot1x authen-type, dot1x authentication type
Syntax

To configure the dot1x authentication type in global configuration mode, run dot1x authen-type; to resume the default settings in global
configuration mode, run no dot1x authen-type.

dot1x authen-type {chap|eap}
no dot1x authen-type

To configure the dot1x authentication type on an interface, run dot1x authentication type; to resume the default settings on an interface,
run no dot1x authentication type.

dot1x authentication type {chap|eap}

no dot1x authentication type
Parameters

None

Default Value

The default dot1x authentication type is eap.

The default dot1x authentication type in global configuration mode is also used applied by default in interface configuration mode.
Usage Guidelines

The authentication type decides whether AAA uses the CHAP authentication or the EAP authentication. If the CHAP authentication is used,
the challenge required by MD5 is locally generated; if the EAP authentication is used, the challenge is generated on the authentication
server. Only one authentication mode can be applied to one interface. By default, the authentication mode is applied in global mode.
When an authentication mode is configured for an interface, the authentication mode will be always used on the interface unless the
negative form of the command is run to resume the default settings.

Command Mode
Interface or global configuration mode
Example

The following example shows how to set the authentication type on interface g0/1 to chap and the global authentication type to eap.

Switch_config #dot1x authen-type eap
Switch_config #int g0/1
Switch_config _g0/1# dot1x authentication type chap

13. 1. 18 dot1x guest-vian
Syntax

To enable the guest-vlan function of dot1x in global configuration mode, run dot1x guest-vlan. To disable the guest-vlan function of dot1x
in global configuration mode, run no dot1x guest-vlan.

dot1x guest-vian

no dot1x guest-vian
Parameters

None

Default Value

The debugging switch is disabled.
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Usage Guidelines

After the guest-vlan function is enabled, the corresponding port can be grouped into the guest vlan and specific network access rights are
attributed to the port if a guest terminal does not respond.

This command is used together with the dot1x guest-vlan id command.
Note:

This command cannot be set together with the multiple-auth command.
Command Mode

Global configuration mode

Example

The following example shows how to enable the guest-vlan function in global configuration mode.

Switch_config #dot1x guest-vlan
13. 1. 19 dot1x guest-vlan id
Syntax

To configure the value of dot1x guest-vlan id on an interface, run dot1x guest-vlan id; to resume the default value 0, run no dotlx
guest-vlan.

dot1x guest-vlan id

no dot1x guest-vian

Parameters

ID: stands for the value of guest vlan,which can be any vlan ID configured in the system.
Default Value

None

Usage Guidelines

After the guest-vlan function is enabled, the corresponding port can be grouped into the guest vlan and specific network access rights are
attributed to the port if a guest terminal does not respond.

This command is used together with the dot1x guest-vlan id command.

Note: This command cannot be set together with the multiple-auth command.
Command Mode

Port configuration mode

Example

The following example shows how to configure the guest-vlan id on port g0/1.

Switch_config _g0/1#dot1x guest-vlan 2
13. 1. 20 dot1x forbid multi-network-adapter
Syntax

To forbid the supplicant of the multi-network-adapter on an interface, run dot1x forbid multi-network-adapter. To resume the default
settings, run no dot1x forbid multi-network-adapter.




dot1x forbid multi-network-adapter

no dot1x forbid multi-network-adapter

Parameters

None

Default Value

None

Usage Guidelines

This command can be used to forbid the supplicant terminal with multiple network adapters, preventing an agent from being occurred.
Command Mode

Port configuration mode

Example

The following example shows how to forbid the supplicant terminal with multiple network adapters on port g0/1.
Switch_config _g0/1 # dot1x forbid multi-network-adapter

13. 1. 21 dot1x keepalive
Syntax

The following example shows how to enable or disable the keepalive detection for the authentication user.
dot1x keepalive

no dot1x keepalive

Parameters

None

Default Value

Enabled

Usage Guidelines

The default is enable the keepalive detection.
Command Mode

Global configuration mode

Example

The following example shows how to enable/disable the keepalive detection for the authentication user, run the above commands.

Switch_config #no dot1x keepalive
Switch_config #

13. 1. 22 aaa authentication dot1x
Syntax

aaa authentication dot1x {default | word } method1 [ method2...]




no aaa authe